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NOTE

This report is an unclassified version of the full report lahatthe Office of the
Inspector General (OIG) completed in 2004 and provided to the Federal Bureau
of Investigation (FBI), the Department of Justice, the Congress, the Central
Intelligence Agency, the National Security Agency, and the National
Commission on Terrorist Attacks Upon the United States. The OIG's full report
is classified at the Top Secret/SCI level.

At the request of members of Congress, after issuing the full report the OIG
created an unclassified version of the report. However, because the unclassified
version included information about the FBI's investigation of Zacarias
Moussaoui, and because of Moussaoui's trial in the Urfited States: District Court
for the Eastern District of Virginia and the rules of that Court, the OIG could not
release the unclassified version of the report without the Court's permission
until the trial was completed.

In June 2005, the Court gave the OIG permission to release the sections of the
unclassified report that did not discuss Moussaoui. Th_xefore, at that time the
OIG released publicly a version of the unclassified report that did not c-ontain ...................
Chapter 4 (the OIG's review of the Mousssaoui matter), as well as other
references to Moussaoui throughout the report.

The Moussaoui case concluded on May 4, 2006, when the Court sentenced
Moussaoui to life in prison. The OIG then prepared this document, an
unclassified version of the full report that includes the :trfformation relatedto
Moussaoui.

On June 19, 2006, the OIG is releasing this full version of the unclassified
report, which includes the Moussaoui chapter and other references to Moussaoui
throughout the report, as well as the other chapters that:previously were released
publicly.
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• " CHAPTER. ONE .
INTRODUCTION

• ,

I. Introduction

On September 11,2001, 19 terrorists hijacked 4 corrmaercial airplanes as•

part of a coordinated terrorist attack againstthe United States. Two of the
planes crashed into the World Trade Center Towers in New York City and one
hit the Pentagon near Washington, D.C. The fourth plane crashed in a field in
s0uthwestem Pennsylvania. More than 3,000 persons were killed in these

•terrorist attacks.

On February 14,:2002, the House of Representatives Permanent Select
Comrmtt,_e on IntelhgenceCommittee on Intelligence and the Senate Select -' " _

began a joint inquiry to address questions related to the September 11 attacks,
such as "what the Intelligence Community knew prior to September 11 about
the scope and nature 0f any possible terrorist attacks.., what was done:with. -
that information" and "how and to what degree the elements of the Intelligence
Community have interacted with each other, as well as with otherp_:s of the
federal, state, and local governments, with respect to identiifying, tracking,
assessing, and copingwith international terrOrist t]hreats.'" This review became
known asthe Joint Intelligence Committee Inquiry or "the JICI review."

•

One of the .key questions arising after the attacks was what information
the Federal Bureau of Investigation (FBI) knew before September 11 thatwas

: potentially related to the terrorist attacks. On May 21, 2002, Coleen l_',owle,y,
the Chief Division Counsel in the FBI's Minneapolis Field Office, 2wrote a 13,
page letter to FBI Director Robert Mueller in whic,h she raised concerns about
how the FBI had handled certain information in it,; possession before the
attacks. Among other things, Rowley discussed the FBI's investigation of
Zacarias Moussaoui, a French citizen who hadbeen arrested in Minneapolis on

1TheU.S. "IntelligenceCommunity"is composed.ofl4 agenciesresponsiblefor
collectingintelligenceinformationon behalfof the governmentand:includestheFederal
Bureauof Investigationandthe CentralIntelligenceAgency(CIA),

2The CDCprovideslegal counselandadviceto fieldofficemanagement,supervisors,
andagentson administrativeandoperationalmatters.



August 16, 2001. The Minneapolis: FBI Field Office had received a telephone
call from a representative of a flight school reporting suspicions about
Moussaoui, who was taking flying lessons at the school near Minneapolis.
Acting on this information, FBI and Immigration and Naturalization Service
(INS) agents in Minneapolis investigated Moussaoui for possible connections
to terrorism and discovered that hewas in violation of his immigration status.
As a result, on:August 16, 2001, Moussaoui was. taken into custody on
immigration charges.

The Minneapolis FBI becameconcerned that Moussaoui was training to
possibly commit a terrorist act using a commercial ail_plane. It:therefore
attempted to investigate his potential links to terrorism. To pursue this
investigation, the Minneapolis FBI sought a warrant to search MoussaoUi's
computer and other belongings. However, FBI Headquarters did not believe
that a sufficient predicate existed to obtain the search 'warrant, either a criminal
warrant or a Foreign Intelligence Surveillance Act (FISA)w_rant. Moussaoui,
who was in custody at the time of the 'September I1 altacks, later was indicted:
and charged as a co-conspirator in the September t I_attacks......... :

. .

In her May 21, 2002, letter to the FBI Director, Rowley criticized the FBt
Headquarters managers who were involved with the Moussaoui investigalLion
priorto September 11. FBI Director Muellersubsequentlyret3_rred Rowley's
letter to the Inspector General and asked the Office of the Inspector General
(OIG)to reviewthe FBI's handling of the Moussaoui investigation. In
addition, the Director askedthe OIG toreview the issues in an Electronic
Communication (EC) written by an FBI Special Agent in Phoenix (knoWn as
the:Phoenix EC), as well as "any other matters relating tO the FBI's handling of
information and/or intelligence before September 11, 2001 that might relate in
some manner to the September 11, 2001 attacks."

The Phoenix EC was a memorandum sent by an agent in the FBI's
Phoenix office in July 2001 to FBI Headquarters and to the FBI's New York
Field Office. 3 The Phoenix EC outlined the agent's theory that there was a

3Thisdocumenthas commonlybeenreferredto as "the Phoenixmemo"or "the
PhoenixEC." Throughoutthisreport,we use the term"PhoenixEC" to refer to this
document.

2



coordinated effort by Usama Bin Laden to send students to the United States to
attend civil aviation universities and colleges for the purpose of obtaining jobs
in the civil aviation industry toconduct terrorist activity. The EC also
recommended that FBI Headquarters instruct fiekt offices to obtain student
identification information from civil aviation schools, request the Department
of State to provide visa information about foreign students attending U,S. civil
aviation schools, and seek information from other intelligence agencies that
might relate:to his theory. At the time of the September 11 attacks, little action
had been taken in response to the Phoenix EC.,

. . . ,
...

The OIG agreedto conduct a reView in response to t]heFBI Director's
request. In conducting our review, OIG investigators also leamedthat priorto
the September 11 attacks the Intelligence Community had acquired a

• significant amount ofintetligence about two of the hijackers Nawaf al Hazmi - •_
and Khalid al Mihdhar. 4 Well before September 1-1,2001, the Intelligence
Community had discovered_thatHazmi and Mihd])ar had met with other at.
Qaeda operatives m Malaysia m January 2000, TI)e.CIA also had. discovered

i:.that Mihdhar possessed a valid U.S visa and that Hazmi had traveled tothe .:
,United States in January 2000. The FBI contended, however, that it was not
•informed of Mihdhar'S U.S. visa and Hazmi's travel to the United States until
Aiigust 2001, just before the September 11 attacksi At that time, the FBI had

:initiated an investigation to locate Mihdhar and Hazmi, but the FBI was not,
close to finding them at the time.ofthe September 11 attacks. The OIG also
learned that Hazmi and Mihdhar had resided in the San Diego area in 12000,
where they interacted witha former subject Of anFBI investigation and lived
as boarders in the home of an FBI source.. The OIG therefi_re decided to
include in its review an investigation of the intelligence information available
to the FBI about HazlN and Mihdhar before September 11 and the FBI's
handling of that intelligence information. •

In December 2002, the JICI released its final report entitled, "Joint
Inquiry into Intelligence Community Activities beforeand after the Terrorist
Attacks of September 11,2001 ." One of the report's recornmendatiol_LSwas for
the Inspectors General at the Department of Justice (DOJ), CIA, Department of -

4Mihdhar,Hazmi,andthreeothershijackedandcrashedAmericanAirlinesFlight77
intothePentagon.

. . ._
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Defense, and Department of State to determine whether and to what extent
personnel at those agencies should be held accountable for an3, acts or
omissions with regard to the identification, prevention, and disruption oft]he
September 11 terrorist attacks. _

II. OIG investigation

The OIG's review focused on the FBI's handling of the l?hoenix EC:, the
Moussaoui investigation, arid the intelligence information about Mihdhar and
Hazmi. To review these issues, the OIG assembled a teamof :four.attorneys,
threespecial agents, and two auditors.. The team conducted 225 interviews of
personnel from the DOJ,.FBI, CIA,.:and other agencies. For example, we..
interviewed FBI personnel from FBI Headquarters; fi'om FBI field office,; in _.
Minneapolis, San Diego, New York, Phoenix, and:Oklahoma; and.from FBt..,.
offices .overseas. We also interviewed employees from the C/A, the INS, the.
NationalSecurity Agency (NSA), and theFederal Aviation Administration....
(FAA)... We re,clewed over 14,000 pages of d0cumentswe obtained from the .._.
FBI, the CIA, the NSA,. and JICI. ., :.. . ....._.... : _.

'Our review of the FBI's handling :ofthe Hazmi._md Mihdhar matter
requiredus to obtain a significant amount ofinformat:i0n •from. the CIA
regarding its.interactionswiththe FBI on that matter.. To conduct our review,
we thus had-to rely on the.co0perati0n.of the CIA in providing: us access to
CIA witnesses and documents. We were able to obtain CIA documents and
interviewed CIA witnesses,, but we did not have the same access to the CIA
that wehad to DOJ information and employees..We also note that the CIA
OIG is.conducting its own inquiry of the CIA's actionls with regard to the
Mihdhar and Hazmi matter. _.

III. Organization of the OIG report

This report is organized into six chapters. Chapter One contains this
introduction. Chapter Two provides general backgrotmd on the issues
discussed in this report' For example, it contains descriptions of key
terminology, the FBI's organizational structure, the so-called "wall" that
separated intelligence and criminal investigations in the FBI mad the DOJ, the

process for obtaining a FISA warrant, and other legal background issues related
to how the FBI investigated terrorism and intelligence cases before September
11,2001. Because the background chapter contains basic temfinology and



concepts, thosewith more extensive knowledge of these issues may not need to
read this chapter in full.

Chapter Three evaluates the FBI's handling of the Phoenix EC. As an
initial matter, we provide background on how "leads" were assigned Jinthe FBI
before September 1l, 200 l, and we summarize tile contents of the PhoenixEC.
We then describe:in detail how the Phoenix: EC was handled within tile FBI

before September 11. In the analysis section of Chapter Three, we examine
problems in how the Phoenix ECwas handled, first focusing on the systemic
problems that affected the way the FBI treated the:EC andthen discussing the
performance of the individuals involved with the EC. At the end of tlae chapter
V_ediscuss several other pieces of information in the possession of the FBI.
before September 11 that also noted connections of potential terrorists to the _
aviation industry or the use of airp,lanes,

'Chapter Four examines the FBI's inw_stigafion of Moussaoui, including
allegations raised by Rowley. In this chapter, we describe in detail the facts ....

'? regarding the FBI!sinvestigafion of Moussaoui, the interactions between the,

•-- Minneapolis FBI and FBI Headquarters on the investigation, the request to
_ seek a criminal warrant or aFISA warrant tosearch Moussaoui's belongings,
::. :anti,the plans to deport Moussaoui. We then provide our analysis of these
:_ actions. This analysis discusses systemic problems that this case revealed, and

it also assesses the performance of the FBI employees who were involved :ir_.
the Moussaoui investigation.

In Chapter Five, we examine the FBI's handling of intelligence
information concerning Hazmi and Mihdhar. We found that, beginning in late
1999 and continuing through September 11,2001, the FBI had at least five
oppommities to learn of intelligence information about Mihdhar and Ha_
which could have led it to focus on them before the September 11 attacks. In
this chapter, we describe each of these five oppommities in detail, we
describe the intelligence information regarding Hazmi and Mihdhar that
existed at the time, whether the information was made available to the FBI, and
what additional information about Hazrni and Mihdhar the;FBI could have

developed on its own. In the analysis section of tJhischapter, we evaluate the
problems that impeded the FBI's handling of the information about Hazmi and
Mihdhar before September 11, and we also addre,ss the performance of the
individuals involved in the Hazmi and Mihdhar case.



In Chapter Six, we set forth our recommendationsfor, systemic
improvements, in the FBI and we summarize our conclusions.

The OIG completed a 421-page classified version of this report in July
2004. At that time, the OIG provided the report,, which was classified at the
TOP SECRET/SCI level, to the National Commission. on Terrorist Attacks
Upon the United States (9/11 Commission). Theg/t 1 Commission used
certain information from our report in its. final .report: In July 2004, we also
provided •our:classified report to certain congressional.commitllees with •
oversight of the Department of Justice, including.the House of Representatives
and•Senate Committees. on the Judiciary, the Se,nate Select Committee on . .:
Intelligence, andthe House Permanent Select Commi:_Lteeon Intelligence....

•

At the request of the Senate Judiciary Committee, the.OIG has crealLed
this 370-page unclassified version of the report. To do so, we worked with the
FBI, the :CIA, and the NSA to •deleteclassified information from our full report.
However, the substance of the report has not changed:,, and we believe that this
unclassified version fairly summarizes the findings of the full :report.

•
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CHAPTER TWO
BACKGROUND

. .

I. Introduction

This chapter provides a description of key terminology, the FBI's
organizational structure, and legal background related to a:n examination of
how the FBI investigated international terrorism matters before the

September.l 1 terrorist attacks? It also provides it basic overview.of the legal
issues and policies :that affectedhow the FBI typically handled terrorism ..
investigati0nsbefore September 11 200.1 6

• . . i .. _ " : . .

• A. Introduction to international terrorism :
• ,

The FBI defines terrorism as the unlawful use or threatened use of

violence committed againstpersons: or property to intimidate or coerce a
_government, the civilian population, or any segment thereof, infurtherance of
political or:social objectives.. When such violent acts are c,arried out by a group
or individual based and operating entirely within the United States without ..

foreign direction, they are considered.acts .ofdornestic terrorism, such asthe
April 1995. bombing ofthe Alfred P. Murrah. federaI building in Okla]homa
City, Oklahoma. When such acts. are committed by an individual or g,r-oup
based or operating outside of the United States, .they are considered acts of
international terrorism, such:as the September 11, 2001, attacks on the World

Trade Center and.thePentagon. See the FBI,s National Foreign Intelligence
Program Manual, Section 2,1.1. :.

:According to the FBI, there are three main c:ategories of international
terrorist threats to U.S. interests: formal, structured terrorist organizations; v

5A list of acronyms used in this report is attached in the Appendix.
:.

6Those Whohave such knowledge may not need to read this chapter and can go directly
to the.chapters of the report detailing our investigation of llheFBI's handling of specific
matters, beginning with Chapter Three's discussion of the Phoenix EC.

7Formal, structured terrorist organizations are those withtheir own personnel,
infrastructures, financial arrangements, and training facilities, Such groups include al
Qaeda, the Palestinian Hamas, the Irish Republican Army:,the Egyptian A1-GamaA1-
(continued)



state sponsors of intemational terrorism8; and loosely•affiliated: Islamic
extremists. 9 According to Dale Watson, the former Executive Assistant•
Director for Counterterrorism, the trend in international terrorism has been a

..

shift away from state sponsors of terrorism and formalized terrorist
organizations towards loosely affiliated religious extremists who claim Is]Lain
as their faith.

Among these Islamic extremists is Usama Bin Laden, who heads the al
Qaeda transnational terrorist network. A1 Qaeda leaders were harbored in
Afghanistan by the Taliban regime from 1996 until the U.S. military operations
there in 2001. In addition to the September 11 attacks., •alQaeda was •
responsible for the bombing of the U.S.S. ColeinYemen on October 12;;2000,
the bombings of the U.S. Embassies in Kenya and Tanzania •inAugust 1998,
and numerous other terrorist attacks, i

_,
. .

B. The FBI's role in protecting against international terrorism

A critical part of the effort to prevent terrorismis the _eollection of ti[rnely
: . • . • . . . , . _ • • .

and accurate intelligence information about'the activities, capablhtles, plans
and•intentions of terrorist organizations. The U.S. ,'In:telligence Comrn_Lity"
is composed of 14 U,S. agencies responsible for collecting intelligence
information on behalf of the governmenti_°, . . .

.......

' • .i" " "

(continued)
Islamiyya, and the Lebanese Hizbollah. Hizbollah, for example, carried out numerous
attacks on Americans overseas, including the October 1983 velhicle bombing of the U.S.
Marine barracks in Lebanon and the June 1996 bombing of K/hLobarTowers in Saudi _M'abia.

8 According to the FBI, as of 2001 the primary state sponsors of terrorism were lJran,
Iraq, Sudan, and Libya.

9 This is sometimes referred to as the "Islamic Jihad Mow;ment" or the "international
Jihad Movement."

l0 These 14 agencies are: the CIA, FBI, Defense Intelligence Agency (DIA), National
Security Agency (NSA), U.S. Army Intelligence, U.S. Navy Intelligence, U,S. Air Force
Intelligence, U.S. Marine Corps Intelligence, National Geospatial Agenc,y (NGA), National
Reconnaissance Office (NRO), Department of the Treasury, D,epartment of Energy,

-)Department of State, and the Coast Guard. The Director of Central Intelligence (the L CI)
oversees the Intelligence Community and also serves as the principal ad,_isor to the
President for intelligence matters and as the Director of the•CIA. •



The National Security Act of 1947 created tlaeCentral Intelligence
Agency (CIA) and established it as the United States' lead intelligence agency,
The CIA engages primarily in the collection of fereign intelligence
information, which is information relating to the capabilities, intentions, and
activities of foreign governments or organizations, including info_ation about
their international terrorist activities. The Act prohibits the CIA from - ..
•exercising any.',police,, subpoena, law enforcement powers;, or intemal seclwity
functions."

The FBI is the nation's lead agency for the collection of"foreign
counterintelligence information. ''t_ According to the Attorney General
Guidelines in place at the time, which were called the Attorney General
Guidelines for Foreign Counterintelligence (FCI)Investigations, FCI is
information relating to espionage and other intelligence activities, sabotage, or
assassinations conducted by, for, oron behalf of f0reign governments or
organizations, aswell as information relating tOintematioI_al terrorist
activities. Intelligence investigations include investigations of individuals who

:,iazeinternational terrorists, groups or organizatior.Lsthat are:engaged in
espionage; or go:ups or organizations that are engaged in international

....terrorism.

The FBI can initiate an intelligence investigation even if a crime has not
been committed. For example, the FBI may investigate and collect intelligence
information about an individual who is believed to be an international terrorist
or a spywithout showingthat the individual has participated in any terrorist act
oractualIy committed espionage.. Intetligenceinvestigations are
distinguishable from criminal investigations, such as bank robbery or drug
trafficking investigations, which attempt to deten_aine who committed a crime
and to have those individuals criminally prosecuted. Prewmtion of future
•terrorist acts rather than prosecution after the fact:is the primary goal ,ofthe
intelligence investigations with respect to international teI_rorismmatters.

II The authority for the FBI's broad mission to act as.the nation's lead domestic
intelligence agency is set forth most clearly in Presidential Executive Order 12333,
implemented on December 4, 1981.
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International terrorism-could be investigated asboth an intelligence

investigation and as a criminal investigation:. _Pnen a criminal! act, such as the
bombing of a building, was determined to be an act of international terrorism,
the FBI could open a criminal investigation and investigate the crime, as it did
other criminal cases, with the goal of prosecuting .the terrorist. :t2At the:same:

time, the FBI could open an intelligence investigation of an individual or a

group to investigate the person' s contacts, the group's other members;the
intentions of the individual or the group, or whether any future terroristact was
.planned. 13 ....• .. .
. .

One significant difference'between an intelligence investigation anda
criminal investigation is the legal framework that applties when a:physical
search or electronic surveillance is initiated.14 In a criminal in'vestigation that
implicates the privacy interests protected, by. theFourth Amendment, the ._
general rule is that 'searches may not be. conducted without a warrant issued by
a magistrate upon a finding that probable cause exists that evidence of a crime
will beuneovered. 15 Whenthe FB! .seeks to. conduct electronic surveillance in

a criminal _inveStigation, t:he FBt-mustobtain a warran.tby complying _th the.
..'requirements o fTitle III o fthe Omnibus Crime Control and Safe Streets Act of
.1968, 18 U.S.C. §§ 2510'2522 (Title III). When a physical search is soughtin

12The FBI has been assigned "lead agency responsibilitie,;" by the Attorney General to
investigate "all crimes for which it has primary or concurrent iarisdiction and which involve '
-terrorist activities or acts in preparation of terrorist activities within the statutory jurisdiction
:of the United States." National Security Directive 207,.issued:in 1986, specifically:as.signed
responsibility to the FBI for response to terrorist attacks, statiI!g: "The Lead Agency wilt.
normallybe designated as follows: The Department of Justice for terrorist incidents that
•take place within U.S. territory. Unless otherwise specified by the Attorney General, the
FBI will be the Lead Agency withinthe Department of Justice;for operational respon,;e to
such incidents."

13 After the attacks of September 11, 2001, the FBI significantly changed how it
investigates international terrorism cases. We discuss those changes throughout this report.

•. - 14Electronic surveillance includes wiretapping of llelephones,installing microphones in
'a house or building, and intercepting computer usage. Electronic surveillance is considered
a particular kind of search.

_5There are several exceptions to the warrant requirement that are not material to this
report.
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a criminal investigation, the FBI also must compl,.¢with the requirements of
Rule 41 of the Federal Rules of Criminal Procedt_re.

With respect •to an intelligence investigation, however, criminal search
warrants issued by a magistrate are not required. Thecourts have long
recognized the Executive Branch's claim of inherent constitutional power to
conduct warrantless surveillance to:protect national security. 16 However, _ .
because such authority was abused, Congress created procedures and judicial

: oversight of the Executive Branch's exercise of this authority with the.,passage
H I ...of the Foreign Intelligence Surveillance Act of 1978 (FISA). 17 50 U.o.C.

§1801 et seq. FISA requires :the FBI to obtain an ,order from the Foreign
Intelligence Surveillance Court'(FISA court) upon a showing of probable
cause to believe that the subject of the surveillance is a foreigngove_maent: or

• organization engaging in clandestine intelligence activities or intemationall '
terrorism, or is an individual engaging in clandestine intelligence activities or
intemational terrorism on behalf of a foreign gow_mment or organization, TMIn
addition, prior to September 11,2001, the government had to submit a

ce_fication tothe FISA Court that "the puipose" of the surveillance or search
• wascollection of"foreign intelligence information. ''_9 50 U.S.C.

•§_;1804(a)(7)(E).

16The U.S. Constitution, Article IIi Section-l, clause 7, supplies the President's
constitutional mandate to "preserve, protect and defend the Constitution of the UNted .....:.
States."

17Among the most notable examples oftheExecutiw_Branch's abuse of this authority
was action taken in relation to the Watergate scandal.

18Prior to September 11, 2001, the FISA Court consisted of sewen federal district court
: judges designated by the Chief Justice of the Supreme Com't, at least one ofwhomwasa

member of the federal district court in Washington:. D.C. After September 11,201)1, the
number of FISA Court judges was increased to 11. The government presents app][ications
for a court order authorizing electronic surveillance or a physical search to the judges in in
camera, exparte proceedings. FISA also created the Foreign Intelligence Surveillance ._
Court of Review, which has jurisdiction to review the denial of FISA applications by the
FISA Court.

_9The FISA statute provides thatthe FBI must show tl_at "the target of the electronic
surveillance is a foreign power or an agent of a foreign power." 50 U,S.C. § 1804(a), These
terms and requirements are discussed in more detail in Section IV, A below.
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II. The FBI's• organizational structure with respect to international
terrorism ... ...

The FBI's Counterterrorism Program is responsible for supervising and
handling FBI terrorismmatters. Before September 1I,.2001, the ..
Counterterrorism Program was housed, inthe Counterterrorism Division at FBI

: Headquarters. 2° Intemational terrorism and domestic terrorism were _
subprograms within the Counterterrorism Program.

A. Counterterrorism Program

Although the FBI has had primary responsibility since 1!)86 for
investigating and preventing acts of terrorism commiti:ed in the UnitedStates;
the FBI developed its formal Counterterrorism Pr0gram in the 1990s: For

" much of the1990s, terrorism matters were overseen at FBI Headquarters by
about"50 employees in the counterterrorism section within the FBI's National
'Security Division (later called the Counterintelligence Division). The National
Security Division also managed the.FBI's Foreign Co'unterinte,lligence
-Program. According to Dale Watson, formerExecutive Assistant.Director for "
.Counterterrorism, in the early1990Scounterten:orism was considered a"low'.
priority program" in the FBI.

According to Watson's testimony before the SenateSelect Committee on
Intelligence and the House Permanent Select Commi_Iee on Intelligence on .

September 26, 2002, the .first attack on the World Trade Center in'February ._
.: 1993 and the April 1995 bombing of the AlfredP. Murrah Federal Building in

Oklahoma City, Oklahoma, 'were "confirmation,' that terrorist acts could be "
:: committed on U.S. soil. Watson testifiedthat tJ_eWo:rld Trade Center bombing

in 1993 was a "wake-up call" and that priorto this at!Iackandllhe Oklahoma
City bombing "terrorism was perceived as an overseas problem."

In addition to the FBI's counterterrorism efforts, the CIA has for years
focused on international terrorism in general, and Usama Bin Laden in
particular. In 1986, theCIA established a Counterten:orist Center (CTC) at

20The FBIhas reorganizedits CounterterrorismProgram,,severaltimessince
September11,2001.Weprovide in this sectionof thereportthe descriptionof the _:._
organizationandpositionsthatexistedimmediatelypriorto the September11attacks....
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CIA Headquarters after a task force concluded that U.S. government agencies
hadnot aggressively operated to disrupt terrorist activities. The CTC's stated
mission is to preempt, disrupt, and defeat terrorists by implementing a
comprehensive counterterrorist operations program to collect intelligence on
and minimize the capabilities of international ten'orist groups and state
sponsors of terrorism. The CTC attempts to exploit source intelligence to
produce in-depth analyses onpotential terrorist threats andcoordinate the
Intelligence Community's counterterr0rist activities. _ _

..

CIA Director George Tenet testified before Congress that Usama Bin
" .Laden came to the attention of the. CIA as,"an emerging terrorist threaf' during

his stay in'Sudan from 1991 to 11996.AS early as 1993, the CIA began to
propose action to reduce his-organization's capabilities. Tenetstated that t.he

,Intelligence Community was taking action to stop Bin Laden by 1996, when he
left Sudan and moved to Afghanistan.

....:: In 1996, the CIA established a special unit, 'which we call the BiinLaden
Unit, to obtain more actionable intelligence on Bin Laden andhis '

_:;'_:"..organization. _I.This effort was the beginning of an exchange program between
:: the FBI and the CIA in which senior persormel moved temporarily between the
- two agencies.

:.::':_' Around the same time, in April 1996 the FBI created[its own
Counterterrorism Center at FBI Headquartersl As,part of the Counterterrorism
Center, the FBI established an exchange of working-level personnel and :
managers with several government agencies, including the CIA, Immigration
and Naturalization Service (INS), the Federal Aviation Administration (FAA),
and others.

In May 1998, a task force of FBI officials created a 5-year strategic plan
for the FBI, based on a 3-tier system, setting investigative priorities that would
.affect the allocation of FBI resources. Tier 1 included crimes or intelligence
problems that threatened national or economic security. Counterterrorism was

2_TheBinLadenUnit was housedorganizationallywithinthe CTCduringthe time
periodmost relevantto thisreport. AroundSeptember11..2001,approximately40-510•
employeesworkedin the Bin LadenUnit. We discussthe,BinLadenUnitin moredetailin
ChapterFive.
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designated a Tier I priority. Tier 2 involved criminal enterprises or those
offenses that adversely affected public integrity, and Tier 3 included crimes
that affected individuals or property. ....

In November 1999, the FBI took the Counterten'orism Program out of the
National Security Division and created a separate Counterterrorism Division.

1. Organization of the Counterterrorism Division

The major components of the FBI's Counterterrorism Division prior to
September 11,2001, were the InternationalTerrorism Operations Section
(ITOS), the Domestic Terrorism OperationsSection (DTOS), the National
Infrastructure Protection Center(NIPC), and the Natkmal Domestic
Preparedness :Office (NDPO)Y "

• , . _. :

. " The issues in this report focus primarily on ITOS, which was responsible
" for overseeing the FBI's international terrorism investigations, both criminal

and intelligence investigations. The mission of the ITOS was twofold: .to

:. prevent terrorist acts before they occurred, andif they occurred to mount an:
effective investigative response withthegoal of prosecuting those responsible.

' Prior to September 11,2001, approximately 90 .employees worked m
ITOS at FBI Headquarters. ITOS was led by Section Chief Michael R01ince
during the time relevant to this report. "

..

. _!TOS.was.divided into several units-. One of thosemilts handled Bin Laden,i.
related investigations, and was called the Usama Bin Laden Unit or theUBLU.
Cases:that could not be linked-to a specific group and-that inwglved radical

. •
. .

.

22'The NIPC, created in February 1998, was originally called the Computer
Investigation and Infrastructure Threat Center. The NIPC's mission was to serve as the U.S.
government's focal point for threat assessment, warning, investigation, and response for ..
threats or attacks against the nation's critical infrastructures. These infrastructures include
telecommunications, energy, banking and finance, water systems, government operations,
and emergency services. The NDPO was created in October 1998 to coordinate all federal
efforts to assist state and local law enforcement agencies with. the planning, training, and
equipment needs necessary to respond to a conventional or non-conventional weapons of
mass destruction incident. The NIPC has since been moved to the Department of Homeland
Securityl The responsibilities for the NDPO were moved to the Federal Emergency

• Management Agency before September 11, 2001. ..

14



extremist:allegations were assigned to Radical Fundamentalist Unit or the
RFU. Before September 11, it had approximately ten employees.

2. Management ofcoanterterrorism cases at FBI Headquarters

FBI Headquarters was more closely involved in overseeing
counterterrorism investigations.• compared to crirnmal cases such as baJak
robberies or white collar crime. In counterterrorism cases, FBI Headquartezs
was responsible for, among other things, ensuring that intelligence information
received from outside agencies was providedto the relevant field offices and
assisting field offices in preparing••the paperwork necess_' to apply for aFtSA
order. For this reason, we discuss the duties of the relevant personnel atFBI

-Headquarters with. respect to counterterrorism investigatio:ns. _
: :: . •

a, Supervisory Special Agents and Inte]tligence Operations
Specialists

..... • . .

ii Each of the five units within ITOS was staffed by several Supervisory
i_!'i'iSpecial Agents (SSA), each of whom worked closely with Intelligence _:

•Operations Specialists (IOS). The SSAs were FBI agents 'who had several
::_v::_years of experience in the field and had been promoted to a superviso_ry

headquarters position. These SSAs generally worked in ITOS for
approximately two years before becoming supervi[sors in a field office or
_elseWherein FBI Headquarters. ITOS SSAs typk:ally had at least some
experience in terrorism matters prior to coming to ITOS.

.:

IOSs were non-agent, professional employees. 23 Some had adwmced
_degrees in terrorism or terrorism-related fields. Others had no formal training
in analytical work but advanced to their IOS positions flora clerical positions
within the FBI. Most IOSs were long-term employees who were expectedto
have institutional knowledge about terrorisna matters, such as the history of a
particular terrorist organization or the principal participants in a terrorist
organization.

23In October 2003, the FBI reclassified all FBI analysts under one position title -
Intelligence Analyst. IOSs now are called "Operations Specialists."
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The responsibilities of each SSA and IOS depended on tlheunit in which
they worked. Some SSAs and IOSs oversaw all FBI investigations relating to a
particular terrorist group or a particular target. Other SSAs and IOSs were
responsible for overseeing terrorism investigations conducted in a particular
region of the country.

SSAs and IOSs were the firstpoint of contact fi?,ragents and supervisors
in the field:conducting counterterrOrism investigations when approval, advice,
or information was needed. For example, ifa field office's investigation :
•revealed connections between the subject of the investigation and a,known
leader of a terrorist organization, the tOS was supposed to provide the:field ....
. .._ .

office with the FBI's information on the leader of the terrorist organization, In
addition, SSAs and IOSs assisted field offices by assembling the necessary _
•documentation to obtain court orders authorizing electronic surveillance
pursuant toF.ISA. This is discussed further in Section IV, B below. ...

.: •

SSAs and IOSs also were. responsible for.collecting and disseminatiing- .

intelligence and threat informafiqn.. They receivedintE'ormation from various.

FBI field offices and-from otherintelligenceagencies:that needed to be.. • :.:'
analyzed and disseminated to the field."::SSAs and lObs als0 acted as liai,;ons.
with other intelligence agencies. They.also received informatiion from these
agencies in response to name check requests or traces"on telephone nurnbers as
well as intelligence and threat information. •"

_ Withrespect to threat information, SSAs and IC)Ss worked with FBI field .
'Offices or.Legal Attach6 (Legat) offices to assess thelihreat and take any action .
•necessary to prevent terrorist acts:from occurring.Z4 F..orexample, an IOS •
would conduct research on the names associated with the threats, .arrange,forl. . .
translators to translate any intercepts from electronic ,surveillance, request
information from other agencies about the personsassociated with the threats, .

•

and prepare communications to the field office and Legat.to. ensure that .

24Priorto September11,2001, the FBIhad44 Legatofficesaround[theworld. Legat .
.offices.assistthe FBIin its missionfromoutsideof the UnitedStatesby.,for example,
coordinatingwith othergovernmentagenciesto facilitatethe extradition,ofterroristswanted
for killingAmericans,As of June2004,the FBIhad 45 LegatofficesaxldfourLegatSub-
offices. ..
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updated information was provided to the necessary:persons involved :inthe
investigation.

• b. Intelligence Research Specialists and analysis within the
Counterterrorism Division

Prior to September 11, 2001, Intelligence Research Specialists (IRSs)
alsowere apart of the FBI,s Counterterrorism Program, although they were• ....-
housed in:aseparate division of the FBI from the SSAs and lOSs. Both IRSs
and IOSsperformed an important function :inthe intelligence arena called
"analysis:" " .

Analysis is the method by which pieces of intelligence information are "
evaluated, integrated, and organized to"indicate pattern and meaning. As "
information is received, it must be examined in-depth and ,connected to.other.
pieces of information to be most useful.

.Analysis .generally is considered to be either tactical ,orstrategic:.. Tactical "
•:: analysis , which also. is called operational analysis, directly supports
.....• inv_stigations or.attempts to resolve specific threats. It normally must be acted

upon quickly to make a difference with respect to an investigation or a threat.
. An_:i_Xampleof tactical analysis is the review of the telephone records of
' several subjects todetermine who might be connected to whom in a certain

investigation or.across several investigationsl. Another example of tactical
analysis is. a review of case files to determine whellher similar, suspicious
circumstances in two unrelated police reports exist in other cases 'and are
somehow, connected to each other or to criminal or.terrorist activity..

,.:

• In contrast to tactical analysis, strategic analysis provides a broader view
of patterns Of activity, either within or across terrorism programs. Strategic
analysis involves drawing conclusions from the available intelligence
information and making predictions about terrorist activity. It is not silnply
descriptive but proactive in nature. A typical product of sUategic analysis is a
report that includes program history, shifts in terrorist activity, and conclusions
about how the FBI should respond.

The FBI has acknowledged that prior to September 11, 2001, its
Counterterrorism Division was primarily geared toward conducting tactical
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analysis in support of operational matters rather than strategic analysis. 25 ..,
Tactical analysis generally was handled by IOSs within the operational units..

Prior to September 11, strategic analysis fbr the Counterterrorism
Division was performed by IRSs. Like IOSs, IRSs were non-agent,
professional employees who were expected to be subject matte,r experts about a :.
particular terrorism group, program, or target. All IRSs atthe FBI hadcollege
degrees, and somehad advanced degrees.. Like IOSs; IRSs were expected to,be
long-term FBI employees who possessed the "institutional knowledge'" about a
particular program or target. 26 ..

During the time period relevant to our review, IRSs who worked : "
counterterr0rism matters were assigned to the Investigative Services Division.

(ISD)_:a division separate from the Counterterrc)rism Divisionthat containedall
IRSs in the FBL IRSs were groupedin units and reported to a unit chief, whO.
reported to a section chief. The IRSs who were assigned to the FBI's :,
Counterte_orism Program typically worked with the same SSAs .and:IOSs • •
assignedtoa particular terrorist group or target.. For.example, an IRS who was

. assigned toBin Laden matters typically worked with ]iOSsand SSAs in the..-_....
UBLUin.ITOS...... _ .... • ' ..... • .-

" As we discussin detail in Chapter Three,the number ofFBI IRSs "'

decreased significantlybefore September 1I, 2001, and the relatively few IRSs
were often used to perform functions other than strategic analysis: ,

Many FBI analysts and:supervisors noted to the',"OIG that the resources
devoted to the Counterterrorism Program and analysis were inadequate, and
that the amount of work in the Counterterrorism Program was overwheln_ting.
They also. stated that they were hampered significantly by inadequate. :
technology. _We discuss these issues in further detail iinChapter Three of the+
report on the handling of the Phoenix EC. However, llhese difficult conditions
in theCounterterrorism Program apply equally to the issues in the other
chapters in our report.

25In ChapterThree,we discussin moredetailthe ?FBI'slackof strategicanalysis.
capabilitiesprior to September11,200.1.

26IRSsnoware called"AllSourceAnalysts."
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...B.. Fidd.offices and counterterrorisminvestigations . : •

Prior to September 11,200 I, FBI counterterrofism investigations,

whether intelligence or criminal, were open.ed andl led by tlhe FBI's 5(; field '
offices. In many field offices, counterterrorism investigations were handled by
a squad that focused on terrorism cases only. In the New '.fork Field Office
and other large, offices, several squads were devoted _solely to international
terrorism, matters: In. smaller field offices, international ten'orism and. domestic

•terrorism investigations _often were assignedto the :same squad: .FBIagents .....

generally.developed specialties within the terrorism field such asa particular' .
terrorist organiZation. Each squad was led by an SSA who, reported to an

AssistantSpecialAgent in Charge (ASAC)who, in turn, reported to t]he
• Special Agent in Charge (SAC)Y

As.stated above,, field offices opened international terrorism " .::.
investigations as either a criminal investigation o.1"an intelligence investigation.

., Attorney.General Guidelines delineated the information or allegations that.
• were necessary to open a criminal investigafion'or an intell:igence .. .
:: in,cestigafion.28 ....

For both criminaIand intelligence cases, the An,- -,. General Guidelines

:: set forth the criteria for opening two levels of" e " " -• lnv.:stlgatlons a "preliminary
:.,,inquiry" (PI) and a "full investigation" (also called a fifil field investigation or

FFI). :TheGuidelinesalso specified what investigative tec]miques could be
employed in preliminary inquiries or full investigations. Both sets ofthe ,:.

. . .: :

! . .

27In larger field offices suchas New York, several SACs report to an Assistant Director
in Charge (ADIC). "

..

28Separate Attorney General Guidelines regulate the FBI's conduct in criminal
investigations, intelligence investigations, and the handling of infomlants, among other
issues. The Attorney General Guidelines that addressed criminal investigations were called
"The Attorney General's Guidelines on General Crimes, Racketeering Enterprise and
Domestic Security/TerrorismInvestigations" (hereinafter '"criminalAG Guidelines"). The
Attorney General Guidelines in effect at the time that adch:essedintelligence investigations
were labeled "Attorney General Guidelines for FBI Foreign Intelligence Collection and .
Foreign Counterintelligence Investigations" (hereinafter "FCI AG Guidelines"). Revised

-. .criminal.Attorney General Guidelines were issued ,onMay 30, 2002, and new FCI
Guidelines were issued on October 31, 2003.
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Guidelines provided that preliminary inquiries were conducted to determine
whether a basis existed for a full investigation. However, preliminary inquiries
had to be closed when there was insufficient informatJion after a certain period
of time to support opening a full field investigation.

With respect to intelligence cases, agents could ,collect ilfformation by,
among other methods, questioning sources, finding new sources, checkingFBI
and other agency:databases, and reviewing intelligence information from Other' '
intelligence agencies. Information was recorded in theform of Electronic
Communications (ECs) that became part of the case file.. An EC is the. _• •
standard form of communication within the FBI.

Before September tl, 2001, FBIintemational te,rrorism intelligence cases
contained the case identifier number 199. Letter or "alpha" designations were
also used, alongwith the case identifier, to further identify intelligence
investigations. For:example;intelligence investigations related toa paNcular
terrorist organization were designated as 199N investigations. International

terrorism'intelligence'investigations: oftenare referred to as "a 199." A
criminal international terrorism investigation had the_]FBIcase identifier '

;number 265; these investigations were commonly ret_;rred to as "a 265. ''z9

C. The Department's Omee of Intelligence:Policy and Review• :,:
... .... _,;....: . .... . .. • . .... .... . ....... : -.._... ..... .

..... AS menti0ned above, When t!-ieFBI conducts intelligence investigations,
a significant tool for uncovering information is the F]iSAstatute. The FBI
obtains an order from the FISA Court authorizing electronic surveillance and
searches with the assistance of Department attomeys Jinthe Office of
Intelligence Policy and Review (OIPR). OIPR is under the:direction of the
Counsel for Intelligence Policy. 3°

29Currently, the FBI uses only one designation for international terrorism
investigations.

30We discuss in detail the process for obtaining FISA warrants and the role of FBI and
OIPR personnel in this process in Section IV, B.
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IIl. The wall betweeninteUigence and criminalterrorism investigations

A. Introduction

This section summarizes the creation of the "wall" separating criminal:
and intelligence .terrorism investigations in the Department of Justice..The wall

•began.as a separation of intelligence.investigator,,; from contact withcriminal,
prosecutors, and evolved to include a separation-of FBIinvestigatorsworking.
.on intelligence investigations from investigators working on.criminal. .
investigations. ........ . .... . •

As discussed above, FBI terrorism investigations could be opened either
as an intelligence investigation in which •information was collected for the
protection of national security, or as a criminal investigation to prevent a
criminal act from occurring or to determine who was responsible for a
completed criminal act•.:In the course•of an intelligence investigation, •

::....information might be developed from searches or electronic surveillance
+_obtained tmder FISA. That intelligence information also could be relevant to a

_:,.:?potential or completed criminal act, However, concerns were raised thatif
....:intelligence investigators consulted with prosecutors about the intelligence
• information or provided the••information to criminal investigators, this•
_ interaction could affect the prosecution by allowing defense counsel to•argue

that the government had misused the FISA statute and it also could affect the
intelligence investigation's ability to obtain or continue FISA searches or

• surveillances. As a result, procedural restrictions - a wall- were created to••
separate intelligence and criminal investigations: Although information could
be "passed over the wall"- i,e_____.,shared with criminal investigators - this
occurred only subject to defined procedures.

The wall separating intelligence and criminal investigations affected both
the Moussaoui case and the Hazmi and Mihdhar case. As we discuss in detail
in Chapter Four, in the Moussaoui case FBI Headquarters believed that the
Minneapolis agents should not contact the local U.S. Attorney's Offic:e to seek
a criminal warrant to search Moussaoui's possessions because, under the
standards prior to September 11,2001, contact with the local prosecutor would
undermine any later attempt to obtain a FISA warrant. And as we discuss in
detail in Chapter Five, because of the wall-- and beliefs about what the wall
required- an FBI analyst did not share important intelligence information
about Hazmi and Mihdhar with criminal investigators. In addition, also
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•••becauseof the wall, in•August 200I when the New York FBI learned that
Hazmi and Mihdhar were in the United States, criminal investigators were not
allowed to •participate in the search for them.

Because the wall between intelligence and criminal investigations
affected these two cases, we provide in this section a description of how the
wall was createdand evolved in response to the 1978 FISA statute. Wealso
describethe-unwritten policyseparating criminal and intelligence • ...
investigations in the1980s and early 19.90s, the1995 ProceduJ:es-that codified
the wall, the FISA Court procedures in 200O.that required written certification
that the Department had adhered to the wall between criminal and intelligence
:investigations, and the changes to the wall after' the September 11 attacks .........

, . . .

1' The "primary purpose" standard

The FISA statute,enactedin 1978, authorizes thLeFISACourt to grant an
application for an orderapproving electronic surveillance or a search warrant
to obtain foreign intelligence information if there is p,robable cause tobelieve :" " ....... '' : : ' " .... i" : " " " " : " " " " '

that the target of the surveillance or search:wan:ant isaforeignpower or an .,.
agent of a foreign power. 50.U.S.C:. § 1805(a)(3)...The statute requires _Latthe
government certify when seeking the:warrant that "the pro-pose',,of theFISA
search or surveillance is to obtain "foreign-intelligence information." The _:
statute states that.the certification must be made "by _tlheAssistant to. the
President for National Security Affairs or an executive branch official or
officialsdesignated by the President from among those executive officers.
employed in the area•of national security or defense and appointed by the •
President withthe advice and•consent of the Senate." 50 USC § 1804(a)(7),
Within the Department, the certification is usually signed by tlheFBI•Director.

While Congress anticipated that evidence of criminal conduct uncovered
during FISA surveillance would be provided to•criminal investigators, the
circumstances under which such information could be; furnished to criminal

investigators were not provided for in the statute. 31 Defendants in criminal

31The legislativehistorystatesthat "surveillanceto collectpositiveforeignintelligence
mayresult inthe incidentalacquisitionof informationaboutcrimes;but thisis not its
objective." Further,it states,"Surveillanceconductedunder[FISA]neednot stoponce
conclusiveevidenceof a crimeis obtained,but insteadmaybe:extendedlongerwhere
(continued)

22



cases can challenge the govemment'suse_ ofinfoi_mation collected under a :
FISA warrant by arguing that the government's propose in obtaining tim
information pursuant to FISA was not for collection of foreign intelligence, but
rather for use in a criminal prosecution. Such a pro'pose would violate the
Fourth Amendment's prohibition against warrant]less searches, and could result
in evidence obtained under FISA being suppressed in the criminal case,
Alternatively, the FISA Court could reject an application for aFISA warrant

• because of concemsthat the government's purpose for seeking the FiSA
warrant was for use in a criminal case rather than collecting foreign :
intelligence.

As aresult, in interpreting FISA courts applJied,the primary propose"
• test. This allowed the use of FISA information in a criminal case provided that

• the 'iprimary purpose', of theFISA surveilhmce o:r search was to collect foreign
: _ intelligence information rather than to conducta criminal investigation or

: prosecution. The:seminal court decision applying this standard to information
.....collected in intelligence cases was issued in 1980. See United States v. Truong

_,::_:::DinlaHung, 629 F.2d908 (4thCir. 1980). In this case, the Fourth Circuit Court :
of Appeals ruled the government did not have to c'btain a criminal walrrant

i._:iwhen"the object of the search or._thesurveillance is a foreign power, its agents

:: :or cOllaborators," and "the survei:ltance is conducted 'primarily' for foreign
intelligence purposes." Id_____.at 915. However, the court =ruled that the
government' s primary purpose in conducting an intelligence investigation
could be called into question when prosecutors had begunto assemble a
prosecution and had led or•taken on a central role inthe investigation.

• i . ..

: Although the Tmong_,decision involved electronic su_eillance conducted
before FISA's enactment in I978, courts used its reasoning and applied the,
primary purpose test in challenges in criminal cases to the use of infonnation

: gathered from searches or electronic surveillance conducted pursuant to FISA.
See, e.g., United States v. Johnson, 952 F.2d 565 (1stCir. 1991), cert. denied.,• •

113 S.Ct. 58 (1992) ("[a]lthough evidence obtained under FISA subsequently
may be used in criminal prosecutions, the investigation of criminal activity

(continued)
protective measures other than the arrest and prosecution are more appropriate." S. 1566,
95th Congress, 2d Session, Report 95-701, March 14, 1978.
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cannot be the primary purpose of the surveillance"); UnitedStates v. Pel_tort,
835 F.2d 1067 (4thCir. 1987), cert, deni_ed,486 U.S. 1010 (1988):.

In the 1980s, the Department also adopted the "primary purpose"
•standard contained •inthe Truong case. 32 It interpreted the FISA statute as
requiring prosecutors not to •have•control in intelligence investigations inwhich
informationwas being collected pursuant to FISA. The concern was that too

;. .

much involvement by prosecutors in the investigation createdthe risk thal_a
court would rule thatthe FISA information could not be used in a criminal case• .

because the "primary purpose" of the search was not the gathering of foreign
intelligence.

As a result, during the 1980s and through the mid'a 990s, the
Department's policy was that prosecutors within the 12)epartment's Criminal:
Division- not attorneys in the local United States Attorneys' Offices (USAOs)
-had.to be consulted in connection with intelligence investigations in which
•federal criminal activity was uncovered, or whe, n legaladvice was needed, to

avoid: investigative steps that might inadve_ently jeopardize the option of
" prosecution using information iobtained from.the intel][igence investigation.

• : , . .. , . :- • "_' , . , ' . • ., . .

Criminal Division attorneys were briefedby the FB1 aboutongoing intelliigence
investigations and Were expected to.provide ad,Ace geared toward preserving a.
potential criminal case, but they were not allowed to exercise control: over the
investigation. TheCriminal Division and FBI Headquarters made the policy
decision about when to involve theUSAO inthe invet_tigation..isince consulting
with the USAO was viewed as a bright line signlifying the transition from an
intelligence investigation to a criminal investigation. However, during this-
timeperiod; no formal written guidefines governed thecontacts between the
FBI and:the Criminal DiVision.

32The Foreign Intelligence Surveillanc, e Court of Review later noted that while the
Department adopted this policy in the 1980s, "the exact moment is shrouded in historical
mist." See InRe Sealed Case, 310 F.3d 717, 727 (2002).
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:2. InstitutionaK divide between criminal and!intelligence
investigations

• The effect on FISA warrants or the legal restrictions on sharing
intelligence information was not the only issue regarding :sharingintelligence
information with criminal investigators. Agents conducting intelligence .....
investigations are generally wary about the impact of sharing intelligence
information with prosecutors and criminal investigators. They expressed ....

i concerns about potential harm that disclosure wo_dd have on intelligence •
sources and methods, and the damage that such disclosure: would haw; on
furore collection of intelligence information. Intellligence collection i,; ....
dependent upon secrecy; investigators often rety upon clandestine sources or.

: surveillance techniquesthat are rendered useless :ifthey are exposed:" In _
addition,_most of the information collected is classified and cannot be made
public. In contrast, criminal investigations are usually intended to result ina
prosecution, which may require the disclosm'e of information about the souxce

.... _:.of evidence relied upon by the government. Thus, intelligence investigators'
....._need to,protect secretsources andmethods may be at odds with criminal ....
, investigators' use of the information derived from:those sources and methods.
-..

..

;'_ :3. TheAmes case and concerns abeut the primarypurPose
'_...... standard

..

In February 1994, CIA employee Aldrich AJmes was arrested on various
espionage charges. The FBI pursued an investigalfion regarding Ames that

involved several certifications to the FISA Court that the purpose of electronic
surveillance was for intelligence purposes. At the time of the ninth ,
certification in theAmes case, Richard Scruggs, the new head of OIPR, was
concerned that no guidelines governed the contacts between the Criminal :
Division and the FBI that were permitted in.intelligence investigation,_.
Scruggs raised concerns with the Attorney General that the:primary purpose
requirement and FISA statute had been violated by the:extensive contacts
between the Criminal Division and the FBI in the Ames investigation.

To address these concerns about coordination between the Criminal. .

Division and the FBI in intelligence investigations;, in 1994 Scruggs proposed
amending the Attorney General,s FCI Guidelines to require that any questions
in intelligence investigations relating to criminal conduct or prosecutions had
to be raised first with OIPR, and that OIPR would decide whether and to What
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.extent toinvolve the Criminal Division and the:USAO in the intelligence
investigation. Scruggs' proposal also prohibited the FBI .from contacting the
Criminal Division or a USAO without permission from OIPR.

In.one memorandum, Scruggs •described this separation of criminal..and
intelligence investigations as a wall.: "The simple.legal response• to paratl.el
investigations is a :'_Chinese•Wall'.which:divides the alLtorneysas well ast.be. '.
investigators. •'' Scruggs" use•of the term ,'Chinese wall" isthe first reference
-we found.to the-term "wall"in connection with separating.intelligence and"
criminal investigations. In another memorandum discussing.his:proposal;
Scruggs wrote that the. goal.of the changes was "not to prevent: discussions with

•the Criminal. Division" but "to regulate, them so as to place the Department in
•the best possible Iegal posture should prosecution be .:tmdertaken." In addition,
he wrote that the goal .was to.develop "a simple mech._mism" to .maintain.the
legal distinction between criminal investigations and intelligence operations,.

Scruggs' proposal generated considerable controversy within the - .
.Department and the FBI. TheCriminal:Division and 1LheFBI _ote position
papers-opposing the proposal. Although the CriminalDivision and the FBI

.. :..bothagreed that some formal procedures were necessary to guard against
abuses-in:theuse of FISA and to rebut unwarranted.claims of abuse, they
argued thatallowing OIPR to decide when prosecutors could be consulted.was
unnecessary and unduly burdensome:, and would deter useful and productive
contacts between investigators and prosecutors. 33.The Criminal Division also
:argued that:itwas "imperative" for any procedures to "allow fi_rpotential :.
criminal: prosecutions to be protected through early evaluation and guidance"
.and.advocated continuing the requirement that.the Criminal Division hadto be:
advised any time the FBI uncovered, evidence of federal criminal activity.in.the
course ofan intelligence investigation. ..

Also in response to Scruggs' proposal, the Executive Office for National
Security, which was located in the Deputy Attorney General's Office,. sought.
an opinion from the Office of Legal Counsel (0LC) whether a search under

33The FBI agreed,however,that therole preventingcontactwith a UnitedStates
Attorney,sOfficewithoutapprovalfrom.theCriminalDivision andOIPRshouldrem.ainl
The FBI statedthat "therequisitesensitivityto theseconcerns',and experiencewithtreading
this .finelinewilloftenbe absent"in U.S.Attorney's Offices.
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FISAcould beapproved "only when the collection of foreign intelligence
[was] the 'primary. purpose' of the search or whet]aer it suffic[ed] that the
collection of foreign intelligence [was] one of the,purpose,,;." In a
memorandum that was circulated in draft in mid-January 1995, OLC concluded
that While courts had adhered to-:and were:likely to continue to adhere to- the
,'primary purpose" test with regard toFISA infonnaation, tile courts had shown
greatdeference to the government in challenges to evidenc,e gathered through

• intelligence.searches that wasused in:criminal prosecutions,. OLC opined:that ..
someinvolvement ofprosecutorscou!d be permit!Ied..tobe involvedwith the .., .. . . .

' FISA searches .without running an "undue risk" .of having 'evidence suppressed,
.but that there were"few bright line.rules" for discerning when a ,'primarily.,

intelligence search becomes a ,primarily' criminal investigation search.,' OLC
wrote, "[I]t must be permissible for prosecutors to be invol[ved in the searches
at least to the extent .of ensuring that the possible criminal .casenot be'
prejudiced." At the end of its opinion, OLC recommended that "an appropriate

. internal process be set up to insure that FISA certifications are consistent with
,. the 'primary purpose' test,"' "

::(?;.. , .., : ........ .,
._.

-_,"::,: 4, The 1995 ProcedUres

• ::_:: a. Creation of the 1995 Procedures

In late December 1994, at the direction of 1-)eputyAttorney General
.....Jamie Goreiick, the Executive OffiCe for National Security convened a

working group to resolVe the dispute between OIPR and the FBI and the
CriminalDivision concerning contacts between the FBI and the Criminal
Division. The Criminal Division, OIPR, theFBI, OLC, and the Executive
Office for National Security participated in the group. As a result of '
discussions within the working group, on February 3, 1995, the Executive ._
Office for National Security circulated draft procedures for Contacts between
the FBI and prosecutors. The draft procedures, ,,Procedures for Contacts
Between the FBI and the Criminal Division Concerning Foreign Intelligence.
and Foreign Counterintelligence Investigations,'" 'were transmitted on April .12,
1995, by the Executive Office for National Security through the Deputy
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Attorney •General to the Attorney General for approwtl and implementation. 34
The Attomey General sign.ed.and issued the procedures on July 19, 1995. "
These procedures, became known as '"the 1995 Procedures."

b. Description of the 11995Procedures

In general, .the 1995 :Procedures rejected 'i........ OIPR _,original prop0sal of
giving it the sole authority to decide when FBI agents could consult with
Criminal Division prosecutOrs on an intelligence inw_sfigafion. However, the
1995 Procedures gave OIPR formal oversight over contacts be,tween the FBI
and the Criminal Division in intelligence cases, and titleprocedures formalized
restrictions on the extent that Criminal Division prosecutors could be inw)lved
in intelligence investigations. The procedures applied to intelligence ;

..

..

..

34At the time these draft procedures were being discussed, the FBI's New York ]Field
Office was conducting at least two significant criminal terrorism investigations involving the
World TradeCenter bombing in 1993. Indictments hail beeri returned in one of the cases:
Duringthe criminal investigation of these two cases, significant counterintelligence
information was developed relating to foreign powers operating in the United States, _mdthe
FBI initiateda, fu,ll;-fieldcounterinteltigenceinvestigation, lnamemorandum written to the
FBI, the Southern-District of New York (SDNY) USAO, OIPR, and the CriminalDivision,
and filed with the FISA Court on March 4, 1995, Deputy Attonaey General Gorelick
provided instructions for sharing information from these two terrorism investigations in the,::
FBI's New York Field Office with intelligence investigators, _md for separating the .......
counterintelligence and criminal investigations. The memorandum stated thatl the . _ :.:
procedures were designed to prevent therisk of creating an mawarranted appearance that,
FISA was being used to avoid the procedural safeguards that applied in ,criminal .
investigations. The memorandum, which acknowledged that the procedures went ,beyond
what [was] legally required," included having an Assistant United States Attorney (AUSA) •
not involved in the criminal cases but who was. familiar with fhem act as "the wait" as well
as ensure that information indicative of acrime obtained in the intelligence investigation
was-passed to the criminal agents, the USAO, and the Criminal Division. The memorandum
also included several procedures to facilitate coordination and information sharing, .
including requiting intelligence investigators who deweloped information that reasonably
indicated the commission of a crime to notify law enforcemen.t agents and assigning an FBI '
agent involved in the criminal investigation to be assigned to the foreign counterintelligence
investigation.
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investigations both in which a FISA search or surveillance was being ...... ....
conducted and in which no FISA .order hadbeen issued. 3_ • • .. ..

The 1995 Procedures formalized the tmwritten policy that had existed
since the I980s requiring the Criminal Division, rather thaa the local USAO, to
be consulted about intelligence investigations when questions of criminal
activity or.criminal prosecution.arose. 36.The 1995 Procedures required_that the. ..:
'FBI and OIPR notify the. Criminal Division when "facts or circumstances._,

[werel developed that reasOnably indicate[d] that asignificant federal crime: • ...
[had] been, [was] being,.or [might. have been] conmfittedY' • "

. . : :

i.. In cases in which. FISA surveillance wasbeing conducted, the 1995.
• Procedures! provided that OIPR aswell-as the Criminal Division had to approve :.

an.FBI, field.office's request.to, take an investigation to the USAO. Guidance... :
.

.. 35Part A of the 1995 Procedures applied to investigations in which a FISA order had •.i.
been issued; and Part B applied to.those investigations in which no FISA order had_been .

issued,.. _

'ii!i:<': 36However, there was an exception for the USAO in the Southem District of New York., • • - •

....: (SDNY). While the 1995 Procedures were being considered in draft, Deputy Attorney

.,_-......General Gorelick had recommended that they be reviewed by U.S. Attorney for t!heSDNY
:;._::MaryJo.White. White responded that the USAOs should be on equal footing wifla the _

Criminal Division, and she recommended changes to the 1,995Procedures to achieve this_
such as requiring in intelligence cases notification of a crime to both the Criminal Division
andto the USAO. White argued.that"[a]s a.legal matter,, whenever it is permissible for ,the
Criminal Division tobe in contact with the FBI, it is equaltly permissible for the FBI robe in
touch with: the U.SI Attorneys'. Offices.," This suggestion was unanimously rejected by'.the
FBI, OIPR, the Criminal Division, andthe Executive Office for National Security, andthe
exception was not included in the 1995 Procedures' However, White continued to press this
issue. In a memorandum faxed to Gorelick on December 27, 1995, White argued that the.
Department and the FBIwere structured andoperating in a way thai: did not make maximum
legitimate use of all law enforcement and intelligence awmues to prevent terrorismand
prosecute terrorist acts. She asserted that the 1995.Procedures were building "unnecessary
and Counterproductive walls that inhibit rather than.promote our ultimate objectives" and ....
that "we must face the reality that the way we are proceeding now is inherently .and in
actuality very dangerous." Eventually', on August 29, 1997, the Attorney General issued a
memorandum creating a special exemption for the SDNY USAO in cases in which no FISA
techniques were being employed. In those cases, 'the FBI was permitted to notify directly
the SDNY USAO of evidence of a crime, and the USAO then was required, to involve the
Criminal Division and OIPR.
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issuedby the FBI Director that accompanied the1995 Procedures instructed
FBI field offices that any potential.contact with prosecutors (either.the :..
Criminal Division or requests to consult, with the USAO) had robe coordinated
through FBI Headquarters.

In cases in which no FISAwarrant had been iss_aed,.the 1995 Procedures
required thatthe Criminal Division decide when it was.appropriate to inw_lve •
the USAO inthe intelligence investigation, although notice of the decision had
to be given to.OIPR. For example, as discussed[ in Chapter Four,. the FBI. •
Minneapolis Field Office opened the Moussaoui. investigation: as an " •
intelligence.•investigation, .but then wanted to seek a.cfiminal searchwarrant
from the USAO. Since an intelligence investigation was opened but no FISA:

.... Warrant had•been issued, the Minneapolis FBI needed[ permission which .it .
was required to obtain through FBI Headquarters- from the Criminal. Division
in order to approach the USAO for a criminal search warrant.

Under the 1995 Procedures, the Criminal Divisi!on was responsible :_or
notifyingOIPR of; andgiving OIPR an opportunity to participate in, all of the

.... •Criminal. Division, s .consultations with:the.FBI concerning intelligence ... .

•. investigations in which_a FISA.warrant had.been obtained. In.intelligence
investigations where no FISA warrant:had been ob._ned,, the Criminal
Division hadto provide notice to OIPR of its contacts with the...FBI,.-In:.bOth._
types of cases, the FBI was required to maintain a log of all its.-contactsv¢ith
the Criminal Division' _

•" .The 1.995 Procedures provided that in intelligence investigations the
Criminal Division could give advice to the FBI "aimed at preserving the. option
ofacriminalprosecution," but could not"insmact the FBI on the operation,
continuation, or eXpansion of FISA. electronic surveillance orphysical.. ....
searches." In addition, the FBI and the Criminal Division were .required to
ensure that the advice intended to preserve the prosecution did not
"inadvertently result in either the fact or the appearance of theCriminal
Divisi0n's directing or contro!ling[the investigation]toward law enforcement
objectives,"

5. Additional restrictions on sharing _ntelligence information

In addition to the wall between FBI intelligence investigators and
criminal prosecutors, a wall within the FBI between criminal investigations and
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intelligence investigations •also was •created..• Although iris unclear exactly
when this wall within the FBI began, sometime between 1995and 19!)7 the

FBI began segregating intelligence investigations from criminal investigations _
and restricting the flow of information between agents who conducted

intelligence investigations and agents :who conducted criminal investigations.
...

Asdiscussed above, in a position paper prepared by OIPR when the ,

Department was considering the 1995 Procedures.i OIPRrecommendedthat the.. ..
FBI berequired to open seParate. and parallel_ criminal and intelligence . _..
investigations, and that theFBI place ,'a wall', between the two investigations _
by staffing the criminal investigation withFBI agents who did not have access.
.to the intelligence investigation. .This.wall was intended to ensure that.

information _0meach investigation Would be fully admissible in the other.
OIPR prOposed, certain procedures for sharing infbrmati on developed in the
intelligence investigation that was relevant, to•the criminal investigation, a
process that wasreferred tO as "passing info_ation over the wall."

!.._ i.... '_ ! . ._..i _,-- . - .. " :
._ The.process for .passing information fi,om the intelligence investigation to
....._--::the criminal investigation was that an FBIemployee, usually the .SSA of an:/. •., :. _.. . . .. _ ...: . .: . .: .. ..... _ . . • .

•",:..international terrorism squad, the Chief Division Lo_sel of a field office, 'or
:.;_:_anFBIHeadquarters employee wouldbe permitted, to re.view raw FISA ..
•.-.::intercepts or.materials seized pursuant-to a FISA and act a,; a screening

mechanism to decide what to "pass" to the criminal investigators or "
" prosecut0rs: ......

i _ :., . .

• , .
• . . ,. • ,.: ... •

In March. 19.95, at the direction of the Department, the FBI. established _.:

special "wall" procedures for the New York.:Field Office',; handling of the..
•" criminal and intelligence investigations that arose out of the 1993 World Trade

Center bombing. It is unclear when similar procedures were employed
throughout the FBI. By 1997 OIPR was including a description of the;
screening or "wall" procedures in all. FISA applications that were filed with the
FISA.Court:when a criminal investigation was opened. 37 The particular

. .

37Neither.OIPR nor the FBI had any written policy requiring the inclusion of such
information,in FISA applications .untillate 2000.,after the discovery'of several en:orsin
FISA applications related to information about criminal investigations and wail procedures
related to those criminal.investigations. These errors are discussed below in Section III, B.
of this chapter.
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screening mechanism.proposed by OIPR and approved bythe Attorney.
General •depended on how far the criminal investigation, had developed_.38 If the.,
case had recently :been:initiated, the SSA.was usually :the screener.. In a_case,in
which the USAO already was involved, others could be the screener, such ,as
an attorney, in the•FBI's Office of General Counsel, OIPR, or the Attorney

General... According. to James: Baker, the current OIPP. Counsel[,39, in late. 1999
the Department proposed the use of the FISACourt as "the wall?' The purpose
ofthisproposal was to.ensure that the.FISA Corm would apprc,ve FISA .
applications related to threatS involving the Millennium where therewasa • . ..

substantial nexus with.related criminal cases. " " ' .
,.., , . . . . • . . .

" 6.: Reports evaluating the impactofthe :1995Procedures
• . . . . , • - . . ' ,• .. .. :.' •

•Although the 1995 Procedures allowed for consultation between: the:FBI
and the Criminal Division about intelligence investigations, and .in some ..
instances required contact, by the FBI with the. Criminal Division, the FBI

..dramatically reduced its consultations with the Criminal Division after thei ,- / ...

1995.Procedures were issued: The FBI came to. understand from OIPR that

•any consultation with Criminal Division attorneys couid result in a FISA..
s_eillance beingterminated or inOIPR notiaga'eeing topUrsue a FISA
warrant. Asa result, the FBI sought:prosecutor input"ionlyafter it was.preparecl
to close anintelligence investigation and "go criminal. ''_

Three reports- a July 1999 GIG report on the Department's campaign
financeinvestigation, a May 2000 Department report on the Wen Ho Lee case,
and a July 2001 General AccountingOffice (GAG)report ' discussedthese
issues.and the impact.of the 1995Procedures and the wall.: ' : ..

•
_.

..

..

38According to OIPR Counsel Baker, Attorney General Janet Reno directed the
termination of certain FISA surveillances in 1998 based upon her detemfination that related
criminal investigative activities called into question the:primary purpose of the surveillance
collection.

39Baker joined OIPR in October 1996 and became,,the Deputy Cotmsel in 1998. In
May 2001, he was named ActingCounsel, and in January 2002 he became the Cotmsel.
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a. The OIG's July 1999 report ,onthe ca_mpaignfinance
investigation. .

The first report was.the OIO's July 1999 report entitled "The Handling of
FBI Intelligence InformatiOn Related to the Justice Department's Campaign:

Finance Investigation'"(theCampaign Finance Report). Tile OIG report
: reviewed allegationsthat the. FBI had failedto disclose cel_Iainintelligence.

information.to Congress, FBI.Director Louis Freeh, and. Attorney General Janet
Reno. This. intelligence information related to the:FBI's.Campaign Finance . ..
Task Force, -which had been. created to. investigate, allegations of campaign _
finance violationsduring the 1996 presidential campaign. In connection with
this review, the OIG examined issues c0nceming the.implementation of the.:.
1995 Procedures. andthe sharing of intelligence information, with prosecutors
and criminal investigators.. _.

The OIG report found that the 1995 Procedures were largely
misunderstoodand Often _sapptied, resulting in tmdue reluctance by

...._._..intelligence agents to provi de information, to criminal investi gators and ,_
" ..prosecutors. The report stated that "the tumultthat accompanied [the] creation. ..

......:_,.,..[of the l 995 Procedures] drastically altered the relationship between [the FBI]
•.i..:.:..and prosecutors." .The report found that because of OIPR's criticism of the FBI
_...during the Ames investigation, FBI agents,had become "g_m.shy" about

conversations with Criminal Division attorneys, and the FBI'sGeneral
Counsel's Officehad recommended that FBI agents take a "cautious approach"
.by initially conferring with OIPR attorneys rather than Cril_nalDivision
attorneys, The. report also noted that as a result of'theFBI"s concerns about
OIPR"s criticisms,, the FBI had been "needlessly chilled"" "from sharing
intelligence information with the Criminal Division. The report stated that the
19.95 Procedures were vaguely written and provided ineffective gui&mce for
the FBI. The report recommended that the Crimir.ial Divisiion, OIPR, and the
FBI resolveconflicting understandings about the 11995Procedures, and the FBI
issue guidance tOdisabuse FBI personnel of"unwarranted concems about
contact with prosecutors."

, b. The report of the Attorney G'_eneral'sReview Team on
the Wen Ho Lee investigation

. , .

The second report addressing these issues was prepared by the Attorney
General's Review Team (AGRT), which the Department established to review
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the handling of the Wen Ho LeeinVestigafion. 4° A chapter of the final AGRT
report, issued in May 2000, discussed the 1995 Procedures. _The AGRT report
:found that s0on after the !995 ProCedures were implemented, OIPRprevented
the FBI from contactingthe Criminal Division in conl_ravenfion of the:
requirements ofthe procedures. The report stated that FBIand Crirni'nal

, . .... . / , ,. . , • . "'. . .. . ,. • .

_Division officials believed: thatOIPR was discouraging contacii by the FBI With
the criminal Division, .Both FBI and Criminal Division officials believed that _

?such contactwould jeopardizeexisfing or _eFISAcoverage because OIPR
mightnot present the matter to the FISA Court or the ]F'ISACourt woulddeny/ " :," . " . " . " • ' " i ... " • • . • :... • . . • • .. ' 'v, _ . .. • ,.. . : • .. - ' .. ' : • - •. .... :_ : : ' • • "

the request ifsuch contact occurred.:_The report stated, "It is clearfrom _
interviews that,the AGRT has conducted that,:_in any itnvestigation where i_'ISA
is employed or even remotely hoped for (and EISA co'_erage i,; always hoped

i for), the Criminal Division is considered radioactive by both the FBI and _
OIPR."

• .....
.... ,

: The AGRT report noted that OIPR Counsel Scruggsmade it clear to the
FBI that it was not permi'tted_to contact prosecutors in FCI investigations..,, .. . . .. . . ... . .-. : - . . . . ....

• with0ut the pe_ssionofOIPR :.The report stated:that,_as_aresult , former.FBI
DeputyDirector Robe_ Bryant comrnunicated to FBt agents that violating this

......... '...... i • / i i
• rule was>a "career stopper." _ . . . .. . . ... .

.. : .

In :Oct0ber 1999/the AGRT made interim rec0namendafions to the
Attorney General For example, the AGRT recommended that the FBI provide
"regularly scheduled briefings" to the Criminal Division concerning FCI ..... '
•investigations that had the potential for criminalprosecution:

. . . .
•

In response, in January. 2000 Attorney General Ren0 established the
•"Core Group,:" which consisted of the. FBI,s Assistant Directors for

counterterrorismand counterintelligence; the Princip._LtAssociate Deputy
Attorney General, and the Counsel forOIPR. The FF3Iwas supposed to .... ....
provide monthly "critical case briefings" to the Core Group,.and the Core:
Group wassupposedtodecide if the facts of the case,; warranted notification to
the CriminalDivision as provided for in the 1995 Procedures. 'Inaddition, the

. , ..

40The team was ledby Randy BelloWs, an AUSA fromthee Eastern District of VJirginia
who was exPerienced inFCI cases. The AGRTreport, which is entitled "Final Report ofthe
Attorney General's Review Team on the Handling of the Los Alamos National Laboratory

•. Investigation," is often called "the Bellows report."
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Attorney General directed theFBI.toprovide the Criminal:Division withc0pies.
of foreign counterintell/gence case rnemoran da:sttmmarizing, espionage. ..._....
investigations, of U.S..citizens orlawful.-permanent residents,- ..... .... ._.

e

. In October 2000, the Core Group was disbanded because it Wasbelieved""
thatthe briefings were duplicative of sensitive case briefings that.the FBI..: "
provided t0the Attorney Generaland_:_heDepu_Att0rneyGenerai on a " .

,. .quarterly •basis. Around the same.timeaworkinggr0up: ithat hadbeen formed.
months earlier in .response-to the interim recommendations 0fthe AGRT report.
•developed:.:two decision memoranda, for the Attomey General 's appro'¢ali_one
in October.2000 and one in.December 2000.' 'The_mem0randaincludedseveral - •

-. optiOnsfor addressingthe FBI'S lack of.notificationto, the. Criminal.I)ivisi0n -
:: regarding evidence in.intelligenc e investigationsof significant federal crimes _ ..

and. the lack of co0rdinafi0n with the. cri_nal Divisi0n; and..theY.delineated _:;
• the:_e andextentofadvice the' Criminal :_.I)ivision could provide the FBI..-._The -- . .. . :. . . • . . :

" ..... December2000 memorandUmalso describedastrategy.f0rpresenfingnew::.: .... ..
-. proced_eS for coordinationbe_ren intelligence and lawenforcement to the.

_ ' p _ anappea tt•..o_.:.:-.,.FISAC0urt, and it.di:Scussed the .ossibili of 1' _itheFISACo_:.of• • _ :" - " . - - :". ?:" ... - " • 2 • •

' " Review if the FISA Court rejected the new coordinationproc_d_es , AlthOugh.
the CriminalDivision,.OIPR:, and the FBi reached an agreement on steps, to• : ... . .,. . . .. . :,. • . :" ._._ ..,. ): . .: .. ... , . . .._, . . • .... . : . ..

liberalize informmion, sharing, the comPonents could not agree on whatkindof. . .. ; - . .... :,:_, , . .. . : _..._.....,. :. • .. ' . . - ,. .... .... . . .• . .. . ..

'i!:...advice by the Criminal Division...to..theFBI Was.permissible... The Attorney" _ . . " . " " _ ,. ;" " . .:,. " . " ': "" '. . i • " ". • '" " • . " ;

General never issued:.or Signed either.memorandum,. .
- . . -.. ,. . - ! .. . • .... . • • :. . . ,.

..

: " " ' ' _ '_' " " t " ' _ :c. The GAO repor :
• • L . • . • " "

.. .. .. .

• In the third report, .the GAOreviewed.the policies, procedures, and
processes for coordinating. FBI inteUigence invesfigations where crimdnal
activity was indicated:. In its July 2001 report, the GAO.f0und that the FBI.had
little contact with the Criminal Division .about intelligence investigations .

.. because of the FBI and OIPR's concern about the potential for "rejection of the
FISA application or the loss ofa FISA renewal" or"suppression of evidence
gathered using FISA.to01s.,,: See "FBI Intelligence Investigations:• . _. .. ' . .

Coordination within Justice on Counterintel!igence Criminal .Matters is ..
Limited,,' GAO-01.-780, .July:2001.. The GAO report recommended, among
other things, that.the Attorney General: establish a policy and •guidance -••_
clarifying the expectations _ " " '_ " " ""• regardingthe FBI-s notification of the Criminai
Division about potential criminal violations arising in intelligence :
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investigations. According to the GAO.rep0rt; while _there were •some... • ...":
improvements in.the coordinationbetween the FBI.and the-.Criminal.Division.. • -
•after .the remedial actions .in responseto the AGRT repo_ were implemented,

coordination, impediments remained.. . . ... . ..
. .

" " '""....." a curacy FISA pplieatio s•....... B...FISA Court's concern about, c of. a " n
:-," . . ' , . ' ;

• " ppli a " ": I Errorsin FISA.a e tionS ....

: _ ' coordinating.: : .... .,..'_ound the time ofthese.two reviews on,problems of .....". . . . .... . . • : . . .... - • .

:cri_al.andintelligenceinformation,.the FISA Court. imposed additional "
• . .. • . . . • • ... . . .. ,. . . .. .,.

-.. :restrictions. on. thepassing ofimelligence information to.criminal inv.estigators. ... -
::-. .-'The.FISA Court tookthis.action .after.it learned, in 2000 and 2001.of errors.in ... ..

: ' : " . i " " . • - . " " " - "

-. -approximately 1.00FISA.applications that hadbeen filedwiththeCo_.41.. ". - . . • -- . . .: : . . • . . :. ,; - . .. - . . ...... . .

Approximately. 75.of the .errors Were contained in.F1SA applicationsrelatmg to . "
..... targets.withconnecti0ns .to a particular te_orist.organization, which we.Will:,..

.. :.call'.'Terrorist.Organization No.. 1,,,'and the other errors were contained in
. .FiSAapplicationsrelating.to..a different terrorist..orgaaizati0n,. Which we .will-.... . , :. .- .... '.- . . . . : . . . . . .- : . .... _ .: • :.. • .. ,. ... .: • . • : .." ..

.:::.,.::_:: .,.ca!!-,..:'Terrorist:OrganizationNo..,2.,:_. . _.............:....: .. . ,.•(...: . . ..

:_._.the.s_er of2000,-OIPRfirst leamed_ofthe?errors in,several FISA:
. applications-related to _Terr0rist .Organization No. 1._.:OIPR.:Verballynotified:the
• FISA:.Court.of the errors and;. together:WithFBI:Headquarters: employees,, .

conducted a.review of other FISA •applications mvolvingTerrorist "...:
.. Organization No: 1 that had been submitted since July-1997. In September .and

October 2000, OIPR filedtwo pleadings withthe FISA COurt advising of
" errors in approximately I.00. FISA applications related to Terrorist Organization

- . -

No. 1. ' •
•

... ..
. . .

: . . .. .

41As discussed in detail below, FISA applications were submitted by field offices to:
FBI Headquarters forpreparati0n of the documentation that woutd be presented toOIPR.for
finalization and submission to the FISA Court. The documentation prepared by FBI . "..:.
Headquartersand finalized by OIPR often was.reviewed or edited by different persons, ..
including an SSA,.IOS, UnitChief, and a National Security Law Unit.at_Lorney.-The .:.
documentation included an affidavit signed bythe SSA at FBI Headquarters containing the.

• ..

facts in support of the FISA warrant.. The errors arose in these..SSA.affidavits.
. . :.
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,, Many of these errors inthe FISA applications involved omissions of:
information or misrepresentations about •criminal investigations on the FISA
targets. In applications where_criminal investigations were identified,, , . ' ..... • . . • , . , .-. ,.., . ... , , ..... •

inaccurate information was presented in FISA apIz_lications:about•the "waU_'' _":" i' -_ '" " •.... _ .... " _ : " " ' : " " " ' " " " "

.procedures to separate thecriminal investigation fi'om the intelligence
" invesfigation._ For. example, the.description of the wall proceduresin .the ..-

: . • " ' ."' . , :. ' ' .... :. " .......: .... . - i- .. i. ' ..' ' " ' : "- . ' : " .i " ' .:.

majori_ of FISA applications involving Terrorist Organization No. I stated'" . _, ." " . _ • ?.'; = ' .- . . . - ..... • • " " " .: ._ _ • "''. .... i .: : : : '. ' " • . ".. " '. ":"- •

thatthe FBI New YOrk Field Office had separate teams of agents handling the..

criminal and intelligence investigations. While differentagents were assigned,. "..:!-.' . .'. -". .. .. " " . ;.. " .." ". ' .: -. ?'.- ..- . ' " • . ,... ._ , ..' 2- .. , ;i .:. ._ "

to the criminal, and intelligence investigations, they weren.ot kept sep_trat¢_om
eachl otherl Instead, the Criminal agents worked on the intx_lligenCe •• " . - . • _ . .. ' ' ' : " . ' .. i i ? ' : .. " ' : : " ..... _ . -. - " ' ' :" '

investigation, and the intelligence agents:worked on the criminal investigation.,..,. ....... : ...f.... . . . • . . ".! . '.: . . . , • . _ . .. .,. , • . .: . : .: -;.- . . --.. . :: • ... .

ThiS meant that, contrary tOwhat had been represented to the FISA Court,
agents working on the criminal investigation had not beenrestricted from the

:. . . . . -. ...

jnf0rmation obtained in the inteliigence investigation. "
' " " ..... : :: . i .'.. : ' " - " .. " " " " . .

: ! !'_ _ 2.. FISACourt's new.requirements_ regarding.the wall.,
'. .._,_,....;:i ". " " ' ' . •

• .... : Asa result of the FISA C0urt!s Concerns about the rnfistak_s in theF!SA
applicafions"the FISA Cot_ beg_ requiting _ Ogtober2000anydne who

' " :,.. .= .. - ' . :.. " :: " . • • . :' .- " . . 2 ' " " .... . ' - . : " '. ' • ."

_reviewed FISA-obtained materials or other intelligence: acquiredbased on.
_FISA-obtained intelligence (called "FISA-derived" intelligence 42)to sign a

certification acknowledging that the Court's approval was :required for ,
dissemination to criminal investigators. The FBI came to lmderstand that this

- . . • .. , . ,..._ ... • . . ........ .... , ,,

meant that only intelligence agents were permitted to reviewwithout FISA:
Court approval allFiSA intercepts and materials seized by a FISAwarrant,: as
'well as any CIA and NSA mtelligence provided to the FBI basedon

' 43
• information obtained by an FBI :FISA searclh or intercept. : :

. . . . -,. • . ' . . . . _ • . • .- . ....

Because FISA-obtained information often was passed fromthe FBI tothe
NSA and the CIA, the Department asked the•FISA Court whether the FBI was

. . ..

42FISA-obtained information was often passed to the NSA and.CIA for further use,• ., . .. .. • . : •

which could result in "F!SA-derived" information. ..

• 43As stated above, in late 1999, the Court had:become the screening mechanism or "the.
wail" for all investigations involving FISA techniques on al Qaeda in which the FBI wanted
to pass intelligence information to a criminal investigation.

:.

5
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.also required• to obtain the newly required certifications from any:NSA: orCIA
•employees! who reViewed theFISA-obtained material,.".The Co_ exempted the
NSA and. CIA from the certification, but required that thetwo agencies:no.teon
any intelligence .shared with: the FBI if it was FISA,derived. According to.the
NSA, when: made aware ofthis requirement, it reported to.the Dep_entthat, : "

•"_intheinterestofproviding asmuch intelligence: as quicklyas possible tO:the::. --. -
FBI_ the NSA.w0Uld place.a caveat on all counterterrorism-related intelligence
.proVided to.the FBI.. The"Caveat indicated thatifthe FBIwantedto pass NSA

•_intelligencet 0-cri_natinvestigators,, it had to involve the NSA _GeneraI- _. _
• ...Counsel:s Office to dete_ne whether theinformation was in fact FiSA,. _"_

: ' derived...According to:theNSA, the.other alternative wouldhavebeen to.Slowl ..-:. -. • - '. '5' • "'_: • ..... • i" • . . • "

•thedisseminati0n whilethe NSAcheckedwhether the.intellige, nce wasderived_ ...:
froma.FiSA44 _... . .:. .. ..-..-. :..::. • .. .

' -• • , . .. ,. .:

.... _Thecaveat language used-by the NSA. stated: '"_. .... ..Lxcept forinformation ._
• reflecting adirect threat to life, neither this product nor any infbrmation •

contained inthis_product may be.disseminated to U.S.. criminal investigators or
.

•" prosecutors without prior approval, ofNSA. Allsubsequent product which .....
.contains information, obtainedor derivedfromthis product mustbearthis ..

• ..caveat..-Contactthe OffiCeof General coUnselof NSAfor guidance
eoncemingthis caveat",''45 " ' . _

• - .'. -. '. . . ..
. .

•
: _. .

44This. was not the first caveat on dissemination of NSA information. In late 1999,
AttomeylGenerat Reno atithorized a warranttess physical searc]h under authority grantedto
.the.Attorney General: by S.ection25 .ofExecutiVe Order 1.2333, unrelated, to FISA...The "

" Attorney General directed that.the fi'uits of the physical searchcouldnotbe disseminatedto
any criminal prosecutors or investigators until copies of the infi)rmation were provided to
OIPR and the approval of the Attorney General had been obtained. Questions were: raised
about dissemination of NSA's information based upon the fruits of a Section 2.5. search. ...
The NSA, afterworking with OIPR to determine what languageto use ....decided to put a
Caveat on all of its Bin Ladenrelated reporting to the FBI indic ating that further .

.,,.disseminationto law enforcement entities could not occur without approval fi_omOtPR.
. . . .

4s In Chapter Five, the chapter about Hazmi and•Mihdhar, we discuss the Separation of
criminal investigators from intelligence investigators and the requirement that NSA

information be reviewed by the NSA to determine whetherit was FISA,derived or otherwise
subj.eet to limited dissemination. We describe how these restrictions affected the FBI's
ability-to share important intelligence information. For example, in early summer 2001•an
FBI Headquarters IOS met with New York criminal agents who were working on the ]?BI,s
(continued)
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: i :, _3. Additional FISA errors and _DOJ:OPR'sinvestigation:
.: . . . .

The Deputy Attorney General's Office refen_ed to the D0J office of
:Professional Responsibility (OPR)a memorandum prepared by OIPR

regarding the errors in the approximately 75 Terrorist Organization No. 1, :: :
relatedFISA applications that hadbeen raised to tlhe FISA Court, In i: ::

N0vemb_ 2000, OPR:opened :an investigation: to detent;he whether any FBI
employees had committed misconduct in connection with these errors. .....

in March2OO!;OIPRatsobecamelaware of an error in aFtSA :

: applieationrelated toTerroriStOrganiZation No. 2. Theerror con_em_ed the. :
. description _of the wall procedUres in several FBI field offices;. This description.:

also had been usedin 14 other applications related to Terrc_st Organization _
i N0,21 _ After the FISA Court:iea_ed oftheseerr0rs, it stat,_d thatitwlo_d _o

.... longer accept any FISAapplicafionin which the supporting affidavit was 2 i :.
• signed by the SSA who had presented that Terrorist Organization No. 2 FISA

• " ' " " ' " : ' • . ' i':;. : ,." " _ " " . " " " " " ' " " : " ' ' :_: • ' ' "

application to theCourt.
• ,. _... ... -.... :

- . ._" : .

•_ _.,:._IIToaddress the issue of the accuracy of the i_aformation in the FISA
- affi_aVits, FBI ITOS, managers beg_ _equiring thatFISA affidavitsc,_ntain_

,_:. in I"::_:i certa info_ati0n, sUch as thesignatureofthefieldoffiecSSAand_my:::; :
• AUSA involved in the case indicating that they:hadread:_te affidavit and _

....... : .... . . . _ • . .. .'.,_" . • ; • • . • • . , .... _ : • ..

agreed with the facts as they were :_tten, In APril 2001, the entire FBI
Counterterrorism Division was: instructed to comply:,with these pr0ced_es. On
MaY lS, 2001, the Attorney General issued additiL0nal instructions to improve '' , ...... , . • . . , .. " • :'. ..... : ' " ":,,' . .. • i :- '

the accuracy of F!SA affidavits, inclUding requiring direct communication
betweenOIPR attorneys and the field:office on whose behalf theFISA

application was being prepared and establishing aFISA tr_fining proglramat:the
FBI'strainingacademy in Quantico, Virginia. l[n addition, theAtt0rney _.

. ,. . . ... . . .
• . ,

. = • -. . -..

• (continued). . _ •
Cole investigation. Duringthis meeting, they discussed certain informationobtained from
the CIA about Mihdhar. Although the IOS had ilxtbrmationfrom the NSA about Mihdhar,
the IOS did not reveal this reformation to the FBI crimina!agent.sat the meeting because it
had not yet been approvedfor dissemination bythe NSA..In addition, in August 2001, once
the FB! openedan intelligence investigation to locate MiMhar, the same IOS andaNew "
York:criminal agent involved in the ear!ier meeting diScussedand diisagreedaboui,whether a :
criminal agent would be permitted to participate in the:intelligence investigation trying :to
locate Mihdhar or to participate in any interview withMihdhar.
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Generalasked OPRto expand its investigation toincludea review of the errors:
made in FISA applications: related to Terrorist Organization No. 2,

oPR's report, which was issued on May 15, 2003, concluded that"none
of the exTorsin the [Terrorist Organization No, l] and [Terrorist Organization .
No. 2],related FISA applications were theresultof professional misconduct or
poor judgmentby: the a_omeys or::agents whoprepared or reviewed them,':,:
Thereport crnC!uded that "a majority of theerrors we,re'the result of systemic
flaws in the process by which those F!SA applications were prepared and
reviewed." Thesesystemicflaws included, among otherthings,.... :alack Ofa
formal trair/ingprogram for attorneys in:OIpRor agents at the FBI to learn

......aboutthe FISA applicationprocess; a lack ofpolicies or rules regarding the" :
requited:cohtent 0fFISAapplications, and:_alack0fresources for handling _:

• . • .... • . . ... , . " . ' • • . . .. ..

FISA applications.
" ..- ., • . . ?

...

• .. . .

CI Depu_AttorneyGenerall Thompson'sAttgust 201)1
.... memorandum

.... 0n:August6, 200 l i Deputy Attomey:General La_ Thompson issued a.

memorandum t0:the Criminal_DiviSiofi, OIPRi and the _FBIregarding:the: :
.... . . . • ..: . ., . . ,.. ,. • . • . :_ , . • . . .

Department'SpolicieS governing intelligence sharing: _d establishinglnew :_
policyi:It stated that the 1995 _Procedures and ithe additional 2,000 procedures._.. : . ,: • • . .. , •

remainedin effect. The memoi_andum statedthat "the purpose of this
memorandum is torestate andclarify certain imP0rtaat reqmrements imposed
by the 1995 Procedures, and the[January 2000 measures issued in response to
the AGRT report], :and to establish certain additional requirernents." " "

• :The mem0randumreiterated the requirement that the Criminal Division....-
had toben0tified when there were facts or circumstances:,'thatreasonably
indicatethat asignificant federal crime has been, is being or may be
committed.', .The memorandum emphasized .the notification was mandatory _-
and that the"reasonable indication" standard was "substantially lower than

• . .

probable cause." . . . _.

-:In-addition; the memorandum stated that the F13Iwas required to have. "
monthly briefings With the CriminalDivision onall iinvestigations that met the
notificationstandards. The memorandumaddedthatthe Crirlfinal Division
should identify the investigations about which it needed additional information,

.and the FBI was required toprovide this information.. The memorandum didl
•

40



not address the issue of the type of advice: that wa,; permissibleby CriminaI,
Di,cisionattomeys tothe FBI.
. ' • ... • .

'

... D. The impact of the walf ' ....::, . _. .

The actions ofthe Department, including OIPR, the implementation of
the 1995/_ocedures, the additional requirements created by theFISA C0_,_ : :
and the OPR]nvestigafionhad several effects on tlhe:handfing of intelligence:_
andcri_naI investigations. First, witnesses told the O!G llaat the concerns of
theFISACou_, the banningof the SSA _om the:.FISA_Court..,.:the OPR_:_.._i__.. -..
investigation, and.the additional requirements: forsharing information imposed :.. "
•by.fheFiSA-.Court contributed to. a Climate offearin.iTOS .atFBI .._-". ;.." •4' "i ' . :-"' . " . : , ..... ... , • ,. ...... .. , i ..... . " " "

.:. Headqua_ers..SSAs.andIOSsat FBI.Headquarters were concernedabout._; "" " .
'becoming.the subject.of an OPR invesfigation.: and the effect that_any,;uch:; : ...

.... investigation-would have ontheir c_eers, ._ ...... :..._.... "....
. . . , . -. / " . " .

They .said theywere concerned not only about the accuracy of the "
.information they provided to the Court, but also about ensl_ing.that ._.._.... '

.. •...;...::_i._.intelligence information was kept Separatefr6m criminal investigations. A' • ._
'former"ITos:unit Chief and long-time:_FBIHeadquarters _'_SA.toldthe'" "' " ......OIG: .:..-." "' • " -- - . " • ' _.... : - - . • .. .. . • .i . . -

" ::.:ii......thatthe.cemficationrequirement was refen'edto as",'acomemptletter?"Hei: .......
.. " explained.that FBI employeesbegan, fearing that thdy would lose.their jobs if.
, any;intelligence information. was-shared with criminal.investigators. " • •.

" "Second, the restrictionS, imposed.by the.FISA Court "the requirement . -
•that..anyone who received intelligence Si_ the ceI_ification and the screening. .:.

.. procedures applicable tobothFISA-obtained.and FISA-defivedmaterial-;_.. : •
.created admi'nistrativehurdles for the FBI in:.handling intelligence infbrma6on. '..
Forexample, the newrequirements were imposed, in December 2000, just-itwo ...
months after the bombing of the U.S.S. Cole, and!during the timethe FBI was
actively"pursuing its criminal investigation._ Giwm thenew requirements, the
FBI employed several IOSs on the Cole investigation just to track all of the
required certifications. " ' -

-.. •Consistent with the conclusions of the AGRT report.:,employees; at.FBI
Headquartersand in.the Minneapolis Field. Office, who.we interviewed told us
that before September 11,2001, there was a general perception within the:FBI
-that seeking prosecutor input or taking any criminal investigative.step whenan.
intelligence investigation was open potentially harmed the,.FBI's abilJityto
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obtain, maintain, or renew a FiSA :warrant.. FBI Head!quarters employees ._.,:-.
described casesin which OIPR required .that.electronic surveillance obtmned '
under FISA be ".shut down" and that the FBI "go criminal" because permission.
hadbeen requested to approach the USAO or.because, some Otlaercriminal step
had beentaken. In.addition,.FBI:attomeystold the OIG.that., in their...
experience, OIPR would not consider applyingfor a.FISA warrant.in a Casein...'• ' .... . . :.... . . . . ,. . .... . • . .. . .'.... • _...... - . .. .. : , .. ,

which. OIPR.determined that there was "too. much" criminal activi_.... .. . .: " . :. •..... . " . . , '_ . i . • . " :. " :' •

•OIPR Counsel. Baker :told the O!G .that.the primary concem 0f.the FISA
Court wasthe direction and control of the intelligence investigation by :: " -.
prosecutors, not. sharing ofintelligence information wJithlawenforcement

. agents. Bakerstated that the FISACourt.hadapprovediFISA;applications,in.. ._
which there.was.eXtensiveinteractionbetween prosecutors and FBI agents.;.: ,. :- •

provided that OIPR was..present, during.the interactions, .there Was a separation.:
between the.prosecutors, and. intelligence investigators, and that the FISA Co_.
was apprised.of the FBI's intended use of the FISA information.." _.

..

,! .... ,: . ..

, E. Changes to the wall after September: H:, 200:i
• • . • ........ .. : . -.. . , : :

'. ?Sho_ly_after. the.September..t :1,:2001;_?terroristattacks, the.Department, ..-
'proposed Ioweringthe wall between criminal, and intelligence information, bye"
.changing .theilanguage in the FISA statute from. "the .purp0se" of the. .....
surveillanceor search ,(-forthe.collection of foreign imelligence information) to
only "a purpose., '46 In October 2001, the Unithlgand.Strengtlltening America
by Providing Appropriate Tools Required To Intercept and Obstruct Terrorism.

. .. . . .: . .... ..... . ,. • , ":, ,

Act (theUSA PATRIOT Act or the Patriot Act)was enacted, .'which changed
•the requirement from "the purpose, (for obtaining foreign intelligence ) .to '.'a-..
.Significant purpose.'" Pub, L. No. 107,56, I 15.Stat. 272, Section 218. i.The .
.Patriot Act also.specified that federal, officers who .Conduct electronic. . .
surveillance or searches to obtain foreign intelligence information •may consult

..

46The Department had been considering seeking this change to FISA prior to
• September 11 In August 2001, the Office ofthe Deputy Atto:mey•Gene.ral:asked the Office

ofLegat Cotmsel (OLC) for advice onwtiether FISA could be amended byCongress to ....
require that the collection of foreign intelligence infonnationbe "a purpose" of a FISA . ..
warrant rather than "the purpose." That-.request was under review by OLC on September 11,
2001.

• . ,
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•with federallaw enforcement officers to coordinate: their effo_s tO:investigate
and protectagainst acmaI or potential attacks, sabotage, or intemationa_
telTorism, Id____.atSeetion 504. _

.

Although the Patriot Act amendments to FISIAexpressly provided for the
consultation andcoordinafion_: between prosecutors andFBI intelfigence ......i_
investigat0_, in Novembe r 2001 :the FISA Com issued an order reqUh_g that

: _the( i 995_Pr0cedures,asrevised by Attorney General Ren0'sJanUary _2000: :
changes andthe AuguSt200_l:Thompson memorandum, be: applied inalI!eases _:
before the FISA CouP.: ......... . : .- ., . .., . . . . . .

... :: - : . " ... _ _ ,..... .(. - . ..

.. .. . . .. . . . . . '

In March 2002, the Attorney General issued new guidelines on _ :
: intel!igencesharingprocedures that superseded the 1995 Procedures_.:_e . ::

2002 Pr0Cedt_es effectivelyremoVed,the walI'!be_een intelligence _dl ;_ i_' _
criminaiinvestigationsl The 2002 Pr0cedures explained that sincethe:Patrioti,_
Act all0wed _FiSAtobe used' for a "significant purpose" rather than the '_.

• primary purp0s'eiof0btaining foreign intelligenCe:,FISA eould"be used _ _:

prirnarilyfor a law enforcementpurpose,: as:10ng:as a significant foreig_a ::
_antelligeneeip_0se remain[ed].,' (Emphasis inloJ_gmat.).... _? _ i:

' _,_;. . " . . _ .,..... _ , .. .... • .... .. ..... .. .-... ?, , , .... . . . .

"_....... :The 2002 ProCedureS'also directedthat:the Criminal Division and OIPR _
:;_ shall!haveaccess to-and that the FBIshall provide _ all information

_)i....devei0pedinfull field foreign intelligence andCounterinte]tligence ' :
investigations, particularly informati0nthat is necessary to the ability of the
United States.... to investigate or protect agamst foreign attack, sabotage, :

• terr0rism;_:and clandestine intelligence activities; iand infonnationthat concems :
any crime which has been, isbeing, or is about to be conmtitted.i The 2002 ' :_ ....
Procedures provided that USAOs shouldreceive ihaformationand engage in .....
consultations tothe same extent as that provided f,0rthe Criminal Diviision.

. • . ! _ . • . • .. . _ • .

In addition to these information sharing requirements, the 2002 :
Procedures provided that intelligence and law enforcemen! officers may _• . . . . :.,. ... .. . - . ...... . ,. • . " . :.. . . . .. .. . .

exchange a "full range of information and advice" concerning foreign
intelligence and foreign counterintelligence investigations, "including
information and advice designed to preserveor enhance the possibili_/of a
criminal prosecution." The 2002 Procedures noted that this extensive _
•coordination was permitted because the Patriot Ac,tprovided that such
coordination shall not preclude the government's certification of a significant ,
foreign intelligence purpose• for the•issuance of a warrant by the FISA Court.

q
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.... •The Dep._ent immediately tested thenew 2002 Proeedt_eswith.t!_e ._'_ '
FISA Court:. Inan opini0nissued on May 17, 2002:, the-FISA Court accepted.
the information-sharing provisions of the new Procedures. However, the F!SA
'Courtrejected.the Department's position that criminal .prosecutors shouldbe .

. . ..: ... • . . • -. . .: . : • .. .. • .:, . • ,. . .: _ •. _ , .

.permitted to.:have:a significant, r0Ie in FISA surveillances and searches from.
. .... • . ::.. . . . - • . • . . . • . : _ .:... . . . • .. .

start.re.finish. See.In Re All Matters .Submitted _m_.Forei_.Intelligence_.- _.... •
.Surveillance Court, 218.F..Supp.2d 61.1.(2002)i...-TheDepartment appealed.the... ..
Court's.._ling to tl_eForeignIntelligence S_eillance Court-lofReview,. the..
appellate court for the FISA Court. This was the first appeal ever to the.F][SA .

..... • . :. ,?. .-. . '

•Court of Review. . .

. . ,• : . :.•. . . .... .. ... . . .. . . . . . • =.. • . . .

"' .The CourtofReview rejected the FISA .Court.'s tindings,.as weil_asitlae.
" •1.995Procedures.and: the. ,'primary purpose standard" l_)at,hadbeenapplied •, .; : . . :.

• . .. . • . .' . . ..... _ • . . " . • . ... .• •

" :.beforethe PatriotAct revision.. :See In Re .Sealed Case, 310 F.3d-7117(2002).... • .. . . .. . . .. . . .. - • . • . ..

The Court-ofReview concluded that the restrictions of-the wallimposedbythe .
Department:and theFISA Court were never req_ed.by F!SA.orthe " . . .. '
Constitution. 47 The .Court ruledthat FISA.penmtted the use ofintelligence in .
criminal investigafions,..and:that coordination be_eel_L.criminal prosecutors: and ...
•intelligence:investigators was.necessary for theprotecfion of national security. ..

' The.Court conclUded -that:w_le .the FBihadt0 ce_fy_that_the purpose:, of the
FISA surveillance, was:t0.obtain foreign intelligence information, FisA did.not .
.preclude .or li_:t the-use-ofintelligence: info_afion:: in acriminalprosecution..
The Courtwrote, ,'[E]ffective counterintelligence., We ihav.elearned, requires
the wholehearted cooperafionof all.the government's personnel :who canbe
brought to the task.'" Id.at7431 . " ' " " " " " '. .

."-: "" .... .- _ ., " ' . i ._. :,_ ..

'IV. TheprocesS for obtaining a.FISAwarrant ' .... :
-.'.. , ' .. . . • • ... ]...

In this section, we describe the legal and procedural requirements.for
obtaining aFISA warrantprior to September 11, 2001, focusing on the
requirement for a warrant toconduct a physical search,like the warrant that the

. . .. . . ..... ._

47The Court of Review noted,"We certainly understand the 1995 Justice Department's
effort to avoid difficultywith the FISA court, or other courts; and we have no basis to _
criticize any organization of the Justice Department that an Attorney General desires.!": Id_.:.at
727 n. 14. .
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FBI's Minneapolis Field Office •soughtinthe Moussaoui inxestigation, which
we discuss in detail in Chapter Four. ,, ..

A. Legal requirements for a FISAwarrant ....
... . , ,..: _ :. ! .: ..

•As noted above, FISA allows the FBIto conduct electronic surveillance ....,

and:physica! searches in connection with counterespionage and: : :_,: !i.,
counterterrorisminvestigations. :Rather than showing:that the. subject of the

.surveillanceor the physical search ispotentialty connectedtoa crime, the FBI::
must show that there is probable cause to believe tlhatthe subject ofthe_ .

• . " r ,9 . .surveillance or searchis an "agent', of a "foreign powe. 'With respectto a
warrantfor a physicalsearch; the FBIalso mUst show:that there is probable

cause t0 !believethat the property to be searched is Owned,used' posseSsedby,
::-orin transitto 6r from an "agent of a foreign power" or "a foreign power. ''_ :

• . .• : ., ... ..• . .- . , ._. ..... .

• Agent Ofa foreign power ........._ _: .
. . - . .

.,;. . ...: . .. .... -. :( : : . . . .. , . " .... ... ,.

..... -_:_::o: :_power as defined m the FISA statute has several meanings,
• _ most of which pertain to the governance of a foreign nafiorb such as "a foreign

:.. • .,. . ; • ...- ... ..... • . .. ., . • . . . . .. .-.

:_2._.:government or any componentthereof, whether 0r:notrecognized by the :• :.... - . )., " . ". " . "' ' ,.. • : " .i : ." .. " . " ..... -. '_ . . :5 " ' ... .' • "

,::_:UnitedS_tates" and "an enfity that is directed andcontrolledby a foreign " -. . .

govemment or governments?, 50U.S.C. § 1801(a)(l) & (2). The definiti0n'_:_..
most applicable in the Moussaoui investigation is "a group engaged in :

• international terrorism or activities in preparation liherefor?' 50 U.S.C.
§ 1801(a)(4). With respect to terrorism, betbre September 11, 2001, foreign

• powers: that were used in requests for FISA warrants to the FiSA Com't
included: foreign governments as well as te_orist organizati0ns not comrolled
by any foreign govemment,.such asat Qaeda and Hizbollalh. _:- _.

Whether a terrorist, organization qualified asa "f°reignp°wer" tinder the .
FISA statute depended, upon the intelligence developed about thegroup and its :.
activities., and whether.the FISA Court.was convinced that the government had
proven that the.entity existed and.was engaged in iinternational-terrorist...
activities. In.practice, once the FBI deVeloped the necessary intelligence about
the existence of a terrorist organization, a particular subject waS used as a "test
subject" for pleading to the FISA Court that the organization was a foreign
power. Although not dispositive, FISA. applications might reference the fact
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that theState Department haddesignatedan: entity as a "foreig_a terrorist '

organization" (FTO). 48. : . :::

An "agent" of a foreignp0wer also has severaldefinitions in thestatute.
An agent can be a person who has an official ConneCtion to a figreign power,.

such :asan, employee of a foreign gove_ent or an official _member of a
terrorist organization: With respect to terrorism, :an agent Can be anyonevcho
engages: in international terrorism (0r in activities thai: are in preparation for

international terrorism) "for or on behalf of a foreign power." 50. U.S,C_: ....
§ I801(b)(2)(C). i : ':. .....

• • •

Aside from stating that a person must be acting "for or on behalf Of' a

foreign.p0wer:, the FISA statute does not furthe r define when a personis an
"agent." The legislative history 0fFISA statesthat there must be "a nexus• . -:. . . ... .':_ .... . .... ... . : : , " : • .... . .

between the individual and the foreign power that suggests that the person is
• likely: todo the.bidding of the foreign power," ,and that there rrmstbe a". :

•"knowing connection" between -theindividual and the foreign power,. H.R.

7308,95thCongress, 2d Session, Report 95,i283,Pt. 1' p. 4:9, 44 '

•(June.8; !978)..:..The-legislative _history: alsostateSthat morethan evidence of
" "mere sympathy for, identityofinterest-_th, or v0cai-supportforthe goals".of

a terrorist organizationqs requiredto establish agency between thegroup and ':

" the potentiaisubject:. :Id: at p,. 42: The Attorney General's'FCIGuidetines in"
• effect•in 2001- statedinthe:definition section that dete_ining Whether an.

•individual is acting ,'for or on behalf of a foreign power" .is based on-the extent.. •
• ; • . . , .

•
• ._ . • ....

, .

•48..FTOs are foreign entities that are designated as terrori.storganizations by the ' "
Secretary of State in accordance with the:_titerrorism and Effective DeathPenaltyAct,
signed,into law in April 1996. The criteria for this designation include: that the entity is a
foreign organization, that the organization is engaged in terrolSistactivity', and that the:
organization's terrorist activity must .threaten the security of U.S. nationals or the national
security of the United States. FTO designations expire automatically aftertwo yearsbut.
may be redesignated. It is unlawful for anyone to assist an:FTO,representatives and
members of FTOs are.not admissible into the United States, and U,S. financial institutions
that become aware of possession of funds of an FTO must report this information to the
government, The first 30FTO designations were made in October 1997. As of March
2004, 37 FTOs were on the State Department list, including alQaeda, Ansar aMslam, and
the Revolutionary Armed Forces of Columbia.
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to whichthe foreign power is involved:in controlling,.leading, financially
supporting, assigningor disciplining the individual. ......

•= 2, The application filed with the FISACourt
. ..,-Toobtain an orderffomtheFISACourtaufftorizingeitherelect3:onic "

: surveillance or aphysical search, the FBI' through DOJ OIPR -submits to the• .. : , .,:.... ..... . , : ..... . ? , . : . " . ....:', . : • , : • ,

FISA Court an application containing three documents, The first document;
labeled "application," is a courtpleading:that contains the government% .
specific request for a F!SA :vcarrantand includes tlae req_u_ed:approval bythe
AttomeyGeneraI or theDeputy Attorney General... See.50 U.S.C. § 1804(a).. .... ., ........... . ....

" " : " " " ": " ' " ' ' ' " " ' • " • " " !C* " ,, '7 ,_ " , • ..... '._ _ (electromc sUrvelllance) and § 1823(a) (physmal _,earch). Fhesecond. _
• . _ d0c_ent isa certification by theFBIDirector or other ExecutiveBranch: :::i::- ....

official:that :the information sought is :foreign intelligence information and th/tt ;
the information cannot reas0nablybe obtained by normal investigative :• :.. . . • . , . .... . , . . •

techniques, At the time Of the Moussaoui inveStigatiOn, as discussed above, - :_
. the ceffificafion also had to contain a Statement thatthe purpose of the: search "

..... • .... . • .. "..... - form • 49SeeS:0- or surveillance was to obtain foreign lntelhgence in atlon.
_ _'_" U S!Ci § 1804(a)(7) (ele tr0nic Surveiliance) and !_1823(a)(7).... :_(physical.,, " . . C " " . ..
• . ....

search). :": : : : _:.:: :_:_' :._ ' " : :.....
. ,. .. . -. . • : • .. .......•., _,,, . • .3 .. , . .., .. ....... :... ).... : ....

" : _,. /:The third, requ_ed document is anaffidavitsignedby an SSA from FBI
Headquarters, whichsatisfies the FISA statute's.requirement thatthe ::_ . , • , . . ". .. . : . • _ : .. . . ... • . .. .. ., •

: application be .made "by a,Federalofficer in writingupon, oath or affirmation,":' • : " . ' i. " • " .... . '.. ',. : '

50 U.S.C. §! 804(a)(electronic surveillance): and § 1823(a)_hysical: search).
The affidavitmust contain "a statement ofthe facts and ch'cumstances relied

• .-... .. . . . . . :.: ._ .. . . .... .. . .

: upon' by the applicant to justify his belief' that the foreign?power identified,in
the application is in fact a foreign power and that there are.sufficient :
connections betweenthef0reign poWer and the incliyidual _argeted to eStabliSh
that the individual isaCting as an agent of the foreign power.i Id,_With respect
to a physical search, the affidavit also must show thatthe property to !be ..
searched contains foreign intelligence informatior._,and the;property to be.

,.

•

49As previously discussed, the Patriot Act amended _is section of the FISA statute to
require that the certification state that "a significant:purpose" of the surveillance or search is
to obtain foreign intelligence information.



•searched is owned, used, possessed by, or is in :_ansit to or fforn a forei_
- ¢. . . . • 4. -

power or an agent of a foreign power. 5OU.S.C. § 1823(a)(4). "'° ,. , .

The FISA statute also pro,_ides that inorder for a judge to issue an order
approving the FISA -application, the judge must.find that "on the basis of the
facts submitted bythe applicant thereisprobabl e cause to believe that the
target o f"the elec_onic surveillance is.a:"foreign pOwer or __. agent of a foreign.

" power.', .50 U.S_C."_§.1805(3). .... • ' "-! - '.:.". ._ _ " "_ ...:i...,./
• . , . . .• . . .

. . , . . , : .. ..., .

B,, 'Assembling an ,application for submission'to the FISA Cou_
• . ., : . • . . . .

Prior to September 1I, 2001, the FISA application process involved

• , several layers :ofreview and.approval at.FBIHeadquarters and at OIPRbefore
presentation to the:FISA Court. The proeess began when the field0ffice, :
submitted anEC or letterhead memorandum (LHM)to FBI Headquarters i _
setting forth the supporting evidence for the FISA waiTant.5___mSSA and..IOS.,...

in FBI Headquarters worked with the field office in reviewing, editing,and
. finalizing theLHM. An NSLU attorney reviev0_ed,edited, and approved the

' :LHM, thenobtainedseverai ITOS management:appr0vals before sending the•. " . " " ' " ' : • :' ' .. ,i • " . - '," ' ' • ': ; " " • " . :_ _ . " " • • " . " ' , • . :

request to"OIPR for consideration: Using the.infOn_ati0nprovided in.the.. ..
•.. LHM, anOIPR attomey drafted.the FISA application and .other required.

.- documents,_ which were reviewed in draft by the ...O/PRattorney" s.supervisor. .
The. documentation.drafted by OIPR. was provided to.the:SSA, IOS, andNSLU

• attorney:for.their review before being finalized bytheOIPR.at_omey and filed
With the FISA Court. This process normally took several mon:thsto complete,
althoughwe were"tOIda.FISA warrant could be obtainedin a matter ofseveral
hours or afew days if needed. - ' :

• .. . .. " .

: _ Wedescribebelow in more detail each :step 'in t]he..process, with special. " - - .
attention tothe role of each person involved in the process .... •

• ...

....
• _

s00IPR also submits to the FISA Court a draft order or orders for the FISA judge's
completio n and signature.•

-.

sl NanLHM is a memorandum onFBI letterhead stationery that is used to commtmicate
to the Attorney General, other Department officials, or"persons or agencies outsidethe FBI.
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• 1. InvestigafionandLHMprepared by field office

Anapplication for a FISA Warrant normaily originated from the
investigative work conducted by a field office. Dur/ng the investigation, the

field office typically developed information about the subject of the
investigation by checking FBI indices and files, reviewingpublMy available .......

: records, and inquiring with:domestic and foreign :law enforcement and : • ._:
intelligence agencies- suchas the CIAand NSA-:- about £he subject: _ : :' : :. : • _ , .. , : ....... . , , .... ., . : .

additi0n, the field, office Could conduct otherinvesfigativeacfivities. The field :

: :_ officeals0 could obtain the subject's records ofte][ePhone Calls, computer:
: transactions, and:financial information through National Security Letters

: (NSLs). 52 Thisphase of collecting information Can last anywhere from 7seVeral
days to several months. : _ .... .... ..... .....

• . ._: ...... .

:: _ if a'fieldofficewantedt0 obtain!aFISAwatrant _dthoUght it liad
.... :sufficient info_ation tO supporta FISA warrant, ithe field office prep ared an

- • : ' : _ " " : , .". ., " : ,. ' " , . - " . , " ,,. • " " " , i. '

:. LHM setting forth asspecifically aspossible the supporting information. The
LHM was sent to the appropriate unit at FBIHeadquarters, where it was .....

:<(,:assignedtoa particular SSA for :handling. _ !: _ : ....
• .-.. . ..... . . : .: . :

" " .... ' ' _ ' " i .... '. . " •. _'. • _ • • . . . . ,

.:_..?:: 2, Role:of SSAs and IOSS at FBl_Headquarters
. .

_' : At thetime oftheMousSa0ui investigationi:n August 2001, once the
" LHM was receivedinFBI Headquarters by the appropriate SSA, that: SSAwas:
: responsible forensuring:that' the FiSA request waii adequately:suppor,ted and

complete before it-was presented toOIPR. TO do this, the SSA'workingin
conjunction with the assigned IOS-reviewed the documentation to assess
whether it contained sufficient information for a FiSA or whether there were

questions that would have to be answered before the request could be
• ..

.: .,.

52NSLs are issued in intelligence investigations to obtain.telephone and electronic
communications records from telephone companies and i_ttemetservice providers (pursuant
tothe Electronic CommunicationsPrivacy Act, orECPA, 18U.S.C. §2709), records from
financialinstitutions (pursuant to theRight to Financial PfivacyAct, 12 U.S.C.
§ 3414(a)(5)), and information from credit bureaus (pursuant to the Fair Credit Reporting
Act, 15U.S.C. §§ 1681u and 168lv). They do not require.,approval of a court before:
issuance by the FBI. Prior to September 11, the process for issuingNSLs could take several
months. We discuss this issue in Chapter Four of the repc,rt. .....
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completed. The SSA •alsoassessed •whether the appropriate foreign power was:
" being pled and whether there was sufficient information connec.fing the_subject.

to the foreign power ......
•.. :. .< . • . . . • . ..' . ' • ..

• The SSA and the IOS communicated withthe field office directly about .......
any problems or for additional information. Inprobtemafic cases, the SSA
would:consult:withanNSLUatterney for adviceand suggestions. : . ....,

• .•

TheSSA and:the IOS used the documentation submitted by the field
office and often edited the document. In some inStances, the:FISA request was
completely rewritten, and in other instances few changes were made.

.: . . . . ...i ':" " " • ' : : i ' _ ... . i , ..

i _Wi_,res_ct to the informationsupportingthe,existence of the foreign _
power, the SSA or ios ,.typically inserted language used in other FISA
applications involving thesameforeign power. If the SSA or IOS acquired
additional information to support the applicati01_;such as information
indicatmgc6_ectionsbetween the subject and:the foreign power, that

information was also included in the LHM. ....
• :::":"; ' _ _: :"": ;:"" _ " _: ' ' ": ' ...... '. i_ :' ..... _!;" :" :".." c"L: "?. ". ..... ..... .. " '.....

•At the fimeof the Moussaouiinvesfigafien;;the:SS.hwouldnormall_/ _::
:review the edited version of the LHMwith the field office toensure thefactual,
accuracy of the LHM, s3Once. the field: office and: the SSAagreed on the final
•version of.theLHM,.theSSAsought review and approva! by an NSLU.
attorneyand finaily 0btainedthe appropriate signatures Within FBI
Headquartersmanagement, such as the signatures of t]heunit and Section:
Chiefs. This editing process could last from severaldays to several months,

• ..

. . .

!

.. ..

53Such consultations withthefield office about edits arose primarily because of the
problems the FBI had encountered with the FISA Coul_tin the fall of 2000 and spring of
2001. over inaccuracies in the affidavits signed by SSAs and filed with the FISA Court. In
March 2001, the FBI adopted procedures requiting the SSAat FBI Headquarters handling a
FISA request to review O.IPR's draft affidavit with the field office to ensure the factual
accuracy of the affidavit before.it was filedwith the F.ISA Court. Because of these
requirements and other concerns about the accuracy of the affidavits, SSAs spent more time
than they had in the past discussing drafts•ofF.iSA documents with field offices.
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?

: .... 3. -: Role .of NSLU attorneys " . ' .... ..,.-:... _ . . .:
.

.- Atthe time of the MousSa0ui investigation.in August"200i:, two.attorneys
in the National Security Law Unit (NSLU) of the FBI,s. Office ofthe General "
•Counsel were assigned full-time.t0 counterterrorislm matters, s4 No attorney
•wasassigned responsibility for apanicular FISA request from beginning to - ..

• . . : .... . . . ..... . .
•

• _ . . The_0 NSLUattomeys aSsignedto Countenerrorismmattershadtwo"

" " _functi0ns Withrespect toFISA requestssubnfiltted b)fieldofficeS_ Firs_t;.they "
" . functionedin.anadvisoryCapacity..ThessAw0uldc0nsulttwith anNSLU.'. '
: att0meyifa.question or problem arose orifthe SSAneedediegaladvii¢e. " -_

NSLU attomeys, also were consultedwii6n there wag.a disagreement between ' :.
the field office andFBI Headqua_ersabout a particular issue, such as whether

_....there.was sumcient supportforaFISA warrant. SSAsoften discussed Withl " ....
NSLU attorneys whether the .threshold of probable cauSehad been metfor'

... supporting.that a subject-was, an_agent;of a foreign, power. "Theformer.head of
... the NSLU toldthe.OIG,.however, that-in"slam dunk', cases, FBI.Hea_dqua_ers

.::_'-"._:_i_would deal.direcfly_with-OIPR:withoutconsulfing:.an NSLU attorney. ._.,._.....
. ),_.; . ., . . ,

il.;-., :: The secOndfunction: of NSLU attOrneys withrespect to FISA requests
_ilj' W_st0revieW the LHM once it Was.finalizedandto ad_se whether they
"'. belieVedOIPRwould acc_ttheLHM ashaving sufficient evidence to obtain a

FISA Warrant. If theNSLUattorney did nOtbelieVethat the LHM..contained.
sUfficient.evidence, theNS.LU attorney.:would advise the SSA what additiOnal
information wasneeded and make:suggestions about howthe additional: .. '
information could be-acquired. :Once the LHM w_tsfinalized and approved by
the NSLU attorney; .the signatures.of the Unit"Chief and the Section Chief were '
.obtained, andtheLHM was sent:.toOIPR.. - ...:. •....

The NSLU attomeyand the SSAalS0 could make recommendations to
the field office about how to acquire any additional information that was '-
needed. If the field office provided additional information to support :theFISA
request, the LHM was. revised and the FISA request was reviewed again.: This ,.
process.would continue until the NSLU attorney was satisfiedthat the '

. . .

• • • " 3

.54OtherNsLu attorneysprimarilyworkedcounterintelligencematters,althoughsome
of themassistedwithcounterterrorismmatterswhennecessary.
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standards for obtaining the FISA warrantwere met. Tlhisstep inthe process
also could last from several days to severalmonths.,.

4,_ Role of OIPR attorneys: ....

• Once the SSA obtained the necessary FBI Headquarters approvals, tlhe ....
• LHM and its supporting documents were provided to OIPR for preparation of_

the required pleadings. An OIPR attorney would review the LHM :and
determine whether there was sufficient evidence to obtain a FISA warrant., The• .......

OIPRattomey would consult with the FBI Headquarters SSA about any
questions and would sometimes prepare a listof questions forthe SSAto
answer inwriting. The SSA often consulted with the fieldoffice mobtain: the
information requested by the OIPR attorney and sometimes asked the field _

•.._ .

office to conduct additional investigation..)This process also could take _
: . ., -

anywhere from several days to several months , .... : _.... ,
,, : • .

Once the OIPR attorney was satisfied that there wassufficient evidence
tosupport the FISA application, an OIPR: attorney prepared the draft pleadings:
A supervisory attorney in OIPR would review t]hedraftpleadir.tgs andmake:: :
recommendations and revisions: The:final draftWas provided to the SSA and_
the NSLUattomey for review. After finalizing the pleadings andobtain_tg the. .:

signatures of the FBI Headquarters SSA who signed fiaeaffidavit, the Attorney
General, and theFBI Director, the OIPR attorney filed the pleadings with the •:
FISA Court, along with a draft order for the judge's signature. TheFISA Court
•would then schedule a heating,, which was attended by the oIPR attorney and
the SSA. --

• ..
..

Ifthe FISA Court approved the warrant, it issued an _order authorizing the
surveillance or search. Orders authorizing surveillanc, e were fi3ra specific:
period, beginning and ending on a certain day and time. The order was
transmitted to the field office responsible for conducting the surveillance ,or

..

search.
..: ..

5. Expedited FISAwarrants

Inthe Moussaoui investigation, the Minneapoli,; Field Office requested
an "emergency FISA," which was a FISA that could be obtained in an

. .
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expedited manner) 5 The SSAs and NSLU attorneys we interviewed told•us.
that what rose to the level of"expedited', dependedon what the field effice and
ITOS management deemed to be an immediate priority. According to these

" witnesses, in the summer of 2001 .expeditedFISArequests normally invol.ved "
reports of a suspected imminent attackor other irrtminent danger.

Although the normal processing time. for a FISA application was several-. •

--. weeks-or.months, FBI Headquarters working with.an NSLU attorney _md.O.IPR. - ..
could prepare .an.expedited FISA application for presentation to the FISA. "
Court.in a..matterof several hours or days, depending on. the circumstances. • " ..
giving.i-ise to the expedited request. .. . •

-.,
.'.

..
• . .:

• .:•

. . .... __.

. .
...

- .. . .
, :>.,. ....... ..

• : . • ,_ ,
• .

•._;.-..,::.,.

• 'i]'... .

:?i':

..

..

• .

.:
.. ...

55Although expedited. FISA requests were commonly:referred to as "emergency
FISAs," tile statute provided for an "emergency FISA" that was different from an expedited -.
FISA. The.statute stated that an emergency FISA allowed the Attorney General..- without.
prior approval of the FISA Court -.to authorize the execution of a search warrant or.
electronic surveillance if the Attorney General determined that "an emergency situation _..

exists" and there was a "the factual basis for.issuance of an order" in accordance with the :

statute. Se___e50 U.S,C. § 1805(e) (electronic surveillance) &§ 1824(e) (physical search.
warrant). The government was required to present an application to.the FISA Court with
respect to any such warrantless search or electronic.surveillance within 24 hours ofthe
•execution of the search or surveillance. 50 U.S.C. § 1805(e) (electronic surveill_aace) &
§ 1824(e) (physical search, warrant). This type of emergency FISA rarely was used before '
September 11, 2001.
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CHAPTER THREE.

THE FBI'S HANDLING OFTHE PHOENIX ELECTRONIC

COMMUNICATION AND OTHER INFORMATION
RELATING TO USE OF AIRPLANES IN TERROmSTS

ATTACKS

I. Introduction ,
..

In this chapter of the report, we examine allegations that the FB][ faited to
act prior to September 11,2001, on intelligence information that warned of i
potential terrorists training in aviation-related fields of study in the United
States. The focus of theseallegations concerned an Electronic Communication
(EC) dated July 10, 2001, that was written by Kenneth Williams, a special
agent in the FBI'sPhoenix Division. In his EC, Williams wrote thathe
believed that there was a coordinated effort by Usama Bin Laden to send
students to the United States to attend civil aviation universities and c!_lleges.
He suggested that the purpose of these students would be to onedaywork m ....
the civil aviation industry around the world to conduct terrorist activity against

civil aviation targets. Williams wrote that he was providing the information in...

the EC for analysis and comments. Williams addressed the EC to several
people in FBI Headquarters and inthe FBI's New York Division. 56

After September 11,2001, the FBI has acknowledged several problems _
in how the Phoenix EC was handled. The FBI stated that the informaliion
raised in the EC should have been analyzed by the..FBI, but that such _malysis
did not occur before September 11. In addition, the FBI acknowledged that the
Phoenix EC should have been disseminated to other intelligence agencies and
to the FBI's field offices for their consideration, but itwas not disseminated
before September 11.57

.

56A redacted copy of this document is attached in the Appendix.

57Director Mueller' .swritten statement for his October 17, 2002, testimony before the
Joint Intelligence Committee Inquiry (JICI) stated: "We have heard., and we ack_towledge,
the valid criticisms, many of which have been reiterated by this Committee. For example,
the Phoenix memo should have been disseminated to all field offices and to our sister
agencies." Former ITOS Section Chief Michael Rolince testified before Congress that the
(continued)

.,
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In this chapter we analyze the FBI's handling of the Phoenix.EC. We
first provide background on how leads were communicated and assigned in the
FBI before September 11,2001. We then summarize the conte,nts of theEC.
Next, we describe in detail how the Phoenix EC was handled within the FBI
before September 11. In the analysis section, we exantine problems in how the
Phoenix EC washandled, first focusing on the systemi:c problemsthat affected
the way the FBI treated the EC and then on the performance of the individuals
involved with the EC. Finally, at the end of the chapter we discuss several
other pieces of information in the possession of the FBI before September 11
that also noted connections of potential terrorists to flight schools or the use of
airplanes. ..

II, The Phoenix EC

A. Background

In this section, we first provide the key ten-ninology and a description of
FBI processes that are .relevant to the handling of the Phoenix EC.

..

t. Assigning leads in the FBI _

When an FBI field office needs assistance or intbrmation from another
office or from FBI Headquarters, it ,'sets alead" forthe assist_acei Leads are
initially written out in ECs, hard copies of whiclh are mailed to the appropriate
offices. In addition, when .theEC is "uploaded', to.the FBI's Automated Case
Support (ACS) system, leads associated with the EC are "set', electronically in
ACS system. We describe both processes below.

a. The manual process

The specific action requested in an EC is stated in the lead section, which
is at the end of the document. In the "To:" section of the EC, the author
specifies the offices to which the EC is addressed. In the "Atte,ntion:" section,

(continued)
PhoenixECshouldhave beenprovidedto thepersonnelassignedto FBI Headquartersfrom
otheragencies,suchas theINS, the CIA,the FAA,andothers,for theirassessment.
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the author specifies the persons who the author be]Lievesshould receive a copy
of the EC.

ECs have a line marked ,'Precedence." There are three options on the
precedence line: "Immediate,•" "Priority," and "Routine•.''• The FBI's

"immedaate precedence should be used "wheninvestigative •manual states that " "'
the addressee(s) must take prompt action or have an urgent need for the
information." The manual states that "priority" precedence should be used
•when information is needed within 24 hours, and "routine" precedence should
be usedwhen information is needed within the normal coulrse of business. The
time frame for responding to "'routine" requests is notspecified.

The office preparing an EC that sets a lead normally :sends a hard copy of
the EC to the offices with leads mentioned in the EC. The paper EC is
normally sent through "Bureau mail," which is the FBI's interoffice mail
delivery system.

The distribution of the hard copy EC in the receiving office varies from
.... ".... office to office. In:most offices,i the EC is routed to an administrative

employee assigned to the substantive program,that is the subject of the EC,
such as the squad secretary for the counterterrorism squad iifcounterterrorism

! is discussed inthe EC. The administrative employee decides who should
-_,_ receive the hard copy EC, whether copies will be made, and for whom. All

individuals listed on the attention line of a •hardcopy EC do not necessarily
receive a copy ofthe•EC through•the manual distribution process.

b. The electronic process

Leads contained in ECs also are set electronically in ACS when the EC is
completed and is "uploaded" to ACS. The office requesting the lead c,an enter
in ACS a deadline for handling the lead. If :nodeadline is set, •thedefault •
deadline in ACS for action is 60 days.

ACS contains an "electronic routing table" fi_reach office that receives
leads electronically through ACS. FBI offices set up the electronic routing
table to assign leads to a •particular person's "lead bucket" based on the case
number providedin the "Case ID #" field of the EC. For example,•a fiield
office may program its electronic routing table to direct all leads associated
with cases having international terrorism identifiers to the secretary for the
international terrorism squad. The secretary would then be responsible for

,.
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checking the "lead bucket" and determining to whom to assign the lead
electronically.

FBI employees are responsible for checkingACS periodically and
accessing their lead bucket to see if any leads have been assigned tothem,
ACS does not notify users when leads are assigned to them. Only persons who
are assigned a lead wilI see a notification of an EC associated 'with the lead.
when they check their •lead•buckets. All other persons listed on the attentiion
line of the EC must search ACS for their names by conducting text searches
and other kinds of searches to determine if there are any ECs c,ontaining their
names. - .

In ACS, leads may be "reassigned ''•or may be "closed." When •leads are
closed, the person closing the lead fills in the field labeled "disposition': to
indicate what action was taken with respect to•the lead. However, •ACS does
not require this field to be completed in order to close the lead.

.... e. _ Persons responsible, for assigning leads:

At FBIHeadquarters, the Radical.Fundamentalist Unit (RFU) and the
Usama Bin Laden .Unit (UBLU) werethe two malts in the International.
Terrorism OperationsSection (ITOS) involved in.the handling of the Phoenix
EC. Within• the RFU andUBLU, Intelligence Assistants, called: IAs; were
responsible for many duties, including distributing h_rd copy ECsto the
appropriate persons in the units, assigning leads in A LS, conducting name
checks in ACS, and pi'eparing ECs. In addition, before September 11,2001, an
IA assigned to an administrative unit in ITOS was responsible as a collateral
duty for assigning leads that had been routed to ITOS' general lead bucke,t in
ACS, During the time•period relevant to our investigation, this IA could assign
leads from ACS directly to analysts in the section, called Intelligence
Operations Specialists (IOSs). The IA also could route ECs directly to IOSs
without any supervisor's input or knowledge.

IAs within the RFU 'and the UBLU normally determined to whom to
assign a lead based on the case identifier, which is one of the required fields on
an EC. For example, 199M matters, called "IT.Other," were investigations, ..

related to terrorist groups that were not associated with One of the FBI's 17
other specificcase identifiers. 199M or IT'Other mattersnornaally were
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assigned to the RFU. The case identifier associated with fine Phoenix EC was
199M, which fell under the RFU.

..Within a particular unit, the •specific case number would also beused to
determine whether an IOS or Supervisory Special Agent (SSA)was working
on thedesignated case and.therefore wouldbe responsible for the lead. .

d. "Read and clear"

A common type of lead is a "read and clear" lead. According to FBI
procedures, "read and clear" leads are:f0r infonnationaI pro-poses and do not
require any action, other than "cleating" the lead in ACS by closing the lead.
Witnesses told the OIG that setting a "read and clear" lendis similar to sending
a "cc:" copy of a document to someone to read for their information. .

e, Persons responsible for conducting analysis in the FBI

As discussed in Chapter Two, analysis, of counterterrorism:infonnation

• . normally was conducted in two:place s in the FBL Operational or case-related

:" analysis was performed.primafil.y by iOSswh 0 worked in. ITOS, located in:the
.... CounterterrofismDivision,.. Broader, :strategic analysis was performed by...
i Intelligence Research Specialists.(IRSs) whoat tile time worked in the FBI's

.. :..:.:.::.Inyestigative Services Division (ISD), a separate division.from the

Counterterrorism Division. s8

As discussed in more detail betow, the Phoenix EC was addressedto

several SSAs and IOSs in ITOS. It was not: addressed to any IRSs or anyone in
the Investigative Services Division.

/.

58ISD was created in November !.999andhoused the FBI's analytical resom:ces,such
as the IRSs who handled counterintelligence matters, organized crime and white2collar "
crime matters, and domestic and international terrorism matters. In addition, ISD •included
an Intelligence and Operations Support Section•that was responsible for administering the
field's analytical program and training and automation requirements. ISD was eliiminatedin
the beginning of 2002.
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.B. 'The .Phoenix EC ..

Kenneth Williams, the special agent who wrote, the Phoe,nix EC, joined
the FBI in 1990, and was assigned to the Phoenix Division. He worked his
first year and a half on white'collar matters. Since then, he was assigned to'
work on international terrorism matters, Williams told the OIG .that while
working on international terrorism matters, 'he spent.almost all.of his time,,on a
terrorist organization, that was not connected to A1 Qaeda or Bin Laden. At
FBI Headquarters, responsibility for this terrorist organization fell under the
jurisdiction of a unit in ITOS other than the Usama BJm.LadenUnit (UBI,,U).
Williams said that he had not had any contact with the UBL unit. At the time., •... . .

of the EC, Williams reported to an SSA who we call "Bob," who was
responsible for thePhoenix counterterrorism squad. "

The Phoenix EC was dated July 10, 2001, and was addressed to the
Counterterrorism Division at FBI Headquartersand to the New York Division..
The precedence line on the EC was marked "routine." •,. .

Williams wrote in the opening paragraph.of the EC that :itspurpose was
to advise. FBI Headquarters and the New York. Division 0fhis belief that. 'there
was the possibility of a coordinated, effort by Bin Laden to send studentsto the-
United. States ..toattend civil aviation universities and colleges. The EC stated.
that there was an inordinate number of individuals of investigative interest who
were attending or had attended civil aviation universities andcollegesin.. •
Arizona. Williams also wrote that there was reason to believe.that a
coordinated effort was under way. to establish a cadre of individuals whoone
day would be working in civil aviation around the world, and these individuals
wouldbe in a position in the future to conduct terror activity against civil
aviation targets.

1. Information on individuals

As the basis for his concerns, Williams summarized in the EC the results
of four Phoenix intelligence investigations of four subjects who we will call
"Subject No. 1," "Subject No. 2," "Subject No.. 3," and "Subject No. 4. ''59 The

59Williamswas responsiblefor the SubjectNo. 1 investigation,whichwas summarized
in the EC. The otherthree investigationswere internationalterrorismintelligencecases
(continued)
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other persons of investigative interest were described as seven "aSsociates" of
Subject No. 1. The Phoenix Division had opened a "preliminary inquiry" for
an intelligence investigation about each of these persons but had not yet
developedsufficient information to open a full investigation.

Williams identified the connections of these: individuals to aviation as

follows: (1) Subject No. 1 was an aeronautical engineering student at Emb_-
Riddle Aeronautical University (ERAU) in Prescott, Arizona; 6°(2)Subject No.
2 took classes at Cochise College, located in Douglas, Arizona, in the: late
1990s to obtain _ FAA certificate in airframe and power ]plant operations; 6_
and (•3)Subject No. 3 and Subject No. 4 were known to associate with a person
We will call Subject No. 5, whose telephone number was associated with a

• known Supporter of an African Muslim terrorist organization and who
reportedly left the United States in the late 1990s after graduating from
Westwind Aviation in Phoenix, Al-izona.6z

1," ; '• • • " "

_ (continued) :_
handledby other agents on Williams' squad and another squad in the Phoenix Division.

_::: •Subject No:.2 also had been: the subject ofaseparate investigation in an FBI field!office in
": the western part of the United States before he moved to _zona in the late 1990s. Tiffs
::_:_:,field office's investigation of Subject No. 2 was closed atthe time the Phoenix El:',was

written.

6oWilliams stated in the EC that SubjectNo. t was enrolled in aeronautical engineering.
ERAU offers a degree in aerospace engineering with a concentration in aeronautic, al
engineering. Aeronautical engineering is the study of aircraft desigri.

61A certificate in airframe and power plant operation,,; allows an individual to become
an aviation maintenance mechanic. The courses for this certificate deal largely with
maintaining aircraft in airworthy condition. •

62The Phoenix EC does not state what courses Subject No. 5 took at Westwind
Aviation. The Phoenix EC also does not state whether the,,FBI had _minvestigation open on
Subject No. 5 at the time; however, according to Williams, the FBI did not have any
investigation open on Subject No. 5 at the time because he;was not in the United ,States.
Subject No. 5's name had surfaced in another FBI investigation involving the same African
Muslim terrorist organization that Subject No. 5 was believell to be connected to. After
September 11, Subject No. 5 was arrested on terrorism charges related to the September 11
attacks, but he was released when a court found that the•prosecutors lacked any evidence
connecting Subject No. 5 to the events of September 11.
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with respect to the seven associates of Subject No. 1, Williams wrote
that three were enrolled inpilot training at ERAU, and three, were enrolled in
an aeronautical engineering program at ERAU. For the seventh, Williams had
no record of classes taken. 63

Williams also reported in the EC the connections of Subject No. 1,
Subject No. 2, Subject No. 3, and Subject No. 4 to Bin Laden and toeach
other, which we describe below.

Subject No' 1: The Subject No. 1 investigation was designated by
Williams as a 199M or "IT'Other" matter. 64 Williams told the OIG that he had
opened the Subject No. 1 case under this designation after obtaining material in
Subject No. l'sgarbage relating to IbnKhattab, who Williams believedhad a
connection to Bin Laden. As discussed in more detail[ in Chapter Four, Ibn
Khattab was a Jordanian,bom, Islamic extremist who was the leader of a large
group of Chechen rebels that had many successes in clashes with Russian
forces 65

In summarizing his investigation of SubjectNo. 1, Williams wrote in the
EC that Subject No. 1 cameto the United States in the late 1990s, and that in
April 2000 one of Williams' sources reported that Subject No. 1was a _
supporter of BinLaden. In addition, the EC stated that_the source told :
Williams that,Subject No. 1 was involved in the A1-Muhjiroula, 66a. Muslim "
fundamentalist organization that Williams described as "dedicated to the
overthrow of Western society" and as "an ardent supporter of [Bin Laden]." As
further support for a connection between these persons and civil aviation,

63We asked Williams to confirm the courses these individuals took: After reviewing
their files, Williams told the OIG that only two of the individuals were enrolled in pilot
training and the other four were enrolled in aeronautical engineering.

64An EC requires a case number field to be completed. Williams used the Subjec,t No. 1
case number in the case number field of the Phoenix EC.

65Chechny a is a republic of the former Soviet Union. Since the collapse of the Soviet
Union in 1991, Chechen separatists - both Islamic and non:Islamic- have sought
independence from Russia.

66We observed several spellings for this organization in FBI documents, includhlg A1-
Muhajiroun and A1-Mouhajiroun.
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Williams noted that the spiritual leader of tile A1-Muhjiroun had issued a. . •

religious degree (or "fatwa") in. February 1998in which he: declared a ."jihad"
or •"holy war" against the United states•and British goverm_ent, armies,
interests, and airports." (Emphasis in.original.) ,-

Williamswrote in the EC that he had interviewed Subject No. I in the
spring of 2000 and that during these interviews, which were conducted in:

Subject No. l's apartment, Williams observed photographs on the walls of Bin
Laden, Ibn Khattab, and wounded Muslim separatistsfrom. Chechnya.
Williams wrote that Subject No. 1 admitted during these interviews to being
•involved in the A1-Muhjiroun, and that he considered the U.S. government and
military forces to be."legitimate military targets of Islam." Williams noted in

• the EC that his investigation of Subject No. 1 was continuing, •

Subject No. 2: Williams reported in the EC that Subject No. 2 'aras '
known tO have cOntact with Bin Laden lieutenant Abu Zubaida. Williams

wrote, that Subject No. 2 had moved to Arizona in 1998,but had left the United
States in October 1999. 67 •

• _."•.. Williams also wrote that two persons arrested in June 2001 in Bahrain

• ,,.::_. had admitted to being members.ofal Qaeda.and had been planning an : .-..... •
" operation-to bomb the U.S. embassy and military forcesin. Saudi Arabia. At

-_!::i-!,.:the time of their arrest, they had in their possession a passport of a man who-
was believed to be a relative of Subject No. 2. Williams wrote that the man
who .was believed to be a relative of Subject No. 2 previously had enteredthe
United States inI 998 -_th .this passport and was associated, with. an adclress
known to be that of Subject NO. 2. Wit]iams wrote that he ]hadnot been able to
establish a connection between SubjectNo. 1 and Subject ]No. 2. 68

Subject No. 3 and Subject Ne. 4: Williams reported in the EC that

investigations of Subject No.3 and Subject No. 4 had been opened based on

67The FBI field office that had been investigating Subject No. 2:had closed "_'It.S

investigation of Subject No. 2 at the time the Phoenix EC was written.

68Williams wrote in the EC that Subject No. 1 arrived in the United States in .August
1999 and that Subject No. 2 left the United States in October 1999. Williams also wrote that
"Subject No. 2 had departed the U.S. prior to Subject No. l'samval." Williams told the
OIG that this last statement was in error. •:
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information from foreign governments demonstrating that they were both :
involved with African Islamic extremist/terror activity and had associated with
individuals who had associated with Ahmed Ressam. Ressam was arrested on
December 14, 1999, attempting to cross the border from Canada into the
United States with chemicals and detonator materials iinhis ca['. 69

. .
i

Williams Wrote that Subject No, 3 and Subject No. 4 were friends with
Subject No. 5, whose telephone number had been associated with a known
supporter of an African Islamic terrorist organization. Williams noted that
Subject No.: 3, Subject No. 4, and Subject No. 5 had not been linked to Subject
No. 1 or Subject No. 2. The EC did not state Whether the FBI :had an
•investigation open on Subject No. 5 or provide any further details on him. The
EC reported that Subject No. 5 had left the country in November 1.997after
graduating from Westwind Aviation. The EC diidnot describe the connections
between the African Islamic terrorist organization andBin Laden Or al Qaeda .....

..

2. Recommendations in the Phoenix EC

The Phoenix EC made four recommendations:
. .. ,. .

_.: . . • . . . . . . . .. , .: .

• "[T]he FBt should accumulate a listing _of civil aviation
•universities/colleges around the country,'; .

" • "FBI field offices withthese types of schoolsiretheir area should
' establish appropriate liaison" with the schools'.; "
•• . ..... .

.. • :"[FBI Headquarters] should discuss.this matter with ol_herelemenlls of
the U.S. intelligence community and task the .community for any
information .that supports Phoenix's suspicions"; and

• "[FBI Headquarters] should consider seeking the neces;sary authority to
•obtain visa information from the [Department: of State] on individuals
obtaining visas to attend these types of schools and notify the
appropriate FBI field office when these individuals are scheduled to
arrive in their area of responsibility." ..

69The Phoenix EC did not state Ressam' s affiliation with• Bin Laden or al Qaeda.
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In the lead section of the EC, Williams 'wrote that hewas requesting that
FBiHeadquarters consider implementing thesuggested actions. The New:

• York Division lead was designated.as a "read and.clear" lead. At the ,end of
_ the EC, Williams wrote that the information was "being provided to receiving

offices for information, analysis and comments."

3. Addressees on the PhoenixEC
-. . . !

.... : Theattention line of the EC contained the names the unit chief of the
RFU, who we Call "Don"; an IOS in the RFU whowecall "Ellen"; the acting.
unit chief of the UBLU, who we call "Rob"; and UBLU IOSs who we call
"Jan- ,' "'"/'hew " "Frank. ''7°: e, _lvlatt , and The RFU and.the UBI, U were the two. units .
with program responsibility for thetwo primary organizations discussed in the
EC: A1-Muhjiroun and Bin Laden/al Qaeda. . ' ..

: : . , . • . ..

• The attention-line also contained:the names of two Special Agents who
•worked on. two different international terrorism squads-in t]heNew York
Division: an agent who worked on.the New York FBI's Bm Laden squadwho

' _we call ".Jay", and an agent who we ca11"Mark" and who worked on. a New...

York squad that handled investigations that fell.under the RFU. -
• •

Williams told the OIG that his prior experience did not involve Bin
+::. Laden or A1 Qaeda and instead centered on another terrorist organization

which was managed by a unit.other than the Bin Laden Unit at FBI
Headquarters. He saidthat he was therefore not familiar with the personnel fin
the other units within ITOS, except fo_.one long-time RFU IOS, who ,arecall.
Frank. Williams said thathe called Frank to"obtain the names of thepersons
working in the RFU and the UBLU, and that.he put in the attention line of.the.
EC the names he had obtained by calling Frank.

Frank told the OIG that he recalled talking to Williams about the EC and• ,.

recommending several potential points of contact.. Frank said that based on his
understanding of what Williams was writing about, several people, nee,ded to

70WilliamsmistakenlyidentifiedtheIOSsas IRSsin thePhoer_ixEC. In addition,at
thattime MatthewandFrankworkedin the RFU,not theUBLU. At therequestofthe FBI,
we haveomittedthe true names:ofmostof the agentsandthelanalystswhoarediscussedin
thisreport.
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see the EC because more than one program was involved. He said that because
the New York Field Office was the primary field office that handled the FBI's,
Bin Laden-related investigations, he likely recommended that Williams •also
address the EC to a point of contact in New York ....

When asked why he did not recommend including any IRSs on the
attention line, Frank told the OIG that the Investigative Services Division was
"on its last legs" at the time and that there were very few•IRSs in the ISD still
working on analysis. He explained that any work of the IRSs would have tObe
coordinated through an IOS, so it made sense to route.,the EC through an IOS
in the •firstinstance.

Williams also told the OIG that at the tirne he was famifiar by name with
Ellen becaUse, prior to writing the Phoenix EC, he had accessed in ACS an EC
she had written on the A1-Muhjiroun in 1999. Ellen told the OIG that Williams
calledher on July 9, 2001, to tell her that he had used her paper inwfiting his
EC and thathe had included her name on the attention line. She said that he
also,asked her if she recommended anyone to include on the attention line and
that she gave him, the name:of Mark, one of the New:York Division agents who
had been the case agent for the FBI's investigation of theAl-_./Iuhjiroun.

.,
.

C. Williams' theory
• _... • :..... .... , . .

Williams told the OIG that hatheEC he was putting forth "an
" ' " " "hunch" •investigative theory or about Bin Laden sending students to attend
civilaviation schools ultimately to conduct terror activitY against civil aviation •
targets, and he was seeking an analytical product or fi_edback in response to his
theory. He said that he was basing the theoryon his almost ten years of
experience in international terrorism cases and hisknowledge that al Qaeda
had a presence in Arizona. He said that he had learned in squad meetings
about Subject No. 2, and he thought it was "unusual" that Subject No. 2 would
come acrossthe world to study aircraft maintenance in the United States,
Williamssaid that at the time, he also Was working ff_einvestigation of Subject
No. 1 and he began thinking that he should look to see how many other
investigations were being handled in Arizona that involved individuals with
Islamic militant viewpoints who also were enrolled in civilaviation colleges or
universities. He said that after he did and learned about several others of.

interest to the FBI, he decided to put his thoug]hts and recommendations on
paper.
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Williams explained that he was not focused on flight schools, but instead
focused on colleges and universities where individuals could earn degrees in
aviation-related subjects and then obtain jobs in the civil aviation industry in
this country, He also said that he was not contemplating in the EC that there:_.
was a plot to use airplanes as missiles, Rather, he believed thatthere couldbe •
an effort under way to develop expertise about where to put an explosive.:
device on an airplane or how tOmechanically alteran airplane in order to cause
it to crash. Williams told:the OIG thathe did not :haveinformation of a

... . • . : ,.

specificthreat or pending attack, which is .whyhe marked the EC's precedence.

as ',routine."
..

Williams told the OIG that he did not know atthe time whether Subject
Nos. 3 and4 discussed in the EC or the African Islamic teixorist organizations
were connected to Bin Laden or al Qaeda. Williams said that he was trying to
"paint a picture of people associated with radical Islam" Who were also
associated with aviation. Williams said he wanted•FBI Headquarters tol0ok at
his EC and answerthe question: "Is there something tothis, that all of these

-_"_ people were,,involved in aviation?" He stated that he did not expect an •
immediate response and believed that it would take at least, a couple of months.
for FBI Headquarters to review the EC, becausehe knew t]hatresources for this ..

kind of analytical projectat FBIHeadquarters were limited. In addition; :he
said thathe wanted FBI Headquarters to share histheory with other elements :-
of the Intelligence Community to see if anybody else had _myinformation to:
corroborate his theory. 7_ . .

.....

• .

_

7_In the summer of 2003, the OIG receivednew allegations from a former FBI
confidential informant whose.control agent had been Williams. The former infon_ant_

alleged that he had informed Williams in October 1996that he was concerned that a terrorist
could use crop duster airplanes as weapons and that one of the subjects of the Pheenix EC
and other Middle Easterners were attending flight schools in Arizona. The former informant
also said that he believed Williams had written the Phoel_ix EC because in May 2001 the
informant had raised complaints with the Phoenix FBI abo,ut how it handled him as an
informant and why he was closed as an informant in 1999: Tile former informant also
alleged that a reporter had called Williams in June or July 2001 .about the former informant's
information concerning Middle Eastern matters.

We reviewed the. former informant's allegations and did not find evidence to support
them. There is no mention in a May 2001 memorandum that describes the FBI interview of
(continued)
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• Williams stated that he also knew that there weresome."inherent legal
issues" withthe recommendations in.the EC because he believed that concerns

about racial.profiling would .have to be addressed. Moreover, ihe said thai:he
was not aware at the timewhether the FBI had the authority to review the.visa
information.of thousands of people.applying tocivil aviation uaaiversities and
collegesin.the United States, as.he had recommended in. the EC.

•After the Phoenix EC was completed and sent, Williams did not contact
•anyone atFBI Headquarters or in New York to discuss its conients orcheck the
status of theleads in ACS. " : "

D. FBI Headquarters' handning of the Phoenix EC

Although the EC is dated July 10, the Phoenix Divisi0n did not upload
the EC-into ACSuntil the aftemoon of Friday, July 27, 2001 The Phoenix
FBI also mailed the paper copy to FBI Headquarters around July 27.

ACS records show that, because of the case designation .listed onthe
Phoenix EC, the lead. for FBI Headquarters was initial[lyrouted electronically.
through, the"ITOS electronic routing table to a.general ITOSlead bucket that:.
washandled by an ITOS administrative unit. :The.lead was-.no,tdirectly routed
to the RFU or the UBLU.V2.•An IA in the administrative .unit in ITOS was.
responsible for checkingthe ITOS general lead. bucket regularly and.
electronically assigning, these kinds of leads to the appropriate person .wittfin
ITOS.

(continued)
the former informant that the former informant claimed he had.provided information to.
Williams about terrorists using planes .as weapons or MiddleEastemers :inflight schools.
Williams also told us that the former informant never discussed any concems about terrorists
using airplanes as weapons or concerns about Middle Easteme,rs in flight schools. The
former informant's informant file contained no information about reports regarding Middle
Easterners and flight schools., In addition, Williams said that he never spoke to the reporter
whothe•former informant said had called Williams, and that he was not prompted to 'write
the Phoenix EC because of a phone call from any such reporter.

72At the time, the electronic routing table in ACS for the Counterterrorism Division
was set up to automatically route leads associated with cases with the type of case number
designated on the Phoenix EC to an administrative unit in ITOS rather than to a particular
operational unit.
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1. Assignment to theRFU

. ' ,._ 'on the morning of Monday, July 30, ,.001, t:heITOS IA accessed inACS
the text of the Phoenix EC. ACS shows that on that same claythe ITOS IA
assigned the lead in ACS toEllen, an IOS in the RFU who was listed .,second
on the attention line of the EC.

The ITOS IA told the OIG that he did not recall the Phoenix EC ,or
assigning the lead, but that his practice was to review the text of the le,ad and,,- . . ..

the person or persons !isted on the attention line to determine to whom to.
assign the lead. The EC indicated that it related to an "IT-Other" matter and
these cases fell.under the RFU. The ITOS IA said that he sometimes consulted
with his unit chief if he was unsure to whom to as,iign the lead, but hesaid he
did iiot recall whether he did so in this case.

.
. -.

. Ellen told the OIG that she pullted the Phoenix EC up in ACS, printed a
copy,and read it 73 She said that, after reading it, she thought that the EC ::

.... should be reviewed by the UBLU, not by her unit, because the EC discussed
. Bin Laden and a! Qaeda, which were the responsibility of the UBLU.

..

i = Ellen therefore discussed the EC with one of the IOSs who worked in the
.... UBLU,: who we call Jane. Ellen said.she recalled asking Jane if she should
.:i.: transfer the lead to Jane, and that Jane stated that she didnot have time to look

at it then. Ellen saidthat Jane asked if she coutd get back to Ellen in a week.

Ellen said thatshe therefore c0nsulted with Jraneabout a week later. ACS
records show that Jane downloaded the Phoenix EC from ACS on Aul_stT,
2001. According to Ellen, she and Jane discussed the tremendous effort that

. they thought would be needed to implement the recommendations in the EC.
Ellen said that they also discussed whether they would be able to implement
the recommendations because they believed[ that the-FBI's attomeys hi the
NSLU would consider it racial profiling to send leads to the field to collect
information about Middle Eastern men who happe.ned to be attending schools
related to civil aviation.

Ellen said that Jane agreed that Jane should handle the Phoenix EC.
Ellen told the OIG that she remembered Jane saying she wanted to do more

v3Ellentold theOIGthat sheneverreceivedahard copyof the PhoenixEC.. . . .
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research on FBi investigations to determine what othe,r connections might exist
between Bin Laden, al Qaeda, and aviation, andthen, depending upon the
results of that research, perhaps disseminate it. Ellen said that Jane also told
her that she also wanted to speak with her supervisor lind decide what actionto
take on the Phoenix EC.

Ellen saidthat, after talking with Jane, she closed the lead in ACS on
August 7, 2001, indicating in ACS that Jane was plamaing to conduct addi-tional
research before proceeding: ACS shows that Ellen wrote in the "disposition"
field for the lead that the lead was "covered-consulted with UBLU, noaction at
this time, will reconvene on this issue." Ellen said that after she and Jane
discussed the issue, they agreed to "revisit" the issue later once Jane had_done ,
Some research and had a betteridea of how to proceed. Ellen also said that she
closed the lead rather than asking anIA to reassign tl_e lead to Jane because she
knew that it would take some time for the necessary research to be done, and
that the RFU unit chief- Don- had instructed RFU employees, that leads ihad to
be closed in-a timely manner.

..

Ellentold the OIG that she thought that the theorylpresented in the EC.
was "interesting," but that she, like Jane, believed that further :research needed
to be conducted before any action was taken on the Phoenix EC. Ellen also
asserted, "It was a theory thatcertainly needed to be:explored more fully before
disseminating it tO the [Intelligence Community] as fact or not." In addition,
Ellen saidthat she believed that attorneys in the FBI'sNational Security Law
Unit (NSLU)would have had to review the Phoenix EC before any action
could be taken on it because the issue of racial profiling was "hot" ..

When we asked Ellen whether she considered referring tlhePhoenix EC
to thelSD to research and analyze, she stated that.the RFU did!not have an ISD
analyst assignedto it at the time. Ellen acknowledged that it would have been
possible for the ISD to assign an IRS analyst to do strategic re,;earch regarding'
the EC, but she believed the EC should firstbe referred to the UBLU, since the
EC's focus was al Qaeda and it was the UBLU's prerogative to decide howto
proceed on it.

Ellen told the OIG that she did not recall consulting with her supervisor
in the RFU, an SSA who we call "Chris," about how to handle the Phoenix EC,
or showing it to him. She said that she might have mentioned it in passing to
Chris, but it was common for IOSs to close leads without supervisory input.
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Chris was an SSA assigned tothe RFU from the sunamer 0f 2000 until
September 10, 2001, when he left FBI Headquarters_ Ctmis told the OIG that
he never saw or discussed the Phoenix EC with anyone prior to September 11.

Don was the unitchief of the RFU at this time. He joined the FBI in
1987'and was assigned to theRFU inMay 2001. Don said that he first leamed

of the Phoenix EC onlyafter the September 11 attacks. He indicated that .:
neither Ellen nor anyone else mentioned the EC to him before September _11
He saidthat on average he reviewed 30 to 45 ECs a day that were assigned to
theRFU, andbecause of the vast amount of inteIligence data that:hadito _be

•analyzed by the seven IOSs in the RFU, _the RFU had torely on theirjudgrnent
, to accurately priofitize the information. Donstated that if hehad seen the

" "PhoenixEC before September 1:1,he would have discussed its _
recommendations with his UBL.counterpar_, then .forwarded the EC to the- .
ITOS Section.Chief,.Michaet Rolince, for a decisiion on.the course of action .to
take on the EC. _ :

..
• ..... • - ..

2. Assignment to the UBLU:'._.. :;. • ..... . .

" . ..i ...... .

:: a. Jane's handling of the EC
. , :.

.. ._ Asnote d .above, E!lenreassigned the Phoenix EC to Jane, an lOS in the
" UBLU. In addition, the hard copy version ,ofthe EC, which Phoenix had

mailed to FBIHeadquarter s, also was assigned to Jane. According to Jane, on
or abOut July 30, an IA in theRFU delivered the hard copy of the Phoenix EC
to Jane. Jane provided the OIG with thecopy that she received from the IA,.
whic h Jane had initialed to indicate receipt.

-,

:.Jane told the OIG that she:also recalled discussing the EC with Ellen.
Jane said that after sheread the EC, she told Ellen that she.agreed that it made
more sense for the UBLU, rather than RFU, to handle it because of the
•references to Bin Laden.

Jane told the OIG that she did not believe that there was a sufficient

"factual predicate" to justify taking any irmnediate action on the.EC, such as
disseminating it to the Intelligence Community. Jane asserted that based on
what.was in the EC she did not believe that Subject No. 1 ihad.a strong
connection to Bin Laden. She said that the investigation of Subject NO. 1 was
opened as an Islamic Army of the Caucuses/Ibn Khattab matter, and, according
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to Jane, _"tbnKhattab has never taken operational directions ifom Usama Bin
Laden." She said that, according to the EC, the primary evidence of the
connection was .that Subject No. 1 was a member of A1-Muhjiroun and hada •
picture of Bin Laden on his wall. She stated that she confirmed with Ellen that
•while A1-Muhjiroun verbally supported Bin Laden, the FBI had not developed
any evidencethat A1,Muhjiroun had provided any operational support to Bin
Laden.74.. . . • .

In addition, Jane told the OIG that she recalled concluding that the
factual•predicate was weak because many of the individuals who were listed in
the EC as associated with SubjectNo. 1 were •thesubjects of onlypreliminary
inquiries, not:full investigations. Jane said that based on what she saw in the
EC andknew about Bin Laden, she did not see the connection between Bin ••
Laden•andSubject No. 1 orthe other subjects of the EC. She stated that ,;he
did not feel "comfortable at this stage going forward with the theory that we
think these individuals from these countries are coming here sent by UBL,•
when the preponderance of evidence indicates that these pe0pJteare aligned
with A1-Muhajiroun and Ibn Khattab." She said that being as,;ociated•with Ibn
Khattab "didnot equate" with being associated with Bin Laden.

• . . .. .

Jane said that the fact that the Phoenix EC repol"ted thata large number•of
Middle Eastern men were training in U.S. aviat_ion-related schools did not•
strike her asSignificant because it was wellknown that Middle Eastern men
have historically trained in U.S. flight schools because they arecheaper and
better than other right'schools around theworld. She, suggested thatbefore
September 11, even Someone of investigative interest training in a U.S. school
in an aviation-related field didnot necessarily raise a red flag.

-.

Jane said that she toldEllen that she needed to do some research befbre
she took any action on the EC. According to Jane, she initially thought of a
handful of steps she wanted tO take based on•her knowledge of ongoing cases
within the FBI. Jane said that she wrote• a "to do" list on a yellow post-it note
and attached •itto her copy of the EC. Shesaid she thought that there were at

74Mark, who had been the case agent in New York on the FBI's investigation of the A1-

Muhjiroun, told the OIG that the New York Division had closed its ease on A1-Muhjiroun
long before September 11 because the FBI was not able to establish that A1-Muhjiron_had
engaged in terrorist activities or supported terrorist activities.
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least four items on the list, but she •couldnot specificallyremember all of
them. 75 However, she said she recalled that one of the items on the list was to
review the FBI's information on Essam A1 Ridi, a :former personal pilot for Bin:
Laden who testified for the government in the trials against the persons
responsible for bombing the U.S. embassies in East Africa :inAugust 1998, to
see if al Qaedahad undertaken any similar initiatives as these discussed in the
Phoenix EC.

. .• .• .

Because the EC included reformation about Subject No. 2, who had
previously lived and studied in the United Sl_atesandhad ties to suspected .
terrorists arrested a few weeks prior, Jane said that she immediately thought of
an issue being researched by anIRS in anFBI field office. We call the IRS
"Lynn."7 6 Lyrmhad been involved with the:field office's intelligence
investigation of Subject No. 2 when he lived in the area. Asnoted in t]heEC;
two al-Qaeda operatives Were arrested in Bahrain at the end[of June 21301who •
had been planning an operation to bomb the U.S. embassy _mdmilita13,:forces

.... in Saudi Arabia. At the time of their arrest , they were in possession ofa

,_:_: passport containing the name of a person believed tObe a relative of Subject
No. 2. ....

_:;.:: In June 2001, Jane had asked Lynn to review her field office's case file
_. on Subject No. 2 to try to findconnecfions between Subject:No. 2 and his

....associates in the state where the field office was located and the two al Qaega
operatives arrested in Bahrain. Jane told the OIG that she was familiar with
this field office's investigation of Subject No. 2 ant,]several of his associates
who were living in the area. She said that she knewthat Subject No. 2 andlhis
associates had attended civil aviation school in the UnitedStates and were• ,

employed by a Saudi airline company, although she did notbelieve that

7s In November 2001, Jane was interviewed about the EC by an OIG Special Agent who
conducted a preliminary review regarding the Phoenix EC. Jane said that she gave;theEC
with the post,it note on it to the OIG Special Agent. The Special Agent confirmed that Jane
gave him the EC along with the note, but he was not able to locate the post-it note when.he
retrieved the original EC several months later.

76Lynn had been an IRS with the FBI for approximatel[y two years at the time of the
Phoenix EC. She handled all counterterrorism-related analytical work for the FBI field
office inwhich she was employed.
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Subject No. 2 was a pilot. She said that she thought that Lynn might be aware
of something in what she was researching about Subject No. 2"s contacts Jinthe
area of the field office that could support the theory in the Phoenix EC.

As a result of the arrest of the two al Qaeda operatives in Bahrain, Jane
also was dealing with Williams' supervisor whowe call "Bob," and with
agents in the Phoenix Division other than Williams on Phoenix's Subject No. 2
investigation, which was closed at the time. She stated that the FBI Phoenix
Division had been asked to follow up on matters in the SubjectNo. 2
investigation that had been left unfinished, such as documents that had been
collected from several sources but never read or analyzed, in addition, Jane
stated that she had been in contact with the Phoenix Division about locating a p
source who previously had been married to a woman who:was married to a :•
family member of Subject No. 2.

However, Jane told the OIG that she did not have any contact with
Williamsabout the Phoenix EC and that her only•contact with Bob about the

EC was viae-mait: On August 6, 2001, Jane sent an e-mail toBob askingifhe
hadanyObjection to her sending the Phoenix EC to Lynn. Bob repliedviae-
mail the same day that he did not have any objection.

./-r• . .

Thenext day, Jane sent the PhOenix EC to Lyml' In an e-mail message
attachectto the EC, Jane stated: "1thought it would be interesting to you
considering some of the stuff you were coming up with in [your field office].
Let me•know if anything strikes you." Jane tokl the OIG that she wanted to
know if Lynn saw any similar patterns between the associates of Subject No. 2
that she was researching in her area and the individuals discussed in the
Phoenix EC. However, Jane did not assign ale,ad to Lyrm, nor did she call
Lynn about the Phoenix EC either before or after she e-mailed it to her.

b. Lynn's response

Lyrm told the OIG that she received the Phoenix EC and Jane's e-rnail,
and she read them. Lynn stated that she believed that Jane sent her the EC
because Jane was aware of her field office's earlier investigation of Subject
No. 2 and several of his associates, Lynn said that in these investigations, the
FBI observed some trends, such as that all of the sul_iects were of Saudi
descent, were employed by Saudi airlines, and were iinVolvedwith aircraft•
maintenance or had pilots' licenses, •andthat the Saudi airline company was
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paying for their training. Lynn said•that the.investigation also had revealed that
the.subjects were calling various gun dealers and.gun shops. She said that the
FBI personnel.involved,in the.investigation., questioned whether the subjects .
were using Saudi .airlines to transport weapons, but that nething further_had '
developed in the investigations to support this theoryand that the field Office
investigation was closed. Accordingto Ly_m, by the time the name of Subject ....
No•.2 resurfaced in June 2001 based on •the arrest of the two al Qaeda
operatives in Bahrain, he had not been in her area for approximately three:

.years. . . . .

.Lynn said that,, although .she did not recall speaking with Jane aboutthe
". EC, she believed that Jane was passing the EC to.lher.for informational. -

.purposes. Lynn. said that she .was interested in whether there was. any . ..: i..
information in-the EC that would inform the workthat she was doing on -:: .
Subject N61...2at.the time, butthat after reading the EC, she concludecl that it -.
did not affect her investigation,. She said she considered it good.informationto .

.... know and-that it.was.a "piece. of the puzzle." She said thai:based on her work
._._....-_;:_onthe matter of Subject No. 2, she was not aware of any information

supporting.Williams' theory that MiddleEasterners were receiving aviation.
training for the. purpose ofconductingterrorist activity. Stie stated that it.was.

: "'no big secret" that Arab nationals received aviation training in file United
..._. :States. She. said that for these reasons, she ,didnet respondto Jane' s e--mail..

.. . .• ..

?
. . " ... .

c. UBLU
.. .

.... Jane said that, in addition to sending the EC, to Lynn, she talked to the
SSA with whom she worked in the UBLU who we call Rob, and told him,
briefly about the EC. Jane told the OIG thatshe could not recall whelher she,.
provided a copy of the EC to him. 77 She said that she explained•to Rob that she
believed that she should do some research before ,deciding to act on the EC.

•According to Jane, Rob concurred with her course of action.
..

77Jane laterinformedtheOIGthat she handedthePhoenixEC to Rob,that he skimmed
the synopsis,andthathe listenedto her summaryof the documentandproposedcourseof
action. ..
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Rob was Jane's SSA and also •the Acting Unit C,hief of the UBLU at the
time. Rob, an FBI agentsince 1990, had been assigned to the UBLU since
1999. He was the Acting Unit Chief of the UBLU from June 28, 2001, until
September 10,2001. He told the OIG that he routinely reviewed dozens of
ECs on any given day, and he often relied on the judgment of Jane and other
IOSs concerning: intelligence decisions. ..

Rob said that he remembered Jane coming to him in the second week of
August. 2001 and telling him briefly about the Phoenix EC. He said that he.
also recalled her. saying that she believed some preliminary research needed to
•be done before proceeding. He saidthat he.did not see a copy of theEC,.but
based on Jane's description, concurred: with her decision to. conduct .some.
initial research.before taking any other steps. Rob said he did not discuss: the
Phoenix.EC with: anyone, else. " .

• According to Jane, she intended to address the Phoenix EC as time
permitted.. However, she said that she believed it woTaldtakea significant
amount of time to do.the research necessaryto deternl_ne an appropriate .
response to the EC. She said that she was notableto return to the EC between
August7 and September 11 because of her hea,_ workloadat the time. In: .
addition tothe work generated by the al Qaeda operatives arrested in earfier in
the summer in Bahrain, she said that other, matters atthe time were of a higher
priority than the Phoenix EC, such as another would'be al Qaeda "bomber"."
who was arrested in a foreign country, analysis of information received from a
number of sources on the brother of a key Bin Laden ltieutenant, and several.al
Qaeda-related threats of imminent attack, She statedthat the entire UBLUwas
•flooded with leads and requests concerning Bin Ladenand also was handling
"dozens" of leads on a daily basis associated with the attack on the U.S.S. Cole• . ..

that had occurred in Yemen in October 2000.

When we asked Jane why she did not refer the Phoenix EC to the ISD for
analysis,, she said she did not recallever .thinking that she should refer theEC
to the analytical unit within the ISD.. Jane noted that at.the time the Phoenix
EC was sent to FBI Headquarters, no IRS was assigned to the UBLU from the
ISD. The last IRS assigned to the UBLU had arrived in February 200 l, but
had transferred in early July 2001 toanother unit.. The ISD had not replaced
her.
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' Jane, who had been an IRS for approximately six months before',
' becoming an lOS, told the OIG that she had planned to conduct the necessary

analysis with respect to the theory presented by Williams because she did not
believe there was anyone in the ISD to do this kind Ofresearch and anaIysis.
When asked if she could have made a request of the ISD for assistance, despite
no one being specifically assigned to UBL matter,;:,Jane responded that, in
other instances where her unithad asked for research from the ISD, it wasnot
able to provide the supportrequested because it lacked adequate personnel to
do so. i

• Jane said that she did not recall seeing the P]hoenix EC again untilafter
September 11. . : _ _

The two other individuals in the UBLU who wereiisted on the attention
•

line of the EC" Frankand Matthew- told the:OIG that_they did not see the
Phoenix EC before September 11. ACS records also show that_they didnot
accessthePhoenix EC before September 11 ACS records',also show thatno
other FBI Headquarters employees accessed the Phoenix EC before

,_i:_ ,September 11. :_

_:::: E. The New York Division's handling :of1theEC

The Phoenix EC also was routed by hard copy and tl_:ough ACS to the
FBI's New York Division. Williams told the OIG that he sent the EC to the
New York Division because it was the focal point for Bin ]Ladenmatters in the
FBI. At the time, the New York Division was working several criminal and
intelligence cases related to Bin Laden's terrorist activities. • •

Williams told the OIG that, by sending the EC to the New York office, he
was seeking the expertise and knowledge of the office, not simply infigrming it
of his theory. Williams saidthat he was anticipating•an analysis of his theory
from those in the FBI with more expertise and experience 'with Bin Laden
matters, including the New York Division.

The "attention" field of the EC contained the names of two New York
FBI agents, who we call Jay and Mark, and the lead was designated a,; "read
and clear." As discussed above, within the FBI read and clear leads are
considered for informational purposesand dOnot require any specific action.
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Based on the electronic routing table in ACS, in New York the lead was
initially routed to the Assistant Special Agent in Charge (ASAC) for the New
York FBI's Counterterrorism Program. The ASAC's secretary was responsible
for assigning leads routed :tothe ASAC. On July 30, 200 t,she assigned the
lead to a New York international terrorism squad based on the case number.

'.

According to witnesses we interviewed in New "York,the volume of read
and clearleadsreceived each day by the New York office was enormous. 78
Squad secretaries were usually responsible for assigning "readand clear" leads
directedto their squads. Leads were assigned to specific agentsbased onthe
names listed in the "attention" section of the EC, the c,ase number, or the
content of the EC. The Phoenix EC lead, however, was never assigned in ACS
to a particular agent. The secretary of theNew York international terrorism
squad that had been assigned the lead closed the lead :inMarch 2002. 79

The New York office'shard copy of the Phoenix EC was routed to the
international terrorism squad that handledBin Laden investigationsi where it
was provided to Jay; the firstNew Yorkagent listed on the EC. Jay had been a
special agentwith the FBI since 1976 and had worked on international : :i
terrorismmatters since 1984. Since 1996, he was assiigned tothe squad that:
handled Bin Laden,related investigations, working primarily criminal
investigations.8°

Jay told the:OIG that the Phoenix EC was routed to his mail folder by the
squad secretary. He said he recalled reading it in August 2001. He said that he
did not know Williams and never spoke to him either before or after Williams
wrote the EC. Jay said he assumed that Williams listed his name on the EC
because he was one of the agents who worked on the Bin Laden squad in New
York.

78We were told that in 2003 the squad that handled Bin Laden matters received
approximately 3,300 leads.

79We were told that "read and clear" leads often were not closed in ACS for sew_ral

months due to the lack of clerical support.

80The Phoenix EC addressed Jay as the SSA of the squad. He was one of two "relief'
supervisors who filled infor the SSA when he was notin the office. At the time, the SSA
was out of the office on extended medical leave.
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Jay told the OIG that he did not believe that:Williams' •theory was based
in fact: He asserted that a "glaring deficiency" wasthe implication that Bin
Laden had a support network in Arizona. Heasserted that there had been a
terrorist cell that was active inArizona, but that this was irt the 1980s before al
Qaeda existed. He said that based on what was w_fittenin llheEC about Subject
No. l's connections to Bin Laden -that Williams was basing the connection on:
what Subject No. 1 had said intwo interviews- Jay believed that Subject No.
l's connection to Bin Laden was "tenuous, at best?' Jay stated that if it had
been his responsibility to address the Phoenix EC, he would have "taken issue"
with it and Would have written back that he believed that the theory mad
conclusions were "faulty." He added that the FBI Was well aware that Bin
Laden had individuals work.ing for him withpilottraining and that Middle
Easterners commonly received flighttrainingin the United States. He said he .....
was not awareof anything that supported the theory espoused in the EC.

...

,.:_-- Jay said that he reviewed the recommendations and sawthat the
.. requested actionsin the EC were for FBI Headquarters toaddress. He saidthat
:_,:_,._...he believes he may:have discussed the EC with some of his colleagues and that•..

they agreed .-that.the recommendations were something for FBI Headquarters:to
• address, Jay told the OIG that he didnot contactWilliams or.anyone else in .
.,_'_ ., -

Phoenix to.discuss the EC. "
• .. • . ,....

.. M_k, theother agent listed on the attention line on•tlhePhoenix EC, was
assignedto the :international terrorismsquad that handted cases that were. .
managedby the RFU, Mark told the OIG that he did not see the Phoe,nix EC
until after September 11,2001. ACS records confirm that he did not access the
Phoenix EC until after September I 1.

Except for an analyse and an auditor inNew York who reviewed the
Phoenix EC in•connection with searches unrelated to•the Phoenix EC, and the
secretary who accessed the EC to assign the lead, we found no evidence :that
anyone else in New York read the Plioenix EC or did anytJhingwith•regard to
it.81

81ACS shows that an auditor and an IRS on a squad• not related to Bin Laden cases
accessed the Phoenix EC during this time period. They both said the EC did not relate to •
what they were researching, and they did not do anything with it.
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III. OIg analysis

This Section analyzes the handling of the Phoenix EC by the FBI, We
believe, and the FBI has acknowledged, that the Phoenix. EC did not receive
the sufficient or timely analysis that it deserved, and it:was not disseminated, as
it shouldhave been, for consideration and input by others in the FBI and tile
Intelligence Community. .. ..

,. . .

•While the FBI analysts who reviewed the EC did not give it timely
attention, wedo not believe their individual failings were the mainsource .of
the problem with the handling of the EC. Rather, the deficienc, ies in its
handling were caused in greater part by critical systernic failings in the way
that intelligence information andrequests for assistance were handledby the
FBI priOr to: September 11. In this section, wediscuss these systemic problems
before evaluating the actions of the individual employees who came in contact
with the EC.

..

A. Systemic problems

Before discussingthe systemic failings evidenced by thchandling of the :-
PhoenixEC, itis important to note what the Phoenix EC was not, tt was :not an
immediate warning about a terrorist plot, and it did net reveal information

aboutthe SePtember .11 attacks or those who commit_Iedthe atllacks.8z The EC
itself was W0rded to Convey that Williams Was proposing atheory rather than a
warning or a threat. Williams designated it as "routine" because he did not

'

have anyinformation of a specific threat or pending attack. He said that he
was putting forth "an investigative theory'or "hunch," and he was seeking an
analytical product or feedback in response to his thcoIT. He did not expect that
to happen immediately.

Yet, even though it did not contain an immediate warning and was
marked routine, Williams' information and theory warranted strategic analysis
from the FBI, which it did not receive, and timely distribution, which it diidnot

82In preparedremarksfor congressionaltestimonyon May8, 2002,formerITOS
SectionChiefMichaelRolincenotedthat "it shouldbe stressedthat noneof the individuals
identifiedby Phoenixwereconnectedto the 9/11attacks,nor didthe leadsstemmingfrom
thatEC uncovertheimpendingattacks." (Emphasisin original.)
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receive. While we cannot say that better •handling of the•PZhoenixEC would
have uncovered the •September 1_plot, the EC should have been handled
differently.

.._
: . .

• I. :Ineffective system for assigning and managing work.

The lead from thePhoenix EC was assigned by an administrative
employee directly to an IOSin the RFU, Ellen, wt_o discussed the matter with
another IOS in the appropriate unit, Jane. Theydecided that Jane would handle
the Phoenix EC. Thereafter, Ellen closed the lead in ACS andnoted that she
and Jane would discuss the matter further in the future. Although Jane briefly
mentioned the Phoenix EC to her supervisor, the IOSs made independent
judgments about what needed to bedone to address the requests in the:Phoenix
EC and who to notify about it. Jane also decided when she;would work on the
Phoenix EC. We found that neither Ellen's direct supervisor (Chris) nor Jane's
supervisor (Rob)ever received or reviewed the Phoenix EC. Nordid any other
supervisor in FBI Headquarters._ And asof Septembe r 11, Jane had notl

. completed any work on the Phoenix EC. _

iwe found that the assignment ofthe lead from the Phoenix EC, the
. ..,"_ .

::_ handling of the Phoenix EC independently by an I,OS, and even the closingof
::_:. the lead did not violate any FBI policies or practice s at the time: In instances
: Where IOSs received leads orintelligence information directly, they were not

required to seek any supervisory input on the infoIxnation that they were:
= handling.• Witnesses stated that:more significant threat information or•leads

related to important cases usually were:discussed with the ,sSAs,'" but t!hatthis
did not occur with everylead or assignment, and it was not required.

For example, Rob, the acting unit chief of the UBLU at the time,, told the
OIG that he often relied on the judgment of IOSs in how _tey handled their
work. As a result, IOSs regularly handled most intelligence information and
other assignments without supervisory input or knowledge. •

Much also was left to the•IOS's discretion in deciding what was a priority
and which projects to focus on. Don, the unit chief Ofthe RFU, said that at the
time, managers relied on IOSs to exercise their judgment in how to pafioritize
their work. The IOSs we interviewed stated that the priorities were determined
by the nature of the work. For example, they said they gave a threat of a
terrorist attack or an emergency FISA request the highest priority. In addition,
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if information was requested by higher level FBI officials or a Section Chief,
that assignment.was given priority2 IOSs explained that, because ofthecrush.
of immediate projects, they were operating with a "triage" approach to their.
workload in which they dealt with crises or problems as they arose and ...
thereafter dealt.with routine matters: As with how they handled their lead,l and...

other assignments, we found that IOSs consulted with their supervisors about
prioritizing their work only when they.deemed .!itnecessary. ..

.

We believe-that-although the assigning of the lead .and.handling of.tl_e
Phoenix EC was in accord with UBLU and RFU practices at thetime, these ..
.practices were.significantly flawed. Assigning work directly to IOSs with no.

-".requirement.of supervisory, input or review resulted in a lack of accountability
for addressing leads.and .intelligence information. W_i_thout.supervisory.. , . .
involvement, IOSs were permitted to:determine whatwasa priority, and:even
when and.whether work would be completed. As a.resu!t, there Often was no
check on the decisions being made by.lOSs and.noway to ensare that w.ork or
intelligence that was deemed of a lesser priority- such as the Phoenix EC-
was ever..addressed. This system was one in which:important reformation: • _ .
'could easily."'fall through the cracks," not receive timely attention, or not be
brought to theattention of those inside and0utside the,,FBI who had a reason
and a need. to know theinformation. .. " "

....

:.The.lackof accountability and :supervisory involvement ,was compounded
by the fact that. the.FBI's computer system, ACS, was.n6t setup toensure that
all addressees on an EC were even made aware of the EC. Only individuals..
assigned.leads associated with the. EC would be:notified electronically of the.
;document's existence: This. meant .thatwhen the. EC and leads were uploaded,
the EC would not be seen bya supervisor, even if the supervisor was an..
addressee on the attention line, unless the supervisor searched ACS for the
document. Nor was there any assurancethat the persons listed on the attention
line of the EC would ever receive notification about it. Since FBI emPloyees
did not search ACS on a regular basis for documents [hat might be addressed to

•them, they did not learn about.leads .or other intelligence information assigned
to them:

As a result, we found that none.of the supervisors listed on the Phoenix
EC saw it before September 11. Important judgqnents were made about how to
handle the Phoenix EC -which IOS would address the Phoenix EC, closing the
lead instead of reassigning it, sending the EC to.only one person for review, not .
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conducting any research on the recommendations suggested in the EC while:
other matters were being handled" none of which involved any supervisory
input. -This, in our view, is not an appropriate system for handling such
important information, _

• The FBI recognized this problem after September 11 and changed the
way it handled such informationi Rotince told the OIG that once he becarne
aware ofthe PhoenixEC after_September 11,and ieamedhow it had been
handled, he instructed that leads in ITOS had to be assigned to supervisorsand

: could notbe assigned :only to lOSs. ,
i .... -

In addition to deficiencies in the:supervis0r3r process, we als0 believe that
• .... . . • :

: theFBI,s practice and policies regarding closing of leads were fauityi: As
evidenced by the handling of thePhoenix EC, leads could be closedWithout. . .,

any Work being doneon them, other than reassignment to someone else ......•. ,• . .

A contributing factor to the ineffective management of the work:
:i_ assignments in ITOS was the FBI practice of rotating supervisors through FBI
:= Headquarters on axelatively:short basis. We foundthat supervisors t-ypicaHy....
_ stay in FBI Headquarter s fortw 0 years or less, an d SSA positions and unit
, ..... chiefPositions often remain unfilled for months at afime. By contrast, lOSs

remain in ITOS on a permanent basis and _re therefore relied upon for their

expertise and institutional knoWledge'about counti_rterrorism programs, •. ,•
._ ".... intelligence onFBI targets, relationships with other intelligence agencies, and

how FB1 HeadquartersworksAs a result, IOSs sometimes manage
themselves. While we believe that many IOSS are capableand dedicated FBI
employees, the tumoverof rnanagers in FBI leaves a gap ua IOSs' supervision,
in addition to making it difficutt for managers robe effectfve and
knowledgeable about their subject areas belbre they are sent to a new
assignment. •

2. Lack of adequate Strategic analytical capabilities
. .

Webelieve the Phoenix EC warranted strategic analysis. It never was
subjected to.any such analysis before September 1[I. Ellen and Jane algeed that
Jane wouldhandle the Phoenix EC,but Jane did not refer it to the-entity at the
FBI that was assigned to conduct strategic analysis, the ISD. She said she..
decided not to refer it to the ISD for analysis and instead keep it for herself to "
work on when she had time. She believed that the ISD did not have sufficient
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capability to perform timely analysis. At the time, the FBI had no lRS in the •
ISD specifically assigned to handle matters involvingBin Laden, despite the
importance ofthat assignment. As we discuss in:more detail below, while the
handful of analysts who worked in the ISD were supposed to perform strategic
analytical functions, most of their time was spent assi,;ting on case-related
matters. .

Thiswas a significant failing. A critical component of the work of the
FBI's Counterterrorism Division is analysis. Although case-related analysis :-
also called "tactical" or "operational" analysis- is crucial to bringing criminal •
cases to thepoint of arrest and prosecution and to determining thrOugh
intelligence information whether a•particular targetor group may be planning;
an imminent terrorist act, strategic analysis is equally important to the FBI's
counterterrorism mission. Strategic analysis involves drawing conclusions and
predictions about terrorist organizations andlikely methods of attack base,d on
all sources of information. It is critical to the•FBI's ability to be proactive

. instead of reactive as:well as toset investigative priorJities. It is ais0 critical for

identifying intelligence gaps in information about a terroristgroup or target,
• . _ . .

Since September 11, theFBI has acknowledgedlthat itiacked an effective
Strategic analysiS program for internationalterrorism prior tOSeptember 11. :In
congressional testimony,: Director Muellerac_Lowledged the FBI's analytical
capabilities prior to September I 1 were "inadequate." He stated that theFBI's
analytical capability "[was] not where it should be." Since then, the FBI:has
focused attention on improving its analytical functions. 83 •

Prior to September 11, the FBI's strategic',analytical capabilities were
extremely limited. The FBI did not regularly prepare analytical products that
predicted trends, explained patterns, or identified national security •
vulnerabilities with respect to international terrorism. 84

83The OIG is in the process of completing a comprehensive review of FBI's analyst
program and it is tentatively scheduled to be completed in September 2004.

84A striking example of the FBI's failing in this regard is documented in a September
2002 OIG audit report which found that the FBI had not perfo!xned a comprehensive
national-level assessment of the threat and risk of terrorist attack, despite having promised
Congress that it would do so following a September 1999 General Accounting Office
(GAO) report. As of September 11, 2001, the FBI had developed a draft:of a report that was
(continued)
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This lack of strategic analytical capability undoubtedly affected how the
Phoenix EC was handled, Instead of being able tosend the EC to a unit that
had sufficient expertiseandresources to assess the theory laid out by Williams,
Jane kept it to herself, hoping to find the time to taarnto it amid the __ash of
other duties. She was not able to do so before September 11.

• Part of the problemwasthat, in the past, the FBI didnot adequately value
orsupp0rt an analytical program. This _problem was aptly described by one
CIA official-one of several CIAmanagers enlistedby the FBI after
September 11 to 'help turnaround the FBI's analyticaI program- as "a lack of a
culture ofanalysis." The FBI was composed predominantly of agents who
perf0rmedcriminal investigative work andwho diidnot appreciate the value of
strategic analysis, This was particularly acute in the FBI's. CounterteITorisrn
Program. As aresult, FBI counterterrorism IOSs, SSAsi and managers hada
tendency to rely on their own experience and pro:fessional judgmentrather than
seeking strategic analysis, and the Counterterrorisrn Program focused on• .:

immediate, short-term operational priorities ratherthan strategic analysis .....:. . : , .
. . .

Strategic analysis was Viewed as:a support fanctionrather than its own
discipline. IOSsand agents employed(IRSs primarily to conduct research and

': analysis projects in support of on-going investigations or l_,rosecutions. Wt_ile
this research and analysis often involved complex and time-consuming work;_.: ....

such as reviewing information collected as a result of a FISA warrant or
establishing the connections between targets in a case based on a review of
telephone records, it was normally in furtherance of a specific investigation,

Furthermore, several IRS employees we interviewed told the OIG that
IRSs often were used to•perform the work t:hat IOSs did•not like to do, such :as
conducting name searches in ACS •orperforming research on:the•Intenaet. A

(continued)
purportedly the threat assessment. The OIG reviewed a draft of the :report in May 2002. We
concluded that it Was not a threat assessment because it did not describe the nature of the

terrorist threat, identify critical intelligence requirements, .or make recommendations to any
level ofFBI management. See "A Review ofthe Federal Bureau of Investigation's :
Counterterrorism Program: Threat Assessment, Strategic Plarming, and Resource:
Management" (May 2002). In January•2003,• the FBI issued an intelligence assessment
entitled "The Terrorist Threat to the U,S. Homeland: An FBIAssessment," whic]h
responded to the recommendations in our September 2002 audit report. •
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CIA manager detailed to the FBI t01d the OIG that IRSswere considered
"second class citizens" at the FBI. This view ofanalysts reduc,ed the ability of
the FBI to conduct the strategic analysis that was needed on projects such as
the Phoenix EC......

Another example of how the strategic analytical function was subordinate
to the :operational function in the FB]['s Counterterrorism Program is evident in
the fact that 5 IRSs were absorbed into an operational unit in late 2000, when
there were fewer than 20 IRSs devoted to international terrorism at the time.
TheseIRSs were assigned in late 1998 to the UBLUto conduct research and
complete other tasks in support of the investigation and prosecutions stemming
from the embassy bombings in East Africa. These were important assigrmaents
that needed to be done, but they made it more unlikely that strategic analysis,
such as the kind warrantedby the Phoenix EC, would be accomplished.

.... In addition,, the primacy of the operational units, was furt]herdemonstrated
by the fact that the judgments and conclusions of IRSs set forth inanalytical
products could be overruled orb locked:from dissemin:ation by the managers in
the operational units or the ITOS section chief. Witnesses told the OIG.tlaat
operational personnel were permitted to prevent disseJ_nation ofanalytical :-
products. Forexample, IRSs told the OIG that a proposal for an analytical -
report thatwould havediscussed signs thatal Qaeda was plamfing a terrol-ist
attack was :stopped by a New York Field Office. supervisor because of concems
that the information could be subject to discovery in a prosecution.

Witnesses also told the OIG that 'operational units' ability to override the
Conclusions of the IRSs was demoralizing to the anab_icat component. CIA
analysts detailed to the FBI after September 11 to revamp its,analytical
program asserted to the OIG that operational personnel, whose, expertise is
case-oriented and therefore tactically based, should be involved in checking the
facts presented in the analytical product but should not be able to alter or block
the dissemination of analytical results.

While there are legitimate tensions between operational and analytical _
personnel, the FBI had no process before September 11 for addressing conflicts
that arose out of this tension.
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3, Resources and training: for analysts
, , , . . . . ..

The FBI's strategic analytical function alsowas under-resourced. This
was demonstrated by the shortage ofiRSs and the lack of training offk_redto
them. We interviewed former iRSimanagers about the resources of the ISD
prior to September 11. The FBI acknowledged ttiat the number of IRSs
working on counterterrorism matters had dwindled prior to September1I.,and ..

_. that the few remaining. IRSs were not sufficient te,.address the analytical.needs.
of the ISD. "

'In i9961_the FBI had hired. 3.6.IRSs in an eftbrt to.boister its intemati0nal
: . .,

terrorism ana!ytical program. According tOwitnesses, within a year . . .
approximately half of the IRSs had left the program. By mid- 11999,there were

' only approximately 15 international terrorism IRSs, andby mid-2000 there ..
•were only 10 IRSs devotedto counterterrorism an.alysis185Former IRS "
managers.confirmed to us that only one IRS was assignedto UBL ma_ers in.. .

_-...... 2001., but she transferred to another unitin July 2t)01 . Thus, in the •summer: of!
' 200.1when the Phoenix.EC was received, noIRgwas assigned-to w0rkon'Bin

_<- Laden matters. Janepointed"tothisvoid as onereason she:didnotseek '
..._ analysis-of the Phoenix EC.. - ...... . " . .... ..

• " . 'i" " . .

.. ' ":"" " In addition, we. found that training for analysts at the FBi was ad hoc and
'""- untimely. While special agents were sent to Quantico to the FBI Training '

Academy for a 16,Week course, IRSs did not receive equivalent training at..

: Quanticoor elsewhere. IRSs received"mostly on--the,job training until they
could attend a CIA or Defense Intelligence Agency course-on international '
terrorism. For some IRSs,.this did not"occur until _they had been working for.a
year or more. In addition, IRSs told us they had toseek training on their own;
and if they changed program areas they also had to find appropriate training in
the new subject matter. 86_

85SomeIRSs leftthe FBI,whileotherstransferredto otherpositionswithinthe FBI.
FBI documentsshowthat 10IRSs becameIOSs in.ITOS,.8movedto"otherpositionswithin
the FBI,and 13left theFBI.. In addition,as discussedabovefive ofthe IRSswhobecame
IOSSwere administrativelytransferredtothe UBLUafterworking.ena task forcein support
of theembassybombingscase.

•86Whilethis sectionofthereportprimarilyfocusesonresourceandtrainingissuesfor
IRSs, IOSsalsowerenot providedwith adequateresourcesandtraining..
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Counterterrorism IRSs also lacked a clear career: path. They usually were
supervised and managed by agents, who were not trained about the IRS
position, mission, or work product. Moreover, CIA managers detailed to the
FBI to improve its strategic analytical capabilities told the OIG that in order for
analyststo be taken •seriously•,they had•to hold positions of authority. As an
example, they stated that in the CIA one of the Deputy Directors was an
analyst.S7 According to another CIA manager, the lack of a career path for
IRSs was a clear •indication that IRSs were not valued by the FBI.

.,

The result of these deficiencies was a weak and underutilized analytical
function, which in our view contributed to the lack of attention that the Phoenix
EC received when it •was sent to FBI Headquarters. •

... ..

..

• 4. Poor information flow and information sharing• .
•

• The FBI-also has acknowledged, that theI'hoenix EC contained ..
information that should have been disseminated and reviewed.by other parersof
the.FBI.and-the...--_tetligence Co.mmunity; While.the. Phoenix EC did.not-........_

• contain information that constituted an i_entthreat or-warning:ofa. "
.. terrorist attack, the FBI should have. obtained input, fmmwithin .and outside: the '

FBI to.properly analyze Williams'i theory. However, before Septemberi.1 lthe
Phoenix EC was .....not disseminatedwidely within or outside of the FBI.• .......

WhenJane received the EC, she decided not todisseminate it
immediately,. She believed itlacked sufficient factual support, to warrant
immediate dissemination, and she said she .decided to conduct somelinifial
research before deciding whether to invest additional resource.s ontheEC.
Because of her other work, she did not begin the research prior to
September. 11. ..-

Her actions were consistent with the FBI's policies and procedures at the
time. As noted above, IOSs were permitted to exercise discretion in handling
their•assignments, including determining what information to share both within
and outside the FBI, without supervisory approval. The FBI provided them no.
guidance or requirements on what type of information should be shared,.,either

87Withinthe CounterintelligenceProgram,the highestpo:sitionheldby an analystwas
SectionChief.
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inside or outside the FBI. Thisleft to the discretion of the individual analyst
deeisionsabout what to do with intelligence infonrnation, such as the l['hoenix
EC.

. ,.

We believe exercise of such significant disc:retion resulted in a failure to
share important information such as the Phoenix EC. Fundamental to,the
effectiveness of an intelligence operation is its abilityto collect and .,
disseminate information within and outsidethe agency. Such information.is

" neededby operational personnel to inform their investigations or other
operational goals. Moreover, inthe analytical process, the more information
that is available about a terrorist organization or a target, the better informed
conclusions andpredictions• about the likely actions of the pers°n °r • ,

•organization, Information should be reviewed, among other things, to
determine what Would be useful _n other FBI investigations, what other "
personnel Or offices within the agency should be provided with the

.... information,_what would be useful forother government agencies, what would
: be Usefuland appropriate todisseminate to foreigngoverlxments, and what.can

__i': be declassified for use in public alert,s. _
) i _. , , " • "

But information sharing within.and outside the FBi's Countertelxorism
::_;:: Program prior to September 11 was piecemeal and ad hoc :rather than

systematic. _Several ofthe CIA managers detailed: to the FBI told the OIG that
_ therewas no "inf0rmafionflow"_within the FBI. Tlae FBI's process fi)r ,

' disseminating information was to route information primarily to IOSs, who
then usedtheir own judgment and experience to decide what needed to be
disseminated and to whom. As discussed above, IOSs were operating: wi'tha
"triage" approach totheir workload. They had to identify what infomaation
was the most significant and deal with the crises or problems as they arose; As
aresult, information that did not demand inmaediate attention or did notrelate
to a crisis took significant timeto be addressed, if it was addressed at all.

The•CIA managers we interviewed asserted that an intelligence agency
must set priorities to identify what its information needs and intelligence gaps
are. They said that once priorities and intelligence gaps are identified,
decisions can be made about what information shouldbe collected and who

should receive the information. They expMned that these decisions s]hould
then be communicated throughout the agency as •"requirerrLents."
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Several of the CIA managers also noted that the FBI lackedany priorities
or requirements for the dissemination of informati6n once it was collected, For
example, there was no guidance concerning what types of information were
required to be disseminated or included in reports to ether intelligence
agencies. •Moreover, there were no requirements that:certain types of:
information be routed to analysts or that anaIystsbe c,opied on particular kinds
of communications. IOSs simply sharedor disseminated the information they
believed needed to be shared based primarily on their prior experience. 88..•

lOSs we interviewed told the OIG that they spent a majority of their time
preparing documentation for requests for FISA warrants.. They alsowere "
•responsible •forproviding advice and assistance• to the field offices in
connection with ongoing investigations and with responding to threats of -
•terrorist acts. •They also had to obtain resources to •support,investigations, such
as arranging for translators or preparing documentation for re,allocation of
money. They needed to respond to requests to check telephonenumbers,• •
names, and other identifying information about targets of investigations in FBI" _ ..... '_"! '-_:....... '_,". i:.... " .... '. ..... ' ' ' ! ....... - ' " ..... .... : • "

and CIA databases. While the IOSs acknowledged: that cQllection and
dissemination of intelligence information was one of their responsibilities,, they
stated that_as ajob function it was nota priority before September 11.

..

Several IOSs stated that it :wasimpossible for IOSsto be aware of arid
disseminate every-pieceof ilfformation generated.by every lead because of the
demands of the other responsibilities of their jobs. As a result,; they said that
they had to focus on the most significant information that wasgenerated from: •
important cases or credible threats. Jane, other IOSs, andspecial agents told•us
that the type of•intelligence information that received immediate attention was•
that generated from explicit threats of an attack or other terrorist act,
information that a terrorist who was in custody was being brought to the United
States, or intelligence intercepts by another agency that led to a nameand
phone number in the United States of a target. Other information was handled
if there was time.

88We also discuss the FBI's lack of policies and procedures for information sharing in
our December 2003 OIG audit report, •"The Federal Bureau of Investigation's Efforts to
Improve the sharing of Intelligence and Other Information" (December 7:003) at 19-20.
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" By contrast, according.to the CIA personnel, the dissemination of •
intelligence information requires fulbtime personnel trained solely for that
purpose. In the CIA, dissemination of intelligence information is handiedby
"reports officers" who,are professional employees', trained in analysis and._
information collection and dissemination.

• .,

It also was clear in ourreview of the Phoenix EC that the FBI's •.
pr0cedures.for disseminating information internally were-cumbersome.: At..the.
FBI, many.layers of reviewwere required todistfibute an EC to multiple field . .:
offices. Disseminating an EC to all FBI 'field offices required approvalfrom: ....
several, supervisors and managers, includingithe FBI Director. SeVeral _:
witnessesstated that thereview and approvalprocess nom]ally took several
weeks to eomplete. The CIAemployees detailed to,....,theFBI to improve the
analytical program whowe interviewed told the OIG that they found the
process for completingan EC .was "difficult" and "'hard." _

We-believe that the Phoenix EC 'should havebeen shared with the

. >... intelligence Community or parts ofthe Intelligence Community for their input .
• _.. and analysis. While Williams had advanced only a theory, and there needed!t0

be more analysis .of the recommendations before theywere.adopted, the EC.
• . . : ,

: shouldhaVe been presented to others inthe FBI and the Intelligence . ..
:.... Communityfor their information and analyses. TJhdfact that it was not.. .•

• ,- disseminatedreflected the tongstandingproblemwithin the FBI ofinformafibn :
sharing being ad hoe and piecemeal. Ratherthan relying on the judgment of . - ..
IOSs about what information should be disseminated as they juggle their other . .•
job duties, the FBI should have a system in place to guide, identify, and..
prioritize _thekinds of information that need. to be shared._

5. General complaints about the difficulties of working: in ITOS

•We alsoheard consistently fromwitnesses in ITOS that working there
beforeSeptember 11 was extremely chaoticand difficult. They complained
thatall aspects of their jobs fromputting FISA packages together to
disseminating intelligence to .sending Out ECs to the field -werehampered by
the lack of resources, and poor technology.

IOSs, agents, and managers uniformly told t]heOIG tlhat IOSs diclnot
have sufficient time to handle the workload in ITOS, and that because of the
lack of resources in.ITOS and the demands of operational mattersin the
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section,they worked extremely long hours on a regular basis, including nights
and weekends: They described being overwhelmed with work, including :" ..
intelligence information that needed.to be.disseminated,.. For.example, they
said that hundreds, of leads.could be generated by any one case.. They stated
that the demands.of a particular case or a particular tN:eat sometimes consumed
all of their time and.attention.for several.days or even weeks, .Aspreviously "
discussed, they were operating with a ".triage"appr0ach to their workload.in
which they dealt with crises Orpriority problems, as they.arose.. We found-that
as a result, issues that they considered to be non-priority matters,-such as the
Phoenix.EC, oftenwere placed on the backbumer. .

..

FBI and CIA witnesses also uniformlycomplained that..the FBI's
computer system - ACS impeded, the flow of inforrnation. As we-have
discussed in several other OIG.reports, ACS.is a very cumbersome and non-....- -.
user-friendly system that discourages its use. 89To disseminate, information •
within'the FBI was not simply a matter of forwarding an electronic document

. .in a point and .click e-mail .environment. Rather, .an IOS would have toprepare
anEC, which required accessing several different, screens..in AcS to. complete• . . .

and .then upl0ad.the EC. 9° In addition, witnesses complained [hat ACS .... ...
especially hampered the flow of information lbecause, it was not a.system
designed to "push". information out to the user, Instead, the user had.tokaow
that information existed in .order to find it.. As discussedabow_, this resultedin
the Phoenix EC not being reviewed by the appropriate individuals, even when
their names were .on the attention line. • .. .

• .

. .
• . :

89See, e.g, OIG reports entitled, "The FederalBureau ofInvestigatiion's

Implementation •of Information Technology Recommendations," (September 2003); "FBt's
Management of Information Technology Investments,' (December 20021);"An •Investigation
of the Belated Production of Documents in the Oklahoma City Bombing Case" (March
2002); and "The Handling of FBI Intelligence Information •ReIated to the Justice
Department's Campaign Finance Investigation" •(July 1999).

90Also, as stated above, ECs that were addressed to all field offices required sew_ral
layers of management approval, which also slowed down the process.
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B. Individualperformance _

•Wenow turn to the actions of the individuals who were invOlved with the

Phoenix EC. While the •systemic .problems ihampered FBi employees in
handling •informationsuch as the Phoenix EC, and explained to someextent the.

reasons that FBI employees didnot adequately respond to it, these systemic
problems do not explain altthe deficiencies we found in the handling o£the
Phoenix EC. _While wedonot believe that anyone:involved With the Phoenix ....
EC atFBI Headquarters committed misconduct, we believe that some of them
made errorsin judgment with respect to some of their actions on the Pih0enix

•.. . .. _ : -- .EC: ..

:. 1. Kenneth Williams

First, we believe that Williams should be commended for his initiative :,
and for his attempts to apply broad analytical thinking to hiscasework. He
prepared the Phoenix EC based on his experience, intuition, andexpertise, and

.... he sought assistance through theproper channels at FBI Headquarters in
":_: pursuing.his theory. ItwaS FBI. Headquarters' responsibility ": not a.field: •

office's responsibili_ -to,decide: what-.strategic maalysis wasneeded t0:address
.7 the-issues. WilIiams raised and tO ensure that appropriate attention was directed
-. to the analysis of those issues. Williams deserves praise for, in the midst of.
!::::: handling cases in the field, disceming a pattern that he thought warranted •
_ review and seeking, to bring that to the attention of others in the FBI.

2. FBI Headquarters : ,
• .

a. Jane

Jane's decision not torefer the Phoenix EC tothe ISD and insteaclto

conduct the necessary research herself did not violate any FBI policies and
procedures at the time. Leads could be assigned and handled without
supervisory input, andmuch was left to IOSs' discretion and judgment about
how assignments were handled and prioritized.

However, wequestion Jane's decision notto :refer the Phoenix EC to the
ISD for analysis. While the FBI's Strategic analytical capabilities were
extremely limited, as we have described above in detail, and no IRS was
specifically assigned to Bin Laden matters, Jane could have., and should have,
referred the Phoenix EC to the ISD for analysis. By all accounts, Jane was
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hard working and conscientious. •But the Press of other workprevented her
from addressing the Phoenix EC sufficiently. While she said that she did not
think that the ISD coulddo what was necessary to analyze the Phoenix EC
because no IRS was specifically assigned to Bin Laden matters,: she could have
•raised the problem to her supervisor's attention in an attempt to have resources
assigned to analyze the Phoenix EC. Instead, she kept the Phoenix EC to:'
herself, hoping to getto .it when time a11owe& But she did not have time for it.
We believe that,:even if she intended to conduct research on it whentime .....
permitted;she should have provided it to members of the Intelligence
Community for their input on the theories and recomrrtendations it advanced.

_• b. Ellen

• Ellen recognized:that the Phoenix EC pertained more to t.heUBLU than
the RFU, and she appropriately •discussed it with Janeand had the matter•
reassigned to her. She also noted in the disposition fielff.of ACS ihow the lead
was beinghandled. Ellen closed the lead, but rather than closing the lead,, she
should havereassi_ed :the:lead to J_e.:: While this was:inot inconsistent:!with

how: leads were handledin ITOS, given the:press_eto close leads in the : ....
system, it misrepresented the status of the •lead since fl.aenecessary researc,h :had
not yet been completed,• ....... ....

.. . ..

e. Rob ....

We believe that Jane's supervisor- Rob- shouldhave recognized that
the requests in the Phoenix EC were not typical requests for operational
support in the field andshould have directed the matter tothe ISD. Although
we recognize that the FBI left much to the discretion and judgment of IOSs •
about how they handled their work, it was Rob's responsibility as•a supervisor
to ensure that Jane was handling requests appropriatet[y. Jane briefly
mentioned the Phoenix EC to Rob, but saidhe did not review it, and we do not
believe he sought to ensure that it received adequate attention. We believe •that

Rob should have been more actively involved in Jane's handling Ofthe
Phoenix EC. If he had decided that resources did not exist to address the EC

for several months, we believe that he should have brought the matter to •the
attention of his section chief.
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3. Lynn . . ... " ..

Jane sent the EC to Lynn, the IRS who works counterterrorism rnatters in
"' with a note thata field office that.had had an investigati0n of Subject No. _.,

read, ?I thought it would be interesting to you considering some-of the stuff
you.were comingup with.in .[your field,office]. Let me know if anything..-
strikes you,, Jane .did not call Lynn to discuss the Phoenix EC prior to,.sending-

. Lynn-thee,mail, and Lynn...was not assigned a lead with respect to the Phoenix.
EC. Lynn read:the .Phoenix EC, but did not respond to Jane's e-mail, and Jane
did....not.otherwise contact.her.... ..... about the.Phoenix E_,,C' _ -

As discussed above, Lynn hadseveral years._earlier worked on an ....
investigation in-which SubjectNo. 2 hadbeen central, and Subject Ne..:2's.-
name. hadresurfaced in June of 2001 when.two individuals were detained :in.

Bahrain who.admitted to being al Qaeda operatives and possessed a passport
containing the same last name as Subject No. 2 and a previous address of... . _..• "

• ' .... .Subject No. 2 "Lynntold the OIG that after Subject No. 2"s name resurfaced,
" . __.i •"

at the request of Jane she researched their associates from when theyhad lived
'"; nearby. Lyrmtold the O/G thatshe believedJane:hadsenther the Phoenix- EC

.... " because Subject No l2 was mentioned in the_.EC.-..!Lynn-explainedthat because; . .

" • the information inthe.EC about-Subject No, 2 didn0t impact what she was
working:,on and because .she was not aware of any information that supported
Williams'. theory, she did not.respond to the. e-mail.

• .

Lynnwas not required tOrespond to thee-mail by any formal FI3I policy.
Heractions wereconsistent with others in tlheFBI, whodidn0t address an '
•issue unless a leadwas assigned to themi But we "believe that Jane's request
for Lynn to lether know ifanything struck her warranted some-response, even-
if the response was that Lynn had nothing to support the theory espoused in the
Phoenix EC. Instead; Lynn did nothing in response to the e-mail. A response
from Lynn may have caused Jane to take some other step,-to seek furt;her input
from someone else, or to alert Phoenix of the stares. Instead, Lynn did not
communicate with Jane, and the Phoenix EC languished.

4. Jay
..

Jay, an agent on the Bin Laden squad in the. FBI'sNew York FMd
Office, received and read the Phoenix EC. He told the OIG that he was not •
aware of any information that supported the theory in the EC, and he therefore

95



did not respond to it, either in •writing or by contacting anyone in the Phoenix
office.• He also stated that he would have "taken issue" with the conclusions if

he had responded. Jay was not required to respond to the Phoenix EC, and :he
did not violate any FBI policies and procedures by not responding.

t

Yet, although Jay wasnot required to respond to, the lead set for the New
York:FieldOfficein the Phoenix EC, Williams had asked for_malysis and
comments onhisproposat in the textof the EC. Since.,Jay told ushe felt
strongly that the theory in the Phoenix EC was not supported by the facts, we
believe he should have contacted_Williams or someone in FBI Headquarters to
discuss the EC to provide his view, given the expertise ofthe New Yorkoffice
on issues involving Bin Laden. But given the disorganization and convoluted
way that leads were assigned, andthe prevailing practice not to respond to

' leads that were not specifically assigned to an agent, k is not. surprising that: Jay
did not respond. . • • ..

: :.
. .

.... .5. FBI management

.... " :.Finally, we believe it impo_ant tostate ihat the .:failingsin this.case go- '
: ' well beyondany:failings ofthoseindividUalswhocame in-contact With the"

PhoeniX EC.. In our view, the-failings were"caused in much:larger part by the.
FBI.'s.inadequate.,and inefficient system 'for -analyzing in.telligence information,
and the lack of attention paid by-many levels .of FBI managers to strategic-- - '
analysis. This was the responsibility of many FBI managers: and employees,
•from the top.down, over many years. We believe that the FBI'slack of focus
on strategic analysis and its failure to provide sufficiemresources and priority
to analysis were problems attributable to the FBI and :many FBI senior
managers:. While some. of the individuals who handled the Phoenix EC didnot
do all they should have to address it in a timely way, the larger and more
important failure was the way the FBI handled intelligence analysis for m,'my •
years before the September 11 attacks. ..

C. Other pieces of intelligence concerning airplanes asweapons

We also reviewed allegations that the FBI had other pieces of intelli[gence
information prior to September 11 that indicated cormections between persons
of interest to the FBI and airplanes or flight schools,
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The FBI providedto .the OIG documents rehting to possible ten:orists
with connections to airplanes and flight schools that the FBI gathered in
response to requests from. the Joint Inquiry: Committee Sta:ff. The.FBI
conducted searches in its computer systems for references to "flight schools,"
',airplanes," "hijackings" and other related terms i:nan attempt to collect
information that the Joint Inquiry Committee Staffhad indicated it was
interested in reviewing but had not specifically reqUested. TheFBI collected
the documents retrieved in its electronic sem:ches and provided them to the

. .

Joint Inquiry Committee Staff and also tOthe OIG,

We reviewed the information pr0vided by _LeFBI that:referenced a
connection between airplanes or flight schools and persons of interest to the
FBI. The information was from as early as 1983, although most of it was from
1998and 1999. Below we briefly describe four of the piecesof information
that ar e representative of the kinds Of information contained in FBI files about
airplanes and flight schools at the time the Phoenix EC was received atFBI

•.. : . ,

Headquarters:. • • ..

. '

.:_-.. .. The FBI received an intelligence report inmid-1999 stating that the

.... .leadership of a terrorist-organization other"than A1 Qaeda had met and
...+ planned to use students in the Unite dlStates to gather intelligence on

infrastructure.f_tcilities and public places " ',::_,_. _ frequented by Jews.. It was,
•... also reported that students also. would be selected to participate in

terrorist training camps and would be encouraged to attempt to.obtain ..
private pilot licenses. The intelligence reportnoted that it was unclear

. why the students would be asked to obtain pilot licenses. In addition, it
Wasrep0rted thatthese students would be instructed 'to master at least
twoor more different aircraft. Itwas reported furtlher that the
leadershiP.of the terrorist organization viewed this requirement as
being "particularly important" and Were believed to have approved an

' open-ended amount of funding to ensure its success. 9_
. .

.

• In August 1998, an intelligence agency advised the FBI's New York
Division of an alleged plan by Unidentified Arabs to fly an.explosive

91The FBi later said thatin 2002, in connection with the JICI Review, it rese_xrched,this
issue and concluded that the information reported was likely a fabrication.
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laden aircraft from Libya into the World Trade Center. The New York
Division sentout leads in an attempt to obtain more information about
the source of the reporting.

• On May 18, 1998, a Special Agent on the FBI's Oklahoma City
Division's counterterrorism squad prepared an EC documenting his
contact•wit h an agent from thatDivision's SUl_'eillancesquad, who also •
was theDivision's chief pilot. In the EC, the agent noted that the
Division pilot had observed "large numbers of Middle ]Eastern ma]Les
receiving flight training at Oklahoma airports in recent months?: The
agent also reported: that the pilot speculated that light p]kaneswould be
:an:ideal means of spreadingchemical or biological agents. • ••

. .

., In January 1995,_Philippine authorities respond!ed to a small fire _td
several explosions in an apartment in Manila. Inside the apartment,
authorities discovered bomb-making equipment and terrorist literature.
The resulting investigation revealed a plot to place exp][osive devices in
12 American passenger aircraft. As a result of the FBI"s investigation
into this matter, Abdul Murad;WaliShah,: andRamziYousef were

.... subsequently indicted and convicted in the Uni.ted States for their
involvement in the conspiracy. Yousef later was convicted on
November 13, 1997, forhis involvement in the bombing of the World
Trade Center on Febnia_ 23, 1993 _.....

During investigative interviews, Murad described general
conversations with Yousefin which they discussed;t tie potential use of.... • :

aircraft to commit terrorist acts. According to MUrad, he discussecl
with Yousef the ease with which a pilot could conduct a suicide attack •
by crashing an explosive-laden aircraft intoa building. Murad
mentioned CIA Headquarters as a potential target. Mt_rad contended in
investigative interviews that there was no specific• planning•in relation
to any of these acts. Murad also described other general conversations
with Yousef concerning potential non, aircraft :related terrorist acts,
such as bombing a nuclear facility, utilizing pciison gas, and bombing
the World Trade Center a second time.

As discussed above, the FBI conducted little strategic analysis before
September 11, and it never attempted to connect any of these disparate pieces
of information. For this reason, these pieces of information and all of the other

• .
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information in the FBI's possession that might have been usedto analyze _the
use of airplanes and civil aviation for terrorist purposes was never considered
systematically or analytically.

D. Conclusion

In sum, our examination of the FBI's handling of the Phoenix EC found
that the individuals who handled it did not violate `FBIpolicies and practices at
the time, but they did not do all they could have, andshould have, torespond to
it or the recommendations in it. They should have sought input from others in
the FBI,assured that the EC received the necessary analysiis, and also sought _
input from the Intelligence Community aboutthe theories and suggestions
contained in it.

But we believe that their actions were not surprising, given that the
policies and practices under which they operated were extremely flawed. We

'- found that IOSs were not properly managed and that supervisors should have . .
been more actively involved in the work assigned to_IOSs. In addition, asan
institution, the FBI was focused on its operational priorities at the expense of
conducting strategic analysis. Furthermore, theFBI lacked a systematic
approach to information sharing and lacked adequate tools to facilitate such
information sharing both within and outside the FBI. As a result of these
systemic failures, the FBI did not givethe Phoenix EC the consideration that it
deserved.

We cannot know for certain what the FBI would have concluded prior to
September 11 if the FBI had applied strategic analysis to the theory posed by
thePhoenix EC or what information may have been uncovered in support of
the theory if the Phoenix EC had been shared With the Intelligence Colm'nunity
or within the FBI. We also cannot know what role, if any, the pieces of other
information described above would have played iLnthe analysis of this question.
What we do know is that the FBI was not adequately analyzing information for
the purposeof drawing conclusions and making predictions. This was a
significant intelligence failure, which hindered the chances of the FBI being
ableto detect and prevent the September 11 attacl_.
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CHAPTER FOUR

THE FBI'S INVESTIGATION OF
" ZACARIAS MOUSSAOUI -..

I. Introduction
'. . - .. . .

This chapter examines the FBI's investigation of Zacarias Moussaoui. In
August2001, MouSsaoui enrolled in flight training-lessons at a school in _i
Minneapolis, Minnesota. O n August 15, 2001, the flight school reported its
suspicions about Moussaoui to the FBI, including thathe (rely wanted to :learn
how totake off and land the airplane, that he had :noback_7ound in aviation,
and'that hehadpaid in cash for the course. The FBI interarewed Moussaoui's
flight instructor, his roornmate, and then Moussaoui. The INS and the FBI
detained Moussaoui for a violation of his i_gration status and seized his ......

. . . ... : • . . .. : . : ..... . , . • - .. . "

belongings, including: a computer and personal: papers:

The Minneapolis FBI opened anmvestigation on Moussa0ui, believing
thathe wasseeking flight training to commita terrorist act. Over the next

..

seweral weeks, .the:Minneapolis FBI and FBI Headquarters. had many .:.
discussions "and disputes - about the.investigation:..Mirmeapolis wantedi tO
obtain a warrant to search.Moussaoui's, computer and other belongings that-
were seized at the time of Moussaoui's. arrest, either a criminal warrant or
Foreign .Intelligence Surveillance Act (FISA) warrant. The Minnesota FBI. and
FBI Headquarters differed as to whether.a warrant Could be.obtained and what
the evidence in the MoUssaoui case suggested.. FBI Headquarters did not
believe sufficient.grounds existed for a.criminal warrant, and it alsoconcluded
that a FISA warrant could not beobtained because it believed Moussaoui could
not be connected to a foreign power as required under FISA. The Minneapolis
FBI disagreed and became increasingly frustrated with the responses and
guidance it was receiving from FBI Headquarters.,

In late August 2001, after-FBI Headquarters concluded that it could not
obtain a FISA warrant, the Minneapolis FBI begaa plans to deport Moussaoui
tOFrance, which had issued Moussaoui's passpo_I. They planned to ask the ..
French authorities to search his belongings if he-was deported to France2 ..
However, the September 11 terrorist attacks occmxed while the FBI was .inthe.
process of finalizing the deportation plans. On September 11, after the attacks,
tile FBI obtained a criminal warrant to search Moussadui's, possessions. On
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December 11, 2001, Moussaoui Was charged in an indictment alleging-that he
was a Co-conspirator in the September 11 attacks. He currently is awaiting
trial.

On May 21, 2002, Coleen Rowley, the Minneapolis FBI's Chief Division
Counsel (CDC), senta letter to FBI Director Mueller iinwhich she criticized
FBI Headquarters for the way it hadhandled the Mou.ssaoui case. Among

other things, her letter disputed the way the FBI was describing its M0ussaoui
investigation, and she asserted that FBI Headquarters ihad prevented the

Minneapolis FBI from seeking a criminal search wan:ant. In addition, she
alleged that FBI Headquarters inappropriately failed to seek a FISA warrant

even though prObable cause for the warrant was "clea_:.'" She also alleged that
FBI Headquarters had intentionally raised "roadblocks" and "tmdermined', the
Minneapolis FBI's "desperate" efforts to. obtain a FISA warrant. She added
that the Phoenix EC had notbeen providedt0 the Minneapolis FBI, and that
the Minneapolis FBI's assessment of Moussaoui as a potential threat had not
been shared With other intelligence and law enforcement authorities.

Upon receipt ofRowley's letter, Director Mueller referred it to the OIG ....
and asked the OIG to conduct a review of the issues raised in the letter, the

Phoenix EC, and other matters related to the FBI's handling of intelligence
information that was potentially related to the September 1i attacks.

In this chapter, we describe in detail the facts regarding the FBI's
investigation of Moussaoui and the interactions between the Minneapolis FBI

and FBI Headquarters on therequest to obtain a warrant to search Moussaoui's
belongings. 92 We then provide our analysis of these actions. Our analysis
discusses systemic problems that this case revealed, and it also assesses .the

92_Vhile there are some notes and e-mails relating to the conversations that took place
between FBI Headquarters and the Minneapolis FBI; madwithin FBI Headquarters, about
the Moussaoui investigation, many conversationswere not documented. Witnesses could
not recall the exact content of some ofthe conversations, the number of conversations,
whether specific topics were discussed, or the dates of conversations. The following
narrative is our best reconstruction of those conversations and ,events,wtien they occurred,
and Whatwas said, based on the documentary evidence and the;recollectiionsof the
participants.
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performance of the FBI offices and employees who were hav01ved in the .....
Moussaoui investigation. .:. : ..

• . , . • . _. .

Weshowatimelineof theFBI'sinvestigationofMoussaouionthenext..
page of the report. / : .... _ , ....

• .. .{.. . /

•II.. Statement of facts related, to.the FBI's MouSSaouiinvestigation: .:: -..
.

e_ro • : . . .. • ... A, - Moussaoui'sba :Und .... • • .:.. . .

carias M saoui Was b0m France on May130 and:is f" ,Za ous " -. .in/ :- ,_I968, o ":: " ' -:!: ." ." '
Moroccari"descenL. Prior to2001,: .:he:lived in:_:the;Uiiited :Kingdom, :On.. : • .: '

Febru_23, 2001, helegaily enferedthe Uaited:SmteS.m_cagoi illinoiS-, ' :-: -
• using:aFrenchpassport:He/enteredunder_$eVisaWaiver_ogram, _ieh

•. al_ws.citizens-of27Coun_es,inelu_g;Fraiiee;:ioenter..the.Onited States!.:
without a visa for.staysOf up to 90,days.93l_oassa0uirs en_:'was _ere.f0re • .. _ •
validuntil:May22,2001."::/-:'_ -._i:i...".."..."..:.....""_:i:":"..-:::..:...._..:.."!::._:ii.)..:.:..:.i..::i:-/"..:.:..':::"• '::..i..

• : ., .. . : . : -. " . ... ......: . :,: '.. .. :._ .. -. . . ,. '..-::.. . .... . , . .

•- • InlateFebruary2OOl::MoussaoUienroill__l:_:.:be_,er!pilot/eourse.at:.-::--_"
..: theA__ Flight $eh001?.in,:iNCrrnan,::"oMafio.m_i:"..Hei'..:d:not._ompl:ete:the:-..-:._ -"

training andstopped;_ng.le:sson's::::there:in:la_6;N::)200l, HoWeVer,he:_"/ :-.... _ :.:::.... remainedin meUn:tedS_tesafter:&oppmgOUt::oiF.:_ecOurseandOVerstayed-: -. ":

.: .his....._...:.:_n:May23_:.2_..M_ussa_ui_e-m_ed_ei)_!__`:._ntema_a_F_i._t-.-,.all°wedlength.ofstay,.:.:.::..::".:.:."...:."..".".!':":.:.::.."/.-,:..."..:.'..:::.:.:.-...::i":
Academy',: a private, afiafion•Seh0olbased.in:Mi_:fi:,/F1Ofida; :whichhad: several-.::..: . ?:'
eampuses:.aroundtheic0un_•iOn:AUguSt.9:;:'2001_,M_0ussaoui.._otied:_,a/'i_.......:
flightsimulat0r.ea_geo_se.at:a"_an Am:_acititynear:Mmeap:_lis,. /.: :. /...... :.
Minnesota.: ran.:_,s _eap01is facility::Us_:ffi_t:simUlatorS on:lyi:andthe. :.:

training _ereusuaUy:c0nSiSted0f.._itial traiining;,fiSr!newly hiredai_line pilots .:..":":" " ...
orrefreshertrainingforaetivepil_:gi!.Mou_Sao_:sflightsimulat_0rcourse:was
partofa eomprehensivetrainingprogram:designed/topro_idelinstmetiOh ::to • ..
licensed pilots Onhow to.flyco_ercialjetSi __///? i:;:_: i : :.: --.

• . :.

• ; " ' _. . .........
93For a description of the Visa Waiver Program,:see.theOIG report entitled "Follow-up .-•

Report on theVisaWaiver Pr0gram (1)eeember2001),. " ": " ' " ' :: ' " ' _. ..
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• B, The FBI receives information about Moussa0ui

Moussaoui had completed two days of classroom instruction and one
flight simulator training session to fly a 747-400 airplane (out of a scheduled
four or five sessions) whena manager at the Minneapolis ]?an Am•flight:school .-,
contacted the FBI about him. On August 15, 2001, the Pan Am manager called
the FBI's Minneapolis Field Office to report thathe and his co-workers.were ..."

, traininga student, Moussaoui, who they consideredsuspiciousl

.. According to the Pan.Am manager, they considered iitoddthat " ..
Moussaoui said that all he wanted to learn was.how to.take.off and land the .....
.plane, giving thereason that it was "an egoboosting thing,.,'94 .In.addition,:.the • _.
FBI learned that Moussaoui had no background in aviation anddid not_have a , .
.private pilot's license.95 It was.also unusual that Moussaoui had paid .$8,000 _--
$9,000 in. cashforthe course. The..PanAm manager reported that Moussaoui ..
appeared to be of Middle Eastern descent and that he had said he.grew up in. .:
France. The manager_said that Moussaouihad .completed two daysof
classroom instruction and was scheduled for four or five sessions in the flight, , =, ,. •

simulator. : _

The FBI agent who took the telephone call.was.assigned to the
Minneapolis FBi's international and. domestic terrorism squad. Immediately
following the telephone call, the agent discussedtlhe call withthe Acting.
Supervisory Special Agent (SSA) on.the Minneapolis FBI"s international and

. "Ga:- " .domestic terrorism squad, who we call .. ry, and another agent on thesquad
who handled international terrorism investigation,;: We call this agent .-
"Henry." '-

Gary had become the Acting SSA of the terrorism squad .in late July
2001. Prior to being named the acting supervisor, during his five years as an.
FBI special.agent Gary had worked for two years on bank robberies and other

94Media reports later incorrectly reported that Moussaoui had stated that.he did not
want to learn to take off or land a plane. In fact, according to the FBI, the Pan Am.manager
reported thatMoussaoui only wanted to learn to take off and land the plane.

95Although Pan Am's typical students were commercial pilots receiving initial or
refresher training, this was not a prerequisite to taking the training course.
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violent crime investigations, two years inthe unit responsible tbr investigating
fugitives, and one year as the coordinator of the FBI's Joint Terrorism Task
Force .•(JTTF) for the Minneapolis Field Office, 96 Gar3ralso had served as the. t

relief supervisor for the international and domestic ten:orism squad. However,
he had no field experience in terrorism matters and no experience in working
with FISA.

Henry had joined the FBI as a special agent in January 1999 and had
been assigned to work on intemafional terrorism matters since his arrival at the
Minneapolisoffice in the springof 1999. In August 2001, Henry and two other
agents on the squad handled intemafional terrorism mid foreign
counterintelligence investigations. By virtue of his assignment on the
counterterrorism squad, Henry also worked on the local JTTF. Prior to joining
the FBI, Henry served as a naval intelligence officer fi_ralmost ten years. In
the Navy, he specialized in aviation-related intelligence issues:, including a
detail tothe Canadian Navy and Air Force, and he was also an intelligence
officeron staff atthenavy fighter weapo n school comanonly referred toas
"Top Gun?' He_ said that he had a private pilot,sticense and that heflew for
the FBI as a collateral duty. Henry described himself as having a "working
knowledge" of aviation. '

When Gary was named theActing SSA of the squad in late July 2001, he
was assigned_to report to one of two ASACS_in_theMiirmeapolis Field Office
who we call "Roy?' On August 3, 2001, Roy was namedthe ActingSAC of
the office and remained in that position until December2001. Roy had no

previous experience in terrorism matters. Gary continued to report directly to
Roy even after he was named Acting SAC. • •

In July 2001, an SSA who we call"Charles" became an ASAC in the
Minneapolis FBI office. For three years, he had been the supe,rvisor of the
Minneapolis intemational and domestic terrorism squad. Prio:r tobecoming the
supervisor, Charles had been an SSA at FBI Headquarters in tlhedomestic
terrorism section, and he had worked both foreign cotmterintelligence and,

96JTTFs combine investigators from the FBI and various federal, state, and local
agencies in FBI field offices throughout the country to combat terrorism.
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international terrorism matters in theLos AngelesField office for six years.
before his assignment to FBI Headquarters.

When Charles became an ASAC in 1V[inneap0!isin July 2001, he was no
longer assigned to overseethe counterterrorism programs; that responsibili_, ' . . - . , , , .. .

was given to Roy. According to Charles; this Was done so that Charles would
beseen asan •ASAC rather than as the supervisor of•the office's terrorism

programs. When Roy becamethe Acting SAC, he maintained responsibility
for the c0unterterrorism andforeign counterintelligence programs, InAugust
2001, when theMoussaouimatter was reported to the Mirmeapolis office_
Charleswas at a management training class at the FBI Acadernyin Quantico, '

..... Virginia, . _ •
.. : . ........

C. The _Minneapolis FBI's investigatio_
•

• . ,:

. .

1. The MinneapolisFBI opens an intelligence investigation

:_. Henry told:the OIG that within a half hour of receiving the telephone call
from thePan Am manager, theMinneap01is FBI filled out the paperwork to
open a full field intelligence investigation of Mou_saoui. According to Hem'y,
the case was opened as.an intelligence matter and n0t a criminal matter
because, based on the telephonecalt, the FBI did ./lOt have information
indiizating criminal predication, which Henry said in this case would have been

.... "something in furtherance of terrorism." Henry said that, as an initial matter,:
the case wasa ,'classic" intelligence investigation. _

Gary assigned the case-to Henry and not the agent who hadtaken the call
from Pan Am, because Henry had international teITorism experience and the

..... other agent did not.. Henry told theOIG that based on his own knowledge: of
aviation, he was concerned aboutMoussaoui. He said he questioned whetherit
was normal for a person with no previous experience in aviation to be training
to fly a 747-400 commercial airplane. In addition., Moussaoui's hck of
aviation experience made Henry suspicious, because Hen12_"knew that the 747,
400 airplane had become very automated since the 1970s, could be flown by as
little as two people, and had•user-friendly computer 'screens rather than the •
many dials and gauges that were in the earlier versions of the airplane. •Henry
said that because 0f these suspicions, he asked the agent who had initially taken
the call to call•the PanAm manager back and ask :somefollow-up questions,
such as how automated a 747-400 airplane was. •
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2. Initial: •checks for information •
• . :..

Henry als0 ran name searches in ACS and learned that the name
"Moussaoui" was predominantly Lebanese. Henry did not find any
information in ACS about zacafias Moussaoui. Hem'y learned thatthe last
name "Moussaoui," which did appear in ACS records in'several places, was-, . . . • : -, . , .. . . , :

most often attachedto individuals from Lebanonand the terrorist organization! :_
Hizbollah. .... ....

Henry contacted an SSA in FBIHeadquaI_ers Who heknew and who, we
call "Jack." He worked in the Unit in ITOS that handled cases dealing with

• Hizbollah. :In addifion,Gary notified Jack that theMinneapolis FBIhad: '
opened a full field intelligence investigation •onM0ussaoui.

Henry obtained from Pan AmMoussaoui's passpo_ information and ....
learned that Moussaoui had entered the U.S. on a French passport from •
London, England. Henry sent an e,mail on August 15 tothe FBI's Paris Legat
requestingany available information on Moussaoui from the French
authorities. Hen_ also requested similar information from the FBI's London
Legat: .... , .

Alsoon August 15, at therequest ofthe FBt an INS agem assigned to the
MinneapolisJTTFascertained from INS records that'Moussaouihad stayed
beyond the 90-daytime limit allowed by his en_try_intethe UnitedStates under
the Visa Waiver Program. The INS agent reported to Henry that Moussaoui
therefore was subject to arrest on immigration Charges for overstaying his
permitted time of entry.

3. The investigation continues : '
• ..

On August 16, Henry and two INS agents who worked on the JTTF
began conducting interviews and collecting information about Moussaoui. The
FBI interviewed Moussaoui's flight instructor at Pan Am, an experienced pilot
and flight instructor for several years. He characterized Moussaoui as unlike
any other student with whom he had ever Worked. He told the agents that
Moussaoui seemed•to have a genuine interest in aviation but Moussaoui had no
background in any•type of sophisticated aircraft systems and had only
approximately 50 hours of flight training in light civil aircraft tlhat did not
resemble a 747-400 plane. The agentsalso learned that Moussaoui had stated
that he was attending flightschool to go on a "joy fide"' and that he claimed
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that he would; "love" to fly asimulated flight from London's Heathrow Airpo_ =
to NewYork's John F. Kennedy Airport in one of his scheduled Simulator
sessions .....

According to the flight instructor, Moussaoui also showed a particular
interest in the "mode control panel" of the flight simulator, which is the
machinery that enables computerized flying. Moussaoui had demonstrated that
he already knew how to use the mode control panel duringthe one Simulator
session that he had completed. Henry told the OIG that he found this
information:ominous becauseofMoussaoui's statement that he was attending
flight school to go on a :"joy fide. ''._This concerned He_ because, based on
his experience as a pilot, he knew that a joy fide consists of actuaUy flying the
plane, not allowing the computer to do.the, flying. " ':.

=Theflight instructor also reported that although he had initially raised, the ..
subject, Moussaoui had seemed extremely interested in'the.aircraft doors and
their operation and that Moussaoui seemed surprised to learn that the doors.

" could not be.opened during flightbecause.of., the air presstmzationmthe.caNn.. .:.
• . ..• :.

" Thefligh t instructor describedMoussa0ui asamiable but also"'extremely- . .

.... reticent" to discusshis backgrolmd. The flight instructor said that in. a .
2.'. " " ' " " : ' ..... -. • . '

•- ' " C0nversation :in-which he told Moussa0ui 'about a well-knoWn aviation accident
•_:. ......in_oiving a..group of Muslims, the flight instructor asked Moussaoui whether:

he .wasMuslim. After reacting with surprise and caution, Moussaoui stated
that he was not.

.. ...: The flight instructor provided the agentswith the nanae of the hotel where
M0ussaoui.was staying. The flight.ins_ctor said that he had seen Moussaoui
in the company of another Middle Eastern male and gave a description of their• . =

vehicle. "

4. The decision to arrest Moussaoui

On August 16, the agents learned that Moussaoui's next scheduled
training session was that evening. Henry asked the INS agents to arrest
Moussaoui in order to prevent him from receiving any further training. Henry
said that he was concerned that if Moussaoui completed thretrainmgand Was
later arrested and deported, he wouldbe able touse his training inthe future.
Henry said that he wanted to arrest M0ussaoui because "there were enough

" • ,._ ,9indications that [Moussaoui's behavior] was slmst,_r. Henry also noted that
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Moussaou!had paid for his training in cash, which Henry desc,ribed as
,'unusual," since most Ofthe students are,pilots whose, training is paid for by
the airline which employs them. In addition, Henry said that tlhe fact that
Moussaoui was not a typical student, since he was not a new or experienced
piiotand did not even have a pilot's license, was anot]her:factor that made
Henry suspicious of him. These characteristics were inconsistent With students
thePan Am representatives had dealtwith before.: " " ' i

Henry spoke onthe telephone with SSA Jack in FBI Headquarters about
the decision toarrest Moussaom. According to Henl_y,.Jack suggested that it

.. would, be better to conduct surveillance of Moussaoui.and his cornpanion rather
than toimmediately arrest Moussaoui. This sm_ceillance would.allow Hem,y to
collect more information.ab0utMoussaoui's connections to.ot]hers and his '

•intentions. Henry told Jack, however, .that the decision already hadbeen made
toarrestMoussaouibecause the Minneapolis FBI was concerned about him .
receiving any more flight training, " _. : • • ..

_ - .

.Jack:-toldthe OIGthat, inmost cases,, conductin_g surveililance and asking
-the CIA.tocheck its records on information already collected, such as the hotel
•records_ is advisablebecause it results.in obtaining :additional,information.about

•the,subject. However, Jack said .thathe also understood the.MinneaP01is FBI's
.p0Sition".thatit wanted to arrest MoUssaoui immediately .to prevent .him from
_receivingiiddifi0nai_ffaining. ................................._.......' ' ....."

After discussing the issue with Jack, Henry called his supervisor, Gary, to
discuss Jack' s position that Moussaoui should be put lmder sm'veillance. Gary
told the OIG that he also believed that it was necessm"y to arrest Moussaoui to
prevent him from.receiving further training.. In addition, Gary believed that it
was apwopriate for the field office to decide to make an arrest, evenif FB][
Headquarters disagreed, and he advised Henry to go ahead wffh the arrest. 97

97We recognizethat therewere goodargumentsto be made for eitherarresting
Moussaouior for conductingadditionalsurveillanceon him. For example,if theagentshad
waited.toarrestMoussaouiandconducteclsurveillance,theymayhaveuncoveredmore
informationabouthis associatesandhis plans..Onthe otherhand,'thereare.seriousrisks .
involvedin trying:tosurveilan individual especiallya transientone likeMoussaoui-who
could slipawayandbe lostaltogether. Further,as Hem2¢noted.,ifMoussaouiwere alMwed
(continued)
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• 5. Moussaoui's arrest ....

At approximately 5:00 p.m. on August _t6,He_ and three other agents,
two of who were rNS agents, went to Moussaoui's hotel tearrest him. They
stopped Moussaoui and anotherman as they were' getting into a car outside of:
their hotel, Henry and one of the INS agentsquestioned Moussaoui about his
•immigration stares. Moussaouiclaimed thathe wasin the country legally,and
•that he had a paper in his-hotel room that would prove this.. _ ..... _

In response to questions about his in'anigration status, iMoussaoui
presentedhis passpOrt case to the'agents. T_e passportl case' contained a bank
statement indicating that MoussaoUi had deposited$32,000 in cash upon
arriving in the United States. The passport contained a Pakistani visa
indicatingthat Moussaoui had been in Pakistan for two menths December 9,
2000,.to. February 7, 200.1..: -. . •_._..' '.

: The agents accompanied Moussaoui into his hotel"room Where - :
' .Moussaouiproduced an INS. documenL The document indicated that "...."

i_" " Moussaoui had filed.with the INS an application for an extension of stay, but
::_ there was no. evidence.that, any extension .had:been.granted. 9s, .......
r;_
.:.... ..

:' ' .-..-,_.Moussaoui's hotel room waSScattered-with papers. Hen_.asked if the _'
_i "agents could search .theroom to See if they could find additional documents- _

• that would indicate Moussaoui wasin the countrylegally. Moussaoui :refused
this request and refused to aIlow the.agents to search the reom or his ..
possessions. . . •

• . .....

""Because it was clear at that pointthat Moussaoui.was'. inthe country
... illegally, the INS agents arrested him..Incident tethe arrest, they searched::. "

" Moussaoui and the baghe had been carrying. They. found a knife in his pocket,
cash in his money belt, and flight-training materials from Pan Am in the bag.

,.

(continued) _.
to continue his training and later was deported without any criminal charges, he would have
•achieved his goal of obtaining flight training that could be used at a later time.

98In certain circumstances non-immigrant visitors are permitted an extension to stay
beyondthe initial period allowed by the INS upon entry inllothe country. Pursuant to the
requirements of the Visa Waiver Program, however, Moussaoui would not have been
eligible for such an extension.
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The other man with Moussaoui at the time of his arrestwas Hussein Ali

Hassan A1-Attas (A1-Attas), the owner of the car. The agents ,detained AI' _
Attas, who consented to a search of his car. The agents found in the car
another knife, which Moussaoui admitted was his. ' .. .

Henry and one of the INS agents remained at thehotel to conduct an
interview of A1-Attas in the hotel room. Theother two agents t0ok.Moussaom

into custody and transported him to the .INS District Office for processing..
•

: 6. Search of hotelroom and AI-Attas' possessions

According to FBI documents, prior to interviewing A1-Attasthe agents
" asked for andreceived his permission.to, search:-some bags that were within.his.

reach in the hotel room. To check for weapons,, the agents .opened several bags
..thatA1-Attas told them belonged to Moussaoui. The agents noticed in thebags
a laptop computer, spiral notebooks, numerous aviation study materials, a-

cellular telephone, .and a small "walkie-talkie". :radio. The agents did not search
these items fiarther. " . : . .• . : . .. . .. .

With the assistance of A1-Attas; the agentscollecte d Moussaoui's.. _..
-. belongings,.including.his bags and papers, fromthe hotel, Moussaoui ...

"subsequently.gave verbal permission for the FBI to store his be!ongings-at .the-
INS DiStriCtOffice,. but.he.refused to allow liis belongings to be searched, " '-:

.= .... -....:v-#v.'-:':,:- " ._. .-.'_.'.' " "i...... .. ' ...... ' ........ . . i. .. ' "

At the hotel, A1-Attas gave the agents permission to search the room and
A1-Attas' belongings in the room. From the search of A1Attas'. belongings, .the
.agents obtained telephone numbers, personal address books, credit card and
bank records, and numerous personal documents. The agents foundseveral ..
sheets of paper written in Arabic, Which.A1-Attas identified as his will, anda
pamphletadvising how to prepare a wilk99 In addition, the agents found a-
partially completed application for a Pakistani visa, padded gloves, shin _
guards, binoculars, hiking boots, Power Point 2002 computer software, and a
document indicating that Moussaoui intended to purchase a handheld Global.
Positioning System receiver and rent a camcorder.

99The sheetsof paperidentifiedby A1-Attasas hi,;will werein amailingenvelope.
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....7. _.Inte_iew.ofAI-Attas .. • ,.

Henry.and an INS agent .interViewedA1-Attasat the ]hotel.-During the. . •
interview, Ai-Attas _a 2.1'year-old Yemeni. citizen whose family was livingin
SaudiArabia:- stated that hewas in theUnited States on a-student visa and.had "

" been.an undergraduate student at the University of Oklahoma for several3rears..
He'provided. docurnentation.to the'agents indicating that he had a valid student_.-
visa that had first beenissued in 1995 and that.he met the requirements for. : '
residingin the United States withthe student visa, i .. .... ..

. . . ,

'Al'Attas stated that approximately one month earlier, he had moved into.
an apartment near the University of Oldahoma,. inNorman, Oklahoma,: with.an -.
acquaintance.- .-Unbeknownst to A1-Attas,.Moussaoui had just before, that: .
movedinto the.apartment with the. same acquaint_mce, _°0A1-Attas said.that,he.
had knownMoussaoui forsix months-and, had met him through::,the mosque.in • " -.
Norman that A1-Attas attended regularly. He said thatMoussaoui was studying• .

aviation in Norman at the time that they first met..... -.
.•

" " A1-Attas said that-he had accompanied Moussaoui to Minnesota. as .a
::..,-.. friend, and..wasnotenrolledin_any flight school ....A1-Attas also statedthat her ..
•: kr_e.w:Moussaoui only by the name of,:'Shaqil." and that Moussaoui did n0.t ..
•" reveal :his.lastname. .. . . ....-. .. • ....

" :__A1-Attas described Moussa0ui as an extremely religious Muslim whohad
gained a reputation at .themosque .forbeing.toohard'line and outspoken...,.
According tothe EC prepared by .He_ aboutthe intervievc,.A1-Attas was. .
asked if.he,had..ever heard Moussaoui "make a pl,mato.kill-.those who..harm,. ". .. .

.: Muslims .and in..so doing become amartyr," APAttas responded that he "may •
have .heard him do so, but that because it is not in his [A1-Attas'] own heart to .
carry out acts.of this nature, he claimed that he kept himself from actually
heating and understanding."

i

The Minneapolis agents determined that Moussaoui lhad traveled to
Pakistan, as well as to Morocco, Saudi Arabia, and Europe:. They alsO obtained
the firstand last names of one associate of Moussaoui's in Oklahoma and the

100The.acquaintance,was an IndianMuslim. TheFBIran a namecheckin its computer
recordsfor Alibut foundno informationon him. ,.
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first name of another of Moussaoui's associates in Oklahoma: !°_ When A1.

Attas was asked to explain why hc and Moussaoui had padded• gloves and shin
guards, he responded that MouSsaoui had purchased a set of each for them so
that they could train to protect themselves against crime in the United States. ....
A1-Attas also stated that Moussaoui advocated t:hat "true Muslims must prepare
themselves to fight," and that, at M0ussaoui's urging A1-Attas had begun
martial arts training. _

Henry asked A1-Attas if he would be willing to go on jihad, which Henry
told the OIG he defined for A1-Attas as "holy war" A1-Attas said he knew• . ._ • _ • . . . ..

what itmeant, and he:would be willing to fight, but currently he wasstudying.

At-Arras also stated that Moussaoui believed it is the higlaest duty of
Muslims to:know of the suffering of Muslims in the lands where they are _
oppressed, and because the United States is full of unbelievers Muslims should:
not reside in the United States.

.

Inrcsponsc to qucstions about his will, Al'Attas said that:it was common
for Mustims".:to_te theit_lls":_d"thathe_had :_ttenhis a..long.time "ago... ,

" A1-Attas alsowas askedWhyhe was mip°ssessi°n ofa ipartially c0mpleted visa
" applicarlon to travel-to Pakistan... He reSpondedihat.he.had been .askedbyhis .:

family to.go.thereto research treatmentsfor liver cancer.to assist an uncle" . "
livingin Saudi Arabia... ...... ..., :.

A1,Attas said that heand Moussaoui plannedto travel around the United
States.for two weeks after Mous.saoui's training was completed. :According to
Henry,s EC, A1-Attas could not.explain howhe would be.able .to.start his _: .

• college classes atthe end of the month if he waSplanning to travel with.: _" :
ousSaoui._ . . -_ ....

Ai-Attas was not detained but was asked to come tothe rNS District
•..

Office the next day for further questioning, which he agreed to do.
.

Henry told the OIG that. after the A1,Attas interview, he was .. "
unequivocally "convinced .... ahundred percent that Moussaoui was a bad. •
actor, was probably a professional Mujahedin and this wasn't a joyride, that he

101FBI records show that these two names were later checked in ACS, but no
information was found on them.
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was completely bent on use of this aircraft for destructive purposes." He_
alsostated that he believed that A1-Attas Was "telling us as much as he;could
culturally,_,that Moussaoui was involved in a "plot."

. , .. • ..

8. :_Interview of Moussaoui ......• .

., . . _ . . : . . . ,. •

, After interviewing: At,Attas on August:I6; tten_ and an _S agent _ :.. " . " " ." ]' • 7 " . ' ' ' ' • . " ..... ' " " ". .... " " ' " " "

• interviewed Moussaoui that sameeVening in detention in the INS officesnear :
i. ! -- "" ". " " '. " : : ..... . "'. " " '" . .,_. .... " " • _ ' " "...... " "

Minneapolis. Henry told.the OtG he believed that Moussaoui was'" . . . - . . .: .- :_. : • .. .... . _ . . . . . • .

"combative" and "deceptive" throughout the interview .... "
• :;.: ...:. ... .... .. . • ,,:.. ,._ " ::,., . ' '.._...'.., . . ., : ). . ........ ""'..- .

According to Henry's. later 26-pagelEC documenting the Mmeapolis_ . :
FBI, s investigation of Moussaoui (which wedisctiss in detail in Section _E(

. below),iMoussaoui stated he had come to theUnited States to boa pi!oti:and" " " " • " _ "_ _' • . " " " • ., .... .. ' " • " ' " ' "..... . '2, " " .: •

had been astudent at the Airman Flight School in Norman., Oklahoma. Hesaid
_...... :.! _.. --._.. . .. . • :.. ,. . . • . .... .. • ..-...... ... ...

that he hadtaken the Federal Aviation Adrn6nistrafion_(FAA) written.examto _..... : .... . .. ..., . , .': .... • .... -, . . • . • ., .... _ ... ..

become aipilot but had failed it. Moussaoui said tlheinstructors in Oklahoma
._. told him that he was not cut out to be a pilot, He s,aid that lhewas detel_2ned
_:_ to "follow his dream" of flying a"big airplane;" andfor pure enjoyment he had
' enro!le d inthe flight simulator trainingcourS _ at P'an _:in Minneapolis. He
2 said that Once he cornpleted the simulator courSe,heplanm_d t0 rettn:n to ,his
..:_ efforts to obtain a pilot,s license. Moussaolfi:statedsevera][ times duringthe-

inte_iew thati it was very important for him tOreturn to _finishthe flight
simulator training. _ .... : . .... : _

Henry reported that Moussaoui could notidenfifyhis source of income.
MousSa0uiclaimed to'have Workedasa freelance marketing researcher and.at
variousother business ventures, one of which involved an l_donesian ....
telephone card company. Accordingt0 Henry; however, Moussaoui could:not
provide a ;convincingexplanation for the $32;000 in his checking accotmt, and
he was unable to provide an approximate income for the previous year.

Moussaoui said that he had traveled to Malaysia, Indonesia, and Pakistan
in connection with an Indonesian business, as well as to Morocco, Saudi
Arabia, and all over Europe, When asked why his.passport did not reflect entry
or exit stamps for Indonesia or Malaysia, Moussaoui stated that the passport
had been issued recently to replace one thathad been mined in the washing
machine. Moussaouirefused to answer whether he went anywhere else outside
of Pakistan while he was in Pakistanand, according to Henry, became upset
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that hewas being, asked about his travels toPakistan. :t°2Moussaoui deniedthat _
he .had.ever had any weapons.training, but Henry believed.he was deceptive in
this response. : ....

Moussaoui was questioned about his religious beliefs,. Hestated that he
considered himself a religious Muslim and that he folloWed the Islamic
practice of praying five fimesper day :and helping his"felIow' lvluslim,brothers.
When asked about his feelingsabout the treatment of PalestiniansinIsrael,- "
Moussaoui said that it made him sad but denied thatit made him angry. When

"asked whether he had spoken 0penly"about-hurting people in retaliation for.
what was happening in Israel, he stated that he needed t0.think about the:

-: .. question, and.ultimately, he refusedto answer it.... • .: . . .... •

.. . '. When asked what hisimmediate planshadbeen after hisflightsimulator _
training, Moussaoui stated tlaat;he andA1-Attas hadplanned to traveIt0New )
Yorkto see the sights and to Denver, Colorado, to do :someunspecified .....
business with United Airlines. He said he then planned to go .t,o Oklahoma:and
then retm-n to:theiUni_ed!_ngdom : ....

_ . :. .

' . . . ! : ........ ... . . ." . : • : • . ., :... . .... . .. : .:. . . .. .
. . _ :

_ _: )' 9;: Minneapolis FBi's::consultatio:nwith':Minneal)olis Vnitedl
::: StatesAttorney'sOffice ' :_ ...... : _

• .. . .: ' .. :". . . . . . :.

During.:the evening of August .16,.a.fterMoussaoui"s arrest, Garypaged:
the "duty akgm-ey""-atthe MinneapoliSUnited States Attorney's Office
(USAO), who that evening was an Assisl_mt United States Attomey (AUSA)
wh o we call "Wesley." Gary lefta message for Wesley-stating that he needed
todiscuss a criminal:searc h warrant. According to Wesley, when he called

' Gary back around 8-.00p,m., Garytold:him that the FBIno longer needed a "
search warrant immediately because the FBI was holding onto his belongings
while he was being detained. Gary told himthat hewould get back intouch
the next day to discuss the issue further.. Wesley told Gary thallwhen he called
back the next day he should talk to the supervisor whowas the coordinator for
terrorism matters, an AUSA who we call "Meg_m:',. ,

l°z Henry saidhe knewthat persons interested in attending terrorist training camps in
Afghanistan. were known to enter Pakistan first and cross the border into Afghanistan, with

'

no indication on their passports ofhavingtraveled to Afghanistan. (U)
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Garytold the OIG that he had called the:USA 0 because he:was unsure
whether a crifiainal search warrant could be obtained, since Moussaoui was_
arrested by the INS on an immigration violation. According to Gary, he
provided Wesley with a hypothetical with little information, because Gary was
not surehow much information he was pen_itted toShare with the USAO in:
light of the fact that the investigation was opened as an intelligence
investigati0nand not acriminal investigation+ Gary said that he asked Wesley
if they were "close" to getfinga crirtfinaI search warrant, and Wesley told him
that it "sounds close', but that Gary should "freeze the scene" and call Megan
the next.day, since Wesley was not fhmiliar with that type of case.

.--.

.... Wesiey told the OIG that, based on what he was told at the time, he had
believed that there was sufficient probable cause to Obtain a criminal search
warrant. He added that if the Minneapolis FBI haclwanted to obtain the search _:
warrant that evening, he would have sought the warrant and wouldnot have
needed supervis0ry approvalt0 do so. i' (

:::..... Following his conversation with Gary, Wesley called Megan on ]hercell
phone and left her a message about t]hecase..The next day, Wesley drafted a- , • .

memorandum toMegan summarizing his conversation wit]hGary, in Which he
wrote, "The FBI would like to search the computer, and likelythe other

_ property. The suspect is being held, and questioned, by INS. [Gary] said that
h_:Will be off today, andthat [another Minneapoliis FBI agent] or [Henry] will
stop by today to talk with you about the case.

Megan told the OIG that Wesley conveyed to her in his message onthe
evening of August 16 that the Minneapolis:FBI had arrested Moussaoui and
was interested in obtaining a search warrant:, but not that night. When the
USAOdidnot hear back from theMinneapolis FE',I,Megan called Henrythe
next day, August 17, and left a message for him. According to Megan, Henry
did not retum her call until August 20. He told he_rthat acc,ording to the
Attorney General Guidelines he could not discuss the case with her without
FBI Headquarters and DOJ approval., since the case had been opened as an
intelligence matter.

Megan told the OIG that she did not know if probable cause existed
before September 11 to obtain a criminal search warrant in the Moussaoui case.
However, she stated herbelief that if the FBI had indicated that it was ready to
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pursuethe search warrant, it wouldhave been the "normaI course" for the
USAO to_ to obtain the warrant.

: 10. AI-Attas' arrest

On August 17, the day after Moussaoui's arrest and A1-Attas' interview at
the hotel, Al'Attas came to the INS Dist_dct Office, as requested by the FBI, and
was interviewed again•by FBI and INS agents. During this second interview, A1-
Attas.stated that M oussaoui had•associated with two Pakistani flight instructors
and two flight students in Oklahoma, one from Saudi Arabia and one from
Bahrain. In addition, A1-Attas saidthat Moussaoui f0IIowedt]he teachings of a
sheikh, whose identity Moussaoui had not revealed to A1-Attas because
Moussaoui believedthat A1-Attas would not approve of this sheikh,s views_._031
When asked if the person was Usama Bin Laden, A1-Attas stated that he did not.,

believeso, and that the onlyreference Moussaoui had made to.Bin Laden was to
comment on his appearance on television. A1-Attas a][sogave the agents the first
and last names of one associate ofMoussaoui's in Oldahoma and the first name
of another of Moussaoui's: associates in Oklahoma. !°4 _

• . . •

.... D_g this interview, AI'Attas admitted that.hehad worked whilehe was
. . . . . . ' .. . . • .. , . . . . • .

going toschooi at the University of Oklahoma. Because this was a violation of
his studentvisa, the INS arrested A1-Attas and took_himinto custody.

Also on August 17, Henry and other agents interviewed Moussaoui

again; and documented the results ofthe interview.
..

11. Second interview of Moussaoui
• ..

On August 17, Henry and other agents interviewed Moussaoui again.
According to Henry's 26-page EC, whic]h included information about both
interviews; Moussaoui attemptedto appear cooperative at the start of the
August t 7 interview but became "increasingly _mgry" as_the questions focused
on his source of financialsupp0rt, his reasons fi3rflight training, and his

103A sheikh is "a venerable old man, a chief' or "tlae head of an Arab family, or of a
clan or tribe; also, the chiefmagistrate ofan Arab village."

104FBI records show thatthese two names were later checkedin ACS, but no
information was found on them.
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religious beliefs. He was asked again to explain thesource of his income, and'
he offered for the first time that hehad received money from friends in the
United Kingdom and from a friend in Germany for whom ihecould only recall _
a firstname. Henry wrotethat questions about materials in Moussaoui's laptop
"provoked an extremely strong emotional reaction, in Moussaoui.!

.....

Theagents told MOussaoui thatthey believed that he wasan extremist,
"intent on using his past and future aviation: training in furtherance 0fa terrorist

) goal.', He Wasasked t0 provide thename of his group, the religious scholars
: whom they followed, and to describe his plan in detail. Henry reported that:

Moussaoui was "visibly surprised" at thequestion about his membership in a
group:and: that the FBI was aware of his:fundamentalist beliefs. Moussaoui
repeated he wasin the United States to enjoy using a simulator for a:big plane.
According toHenry' s26-page EC, Moussaoui then requested an immigration, :

• : lawyer,and thequestioningwas therefore halted. _: :

::D. Expedited deportation order
• . ,-... .

, After the: INS a_ested: Moussaoui on:August 16, it initiated the p:rocess
_-,. :for deporting him. Because he had entered the colmtry under the terms ofthe _
: ......Visa.Waiver Program, he wassubject to the "expedited removal" process, As
:_: a condition of entering the United States under this program, Moussaoui, . . . .. ' .

waived any.right to contestthe deportation. For thisreason, the deportation_
process consisted of paperwork prepared by 'an INS official, with no hearing
before an immigrationjudge. . .' ..

.-:

". The. deportation order for Moussaoui was sigmedon August 1:7,.2001 .. . ..
•,. .Henry toldthe OIG that :he:had been informed by the INS agent who had .,

._ . conducted the interviews with himthat.personswlm had entered the country.
under the VisaWaiver Program: and overstayed were:not entitledto :anappeal
and would therefore be deported very quickly. Hextry's supervisor, Gary, said
that he also had been told by. INS officials that Moussaoui could only be held
forseven to ten days before tie.would be deported .....As a result, the

Minneapolis FBI believed that Moussaoui's deportation was imminent.
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E. Discussion :regarding search warrant

I. Henry's 26-page EC
.

After Moussaoui's arrest, Henry prepared a 26-page EC that provided a
lengthy description of the facts of the case. The EC se,t forth the information
obtained from:the flight school, the information from the two interviews of
Moussa0uiand the tWointerviews of A1-Attas, and.-the information obtained
from the items in Moussaoui and A1-Attas, possession whenthey were:
arrested, ..... . .. .. .

•

The EC, whichwas uploaded into ACS on August 20, included some of.
HenrY!S assessments of Moussaoui's and:A1-Attas' behavior, It described
M0Ussaoifi as,extremely evasive,' and extremely agitated" when asked: about
his religioUs beliefs, Overseas travel: and associates, and the sol_rce :ofhis
financial support. Henry also wr0te that believed, based on Moussaoui's
demeanor, Moussaoui was being deceptive when hedenied any weapons
training.: Henry also wrote that A1-Attas was being "deceptive in trying to
minimizeboth his understanding:of and iLnvolvementiinwhateverMoussaoui
wasplanningtodo:." i:: .... : : : : : :

.. " . ... . ... : .".. -.. :, ,.. . . ..

Henry concludedthe EC by : ', " : l"stating, Mmneapo is believes that
Moussaoui is an Islamic:extremist preparingfor some future act in furtherance:

--.. ,i..: : :5:.: .::.... • .:. .... :._."_., .... • .... ; :: " ". .... ' : " " '

of radical fundamentalist goals." In support of thisconclusion:, Henry wrote:
. .

The numerous inconsistencies in hi,; story':,his two month
long trip•to Pakistan which ended less than three weeks before
his coming to the U.S., and his inability to explain his source of
:financial support all give cause to believe he is conspiring to
commita terrorist act, especially when :this information is
combined with his extremist views as described by A1-Attas in
his sworn statement.

As Moussaoui was in the process of gathering the most
knowledge and skill possible in order to learn to fly the Boeing: ,,

747-400, Minneapolis believes that hisplan involved an aircraft
of this type. This is especially compelling when considering
that the 400 series of this aircraft has a smaller flight cre:w and is
more automated than other versions, lending itself to simpler
operation by relative novices. His request of PanAm that he be

120



.permitted to fly.asimulated flight •from. London's Heathr0w .. . .........
AirPort. tg.New York's JFK AirP0_is suggestive and-gives . .......
Minneapolis reason to believe that he may have been attempting-

• tO simulate a flightunder the conditions Which he would._operate .
•.. while putting ibis plan .into.motion .in the furore.

Henry wrote that.the Minneapolis FBIbelieved" ' ' ."" ....... Moussaoul, AI-Attas
'andothers yet unknown [were] conspiringtocommit violations: of[federal " ..
anti-terrorism statutes]?' Quoting.:from.one,_of the statutes, Henry-wrotethat ". ..
Moussaoui andA1-Attas were"attempting or conspi_g to, destroy or.damage-.
any structure, conveyance, Or other real.0r personal property within the.United.-
States?, .See:l 8-U.S.C. :§2332b...in: addition, Henry iwrotethat the Minneapolis .

._ FBI believed Moussaoui wasengaging in flight training for thepurpose 0f :
• conspiringtouse an .airplane ..in.the commission of a terroristaCt. In .st_pport."of- "

this, Henry noted Moussa0ui's possession.of knives and his.preparations.".. _.
through physical training for violent confrontational Henry. wrotethat '_ " ' ,.
Moussaoui's "plan is belimzed to involve the performance of violence or- • ... .. •

i_.. inc_pacitation.0findividuals..on aircraft," The.EC further.stated that... • ._: ..... : . . ... • . • ' ... . " ., .. • • : •

.. .Minneapolis considered thema_er., to be.-ur.gent,,• .. _. :.......,.._:......:....

Atthe conclusion oftheECiHenry.wrote," .... .... • ....'....',_ . ,. . Mlnneapohsbeheves. that the..

i.i:.' prePOnderanceof informationto"be gained _fi'om.fi_tureinvestigation will,_.:...
_....co_c_mthe specific-criminal acts set forth above. However, as:there isreason

tobelieve that Moussaoui and AI-Attas iare part ofa larger international radical

fundamentalist grouP, "[the intel!igence investigation ] will remainopen and. a
[criminal investigation] will be opened.". _._

Through the EC, Henry also sent out several leads, including leads to FBI
Headquarters, the Paris and LondonLegats, and the Oklahoma City Field
Office.. In.theleads to the.London-and Pafis.Legats, Henryrequestedthat they
provide the EC to the Britishand French govemrnents and report to .
Minneapolis any information developed on Moussaoui or any of his associates .
"yet unknown.." The lead tothe Oklahoma City FBIiasked it to fully identify
allof the individuals-from that area-whohad surfaced in the investigation, :.
including a request to further investigate Al'Attas_ i '

With respect to the lead to FBI Headquarters,, Henry requestedthat FBI
Headquarters ,'expeditiously" obtain permission from OIPR for the
Minneapolis FBI to contact the Minneapoli,; USAO to discuss the merits of.
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prosecution; toseek a criminal search warrant for Moussaoui's belongings,
residences, and vehicles; and to obtain subpoenas for his telephone and
financial records. _°5.

Henry also sentan e-mailto the SSA who we ca!llJack inFBI
Headquarters on Sunday, August 19, providing an update on the case.

. . .
'... -. . "._ • . : . . .

Henry wrote that both Moussaoui and A1-Attas'_Vere in custody On INS
violations. Henry reported that the Milmeapolis FBI wasplanning to open a i
cri_al investigation on Moussaoui andwaS seeking pe_ssion to Contact the. . . .

USAO. Henry explained his desire to obtain a criminal search warrant to
search .Moussaoui _spossessions from the hotel room, iincluding his Iaptop
computer, cellular telephone, and other documentary material, and also
Moussaoui's pr0pertyinhis residence in Norman, Oklahoma. _°6Henrywrote
that he thought thata search of Moussaoui's things could "reve,al detailed _
information regarding his plans and associatesworldwide. He's obviously
well'funded and highly motivated." ...... . ,.....

Henry:also.e-mailed the26,page EC_toJackthe:aextoday,. Monday,.. ..
August 20. In.the e-mail accompanying the EC, Hem_,yagainrequested:that. .:.
FB! Headquarter s obtain.permission to allow Mirmeapolis to.contact the,-.

. , . .. " i _ . . ... . ,Minneapolis USAO for asearch warrant "as soon."as poss ble.. In:the e-mail,
Henry.reported that A1-Attas wasbeing released on bail and.wasremming-to

•.OklahOma, where he could potentially "destroy incriminating .e,vidence,"
Henry concluded the e,mail by writing, [pJlease letme know .assoon:as [the.
Department]gives the go-ahead. We're all counting on you] ''i°7 .:

105Asdiscussed in. Chapter Two, the 1995.Procedures provided that when an
intelligence investigation was open and noFISA techniques had yet been employed,, an FBI
field office had to obtain permission through FBI Headquarters from the Criminal Division,
not from OIPR, to contact the local USAO.

106According to Henry, the Minneapolis FBI Was aware ofthe requirement that to open
a criminal investigation Minneapolis had to.establish a "wall, between the crimini_l
investigation and the intelligence investigation.. He said that the Minneapolis FBI had

. planned for Henry to remain the agent for the intelligence invectigation,, aJadfor a different
agent to handle the criminal investigation.

lo7In addition, in an e-mail dated August 21 to.FBI Headquarters, G_wy,-and another
Minneapolis FBI agent, Henry. wrote, "It's imperative that the [united States Secret .Selwice]
(continued)
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•2: Assignment of Moussaoui investigationa_.-.FBIiHeadquarters

According to Jack, hereviewed Henry's EC.on".Aug_ast20 and noticed
thatHizbollah was notmentioned..This indicated toJack that thecase did not
belong in his unit. Rather,. because Of the.lack of' informati0n.aboutany... ...
particular terrorist group"and theeXtremist viewdescribedto Moussa0ui inthe
:EC,Jack.believed that. thecase belongedin the ITOS' Radical Fundamentalist..
•.Unit (RF.U).. Cases that could not be linked to. a.specific group or.substantive

_unitand invo|ved radical.extremist allegations are assigned to.the RF.U: .... .
' .. . ..? • : .. .

" Thatsame day Jack discussed the EC withhis UnitChief, whoinstructed.....
him t011givethematter to.the RFU land walkthe E(.,"-'over to that_" umt.""Jack:"":..."_. "
theref0re gave.the 26-page ECto the .._-U Unit Chief whoWe Call "D0n.,)°8: - .-
Don toldthe OIG that at the.time there. Were four SSAsin the_U "Don .

• . : ;.; . .. : .... . • : . .... _.-. :. ,. _. .*

'assigned"thematter to one of them, an SSA whowe call:"Mai'tin," basedonth e
. ::availability and workload of the staff atthe time. .An IOS assigned to.work" '

with-Martin, whowe call "R " "n".. om .,. alsowas, assigrled to the Moussaoui case. .
. Henry was informed that the investigatio n had been reassigned to Martin inthe

i_ U
.....

• . _ . ..... ... :. ..
. , . . -: : - . . :

::." .o " . . . . . . •

i Martin had joined theFBIin 1988 aS a specialagent and spenthis first: i
: ilthree and a half years conducting bank fraudand embezzlement investigations

• " _ .. . •

•(continued). .... . . ..:.._: .. .......
be apprised ofthisthreatpotential indicated by the evidence contained in the EC. If.. - ... . ... ?... . i, .:.

[Moussa0ui].seizes an aircraft flyingfrom Heathrow to NYC, it will have.the fuel on board
to reach DC." Henry toldthe OIG that he believed that the Secret Service, in its roleof
protecting the President, neededtobe advised of Moussaoui because he posed a threat tothe
White House. Henry kneW.lthat:Moussaoui hadreeeived ta'aining to fly a 747-400 andif. :_
Moussaoui hijacked an airplane and.flew from Heathrow to New York,.the airplane would
have enough fuel to be diverted to Washington. According to Henry, he never got.a
response to this e-mail.

_08As discussed in Chapter Three, Don had been the Unit Chief of the RFU since May '
2001. He became an FBI agent in1987 and spent eight years in the Newark Division.
Between 1990 and :1995, he worked international terrorism matters on the Newark

q,.counterterrorism squad. In 1995, he was promoted: to an S,.,A position in a unit 0therthan
the RFU in ITOS in.FBI Headquarters. In 1998, he became: the supervisor of a
counterterrorism squad in the Miami Division and remained there until his promotion tothe
Unit Claief ofRFU in 2001.
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in Colorado.i In February 1992, he entered a language prograrn at the Defense
Language Institute in Monterey, California, to study Axabie for more than two
years. After compietingthe language course, in September 19!94he becarne an
agent on the counterterrorisrn squad of the Washington Field office, where .he
worked exclusively on international terrorism matters, including the bombing
Ofthe Khobar Towers in Saudi Arabia in 1996. InNovember 11999,Martin
was promoted tobea Supervisory Speciai Agent in the RFU, .,

... • .:. . ,, . .

IOS:Robinbegan working for the FBIini976in a clefieai posifi0n. In
1980; she was prom0ted to a paraIegal specialist positiion, where she handled
Freedom of Information Act requests. In 1993, she was promoted to thetOS
positionl and assigned toa substantiveunit in ITOS. In approximately 1994;
the RFU was formed, and Robin was assigned to that newly created unit. In
2001, Robin had responsibiliiy f0r terrorism matters with a cormection toltwo
African :countries.

.. • . . .. . .• , , •

3. Prior relationship betweentheMinneapolis FBIandRFU
' -. ' . , .. ,. .

.... The Moussaouimatterwasn0t the first time that the Minaaeapolis FBI :

and the RFUworkedtogether. Unforttmately, the earlier matters resulted in• .. • : . . •

disputes and significant frictionbetween the two offices, We believe thispast
history,: which we discuss briefly here, affected how the two offices interacted
on the Moussaoui case.

....

Several FBI employees told the OIG that the Minneapolis FBI's
counterterrorism squad had conflicts with the RFU that precededMartinand
continued after Martin• came to the RFU. •TheRFU Unit Chief who preceded
Don,:who we call ',Dan," told the OIG thatthe SSA wh0 hadbeen the
supervisor of the Minneapolis counterterrorism squad until the first weekof
August 2001- who we call "Charles," had conflicts with the I_U SSA who
had preceded Martin and thatDan had helped Charles in dealing with those
conflicts. Dan added that the Minneapolis FBI counterterrorism squad had a
reputation for:saying "the sky is falling."

By contrast, Charles told the OIG that the RFU"raised the bar" for what
was needed for the Minneapolis FBI to accomplish what •itwanted. For
example, Charles said that Martin had not supported the Minneapolis FBI's
recommendation that the•FBI seek the designation of a particular organization
•as a terrorist organization by the State Department. Charles said that Martin
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had forwarded t0Don an,e.mail exchange between Charles and Martin that •
arose out of this conflict, andthat Don e-mailed Charlesto say that he wanted. . , . .

to discuss the problem. Charles said he spoke to Don about a week after the e-
rnail and that Don told him that he did not have a full complement OfSSAs,in
the unit andthat Charles hadto deal with the personnel that were in the .unit.

.Charles also:told the OIG:that Martin treatedHenry-Iike he was .anew • -... '
employee,..Charles said"that,.while Henry only had two years Of FBI • " -..,..::... "-

"experience, he :had a significant inte!ligence -background based on his work i:-._.
with.the Na_.. AccOrding to.Charles,Martin had "a track"history Of notgiving
[Henry] much respect." ' - - " .. ' " _- '..

" _ ".Don told theOIG that soonafter.hiS arrivalaS unit.chief in June. 2001., :he
•had atelephone: conversation _with Charles aboutthe prior conflicts between,the

.i Minneapolis FBI andthe RFU, includingconflict,; with the.SSA who preceded: _.
Martin, the former unitchief, .and.Martin.. Don stated that Charlestold himthat
.there had been "personaliW conflicts".and.that::he .did not believe that the RFU

" had. supported, the.Minneapolis FBI sufficiently. 'In.particular, Don said..:
.:_:_:'.Seharlesdiscussed Martin's lack.of support for Mi:_eapolis' recommendation
• that.the FBIattempt tohave a p_cular organization desi_ated..as, a fi_reigrt.

....... terrorist organization by the State Department. Dontoldthe.OIG thathe
advised:Charles that.he wanted:the disputes between, the two offices to endand
that if Charles had a problem, with the RFU,.he should.adttress it with Don.

Martin told the OIG that he was awarethat therehad been prior conflicts.
' betw.eenM_eapo!is ,andothers in the.RFU. He said thathis understanding.
was .that Minneapolis had made. some errors in. their handling ofmatters, with...
other SSAs, .such as.initiating electronic.su_ei!Iartce before.the.FISA order had
actually been. signed. Martin stated that his problems _in his dealings with the
Minneapolis office began when the conflict with Charles arose over the
.designation of an organization as a terrorist organization by. the State .
Department. Martin told the OIG that he did not believe that:it.was appropriate
to pursue the designation, based on information that he had obtained -.ffomthe... , . - . ..,.

".FBI's IOS who had responsibility for the p_a-ticular,organization for the FBI.
and from the CIA program managerwho handled the particular organization.
for the CiA..Martin saidthat. Charles believed that Martin was.attempting to
undermine his efforts. Martin believed that Charles also had:"tak[en] offense"
when .hepointed out mistakes that were made by Minneapolis, 'such as failing
to "minimize'" aconversation recorded pursuant to a FISA warrant.
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He_ told the OIG that he was "unhappy" tha the Moussaoui matter had
been assigned to Martin becauseofhow matters "had, gone inthe past." H e_
saidthat Martin acted with an "abundance ofcaution" and cited examples in
which he believed •that Martin had not acted aggressively enough. For
example, Henry said that Martin refusedto allow Minneapolis topursue a
criminal investigation in an intelligence investigation in which electronic
surveillance underFISA wasbeing conducted. According to Henry, without ....
the criminal part of the case, the intelligence case cou][dnot proceed, and:
Minneapolis wanted to continue both the criminal investigative activi_ and the
electronic surveillance. Henry told the OIG that Martin would not allow it.
According to Henry, Minneapolis was forcedto close its investigation, and
another field Office later picked up the criminal case.

: ..... : .. . . " i. -. ... . :. . . .. " . . . ,

....With: respect to thespecific case cited by He_, Martin :stated:that during
the FISA renewalprocess he informed OIPR and the]?ISA Co t_ ofthe
criminal direction the case was taking. According to Martin,: t:heCourtdid not
have a pr0blem with thecase at that point, However, OIPR requested a
meeting :.w_thITOS 'Section Chief Martin Rotince_to discuss:,:whether:there was..... . .... . . . . • _ _. • .. • - • ..,

a"primarypurposeT'_ probtem, and they co]leCtiyelydecided toshut down the ....
FISA surveillance, Thiswas conveyed to_theMinneapolisFBI,,whichdnmrn
discontinued surveillance on the target. Martin toldthe OIG fiaatatno_time did
he instruct Minneapolis .that the criminaI case could not be pursued.. ...-

....... Robin told the OIG that she believed that part of the problem between
Martin and the Minneapolis.FBI was a difference in. style. _Accordingto Robin,
Minneapolis, and.field offices in .general, usually wanted things .done , .
immediately. She said, however, .that Martin was veP¢ "laid back" and that "he

•" .doesn't-getall... filed up and..stirredup about.,things. He just- he's..,not a spin, .
through-the-roof kind of guy. But.hegets everything d0neand it's not that.he
doesn't do them timely., He just.doesn't get excited.about stuff."

Former RFU Unit Chief Dan. also described the 'differences between the

.Minneapolis FBI and Martin as a "clash ofpers, onalitieS,.', He described Martin
as "10wkey" but "professional," and said that Charles. was "'moreanimated."
Another IOS in the RFUwho worked with the :Minneap01isagents and Martin
also described the problems as a "personality conflictY He described Martin as
"methodical" and said that he.had, an "evenkeel"approach. Hie described the
Minneapolis agents.as "aggressive" .and said that with:every request to FBI
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Headquarters, their apprOach was"if this doesn't happen, the world, is..going to
end?,. •

...

.4,. Gary seeks advice from ASAC C,harles _

Gary told .theOtGthat on August 21 hecalled ASAC Charles, who was -..
in. training at Quantico, for guidance on how to proceed, 'andthat Charles told ....
.him that he should seek a criminal warrant.. Charltessaid that he gave Garythis ..
advice since he didnot believe the MinneapOiis FBIwould be able .to get:a __-.
FISA warrant.-,,not because of the facts in the Moussaoui case but. because, of " .......
his past experience with the difficulty and signific,ant delays in obtaining.FISA .
warrants. Charles .stated that,, in. his experience, OIPR only wanted ,'slam.. -.
dunks." _

. . . . - . . . .. •...

:. Charles told-the OIG that, as part of tlhetraining he was attending at - .
euantico :at_the.time, Deputy Attorney GeneralLarry Thompson hadj.ust .". ..

•: .recently presented atthe .training conference a_.memorandumon the issue, of .
_ intelligence sharing dated August 6 and addressed to:_the.Criminal Division;:.the
_?..:_..... FBL_._,and,.OIPR.As discussed in Chapter Two,this memorandum reiterated the
._.._ requirement of.the 19.95Procedures that the.Criminal Division be notified .. - -
:.. when_there was a.'_reasonable indi cation" of a '!si_:_ificant federal crime" and;,._,..... . ... , ....... . . .

:_;_.... thatlhis notification was "mandatory., '.109The memorandum also stated that..
.

t°9As discussed in Chapter Two, the report ofthe.OIG's Campaign Finance Report and
the report of the Attorney General's Review Team investigating the WenHo Lee matter.
concluded that the FBi was not complying with the notification requirement prim_a-ily
.because of a fear that any contact .with the Criminal Division would negatively affect, an.

_... existing FISA order or the FBI's ability to obtain one in the future. In January 2000,
Attorney General Reno establishedthe "Core Group," which consisted of the FBI's.
Assistant Directors for counterterrorism and counterintelligence, the Principal Deputy
Attorney General, and the CoUnsel for OIPR. The FBIAssistant Directors were supposedto
provide "critical case briefings" to the CoreGroup, and they were:to decide if the facts of
thecase warranted notification to the Criminal Division as provided for in the199:5
Procedures. The Core Group was disbanded in October 2000 and reconstituted in April _
2001, but the problem of lack of notification .to the Criminal Division remained. In July
2001; the GAOissued its reportrecommending, arnong other things, that the Attorney .
General establish a policy and guidance clarifying the expectations regarding theFBI's
notification of the Criminal Division about potential criminal violations arising in
intelligence investigations.
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the standard for reasonable indication was "substantially lower:" than probable.:
• . '' ('_ ; , . ;cause, but that it required•more than "a mere hunch. _harIes told the OIG that

he expIained the new guidelines to Gary and recommended that he bring them•
to the attention of FBI Headquarters. Charles toldthe OIG hebelieved that by

doing this, FBI Headquarters would be forced to contact:the Criminal Division,
and that once this occurred, _theCriminal Division wouldon its own directthe

. Minneapo!is FBI to contact the USAO about a search warrant. Gary told:the
•OIG that Charles faxed the memorandum to him andthathe discussed

notifying the Criminal Division about Moussaoui withMartin °nAugust 2:2,
which we discuss below in Section F.

.... Gary alsosaid that Charles told himthat if he hadany problems in
dealing with Martin that he should ask Acting SAC Roy to "go up the chain of
command" in FB1HeadquarterS, and Charles providedGary with the names of
upper •management, including Assistant Section Chief ,Steve Je]mings, Section
Chief Rolince, and Deputy Assistant Director James Caruso. According _to
Gary, Charles suggested that Gary pass these names to Roy bec,ause Charles

,did not believe that Royknew who they were.i Gary told_the:OIGthat he
pro videdthese names toRoy. _ ..... :

.

charlesals0rec0mmended that the Minneapoiis,FBI contact;an FBI ....
employeedetailedto the CIA;who we call "Craig," to requestany information
that the CIA had on Moussaoui. _

• 15. Henry discusses with Don pursuing criminal warrant
.

According to Henry, on approximately August 21, he called RFUUnff
Chief Don to•discuss pursuing a•criminal investigation of Moussaoui. Hern_
told the OIGthat Gary had already filled out the paperwork for opening a
criminal terrorism investigation, and Henry was calling •Don•to let him know
that the paperwork would soon be submitted to FBI He,adquarters.

Henry toldthe OIG that Don instructed him that ihecould not pursue the
criminal investigation. Henry stated that Don said to•him, "You will not open
it, you will not open a criminal case." Henry stated that Don asserted that if the
Minneapolis FBI attempted some kind of criminal proceSs from the USAO,
such as a search warrant, and failed, it would not thereafter be•able to pursue a
FISA warrant. According to Henry, Don also asserted that probable cause for a
criminal search warrant was "shaky."

,.
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Although Henry believed •there,'wasprobable cause fbr acriminal
warrant, he said that as an entry'leveI agent he was not in a position to argue
with Don, a unit chief at FBI Headquarters, who was in a better position to
judge how the FISA Court would respond to a FIS_ reque:st that fo!lowed:a

' i . ' .

failed attempt to obtain a criminalse, arch warrant. Henry said that although his
: supervisor, Gary, had previously prepared paperwork for opening the criminal

"" n'i". investigation, Henry wrote; "Not opened per instructions of[Unit Chief _o 1
on it after this conversation with Don.

Don's recollection of the conversation with Henry about pursuing a
• criminal:investigation: of MOussaoui differed ff6m Henry's. Don told the OIG

that his recollection was that he talked to theActing Minneapolis ASAC,
Charles, and thathe did not speak toHenry. Chaxle_told:t:he OIG, however,

.. _ that hedidnot speakto Don before Septernher 11.. We believe that Don_likely ._. . . . • ._ . . " . . :. .- . . • .- _ • . • . . .. • " ,.

spoke to Henry, not Charles, _ , .... : _:
. : .

' .. ....:Don.told the OIG-that., based o_ his lcnowledge ofthe case,, he did:not
believe there.was criminal predication: for a criminal'.searcla warrant. Don,

_'_;' stated that, in his-opinion;Minneapolis had a."beliief' that: there was the.. -
_ . : • . _ : . . " . . . . .... _. . . • .. •

::."... potential fora criminal charge of conspiracy.:.mhijack, but this was not.. ...." • _:• .+ . ..... .: . - ,, ... : " _ .... • . . : " .. . ...

.,.. supported by sufficient evidence, Donalso asserted that since Moussaoui had
i_..- beenarrested and detained on immi_afion: charges, 'he Could not be involved in

a crime that was about to be committed.
).

According to Don, he voiced his opinion to lfheMinneapolis FBI about
• the lackof criminal predication and advisedthat ifobtaining the criminal

warrant.failed, the FBI Would not be ,able.to pursue the FISA warrant. Don,
told the OIG he expressed in thelconversation that he.,did not want Mimaeapolis
to follow the.criminal road prematurely. However, Don.asserted. thatat no ....
time did he tel.!theMinneapolis FBI that it ,could not pursue the matter
criminally.

.. • •

Don also stated to the OIG that:he advised file Minneapolis FBI to, ....

consult with theMinneapolis CDC about Whether probable.,cause for a criminal
search warrant was present. According to Don, he stated, "You guys need to
go back to your CDC, you need to discuss it withyour CDC, and get back to
me andtell me your position." Don told the OIG that, in his opinion, giving
this kind of advice - whether there was criminal probable cause --.was the role
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of the CDC. He:said he wanted theMinneapolis CDC to weigh inbefore the
MinneapolisFBI made its decisionabout Which way toprocee, d. _.....

Henry confirmed to the OIG that Don advised him that he should consult
with his CDC On the matter. After his. conversation with Don, Henry met with

Row!ey t0 discuss whether MinneaP01is should pursue the criminal .
investigation.

. . ..: .. .. -. : .. . '..

Martin told the OIG that his understanding was :that:Don explained to:the
Minneapolis FBI the problems that: could arise whena criminal investigation is
pursued at the same time that a FISA Warrant hasbeen issued or is being
sought. Martin said he thought that Don had told the Minneapolis FBI, "You• . . . . - . • .. ..... .. • . " _. - .

guys need to be careful. You need tOrun itthrough your division counsel if
you want todoa criminal investigation on this guy, because if you do thatand• ' • .. • , .. _ ..:. _ . . . .. • • . - " " " . - • • ' ' _ .: " :. • ' . -" . ' " .. " " . ' i ' " : "" . . -

you get turned down by a magistrate or even if you:tryto get the okay from a
U.S. Attorney's Office, we have todocument that in our request to the FIS.A
court, andwe riskmaking it look like to the judge thatlwe really want toget a
criminall case, want: to prosecute the guy:but we didn't have enlough probable
:cause tog_ta efi_nal:search wa/rant-."! Martin _t01dfl_e'0IG: tlhat it was his
understandingthat Minneapolis "Iistened to [Don]and _agreed."

. .- . :. .

6, CDC Rowley's recommendation :
• ....

According to Rowley, Henry came to her office some time after his
conversation with FBI Headquarters and conferredwithher about Whether to
seek a criminal search warrant in the Moussaoui case. Rowley said this:
occurred on or about August 2Z Rowley: told the OIG :that, until thispoint, she
had not been actively involved :"mthe Moussaoui investigation, although she
had had a brief discussion wJthGary on•the night of Moussaotfi's arrest! _

As discussed above, Rowley was the CDC for the Minneapolis FBI. She
had graduated from law school in May 1980 and joined the FBI as a special
agent in January 1981. After working in several FBI .offices on, among other
cases; white-collar crime, drug investigations, and applicant background
investigations, Rowley transferred to the Minneapolis FBI office in July 1990.
Rowley saidthat as the CDC for the Minneapolis FBI, she•spent very little of
her time on intelligence matters. :She stated that she had attended FBI training
on counterterrorism issues, including FISA, but that slheusually was not
involved in the FISA process. She said that agents typically dealt with FBI
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•Headquarters onthese matters: and.fllat she had onlyreviewed a couple of FISA
..

requests, . ' • . • " _" '

Rowley told the OIG that when Henry. came: toher office around
' " August 22, he asked her what she. thought about the FISA issuein the "

' Moussaouicase. He related::that he.had.spoken:to.either Martin or Don..... ':- :: •
(Rowleydid nOt.recall which one).,:who had suggested tha_t"the MinneapOlis.."-.
FB][would have a better chance of0btaining a warrant if it-sought a FiSA as.-::.
opposed to a crimina! Search warrant. She saidshe thought.Henry may.have..: ... _"

..: mentioned something.about.the "smell test."_.-Shesaid"that,-.after discussing:the;.- .-
•. matter with Henry,. like:the .R_U she recommended going 1theFISA route _- '

. because of the "smell test." R0wley explained that:she knewthat if a FISA ..:.:
... .warrant.was sought after an unsuccessful attempt to obtain, a criminal warrant,

it.would give.. theappearance, or "smell"- that the. tme purpose for seeking._. .
• . .... FL,A warrant wouldbe denied.theFISA was .forcrinainal prosecution and the _

.. • ..... According to Rowley,. Henry.'s.positi0n was that:lilaeMinneapoliS FBI should. .
• " proceed with the criminal search:warrant and not wbrryab0ut thesmell test .....

• . .. - . . • ,. _., , . . . ,., ..... , . . . .. . • ... ,.. • . :..... . .. . _, -. . • . ... ,

R0wley, however, stated that thesmell test was areality aid advised that it had
:: t0be factored into thedecision.". . . " " :: " _

• ._ _.... • . . ... . . . : . :

".. .... -Additionally, Rowley said thatwhile she thoUght that there.was probable
• cause for a criminatsearChwarrant, she also believed thatllhe usAoin .

Minneapolis required a higherstandard than probable cause to seeka search
warrant. 1_°Because of the smell test and concerns whether the USAO Would

. ....

'" " ll°In her May 21, 2002, letterto the FBI Director, Rowley stated that she had advised "
" .Henrytoseek the FISA warrant instead of the criminal warrant because the Minneapolis

" .- USAO "regularly requir[ed] much more than probable cause".and "requir[ed] an excessively
high.standard of probable cause." in the letter, Rowley gave as an example of this the
Minneapolis FBI's investigation of mailbox pipe bombings during which •,she wrote, an
AUSA declined permission to seek a searchwarrant despite "significant evidence"
supporting the search warrant. We interviewed.several attorneys in the Minneapo!is:.USAO, •

.including the United States Attorney, Thomas Heffelfinger. All the aRomeys denied.that the
Minneapolis USAO required more than probable cause before seeking search warrants,. -.p

' .They als0 stated that in cases in which the USAO determined that there was insufficient.:.
evidence to support a search warrant, their practice was to specify the FBI's options,
including what additional information was. needed to supportprobab!!e cause. With respect "
.to the mailbox pipe bombings case, Heffetfinger acknowledged that there had beena
disagreement, between the USAO and the FBI over whether sufficient evidence existedto
(continued)
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agreeto a criminal searchwarrant, Rowley said that slhe recommended the,,:
avenue with the best chance of success, which she believed was seeking a :
FISA warrant instead of a criminal warrant. •

, ..

Rowley tolcl the OIG •that •at the.•timeof her discussion with Henry •she
had•not discussed the Moussaoui matter with any attorneys in the National
Security Law Unit (NSLU)or anyone else in FBI_Headquarters. TM She atso
said thatshe:had not reviewed the FISA stamteor any' other _training materials
about FISA warrants. She Saidher advice wasbased on her lm0wledge of the
problems with the smell test, the problems with the Mhmeapolis USAO, and,,

"optimizing" the chances of getting a warrant bypursuing the FISA _ocess _
• first.

Henryconfirmed to usthat Rowley reconmaended'that pursuingthe FISA
warrant would be the safest route. •When we asked Rowley about the nature of
the discussionthat She had withHenry about seeking the criminal warrant,
Rowleytold the OIG that she was "helping make his decision.'" When We
asked Rowley:whose decisionit_ was:to.not seekthe criminal warrant- the field .
office or HeadquarterS - she stated: ' ' :/ " ' _. " " .i -.. ' _" '

• . .. . . ':.

• .I thought it was.kind.of; I don't know, :kind ofa joint thing. I.
• "."thoughtHeadquarters, somebody at Headquarters hadalso

rec0mmended.wetry FISA first, teo. But I thil_tkmaybe.

ultimately it was [Henry]'s .decision to try".FISA first .or our field
" .division's. "

F, . The FISA request .

:As a.result, the Minneapolis FSIbegan seeking, a FISA warrant;instead:
of a criminal warrant, to search Moussaoui's belongings thatwerebeing-held
by the INS.

(continued) . .- :
obtaina searchwarrant,buthe statedthat theFBI declinedtopursue the additional:_ ,
investigativesteps suggestedby the USAO.

lll Rowley'sonlycontactwith anyoneatFBI HeadquartersabouttheMoussaouimatter
was in a briefe-mailexchangewith anNSLUattorney,whichwe discussin SectionF,4, d•
below.
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_::_....: 1; ::Minneapolisseeksto expediitetheFlSAprocess : ....: ....
'. . . , i• .

_en Gary first discussed seeking•a FISAsearCh wan,ant for
Moussaoui'S belongings with Martin onAugust 22, Gary indicated that :: :_

. Minneapolis wanted to expedite the process.. As noted above, Gary told. the,. "
..OIG.that the Minneapolis.FBI had been informed by .INS officials that the INS • "
•could: only hold Moussaoui :.for-sevento ten: days•before-,deporting him'. .Ga_
:..saidthat he.was aware that..FISA requests normally took along time. and._.that..

• . theMinneapolisFBl was concerned, ab0ut expedifmg.the process to,-ensUre .that _..
- -...... the.FISA.warrant.was.obtainedand _executed.before_Moussaoui's deportation..' ...

•" ..Gary. said that.he explained, to,Martin that the -INS:said it could only ihOld..:.:... :
- ..-- .__Moussaoui.for seven to ten days;.. ,.: .:._,._: .......... " _ • .::. ,.. •:. :_........

. .

" : " :Martin told the OIG that he recalled that the Minneapolis FBI was Very......

':" concernedabout obtaining the FISA warrant' quickly before, the INS deported "
MoussaoUi. Martin said he explainedtoGary !hat a way to expedite thie.

•processw0uld beto seek ani;emergencyFiSA. . He also explained the process at.
' FBI H.eadquai'ters forobtaining, an emergency FISA, including the requirement

.... -foi_tTOSSecfionChiefapproval:: in ' "_- " ' "::.. '" ' " "

• . Gary and Henry 'began preparing aFISA request while theycontinUedthe.
.... " i_vesfigation:of Moussaoui!:""_'_ : " ' " ....... " ' ".... .

... - ' " • " . :'" : " i :; '- ': " ": " . : " : "

.... .2i.'_ The RFU's assessment of the Minneapolis FBI's FISA
" request '" " " '"__ ' ' " "" " _ ' " ". ... .

.AtFBI Headquarters, •Martin and Robin beg_mIookinginto the merits of
theMinneapolis FBI's FISA request, based ,on.the information, about
Moussaoui.that the Minneap01isFBIhadprovided; primarilyin)the 26-page EC

' Henry had gent toFBI Headquartei;s about theMoussaouiinvesfigation. :: . • "
.! . : .i:. . :' . '. .i " ' ' ' i _ ..... ._...' " : ..

' - :Martin. toldthe OIG that hisreaction upon reading the 26-page EC wlth.
respect to obtaining a.FISA warrant was"that while..he believed Moussaoui was
"a dirty,bird" and was probably "up to .something,,' there was no evidence " : .

.. ;.

• _. :

..i_2As discussedin ChapterTwo' althoughthe.....term"emergencyFISA"was used,it
referred.toobtainingan expeditedFISAwarrantandnot the statutoryemergencyFISA.that
involvesa warrantlesssearchapprovedby the AttorneyGeneralwithoutpriorapprovalof . .
theFISA Court. •
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linking Moussaoui .to.a foreign •power of any kind. Martin. saidithat •based upon
what was .in the EC, his•opinion was that "there was no way" tllat a FISA.
warrant could be Obtained because•of the lack of evidence linldng M0ussaoui
to a foreign power. .

• " .. Robin •told the OIG that Martin informed her that Minneapolis was ._
seeking a.FISA search warrant and Martin provided her with.a copy ofthe.. _ ..... .

•. 26,page-EC.toread. She.said that after reading the EC, she..also believedthat. -.
" t . .Moussaoui was ...:up..o.something." However, Shesaid that atlerreading the

EC.sheasked Martin,. '.,.'..Where'.s.the foreign power?',• In her view there•was. no •
evidence.of a :terrorist. organization's involvement with M0ussaoui.. _According:
to Robin, Martin agreed with her assessment thatthe FISA request• lacked a '
connection to.a foreign power.

.- .. - ! .. !.. , .: .. . :. •.....

. . . ..

" " : 3' Additionai information :related to MouSsaoui "
,. .. .: : ... . .• . .: ..

The Minneapolis FBI continued to collect additional information:about
•persons::associatedwithA1-Attas in.corm,ecfion with..the posting ..ofhis bondfor
release ••from the INS detention facility.. In. anEC _t!tenbyNenry_and.dated

August 22, the..Minneapo!is FBI reported to FBI HeMquarterSthat A1-Attas
hadbeen bonded out of custody on AugUst.20:1_ile hewasstillin custocly, •
he made 13 calls•to a telephone number registered toa man who had been
identified, in..anearlier interview by A1-Attas as .the imam- or•leader,
spokesman, and.advisor 'of themosque attended, by A!,Attas in Norman,
Oklahoma. We will call thispers0n "Ahmed." A1-Attas told the Minneapolis
agentsthat he had called Ahmed to requestassistance in raising bond money.

., .-i ..The.Minneap01is FBI conducted name checks.for Ahmed in FBI..
databases and learned that a person with the same nanae,was .the suspectin
several bank robbery investigations in Memphis, Tennessee, but that he:had not
been in contact withthe FBI since 1999.. The Minneapolis. FBI sought to
determine if the Ahmed who talked to A1-Attas was the Same person-as the.
bank robbery suspect. The Oklahoma City Field Office informed the
Minneapolis FBI on September 6 that it had determinedthat the Ahmed who
was the•assistant iman of the Norman mosque wasnot the same Ahmed who.
wasthe bank robbery suspect.in Memphis. "

The MinneapolisFBI also determined that two othermen were involved
in attempting to post A1-Attas'-bond. The first was a man who we will call
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"James Smith," who :had gone to theWS offices in OklahomaCity to inquire
about A1-Attas, bond. Smith•was the imam of a local,mosque. The
Minneapolis FBIreported that he was the subject of an Oklahoma intelligefice
investigation, but it did not state the date, status, or findings of the investigationl
Oil Smith,, I13' • : _ . •

.. .. •

: In addition to Smith_ the Minneapolis FBI learned that an individual, who,
. weealt,'MohammedMohald,' had gone to the INS District Office near:.:: :

•' Minneapolis_andpaid AI-Attasi_bond on AugUst 20.!!4 According to: : :
...... :.documentsprepared in:thecase, Mohatd had:reported to:.IbIS officials-thathe: ..:.,

..was.-and.had-beenAI-Attas" roommate: for some time, and.l_hat'.he_ew:Attas": .:
travel"mgcompanion whom he called:"Shaqir" --becausethey attended:the
samemosque in Norrnan, Oklahoma,: where, they aU lived:, Mohald advised
that he had'been a Muslimsince 11970and had traveled to:a MiddleEastem

count_inthe late 1980s as part of a missionary:gToup. -tt5TheEC statedthat a
searchin ACS revealed that Mohald had an extensive criminal hiStory and was

• thesubject of a New York criminal terrorism-related inveslfigation. The EC did
,::notstate the date, status,:or findings ofthe investigation.• ..... .... - ,.. - . . • . • . • . . . . ,.... . - ... ... • . . - -.

In: the EC, Henry reported suspicions about M0hald and stated that he
....betievedthat Mohald was involved in Moussaoui's plan to commit a terrorist

act along with A1-Attas. Henry's: suspicions were based ontinconsistencies:
• suC-hasMohald stating that he was A1-Attas' roornmate, when the Minneapolis

FBI had confirmed that A1-Attas had been living ff)r approximately one:month
with Moussaoui and someone else atan address other than the one provided by

. ..

:: it3 The Oklahoma City Field Office reportedin an ECdated August 24 that A1-Attas had. . • . . . . . .. . .

spoken not only to Smith but also to an individual who we will call ?Nabu Klaalid," wtiowas :
the assistant imam to Smith. The Oklahoma City FBI reported that S,mith and Kahalidwere
the subjects of preliminary inquiries fortheir suspected involvement in aterrorist :cell.: This

•terrorist cell was not linked toA1 Qaeda. :

114This individuaI was American-born but had adoptecl a Muslim name.

115This particular missionary group is a worldwide ISlamic missionary organization .
which was founded several decades ago. As discussed be]tow, some members of this :
missionarygroup used the organization as a means and as a cover to recruit individuals to
conduct acts of terrorism and to send them to Middle Eastern countries under the guise of

•"religious training."
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Mohald. -Inaddition,.while.M0hald admitted te traveling to.a MiddIe Eastern
country in the late .1980s,.ACS records showed that.he.was issued a visa for
•that country in April 1990 under his:American name, which suggested that...
Mohaldwithheld information from the FBI about later.trips to this Middle...
Eastern country. Henry also found Mohald's explanat-ion that he had flown to
Minneapolis to post. A1,Attas' bond.so that A1-Attas c,ouldreturn to teach•
Children at the"mosque in Oklahoma to be "farfi_tched.?'!_6 ' ..... ".. ..

• .. • .: ....

•Aroundthe same time, Henry sent an.e,mail to other FBIagents involved
in the .investigation asking whether _he •should consider .getting assistance .fi:oman

-FBIpsycho!ogicalprofiler. He wrote, ."They probably have. a psych pro•file for:.
an Islamic Martyr..and could tell us if our 747 guys fit." 'According to He_, he

.contacted•an FBI field profiler in Tampa, Florida, whomHern2¢ had met: at.a.
trainingsession.. Henry .told:the .OIG that he-contacted this agent because-he
knew him and because this •agentwasan experienced international terrorisna
investigator... . : .:. . .- ..

Henry told us.that this agent pr0videdgoo, d re'interview, techniques _md •
highlighted.potential issues basedon the information I-Ienry gavehim.. For....
example, theagent, called.attention ..tothe factthat wl'rileA1-Attas ..wasinjail,: ..
"theone. call [A1-Attas].made Was.back to,the, mosque,'.:and not to any. family....
member. _Henry said that white.A1-Attas'_ parents lived in:.SaudiArabia,.A1,.
Attas had. at least one cousin.and possibly two in the UnitedStates but did not
call these relatives. _.. .. .

• .

4. Consultations with NSLU attorney Howard

Also on August 22, at FBI Headquarters SSAs Jack and Martin each
independently consulted with anNSLU attorney who ,arecall "Howard" about
the Moussaoui matter. Martin also consulted with three other NSLUattorneys_
We summarize first the role of NSLU attorneys:,specifically withrespect to
FISA requests, before discussing the consultations between Jack and Howard,
and between •Martinand Howard.

116Henry provided the names of Ahmed, Smith, and Mohald and their available
identifying information to the CIA for checks against CIA recerds. The CIA didnot report
any information about these individuals to the FBI.
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:_ : a. RoleofNSLU attorneys

" The NsLu is part of the FBl'sOffice of General Counsel in FBI '_

Headquarters: The NSLU pr0vided advice •to FBIHeadquarters and field• . .
offices on. co_terterrorism and counterintelligence matters. At•the•time of the .-

• "_. : ,,Moussaoui case, two NSLU attorneys --who we call "Susan" and "Tim"
• .... wereassignedto:!workwith.ITOS substantive units,. Other NSLU attorneys; :..:. - .. : .

including Howard,.were consultedby ITOS employees when Susan and_Tim :.-_...: "
.... • were not available. ._17Marion "Spike'"Bowman was theFBI's Deputy Generat. .- .

Counsellor National• Security Affairs and.the head of the NSLU. -, _.,._.:-. .
.... - .. ,

"Asdiscussed in Chapter Two,attomeys:ih_theNSLU described-theirrole ....
" " as givinglega!adviceto their "client," the: substanitive unitin iTOSthatwas. .-

• "'seeking the advice, but they said' it.wasup to the substantive trait todecide!h0w ,. ,
to pr0=ceediNSLUattorneys:.spent a...large amount oftime handling-.questi0riS '

•.. related!t0 FiSA, including requests for Warrants, execution of FISA orders; and
' dissemination oftheinformation collected, pursuantto FIS A . ".......... .-:..•

' .... " "' " : .:: .i i. . ..:. . _ " " "

• .i..;_;_.NSLU attorneys.usually were consultedwhen a question arosewhether .
" .... ' . _:' i "there was.sufficient information to support the FL,A request.. However;NSLU ..
?... " " att0rne)swere not ""assigned" m work:ona particul_FISArequestorto.work -
:... • _.:._'_" -_'.@..... ._ ,. . • . .

• with specific SSAs, Theconsultations :with.NSLU attorneys :typically • . :-
' consisted of oral briefings by theSSA and thelOS Who.were handling the. '

; particular FISA requesE, :In connectionWith theseconsuitations, NSLU
" attorneysdidnot normallyreceive andreview the documents prepared by the

field office orinitial drafts:of the LHM prepared by the SSA and.IOS: Tim -
told the OIG that SSAs would sometimes come back, to the',NSLU attorney
with documents toread afteran oral.briefing-when the SSA "was really serious

" " aboutsomething" " ' . _.

Afterquestioning the SSA .and IOS; and based onthe,information.. '
providedby the SSA and the IOS, .the NSLU attorney typically Would provide
verbal guidance about what was..needed to support the FISA request. Howard
told the OIG that his role was "steering [the.FBI] through the land mines and

.

1_7Howard:toldthe.OIGthat he.primarilyworkedcounterintelligencemattersbut also _..
•handledcotmterterrorismmattersas needed. Accordingto Howard,:itwas:notuncommon.
forhim to be consultedwhenTimandSusanwereunavailable.
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• helping themenhance their cases." Field offices didnot normally participate in
these consultations with the NSLUattomeys. _ _

Both NSLU attorneys and SSAs described the volUme o,ftheir work as
overwhelming. Tim stressed that the NSLU attorneys relied on theSSAs andl
IOSs for their substantive knowledge about the available intelligence on the _
FBI' s targets and terrorist organizations, and that given limited staffing NLSU
attorneys normally were unableto conduct independent research on the_ ::
substantive issues. :

• . , . . .• . .... . .. . .. .... . .

• b. Jack's consuRation with Howard
.,

• .. .

As noted above, theMirmeapolis FBI's first contactwith FBI
Headquarters was with SSA Jack.: On August 21, Jack made an appointment
with NSLU attorney Howard to discuss the Moussaouilmatter the following
morning. Jack said that even though the casewas in tlheprocess of being
reassigned to Martin inthe RFU, Jack kept _hisappointment with Howard .....

_ because he was"euri0us,' and wanted to discuss the Minneapolis FBI,sopfions
_ for obtaining autholfty to search Moussaoui_'slaptop'and other belongings,

• . .; . _.-. : . • . . . .. • .,. .. . . , . : " . ..- • . . • : . . . "

D_gthe mee_g on August 2'2;Jack orally briefed Howard on the: i :
facts', as reportedin Henry's EC. Jack didn0t 1;_rovid_:iHoward with a copy of
the EC.IAcc_rding_ to Howard'sinotesi_om:the meeting; they discussed•., , . ",_....... .. ............... .,.., . ......... _ .. •

whether there :was sufficient information to obtain either a criminal search
wa_ant or a FISA search warrant. With respect to the..FISA warrant, Howard
t01d the OIG that he adVised Jack that he did not believe that there was
sufficient information: to obtain a FISA warrant,: prim_xily bec_mse Minneapolis
lacked the necessary information to articulate a foreign:power. Howard'sn0tes

: indicate that he advised Jack that obtaining the FISA warrant also wouldbe
difficult because Moussaoui was already in custody. Howard told the OIG that
atthe time, OIPR viewed anyone in custody as a target of criminal
investigation by theFBI, even if the person was being held on administrative
charges, and therefore OIPR would question whether the FBI's "primary
purpose" was to collect intelligence information.

With respect to approaching the USAO to obtain a criminal warrant,
Howard's notes reflect that he did not believe that there was sufficient
information to obtain a criminal search warrant: Hisnotes state that he advised

Jack that a decision needed to be made quickly and that if the Minneapolis FBI

138



.. decidedto pursue thecriHinal-case,, thenit wouldbe difficult to.-_aterpursue-
the FISA warrant.. Howard told the. OIG, however, .that-whether to pursuethe .
FISA.warrant or the criminal Warrant was a "judgment call" for Minneapolis to, ..
make and that he.considered the matter tobe a "work in progress:" .: . ....

Jack confirmed that he received• this advice fi'om Howard..He told the

' OIG thatHoward advised him that he.did not see evidence ofa.foreign power _.
andthat Howard contusedthat therewas noevidence of a criminal act..:Jack ..
told the OIGthat._he and Howard:.were "brainstorming" about: thepossible .ways .
.to proceed....HoWard's.notes indicate that.he told lack that !it10okedas: i.f. :- ...

Minneapolis had several "good leads" and that Minneapolis neededto follow. .

up on those.leads. " " . : ..
.

!.; .

•. " ' . 5 : .... " " " ' - " '

_ " "....... .:ic. Martin's meeting with Howard . "
• .. .. ,..: . _ . .

. Asnoted above, on August 20 theMoussaoui Case was transferred from
Josephto. the RFU and assigned-to Martin and Robin: Onapproximately:
August 22; Martin and Robin consulted withHoward forlegal advice on

....::_,-M_eapolis" chances forobtaining.aFiSA warrant. 1!8 ' ': .... .:. .

: .g_in-.saidthat whenhe began.explaining to Howardthe factsofthe " . :_:
--MiaUssaoui matter, HoWard said that.he was aware of the matter already .. ..

..:.:.::becausehehadrecently been consultedby Jack. ' According to.Martin, Howard .-. :
pulled out notes from his conversation.withJack and began reading them back ....
to -him:and Robin. .- '. _... ... . ..

-- HoWard said he remembered having a:"briefconversation" with Martin. _.
Ho:Wardsaidthathe recalled that he was on his.way to a"rneetinganddidnot

•- havetime.tOdiscuss the issue in detail at that time. He said that. he asked '.
Martin if the MinneapolisFBI had followed up on specific items, and lVlartin ..
indicated that he did not believe, so,. Howard reiterated the same advice to '
Martin as he told Jack- that he did not believe that there was sufficient.
evidence to fie Moussaoui.to a foreign power andtherefore, a FISA warrant was
not possible absent further investigation.by Minneapolis. "

/

118Martin told the OIGthat Tim and Susan, the two NSLU attorneys who usually..
worked on ITOS matters full time, must have been.unavailable at the time.
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.Martin told the OIG thathe recalledHoward:advising himthat therewas
not sufficient evidence to support a link to a foreign power. •Like Jack, Martin
did not provide Howard with a copy of the 26-page EC, although Martin had
the documentwith him.

: _ d. •Howard's e-maill exchangewRh Rowley
. . . : • .." - . :. : ". . ..

After his meeting with:Martin and Robin, Howard sentan e-mail dated
August 22 to Minneapolis CDC Rowley In the e-mail, he asked whether she
had been asked for her "assessment of [Minneapolis' ] chances of getting a
[criminal] warrant" for Moussaoui's computer. How_xd told t]heOIG thathe,,

• did thisbecause he wanted to make sure that the CDC was ,'engaged in•the ....
thought process.', He stated that the decision on whiclh type of warrant to seek
was the.field office,s decision, and hewanted to lmake sure that the CDC was
"part of the processi"

:.. , .. . ...

In an e,mail :response later the Isame day, Rowley wrotei "Although I
.... think there's adecentchance:ofbeingabte.togeta judge to.siam a.criminal. .-

-search warrant, ::ourUSAO seems;to ha.re an evenhigher standard much .ofthe.
•time, so rather.than risk it, I advised that theyshould trythe ot]her route."• . . . . .: •., . '._.. .." .'. !' _ • . . " . ,:. ,,_ .: • • . .,. . ,... .. : .. .. ... .... .. .. . .... • . ..

Rowleyt01dthe OIG that inretr0spect she wishedthat she :hadmade it clear in
her e-mail that she befieved that, in fact, therelwas sufficient evidence to
support probable Caiag6for a criminai warr_t. ........ _ ...... :', .. . . • . . . , , .' '. .. ,- , . ." .

Howard told the OIG that he recalled having the following reaction to
Rowley's e-mail: "Good Lord, Coleen, we don't use FISA because wedon't
have probable cause for a criminal warrant. Thatplays fight into the hands of
those people who •think FISA issubterfuge.'" Howard did not respond to:the •
e,mail, nor did he andRowley discuss the matter on the telephone.

5. French information about Moussaouii

Aroundthesame time that Martinconsulted with Howard, the:
Minneapolis FBI obtained additional information about Moussaoui fromffLe
French government. As noted above, because Moussaoui had ,enteredthe
United States with a French passport, Henry •had sent a lead to the FBI's Paris
•Legat to obtain any relevant information on Moussaoui from the French
authorities. On August22, the FBI's Paxis Legat reported to the Minneapolis
FBI and FBI Headquarters that the French government had reported that
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Moussaoui waspu_ortedly associated with a m_m.whowasbom in France and -
died•in 2000 in Chechnya fighting, with "the Mujahideen..,' We call...this,person.•--

L ' . .."Anmay. ''119The _:egat s.EC .stated that while in Chechnya,.Amnay worked••.::.
for Emir A1,K.hattab Ibn (Ibn Khattab):, the leader of a group of Chechen
rebels.12° According tO the.EC, the French authorities, after Amnay's death,:. "

... had interviewed a person who we calI '.!Tufii_'" whohad kmo.wnAmnay. 1.21 ,.

That person stated that Anmay wa s,recruited to go to Chechnya by Moussaoui : "
and that. Moussa0ui was "thedangerous one?' ._

> " " ..-i'.- .., ". . . _ ... .: _ ..... ... ' . .. .....

: 6. Ma_inadvises Minneapolis FBI 1thatFrench :infOrmation is -_
' : not Sufficient toconneCt MoussaoUi ton fi_reign power

• ;.,. , • ...

AfterMartin received and reviewed the Fren_chinfonmtion, he stiff did :..,
not believe there was sufficient information to.identify a foreign power in the. "

• Minneapolis FISArequest. Martin discussed the French information.withGary. :
and stated that itprovided Iittle help t0 Minneapol:is in connecting Moussaoui

• :to a foreign power. 'Martin explained that Ibn Khattab and the Chechen rebel-. " .•..:..
" . _ _,.

. ._:._?_.groupheied were not....an.identified.. . terrorist0rganization.., .qjary. s .note,';.ofthe
conversation indicate that Martin expIainedthat Mi_eapoliS needed:evidence

':i,!inkingMoussaoui to a.'.,reCognized';foreign power,: " ' " ....: " " " .: ._ -.
.: ....... ;_.._.

.... Martin told the OIG th.atby."recognized,' he meant a-.foreign power that
previousiy had been pled beforetheFISA Court. lVlartin told the.OIG that he :
believedthat the Chechen rebels .hadnever previously been pledto the FISA

• . •

:• . .......

.

li9:We do not use Amnay's real name .because the FBI considers, that information to be .
classified... .. . '. :..- -. . .

_20As discussed in Chapter Three, after the collapse of the Soviet union in 1991
Chechen. separatists both.Islamic and.non-Islamic i- have sought independence for. -
Chechnya from Russia.- The Russian army has fought two guerilla wars in.Checlmya to
prevent its independence, resulting in tens of thousands of Chechens and Russians-killed or
wounded. In many Islamic countries, support for the.Checl)en cause is widespread. Ibn
Khattab was a Jordanian-bom Islamic extremist and.leader of a large.group Of Chechen
rebels that had.many successes in clashes with Russian forces; Hewas kil!ed in April 2002.

_za:We do not use Tufitri's real name because the.FBI considers that information to be
classified.
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Court as a foreign power, m. Rather, Mar[indescribed[ the situation in :::_
Chechnya'as dissidentsengaged in a"civilwar." He acknowledged, however,:
that it may have been possible to develop[he• intelligence to support the
position that Khattab'S• Chechen rebels were a•terrorist group. But he said•that
•he was not•aware of any insurgency/rebelgroup ever being pled as•a forei_
power. _2_ .

' In addition, Martin stated that even if the Inteliigence Community had
: developed the intelligence that Khattab's Chechen rebels were a terrorist

organization and could therefore constitute a fOreign power under FISA, this
• . - . . . . . ' . • ; . - ... • . . . _

could notbe comPleted in a short time, which Was what the FBIbelieved at the
:time was necessary in the Moussaoui case. Martin said he therefore advised :

theMinneap01is FBI :that, to obtain a FISA warrant, it needed 1:odevelop
information linking Moussaoui to arecognized or previously-pied, identifiable•

foreign power. 1z4
. ..

.:

• .. . .

. • ' .. . • .. " • • ,.. " . . . . f : . . . . ' . . .
. . t.

.... 122:WefoUnd that at the time FBi Headquarters wasoperatingunder aperception that ;:.... • .':. _ :... . :." .

oIPR Was overly conservative in its approach:to :theFBI'sFISA applications because :i/. . . : . .,. _ ._. • - . . _ _ .. . . .. -... • .. • . .- . -.

OIPR's standard for probable cause was too high andbecauseOIPRwas not interestedin _- . . . . . . . • . . _'. • . .

.... pleading ',new!' foreign powers - foreign powers that had not pre,ciously been pled_to-the
FISA CourL_ We discuss thispercepfion ofOIPR's cofiservatism and how .itaffected FBI

• .-. ..... - . .. . . .... - . . ..

Headquarters' handling of the Moussaoui investigati0nin _e analysis sectionbelow;

123Martin suggested to the OIG that the reason that groups engaged in a civil war 'were
not pied as terrorist organizations under FISAwas because they were not "hostile', to the
United States or working against U.S. interests. When asked•wheflaer it was•a requirement•

under FISA for a terrorist organizatio n to be hostile to U.S. interests to ftdfill the foreign
powerrequirement, Martin said [ha[he did not know whether this was a legal requirement,
but that he believed that it was assumed in the statute based on •theterrorist organizations
that had been pursued by the government. ...

124Martin told the OIG that at that time he had had only one other case in which he
adviseda field office that it was not going to be ableto obtain a FISA w_xrant. He said that•

the•field office wanted to pursue a FISA warranttargeted at an organization that it believed
to be a terrorist organization that constituted a foreign power..As discussed above, aforeign
power or an agent of a foreign power may be the target of a FISAwarrant. Martin said that

' this potential targethad never before been pied as aforeign power. He said that he
consulted with anNSLU attorney, who informed him of the intelligence information that the
field office would have to establish in order to successfially obtain a FISA warrant with the
organization listed aS a foreign power. Martin stated that he•informed the field office of this
(continued)
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• . Robin, also.told the OIG that. shedid not believe that the French ... .i. ,.
• • information.veassufficient to .connect Moussaoui .toa foreign power.. She..said..
•. :. _- .that she.understood that the. Chechenrebels.had never been.pled .as a foreign

' power.to the FISA Court. and that the Intelligence Community had. never..--.
developedsufficient intelligence that the .conflict JinChechnya was more than..a..

._ .civilwar. In one case.she.was familiar with,, she tmderstood that the FB.lhad_,.
.- _ previously attempted to obtaina.FISA warrant using Khattab and the..(2hechen

rebels.as.the foreignpoveerbut that it was., ..mineddowrF by OIPR. lzs:.She
stated that "building a foreign power,' was "not an.overnight_ thing" and.would ...
have .required months to"collect the required intethgence information, ashad

: " been Ithe case. when. oneparficular terrorist _oup was first put forth as.a.foreign • ., .

. .. power.. .. .- . . .. • .. . • . ... [. .• • , .:- • ..
• ; . • : _ . : ... ....

..." .._ " ..... Gary told the OIG that duringthe conversation.between.himand. Martin. ....
" 'on August 22about the French informafion,_heraisedwith Martin the issue of _, ..

., .themandatory notificationof the.Criminal Division when there was a -....... . .. • _ .:. . . . : • ._ .. . . . .. . • .- !

• " -reasonable indicationof a crime; as set forth:in Deputy Attorney GeneraI .. ...
.._omPson:s August 6 memorandum; WNch Charles.had faxed to.Gary: ' • - .

" .. According t0Gary; Martinsaid' that he:Idid:not seeany evidence0fa fedemI. .. "
;.. . - . : .,. • • . . ... • .

': . .fe!qny, that theFISA.t0ute Wag.easier;_;and thatgoing, the:;cfiminal route first.. _- ."
would be re!evant t0whether they were able:to obtain a FISA warrant'. Gary's
notes indicate thatM_in stated,. "Don't see .federal_crime." Gaff toldthe OIG.

" . he deferred to Martin but faxed_him a copy of the Thompson memorandum..• . . .
... . ..

.. .

,. (continued) :._:: . . . ,. .... ..
advice, and the. field office did not insist thatthe information it.had was sufficient fora FISA
warrant.

_25Robinwas mistakenaboutthatFISA.The FISA requestfor that targetwas initially
draftedbyan FBI fieldofficefor a terroristorganizationthatwasbasedin NorthernAfrica.
The targetwas a well-knownleaderof a worldwidecharitableorganizationthatwasknown

" forprovidingfinancingto Muslim:causesaroundtheworht,includingbutnot limitedtoIbn
Khattab. TheFISArequestwas givento an.analyst in FBIHeadquarters,whowas.askedto
preparethe FISArequestUsinga differentforeignpowerthan theterroristorganization.
based,in NorthernAfrica. Severalmonthslater,afllerthe :field.officedevelopedinformation
linkingthetarget directlytoa particularterroristgroupleader,the analystpreparedaFISA
requestusinghis groupas the foreignpower.
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'Martintold the OIGthat he did.not remember a specific conversation
with Gary about whether there was probable cause to obtain, a search warrant.
However, he saidthat he recalled., a conversation: in wNch he asked Gary.,. "
"What w0uld.the crime be?". Martin toldthe OIG he believed that.the ..: _ .
Minneapolis FBI did nothave any evidence.of a crime: and only had"gut.. • ....
feelings? _ .. . _:.....-.

•i. " " • •
..

" 7. Robin's research.to link Moussaoui to recognized foreign.

' pow "t ..... ion,_ :•.. eror terrorls orgamzat : '

. Robin. conducted additionalresearch :on lVloussaoUito tryto bolster
Moussaoui's connection to a recognized foreignpower.. Robin. sought to .find:a
direct link between Moussaoui or any of the other names or organizations that

-. had surfacedin the-investigation, and foreign :powers that:she.was aware-had ..
previously been pled to the FISACourt..... : '.... '. ' . .,. : .-

° According to Robin"the Moussaoui FISA request was different frOm the
typical FISA.request because.the Minneapolis FBI had not conducted-a !engthy

........._..: .invesfigafi.On_onMoussaoui.before hewas-.arr6stedii_::AS:a:.resultiRobinsaid:,-t.he• . : ' • .... . . . . : . • : . . :. . .... • .. • . . .. .,

:.. " -. FBt:-lacked. information ab0ut:Moussaouithat Wouldhave.beengathered if.the..... . ... :.. . .. . . ...... : .. ., • ..

' FBihadconductedphysicalsurve!Uance and.ttash.covers and,0btainedphone:
records, and financial records, Which was how. inte!!igcmce investigati0nsl ' "
typically.proceeded before a.FISA warrantwas requested? 26 Moreover,.. '
MinneaPolis was. seeking an emergency FiSAwarrant, which naeant that tllere

.. was little time to develop more information to support the FISA request...

Robin ran .thenames of Moussaoui, A1-Attas, andthe individuals who
had been: identified as connected .to A1-Attas.in ACS and another computer '
system.that contained intelligence reports from throughout the intelligence ......_.....

• 126 Financial and telephone records could be obtained, prior to a FIS.A, through, the use
of a National. SecufityLetter (NSL), which did:not require approval of a court before ..
issuance by the FBI. At the time of the Moussaoui investigation, the process for obtairfing_
NSLs, which involved the signatures of several officials at FBI Headquarters and in the
NSLU, took several months. Delay in obtaining NSLs has long been ide.ntified as a
significant problem in counterintelligence andcounterterrorism investigations. Underthe "
Patriot Act, the FBI was given authority to delegate authority for _obtaini:ngNSLs to the field
to speed.up .theprocess. .
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community. She saidshe d_dnot findany evidence linking, any of these _= _: :
•individuals to a foreign power.: Shesaid she:also researched themissionaff =,: :
group: that Mohaldhad said that he had been a pm_iof to determine whether that
,organization had any connections to terrorism or::had formed the basis for:the: :,:: ....
connection toaforeign p0werinany previousFISA application. Accordingm:
Robin, itwas not until severalmonths after September I1 thatindividu_l ! ,
members:ofthis:missionary group were pied as targets ofa FISAapplication: -
and Were described: as facilitators and recruiters fi_ra particular terrorist::
organization:._27 ": ...... , =......... . ,, ... .. . . . . . _..: ... ._. - ....

..... •• : . . .

...... •- . ?. -. • _ i : - . :_- .. _ . - .. _:5. ..-......-. . . : .. • • ?: • "..... .'.: . "

' In addition, Robin researched the name Ibn I(hattab,the Chechen rebel '="." :- " .: ! • :" i'..- -..":: . • . .'_.: ... " _ " : ' , . .... :. .. . • .... : :. -. . '- ...... " ...... .....

leader: Robin said she Was not attempting to fmdlinformation to sUpport using
Khattab and his rebel group as the foreign power t_ecause, according toRobin;
there was ins_ficient intelligence to tink his group:t0 an_laingmorethana :.... ..... . ' . . . . . ]. . :- .

civil war. Shesaid that she was aware of a recent FISA application:in which:; :_;_
thesubjeet had strong ties to Ibn _attab, bm that the Chechen rebels werenot
pied as the foreign power in thatcase: Robin told the OIG that she researched,

_ : Ibn.Klaattab to dete_ne whether he:had closefies to other terrorist groups that..',-,. _.._._) . • . . .

_ :had previously been: pied asforeign:powers before the FISA Court, but she did: _" . . . . . ... . .

::f._.._ " .... .. . . . .. - ., ... ., . . . .... ......

not findany, Robin said that she was aware that tlheFBI's WashingtonPield;_ . ....._. .... ..... ,

i_: Office had an:open: investigation of Khattab but that it was not an: active ,
in _:_tigati n . ... . ..:. .

-..i.....-; . _.. .... '.. -... = :- .
Oneof the documents that Robin retrieved in her search using the name

Ibn Khattab was the Phoenix EC, which we described inChapter Three of this
report, The:-author of the EC, Special Agent Kenneth-WilIiiams, mentioned Ibn ..
Khattab when describing his interview of _esubject of an FBI investigation "

..who had a picture of Khattab .and a.picture of Usama BinLaden 0n-the wall Of
his apartment-where the interview Was conducted. Williams stated his belief
that there werean "'inordinate number" of persons of interest to the FBI::who.. '
'.als0Were receiving training in aviation,related fields'ofstudy and that there..

. , ,
• . .. . .

..

127Even prior to the September 11 attacks, .however, there was intelligence information

showing that some members of this missionary group were using, the',.organization as a
means, and as a cover to recruit individuals to.conduct acts of terrorism and to send•them to..

two Middle Eastern countries under the guise of"religious; training.'"
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was apossibility that Bin Laden was,coordinating._ effort to train people in...
the U.S. in order to conduct terrorist activity in the furore. _28.

..

_: ACS records show that Robin printed the Phoenix EC:on August 22.
Robin told the OiG that her usual practice was toread the documents thatshe
printed, but she said she did not have a reeollection of reading thePhoenix EC
at the time. _ : " • .

. .

Robindid not provide the EC toanyone elseor discuss its.contents with.
anyone, including Martin orthe Minneapolis FBI. Robin told the OIG that ....
when she read the Phoenix EC after the Joint Intelligence Committee Inquiry
staff informed her that ACS showedthat " .... ' " .... '. shehad pnnted the EC,. she concluded

"i thltnothing in the EC would:havebol:stered Moussaoui'sc0nnection, to.a:
... ..foreign p6wer for FISA. She also assertedlthat thePhoeniX EC's repoNngof

....information:, ab0ut:individuals who were of interest to the FBI " thai:theywere :
Middle Eastem andwere in flightschool was not si_iificant at the_time "-
because.there werethousands of Middle Eastern men i_ U.S. flight schoolsat--

•-the.time: _:-::_,i,...:..,. .....'.............. ::: . . .
• . .. , : •

-: , " '" ':i"..": '-. '.- : " • "" : . . • : ; .... . " .. - ' " . .. . .';: " . '... - • .. :... . • . . . . . .

•- : !" :., _;_..-8.:-......MartinandR0bin_consuRiwithNSLU, attorm;yTim- • _ •-..._.
..... . .... . ..

: " Ar0undAu_ust 23,Don.directedMartinandRol_intoconsult with
another NSLU-atiomey, Tim," ;aboutthe Moussaouica,;e, According to Martin,
Don thought that Tim should be consultedbecause he handled countertetrorism..

matters .fulltime and therefore may havehad more expertise thanHoward.
• . : , . .. . • . ...

Martin orallybriefed Tim On the facts, of the Moussaoui case butdidnot
pr0videhim with any. of the documentation. None of..theparticipants in the

. mee_g recalled .specifically what facts were discussed., Tim took a few notes
about the Conversation .in his calendar, and the"notes reflecttha(TimWas told "
that Moussaoui Was an Arab who was in flight school and who had encouraged
a friend of his to fight for the Muslim cause in Chectmya. Tim. saidthat he did
not recall discussing with Martin andRobin the Chechen rebel:_ as a possible
foreign power. Tim added that it wasthe role of the SSA and IOS, not the

• . ,

128The Phoenix EC did not contain any references to Moussaoui, to-any of the
individuals, who surfaced in the Moussaouiinvestigation, or to anyone associated with.
Oklahoma or Minnesota.
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NSLU attomey, to identify, the foreign power based on.ltheir analysis of the
available intelligence. He also. suggested.that the reason that. theChechen .... -. : .

:_.rebels were.not• discussed, as a foreign power-was because, at.the time, .they .-
were viewedas.participants in a civil war, not as a terrorist organization_. Tim
told the OIG:that. While in theory theChechen rebels'_c0uld have been. a.foreign ..
power;because ,'anything 'could be a foreign power," it was his unders!!._dir_g _
•that this didnot happen in practice:before:: September. 1I,2001. He added-_at: :.
-even if the Chechen rebelswere Considered a foreignpower _d_ FISA,._thei:_i• " .
FBI still would, have had to show.that Moussaoui was an agent of that fOreign: :-

..

,.power. : ... .. ,: . ' • _-:.._,
. . :

..,- Both-Martin:and Tim told theOIG thatTim's advice_was that. the .. •.....
MinneaP01isFBI lacked: sufficientevidence ofa foreign:power toobtain a :-:

•FISA warrant. Tim advised Martin _thatMilmeapolis'would have:to collect_: .. ' "
more info_ation supporting Moussaoui,s.connecfion toa foreignpoweri.n..;. i ..:._.:. "• ..

order to:obtain a FISAwarrant. " ' ." -.. ' . ._,... • -._...
• . ..: . •

Tim. told the OIG thatMartin's "attitude"in presentir.,gthe case.was that.

" '.:i""he digit think [Minneapolis].should getthie FISA" but that Minneapolis.:... ....

: " "wanted:oneY According to Tim, heWas very busy.with alaother matter at the .
: i":;_.fimeandadviSedMartin:that if thepr0ject needed_or e attention, Martin ..- ..

......._:.w0uldhave to seeanother NSLUattorney. ' " " "....
"- " ' • i :

: Tim told. the OIG that he did not read the PhoenixEC until some time• .

afterSeptember 1I With regard.to whether"it Would have ihadan.impacton his
legal advice, Tim stated, "I can't tell you it would ihave been enough fora .
FISA.". He also-stated that the Phoenix EC would not have provided sufficient
information toconnect MousSaouito a foreignpowei'. But.Tim said. that,ifhe -.

•had known about the Phoenix EC; he would.have taken it to an attorneyin: _ "
OIPR to. discuss the Moussaouimatter inperson, which he said was .consistent-.
with how he had acted in the past. He said that while "all Middle Eastern. " "
pilots" trained in the United States, the.Phoenix EC would have provided a.
theory toattempt to connect Moussaoui to a foreign power under FISA: 129'

.. . .

' 129We also aske d Howard whether he had read the Phoenix. EC since September 11 and.
if so, whetherit would have made a difference, to him in•his. analysis of Whether.the
Minneapolis FBI had enough information to.obtain a FISA.warrant: Howard said ihat he ..
only recently had read the Phoenix EC, but that if he had seen the Phoenix EC at the time;, it
(continued)
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9. •.Martin••tells•.Minneapolis •RsF[SA request wai_not an
.,

emergency •

•On August 24, Martin and Gary discussed: the optionsfor the
Minneapolis FBI in pursuing a FISA warrant for Moussaoui. Martin asserted
that the Moussaoui situation did not qualify as an emergency, which required
information that an"imminent actor terrorism": Was about t0 takeplac e, andhe
added the FISA request lacked sufficient evidence of a connection tO a known

" ., ' _ ' .- " .... : " :. ' _ - " " , i ;.:i : " "

foreign power.130 .....
• , . . .

Gary's notes from the conversation indicate that Martin stated that
Minneapolis could write a Letterhead Memor_dum(LHM)for the FISA
request, have its CDCapprove it, and that Martin would try topushit "up [the]_
food chain" at FBI Headquarters. However, according to Gary" s notes, Martin.- (. ... : . . - : . . • ... . .. . : . . . , . :.. - ... . . . ,• .

advised him :that the:FISA request could "take a:few months" to complete, that
- . . :.. .- , . . . • ... • " ....

there were ,'100s of these FISA requests," and that the FBIhad to pfioritize
them. _3i Thenotes also indicate that Martin said that he had showed the FISA

• . • .
• . . : . ..

.

(continued) .... ..... : '
would ha,_e-"made a :difference inthe pucker factor," and he would havecaUed Rowley,in
Minneapolis and discussed the importance of tracking down the available: leadsto find out•, . - . . • _." . . : .: : : . . , ..

as much information about Moussaoui as possible. However, Howard said he believed that
the Phoenix EC "would nothave made a difference inthe probable cause equation asfit
applie[d] to MoussaouiY He explainedthat the problem with the Moussaoui casewas the
lack of a connection to a foreign power and nothing he read in l_e PhoeNix EC contributed
to that issue.

130As discussed in Chapter TWO,the SSAs and NSLU attorneys wehaterviewed told us'

that what rose to the level of an expedited FISA request: depended on what the field.office
and ITOSmanagement deemed to be an immediate priority, but the final decision w.ouldbe• .. : .... _ • • , . • ,. ...

made by the ITOS SectionChief, Michael Rolince.. According to these witnesses, in the ••
summer of 2001 expedited FISA requests normally inw)lved reports of a suspected.
imminent attack or other imminent danger. • '

.... .

|31.Rolince.and others told the.OIG thatthere were always more FISA requests than
ITOS resourcesand OIPR attorneys to complete all of them and have them heard before the
FISA Court in the amount of time desired by the field office. Polince stated thathe
instituted a policy that only the Section Chief was permitted to determine: what constituted a
priority andwould be pushed to OIPR. He saidthat this arose outof the OIPR Counsel
expresSingtohim that his attorneys werebeing called by SSAs and analysts making
demands about what cases were priorities and had to be completed for presentafionto the
FISA Court. As a result ofRolince's policy, field officernanagers would call Rolince to
(continued)
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\

requestt0 an NSLU attorney and that officewas r_ot suppol_ive of the ' :
licafion .....app . ............. ' ,........ " . " J, : .. i.: • .: •

•

" Gaff's notes also indicate that Martin told Garythat" 1-1-1/2 yearsago
we :could :have rammed this through., Martin told the OIGthat he d_dnot _

" remember making this statementbut that hebelieveshe was referring, t0 the "

. montlig after: the bombing oftlae U.s.Si:::Coiein Yemen, whichtook place i_:
October 2000. Martin said that after an act of terrorism or some other Crisis

•._.: -. . . . .. . . ..

si_afion, asignificant amount of intelligence information is developed, which ....
' leads to m0reFISAs being obtained in a Shorter amoUnt of timel OIPR:

Counsel James Baker told the OIG that around the millennium in late 1999 and
_. early 2000 the goVernment 'had a.-heightenedconcem: about:_terrofistattaeks and!. . _
. was _',aggressive'_in _itspursuit of FISA wa_ants;andthe FISA Court "went __

alongwiththem,,' approving asignificant n_ber_ofFISA Warrants in less : .....
thana month. ..._ , : ... • .

. " " ' • '-". • • ., - . i_ "

Gary toldthe OIG that because he was newto counterterr0rism matters, ..
herelied onthe advice that he received:from Mart_[n._ '

" :' ..'. _. ". '_ : ' "" ' " " " : " .. ' ;-':' " ! i: .' ' '

. .. . -

..... " lO.-Martinseeks_iinformation,from FZ_. _ ....
• .,... : . _. , ... ,. :. .

_,:.,._4.: DUring this.sametime period,Martininitiated additional-requests for._!. .. .

+_._information::aboUtMousgaoui. Martin: :advised:the Federal Aviation
•:Administration (FAA)representative at FBI Headquarters about the Moussaoui

investigation and pr0videdhim with a copy ofHem'y's 26-page EC. The F_
. - . . ..-.. .... : . . • . . . y . .. . •

employee checked FAA databases for infomaation aboutMouSsaoui and _
obtained records indicating thathe had registered for a studentpilot's " ,,
certificate atthe flight school in Norman, Oklahoma. The FAA employee" :.

..... . , . • . . • . . : . • ... • .. -. .. . . . . o . .

e-mailed this info_ation, to the Minneapolis FBI _mdtheRFU. : •.i.• • .... •

• . . .

... . . . . .

. .

(continued) • ' •
assert their opinion that their case shoutd be prioritized over others. Rolince explained that
FISA renewals were generally of a higher priority than initiation of FISAs because with
renewal requests theFBI was faced with the likelihood ofnotbeing able to.renew the FISA
if the previous FISAwarrant order lapsed. He also stated fiaat al Qaeda FISA requests Were
generally the priority, although there were times when another foreis_a power was the
priority for a certain period.of time because of a specific set of circumstances. . "
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According to the FAA employee, he, Martin, anitRobin met with Don .....
when the Moussaoui matter first came •tothe R£U, and they discussed what the::

" t "

FBI could tell the FAA about M0ussaoui. The FAA employee stated that they •
decided that since Moussaoui and Al:Attas werein custody andno other
individuals were known to be working with them, the Mirmeapolis FBI would
continue its inveStigation, but the_FBI wouldnot advise the FAA about the:
investigation at that.point. . ..... ' :.• . ', , • .

. . : •

1!. MinneaPolisFBI seeks assistance frona the ellA and Lond0_
: Legat ' - " :• . .• .: • . .

• . ., .

_ August 24, after the Minneapolis FBI was,toldby Martin that the '' .. -. : ..... :'_' " . " " ' :'. " ' " ._ . " " i ' : "

French. info_ation was not sufficient to link Moussaoui to a fi3reignpower, ..........
the Mi_eapolis FBIsought assistance ffom0_er agencies to connect _, ....

, .

Moussaoui to al Qaeda or another foreign power. . . ....

Henry e'mailed .an.FBI manager detailed to the:CIA.to ask him .to. . ..
determine whether the CIA hadany information linking Moussaoui.to.a:foreign •
•power.. A CIA counterterrorism employee e-mailed _te FBI manager detailed .....

•. to the C_,.who :forwarded_the_messageto::Hem_;.:thal:!.-Ibn._attab.was:"a _ ' . ..-,.....
.... close buddywith Bin Laden fr0mtheir ear!ier fightingdays and that the CIA

emp!0yee._silinterpretationof the:French information _Vlasi/thatM0USsa0ui was a
"recruiter forKhattab..,,. Henry responded bye-mailto tlie FBI detailee and-
asked him.to forward thee-mail :,tothe CiA emplOYee."inthis e-mail, Hemry
asked .the CIA employee if she had anY additional:information.connecting.ibn.

Ktiattab t0..a!Qaeda '"other.thantheir PaStassociation.' _ He aisowrote, ,.'We,re
" trying to.Close thewiggle room for FBIHQ:to. claim that_there's no connection

.. . .. • .. . . . . :.." . : . .. ":!. . : ': . . ... . .. . ... . . . .

to a foreign power.,, ...Henry did:notreceive any response from the cIAto his.
request for additional information linking Moussaoui to _aforeign power, -
According to the CIA employee, the CIA had no further':informafion on any
links between Moussaoui.and terrorists, and this information was
communicated to the FBI.

Also on August 24,.Henry e-mailed the FBI manager detailed to the CIA,
_ _ f"_r ° :_ . ..who we call b alg,. with names, telephone numbers;, and other information

obtained from A1-Attas' address book. Henry requested that Craigask the CIA
to run traces on the informationl Henry noted in the e-mail that he also.was '
going to sendcopies of all .of the documents found in A1-Attas' possession.
Henry wrote that there were many more domestic telephone nunabers in the

15.0•



information :obtained from: A1-Attas, and Henry had included only the foreign.: .
information inthe e'mail.

Also: on August 24, the same day thatHenry was exchanging e,mails
" With the:CIA employeeaboutobtaining information t0 connect Moussaoui:to a -

-foreign power, a CIA manager who was workingin ITOS at FBI Headquarters '
as a,'consultant" on intelligence,issues e-rnailed Don about the Moussaoui '. - ....:.: "• . . . • _ , . . . - . ... • .

: case: TheCIA manager asked:whe_ker leads_had been Sent out to obtain. ....• . .. ... .. . . . . : .. . . . . :. . .. . , . ....

" .. additionalbiographicalinformation, inizluding anyoverseas numbers, 'and:::_. _ .
'- whether.theFBIi!had obtained photographs and could provide them to!the.CIA. ....

:Martin responded to .the.e-mail and provided: an update stating thatrequests for
... ' informationandphot0graphs .already had. been sent 'to the:appropriate foreign .• . . . • . .. . . ... . . ,, :.'. . • . -. : :."

.- . intelligence agencies and to the.CIA, and that the Mirmeapolls FBlhad sent •
: telephone numbers andaddresses from Moussaoui's and A1-Attas':':pocket

litter" to the CIA.132Martin concluded:the e-mailby writin_g,,'[p]leasebear in
mind that there is n___Qindication that either of these two had ptans fornefarious

:i .activity as Was apparently indicated inan earlier communication." (Emphasis
• . , . • . ,.

in, original;): .• .
• , . , . ..

• " Also onAugust 24, Henry'e'mailed the FBI's London ALAT, providing
...._himiwithanupdateon the Moussaoui investigation and asking for assistance in

establishingthatMoussa0ui was.acting onbe!aalfofa foreign power. Although
the London ALAT contacted'the British, autl_Oritiestwice in writing, made• .... .. .. . - . . . ..... , •

several teleph0ne Calls, and indicatedlthe urgency 0fthe Moussaoui: matter,: the
British government did notprovide theFBI any infol-rnation about Moussaoui
until September 12. We discuss.the information and the ALAT's efforts to
obtain thisinformationfrom the :Britishauthorities in section J below.

..

In additionto contactingthe CIA and the London:Legat: directly, Henry
contacted another FBI Headquartersemployee who worked on intelligence
matters and whowe call "Carol." In an August 24 e-mail, Henryrepol_edthe
CIA employee's statement :that there was an association bel_een K.hattab and

• , . " , . . - , .

Bin Laden. Henry asked CarOl for her assistance in establishing a connection
between Moussaoui and a known terrorist organization, such as al Qaeda.

- .
. • .. . .. . .

..

132"Pocket litter" is a term used to describe the contenlfs of the pockets of a person who
is takeninto custody and searched. •
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Hem_.wrote .that•the RFU had determined that •Minneapolis did not have .-.......
sufficient evidence of a.criminal violation for a criminal search warrant and.. "

(-1
.that Minneapolis also lacked sufficient evideneeto obtain a FIoA warrant. He •

" noted that the RFU had advisedMinneapolis that "because. Ibn Khatab [sic]has
not yet been established to be a memberof a named•group; that Moussaoui is.

..' not acting .at the direction of a foreign power," He ad,ded,.,'I disagree,.,but .that__:
doesn't matter.'.' He•also.e-mailed :Carol acopy ofhis26,page EC about the .-

... -Moussa0ui investigation. _Henry toldthe: OIG that he.did not. receive any • •
•information from Caroluntil September 10, when she sent him, an.e-mail
inquiring whetherhe..had.been able to obtain a warrant., ii

.. :. . • ... . .. .: . . : • • ", , .. .

• .... 12, Minneapolis preparesemergency FlISArequest '_
.. - . . . . : . . .. . • . -. • .. • / .: . .: . . .. .

.... ' On. the moming of Saturday, August 25, Henry: completedthe-..
Minneapolis FBI's .formalFISA request, which consisted of a 6,page LHM, .-
and e-mailed it to FBI Headquarters. The.LHMstated that the Mirmeapolis
FBI was requesting a FISA search warrant on an.emergency basis and that:

" .MinneaPOlis "wish[ed] to emphasizethe .urgency of.this matter in reminding
... recipients that Moussaoui is in INS Custody.pending deportation,'" " " ....

.... " " _..i " '.."/ .-.;.". " :. ....:'." ;": • i ._ • " • .... -" . ":"". 'i.... :i"/ ":. i::: " :'" ' • .......

...... •..",TheLHM:.s_arizedHe_.'s. 26+-pageEC,including.the statements _ ..
.. : received, from the flight school representatives, thatMoussa0ui...was:arrested as _ . ..

an overstay on his visa,_andthat deportation was.pending, andfllathe was:in. .-• , . , • . . . .. • ._. . .. , .. .

•. possessionoftwo knives-when he.was .arrested.•.The LHM also summarized ..
A1-Attas, statements about Moussaoui's radical Islamic fundamentalist beliefs,
including.that Moussaoui believed. _at itwas acceptable to kill civilians.w!ho.
harmMuslims, "The LHMnoted inconsistencies in.Moussaoui's statements:, .. • ..

" . such _as .hiS unconvincing explanation for. the large s_ns of money in his.. .-
" possession.whi!e he-was in the United States and.his inability to. convincingly.

explain, the reasons for his recent trip to Pakistan: With respect.to information
linking Moussaoui to a foreign power, the LHM contained three paragraphs.i
The LHM included, the •information provided by French authorities. The LHM
also included the statement from the CIA employee that Ibn Khattabwas

"known t0 be an associate of UsamaBin Laden from past shared involvement
in combat."

Both Gary and Henry told the OIG that they.believed that based on the
information they provided in the LHM, the Minneapolis FBI.could support that
Moussaoui was connected to Ibn Khattab and that because Khattab was

,
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, .. connected to Usama:BinLaden, alQaedacouldbe used as theforeign power in..
the FISA application..-

.. Martin told the OIG, however, that he:believedthe information.provided . - •
.by .the Minneapolis FBI to support a link between Ibn Khattab and Bin Laden
was notsufficient_ tosupporta FISA request. Accordingt0 Martin, it was::..:.- •
"common knowledge'that _therewas a."purported:!' link between .Khattaband: --.

:. Bin. Laden. But he said that the most recent intelligence indicated that Khattab ._. _
"_- and Bin Laden were:not connected: . "::_:/- . .

Robin.told the OIG that she believed"thattryingto link Moussaoui to al

_. Qaeda byarguing thatMoussaoui was"linked t0 Khattab;and: Khattab was -_
: linkedt0Bin Laden, was "t0i_ far remmred''to bbtain aFISA Warrant. She . "':. ..

:. stated that based on"intelligence:information_,"itwas known that Khattab: and '
" Bin Laden..were "contemporaries" but Were not C0,nnected to.each.otheri She

said that-Khattab was not working for Bin Laden. -
.... .

• . .... .... .. .. .

_. ..... . 13.. Dispute: between Minneapolis a.nd Martinr _.: ,., • : .. . .. . . " • . .

•. _. .:.".:"Around this time, Gary andHenry werebecoming increasingly;frustrated
.. _ with theadvice from.Martinthatthey:taCkedSuffii:ient information li_ng
" 'Mogssaouil to-a :foreign power:.. On Monday, Augus:t:27, in-a telephone call:. •

"be_eenMartin and Gary, the.tension surfaced: " ' ' -.....
. . .. ... .

• .Acd0rding to Gary's notesofthe::conversation, Martin told them that
"what you have done.is couched:it :insuch a way that people get spun up.'i." • " . .. • ii .. • " -. .. ... . " . . - - . " " . " - . -.

Gary told the OIG that after Martin made this.statement, Gary said "good', and
then. stated that Minneapolis wastrying to keePMoussaoui.from crashing: an .
•airplane into the.World Trade Center. Gary's note,s of the ,conversation.-..
indicate-that Gary. stated; "'we want:to makesure he doesn't, get control, of an
airplane• and crash it into the. [World Trade Center] or something like that."
According to Gary's notes, Martin responded•by stating that Minneapolisdid •
not have the evidence tosupp0rtthatMoussaoui was a terrorist. Gary's notes
indicate that Martin also stated, "You have aguy interested in this type: of .•
aircraft. That is it.'.' ' '

Martin told the OIG that he did not recall making any statement about
Minneapolis getting "spun up" about the Moussaoui investigation. When
asked whether he spoke with Minneapolis about whether they were
overreacting, Martin stated that he "could have." ]Martin told the OIG that:he
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•never heard Gary make a statement that he thought that Moussaoui wasgoing
to hijack an ai_lane and crash it intothe World Trade Center. He saidthatthe
firsttime that he heard that:statementwas in October 2001 at a meeting in FBI
HeadquartersinvolvingseveralMinneapolis age,nts and FBI Headquarters
employees •to •.discussthe Moussaoui investigation. He said that during the
meeting Gary made a reference to having made this statementto Martin some
time in August 2001, but that Martin hadneverbefore he_d Gaa'ymake the
statement.. ...... "._. :

. .• . .

Gary,s notes also.indicate that.,the Minneapolis F'BI asked Martin
whether the FISA request, which had been e-mailed on Saturday, August 25, .....
had been.presentedto Section. Chief.Rolince for approval as :anemergency ...
FISA:. Martin istated that it had not been.presented to.Rolince. • . ". . .. . .

.. : .:. .

.. Gary's frustration With Martin can.be seen in an-e,mail.Gary sent to-.
Martin on August 27 after their.telephorie conve,rsation. In the e, mail, Gary
advised. Martin to contact the CIA.employee for more information about

Khattaband.his-connectionsltoBinLaden!n:order.to support.the foreign power
. .. portionof.the:FIS Aapplication..-Martinrespondedinan e-mail onAugu.. st 28

" that FBI Headquarters had the•latest information on Ibn..._- attab.andChectmya,
.. . "asthi's. programis administered, by our unit," and..thatthe matter had been ....

"discussed with the.CIA employee. Martin alSo wrote, "I'.need to ask. you. guys '
'to do me a favor. In the future, please contact and passinfo to me and allow
meto talk:with[an FBI detailee to the. CIA] and [the CIA]. Things work much.
better when:Our agencies are communicating HQ to HQ-."133 " " .:. . _-

' :

..... Martin's. e-mail was forwarded to Craig, theFBI detailee-to the CIA with.
' whom theMirmeapolis FBI had been.comm.un.icafing, •Craig respondedwith an• • ..... . . .. • - . • . . . .. •

e-mail to Gary, Martin, and Don,. which :stated thatCraig definitely agreed that
•

• ., .

133Martin told.the OIG that normally contacts with. other agencies are-made by the- . - . . . . . :

SSAs at FBI Headquarters.. He stated that he was concerned about the Minneapolis I?'BI
commtmicating directly, with the CIA because it was "not conducive to good information
floW" and that FBI Headquarters needed to be "apprised of what's going on." He..also"
asserted, that since FBI Headquarters was responsible for putting the FISArequest together,

•it was necessary for FBI Headquarters to ensure.that it had all of the available information _
from outside agencies, and that this was more likely to ,occur when the agencies were
Communicating at the Headquarters level. "
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it was :Critical for FBI field offices to:deal directly With FBI Headquarters in
order to ensure that FBI Headquarters was "in the loop up front." He added:
thatin this instance hehad been in t0uchwith Don at the initiation of the case ,,
and that Don had asked the CIA to move quickly and without a formal request. . • . . ; ) ":" ...:. . . ..- ;.. ., . _ ; ...., • . . • . .. .

f0rinformation in the form of a teletype from FBI Headquarters. _CraigWrote

: ii thatit was for this reas0nthat he hadbeen dealing, directly with the
• _: Minneapolis office butalsocoordinafing With FBI Headquarters. :craig also ....
.... wrote that the CIA had yet t0receive aiteletype from tlaeFBi about file matter; _

which hedescribed as "the6nly real, official corm_Unication between [thetwo
• agencieS]:." Craig also noted in a separate paragraph to GarythatFBI _:

Headquarters "ha[d] astrong;handle on the Chectien issue" and that:the;IOSsat ,
_ FB1 Headquarters were ,'well cOnnected" to,theCIA if they "require id]'_ _!__ __
..... anything new."• . ] . . ... .... . . ..... .. : " , .. .,..

:- ., • - . • . . .. - .

• . . . .. .

.... He_ told the OIGthat he was frustrated with the advice that the _
Minneapolis FBIwas receiVing from FBI Headquarters and that he expressed

.... thisin a conversation with Martin. Henry said he told Martin that he disagreed
with Don's arguments for not pursuing the criminal warrant. He told t]heOIG

:__:ithat he:iiadsaid to Martin: _ : _ ,....... . . . .

" . _.: i, : :::i : _: " ...... " : .......... • "

.::_.!, . ...if you're not going to advance this the FISA route, orif
•... you don't-believe we.have-enough for a FISA, I shudder to think

:""_....... -and:that's: allI got Out. And .[Martin] cut me off andsaid, you.
-.. .... Will not question the unitchief and you will :not questionme.

" We've been.,through a lot. We know what's going on. You will
not question us. And that could be the mantra for FBI
Supervisors _• • . , .:.. . . .. .". . ... • ....... . .

.. /_ • ..... . :... . • .

14. Minneapolis contacts RFU UnR Chief
.... .. _. . : - ..

Because of Gary's andHenry's frustrations in dealing with Martin, Gary
..

i told the OIG that he approachedRoy, the Minneapolis Ac6ng SAC, and asked
Royto call Don to "find lout what [Martin]'s problem was." _34On August 27;

... ..

!34As discussed above, Roy was named the Ac,ting SAC on August 3, 2001, mad
remained in this position until December 2001. Prior to being named the Acting SAC, he
was one of two Minneapolis. ASACs. -
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Gary and R0y together placed acall to Donto discussthe Moussaoui FISA i
• r

request: _

_ Accordingto Gary, Don was "imrnediatelydefensive" and asked Martin
tojOin the call. Gary's notes of the conversation do not indicate that Martin's
performance was discussed.

: , :. • • ... : : . ,• . . .. • . . ,.

Garytoldthe OIG, and hisnotes re,flect, thatMartin and Don discussed ...._
the lack:ofa foreign power and stressed that more direct connections were
neededto establish the required link. Gary told the 0IGthathe recalied, asking

"whatis the mechanism" to address the Moussaoui situati0n.i Hesaid that he
asked Martin and Don if"they won't let us go criminal' ,'and if there was
insufficient information for a FISA; "what can wedo?,' ..... ,: : :

Gary's notes indicate that he was advised that if Moussaoui could notbe:_.
connected toa terrorist organization, there was "no mechanism to address on a

, .. • .. • -- . • ,. .. , . • •

case-by,case basis." Gary's notes a!so reflect that the question, "What is Izeing
• done to address theloop-hole (if he isn't part of a known group)?" was asked.

Garytold theOIG thatheposed this_quesfion. The reply is no_ed in quotation
_ markS as "Thatisn't something for you to wo_¢ about."! 35 Gary told theOIG

.... : that he recalled that Don gave:thisreply: Don, ihowever; told _/heOIG thathe
did not make this statement. _ _ ' " _ _ ...... ..

-.:,, .,.._...:.:.. .... :.. , .. _.: ,: ..... .. ,'.-: : .... :. :'. .... , . -.. .
" "'_" _"' ..... Z" ; ...... ':: _ ............. : ........... ........... " :....... ....... : " " '_ ,: " "

' Gary'snotes alsoindicate that either Don orMarfinstated!that another
NSLU attorney- Susan- would review the matter andwould, give it a"g0od

. .. . .

. '_ .... ..., ... . ....

•, . .

135Because FISA warrants are permitted Olfly for fi_reign powers or agents of foreign. .. , .

powers, the "lone wolf' terrorist who is not acting on behalf of any foreign govemmenlt or
terrorist organization is not covered by the FtSA statute. In 2002, abill was introduced in
the United States Senate to amend FISA's definition of"foreig_a power,' to include,any
person, other than a United States person, or group that is engaged inintemational terrorism
or activities in preparation therefor." The intent of the amendment was to allow a FISA.
warrant to.be issued after Showing that a person, is engaging in or preparing to engage in ....

:international terrorism, regardless of whether that person also is an agent of a foreign power:
The bill was referred to the JudiCiary Committee, and the Senate Intellige,nce Committee
held a hearing on the bill on July 31, 2002. There was no writ_teni'eport, and the bill Was not
reported to the full Senate. On :January 9, 2003,, the billwas reintroduced and was approved
by the Judiciary Committee on March 11.2003,, Itwas approwsd by the Senate in May
2003. A similarbill has been introduced in the House cffRepresentatives.

156



faith review." Gary told the OIG •that,Don gave this assunmce. Accordingto
Gary, Don alsoadvised the Minneapolis FBI that it was necessary to attempt to
confirm that the information received from the French related to the:same _:

Moussaoui the INS had in custody.i _ ......
. . .. . ., ..

• Roy;told the OIG that: he recalled having theteiephone cal_ but saidhe
• : didnot recal!:thesubstanceofthe conversation. Hetold the OIG, however,...., .. , . .... . • . • . : ,, . . . • . . . .... .. . . . .... ./...

that he recalled_that at some•point hespoke tODon about lVlartinand expressed .....
.... his belief that Martin was "hmdering,' the:processor " ,, ., ,, i...... trying to submanne .....

....... Minneapolis, case ..... .. . ._ .. :

...... _ ° " : . " " " . . : " : • " " :. .- . _:':'-i: ' • : _.
.. ,... .. :., . : .. . "

• _........Don told the OIG-that he recalled.speaking on.the telephone with Roy; •
•. ...,.andGary anddiscussing the foreignpower issue, He_saidthat-his.resp0nseto: .... ..

the disagreement was tohave Susan,another NSLU attorney-weigh_in on_ _ _
the merits oftheFISA request. Don assertedthat at•no time did Roy or_anyone ......

• else from Minneapolis raiseany concerns to him about how Martin, Robin; or
• • ... • . -. . , . ' _ .. . . .. . . . .. . • . : .. . ....: ' -.

.. .

anyoneelseat:FBI Headquarters washandlmgthecase, _:, ,
• . . ...? . . .

_' : Martin also toldthe O!G that he did not recall the specificsofthis •
• :'_:teleph0ne:conversation. However, with respect to the issue Of enSuringi!the
• i identity of M0ussaoui, he stated that •his concemwas that the Minneap0fis FBI

_ :_ practice "due diligenCe,'and ensure that the inforrnafi0n that the FBI had:
_receivedwas for the same person, Martin told the:OIG that he was aware that
the name"Moussaoui" had resulted in multiple hits in'the FBI's Computer• • . .. .

' ' .,;; • " " .: .'i_ • ' ...

• SYStemwhen the Minneapolis FBI had first CheckcdMoussaoul s name.
:. • .. . ., " ..

-..: As a result.of this concern, after the.telephone conversation With.Don and
•Martin, Gary directedan agenton the Minneapolis counteIterrorism' squad:to .... ...
contact the FBI's Paris ALAT to obtain:informati0n,about .the numberof _:"
persons with the name Zacarias Moussaoui in France 'by checking the _ .:.._-..
telephone books for thename Zacarias Moussaoui. In an e-mail later ithatday.. ', . : . . . . ... . • .

to the Pang _AT, the Minneapolis agent wrote, "In an effortto demonstrate
the probability, which we.believe is low, can you determine just how many
Zacarius :[sic]Moussaoui's [Sic] are listed in .the white pages inFrance, i[sic],
The ALAT replied by e-mail that he could check the white pages for Paris :but
hemight not be able tocheck the whitepages for all_,ofFrance. Heatso wrote,
that he wasmeeting with theFrench authorities the.next day and was expecting
thereto provide additional information that would. "confirm Moussaoui's ••
identity."
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.:On;August 30:,the ALAT provided additional in:formation, obtainedfrom•
the Frenchauthofifies that confirmedMoussaoui'sidentitytolV[inneapolis and •
FBI Headquarters. This information is discussed in Section F, 20 below.

• .

Henry told the OIG that he thought that Martin's sugge_tion that the
Minneapolis FBI do more to confirm that Moussaoui was the same Moussaoui
as reported by theFrench was "another arbitraryroadb]Lock.,' Hesaid that he

: believed that they Should trust the professionalism of theFrencti, although he
: also Saidihathe was not aware of the specific information that theFrench

auth0ritieswere relying on to assert that the Moussaouiin custody was the :_ _'

same Moussaoui asin their report, :..... • . .... . ., : .

Rolince told the OIG thatsome time in August 2001;Don stopped briefly
•at his office to:give _ma ',heads up":ona •case in the Minneapolis Field .
Officei Rolince saidthat the conversation lasted approximately 20 seconds. --_
R01ince :saidhe did not recall if Donmentioned the name Moussaoui: 0r not. _
According tORolince, Don indicated there was :anissue with a FISAand_ :_
Rolince might receivea call ffomFBI management in Mirm,eapo!is. Rotince
said Dont01dhim: the subject of the :investigation was in jail on :an:immigration:• ...._ .. .... :. . . . . . .: , .-......-- .. • . . ... ..:,.. .. ..- . . • -..?_ . . ,,... .

• chargeand the logical leads had beensent out. Rolince told the OiG he did not: • . - . . '... . ' .. " . - -- . .- - " . . : " ' .. _ . • .i _"-.-.. .: ' ' - " - . • '?. i _ " " " " "

receive any/_er details from Donabout the issue in M_eapolis, but this• - • '. • "'. ..... " .... " . : . . " .... -i ._ "

type of heads up wasnot atypical. Rolince statedthat he,received this type of:• . i . , _ ! .... '". .... ." "_" .' " " ': • " " ./': ''..: :' _ " " '

brief notification asoften as 10,15 times:a week from his subordinates about
potential contacts from the field .... _ ....

Rolince told the OIG that he never received a telephone_call or other
contact from the Minneapolis FBI about the Moussaoui matter. He said that he
did notraise the limited information he received from l)on about:the ....• ..

.... Moussaoui investigation with anyone else:in the FBI..
. .

15. Martin,and Robin's co_su!tation with NSLU _Lttorneysusan

After the call with MinneapolisonAugust 27,_Martin and Robinmet
withNSLU attorney Susan to discuss •theMoussaoui FISA requ.est. Martin_
told the OIG that he orally briefedSusan about the factsofthe case. Hedid not •
provide her with any of the documentation that had been•generated, such as the
26-pageEC or the 6-pageLHM, although he had the documents withhimat
the meeting. Martin toldthe OIG that while he didnot recall specifically what
was discussed with Susan, he recalled that she did not believe thatthere was
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sufficientevidenceOf a connecfionto a foreign power. Martin added that.he _
recalled informingSusan of thefacts that related •to the issue ofthe foreign. --:-...
power,.which was..the:information received from .tJheFrench authorities!.. ._

According tO Susan, the meeting lastedapproximately 45 minutes. She-: -
said shewas made aware of a handful of other facts,: such as that MOussaoui -- .

' wasan _ab, was in flight school and had been asking some weird questions,:i _:
and hadpaid cash for flightschool.: ...... '

• • .

: _ SuSan told the 0IG that:martin and Robin downplayed the Khattab _ .....
• information to heri Shestated, however, that she believed the evidence0f a : :

link between Moussaoui and Khattab was:_ery ,tangential", since:it was:based,.... . . . . : .... ... . .. . . . . • ..' .:"

. -.- on-the statement of Tufitri.who had no direc,t knowledge, of a connection.-.._ ..:. _---
betw..een.Moussaoui and Khattab. Inaddition, Susan told the OIG that .based. " ..

.. On herexp, eriences in tTOS, the Chechen rebels would not have been. accepted..._,'-
' by OlPRas a-foreignpower. -Susan told the:OIGthat basedon thefacts!that..-

" .she waspresented, she t01d:Martin:arld Rob:in that:the_FISA request lackedthe:
•

' necessary,connection ofMoussaoui toa foreign power. .: -.

' ..... .:.".i'i.i.i,i:Susan told the OIGthat attempting to argue:.ilthatKha!Itabwas. part.of.a[.,,. :
: ' Qaeda was.not feasible, :because-at:ithefimetheFBI's position.wasthat Khattab. -

•: " ':dldnot:take.directionfrom Bin. Laden but rather.Was'theleader Oftherebels in .-
:. -.. - .. , ' • ,, . , - : . . • . .. . . ..-. . ,- .

' --..Chechnya..She.said that it was her Understanding atthe time that the CIAand .
: . _ , .- . . • "..:- . : . .. . • • .

•the:FBIdid not agree :about.Khattab's role and:relationship to Bin.Laden, !36 "
• • Susanalsostated that in .her experience it would.not have been .feasible Ito:get-!..._:-

an emergency FISA through OIPRif a new foreign powerthat had never been• .. • _ . -.. . • .:•

" pled before was presented. .... . : . . . .. ...
:. Susan told the OIG -that she asked Martin:and Robin whether the FBIhad

•' .anyinformation::indicating anyone: was sending people totlhe_Uni.ted States for..
-flight training, 'but that she was told no. She said. that.Robin did notmention
the Phoenix EC .to her. Martin .t01dthe OIG..that he did not recall any:such

136The FBI IOSs we interviewed told the OIG that the:CIA, not the FBI, collected
intelligence information on the chechen rebels and Khattab. According to the IOS whowas
responsible for targetsin Chechnya, by the spring of 2001 both the C2IAand. the FBI took the
position that Khattab did not take direction from Bin Laden.
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questionfromSusan./Robin also toldthe OIG that Susan never broughtlu p the
issue of whether Middle Easternerswere training in U.S. flight schools. _

We asked Susan whether she had read the Phoenix. EC since
September 11 and whether it would have made a diffe,rence toher opinion
about the Moussaoui FISA request. Susan said that she first read the Phoenix
EC severalmonths after September 11. She said that if she hadread the
Phoenix EC at the time, she would have been cioncemedenoughabout,
Moussaoui tobring the matter to an OIPR attorney's attention. According: to
Susan, she sometimes called OIPR attorneys "to bouncethings Off' them,
rather than sending over a formal FISA request, and would ask them: "where do
you think we are?" Susan added that the MoussaoUi case still w0uld have had
"the same:foreign power issues" but that the Phoenix ECwould have

. .. . ....... : : .

"influenced" her. ;:
. . .

Susan also told theOIG that shehad notbeen aware at the time of her

meeting with Martin and Robin that the 1VIinneapolisI_BI"hadprepared a _
tengthy E C about :the Moussaoui, case. She stated :that she thought :thatthecase
"was evolving" as she spoke to Ma_n andRobin and thatshedid not realize:
that documentation had beenprePared. _S hesaid_she belieVedthat Martinhad _,
received oral briefings from Minneapolis. She said that she first becameaware
of He_?s::EC inNovembel_ 200L H0we_er, s:hesaidthat if she had read it:,
bef0rethe meeting with Martin and Robin, itwould nothavechanged her ...........
opinionabout the Moussaoui FISA request. Shesaid she recalled thirddng that
Martin had represented the facts as set forth in the EC. Susan :stated that she

probably received an oral briefing because Minneapolis was seeking an
.... emergency FISA and needed an answer quickly, She said that _ere was ....

nothing unusual about receiving an 0ral briefing in,that situation. Susan told
the OIG that she didnot know at the time that Martin ihadalready consulted
with Howard and Tim about the same case. ...

After the consultation with Susan onAugust 27, Don instructed Martinto
have the matter reviewed again by the head of NSLU, Spike Bowman, because
of the level of concern raised by the Minneapolis FBI about Moussaoui and the
FISA request, Martin arranged for a meeting with Bowman the next afternoon,
August 28.
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.. •16,.. Martin's :edits to:Minneapolis' _ISA requ_est .....

".... Priort0 the meetingwith Bowman, Martin began reviewing-and editing: "
the Minneapolis FBI's 6-page LHM;. in casethe FISA request_was approve d by
Bowman. Martin e,mailed an •edited draft of theLHM to:Garyand stated that
he :had_made some refinements and wanted comments frora Minneapolis .... ._

.. Martin:,.noted_.thathe.hadremovedthe paragTaphrefleeting that.aClA . • '. ..........
..... 'employee.had stated.that-Khattab was.anassociateof Bin Laden, but that • .- --.• -..:::

' Martin would "addthe foreign power info re A1-Khattab_fBL later, when we
.. .j • ... ._ . _ .. , .,- .. . • , .: . . . , . . . .. _,. : • . . ... .

.... get an [at!omey] to buy this argument.".... ....: _

lengthy.:..._.:: . : _..'. _:Gary responded with a e,mail setting forth.his;concerns about.. _..-..._-...,..-
::. '..:.Martin'Sedits.,:.. First, Gary expressed concern.about the removal.of the, ' • •

:: ' statement:connecting Khattab toBin Laden.: Gary::wrote, ":It seems thatwe :are : :::
.... setting,:this up for :failure if we don't have the foreigni power connecti0n fimaly ':

.... established for theinitialreview.,' Gary alsoraised quesfionsabout the::• :
'. followingmadebyMartin:: --... __...: _.... :: .-.. ... " ..•

_[i :;:::_ • Change from the statement aboutMoussaoui "preparing himseff :
to fight" to a statementthat.MoussaouiandA1-Attas "train

.. +..._. .... . • ...... . .. • . - . . . • . . ..... . , . :.:_ .. ,-

_ ".... -.;._[_!il._"i-_._" :., ./together in defensive tactics.." G_ "_ote,-:"During the interview - :-..": .-
.: ......" neither A1-Attas.nor [Moussaoui]. used .the .term 'defensive ,..

._:..,...:_-.:: ..'-...,.tactics.' I think that softens our argumentand misrepresents the.
•" ' ;.:.:- .. statements of-M-Attas." ..... " ..
-i : . ( " '

:: _° Change to.the statement "A1-Attas Wasalso ai_kedffhe had ever
heard Moussaoui make a •planto kill thosewho harm Muslims

.... and in so doing become a martyr himself. A1--Attasadmitted that
•. :.i-" "hemayhave heard him do.so,.but th,at because it is not!nhis own
' .. " •heart to carry out.acts of this nature, he claimed that he kept . -. •

......... ...himself from actually hearing and understandimg." Martin
•" changed this section to read,,'A1-Attas Was also askedif

Moussaoui has a plan to kill those.who, harm lVluslimsand orto
martyr himself while conducting anact of terrorism: A1-Attas

" indicated that MouSsaoui :may ihaveSuch a plan,but :that he does .-
" " not know for Certain if this is the case;." Gary acknowledged that
i .... Martin had changedthe statement based :ona previous t61eph0ne '

conversation with Gary, but Gary wrote "now that I see it in print,
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I think we •might be misstating A1-Attas"response" to the
•question ....

• Change from the statement that"Moussaoui was unableto give a
: convincing explanation for hispaying:$830Ofor 747,400 ._, ,

: _ training', to "Moussaouiw0uld[sic] give.,an expl_mation for his
paying $8,300 in:cash for :747-700 flight :simulation training.", .
After noting that Martinhad left out the"not," Gary stated thathe

.... : did not 'think that this statement was accurate because Moussaoui

gave an explanation "but it was notconvineingY

.... • Change fromthe statement that Moussac;ui hadno convincing
explanation for the large:sums of money known to have been in ....

.... his possessionduring his fime in the United States'" to :-

"MouSSaouiwould notexptain the,,large sums of money known to
have been in his possession:duringhistimein the,,United States:,'
Gary noted here again that Moussaoui had offeredanexplanation

: :::: butthat"his explanation: fell, short." . ......
. '. • .... • -.. . . .:.: . • . . .

• :change from thestatement_:that':'Tufitri ,_tated:that Moussaoui. . • . , . . , . . . ..

• .....was 'the dangerous one' " to TUfiti5 "described him as being
..... _ dangerousY Gary pointedout that Tufitfi "didnot describe him

i : ' as being dangerous in genera!terms, Tutitrispecifically referred
•to him as 'the dangerous one.'" Gary added, "tthink this is

• significant- and it accurately reflects the information as it was
provided:by [the French authorities].: _

Martin responded by e,mail to Garythe same•day. With regard to Gary's
concerns about the foreign power information, Martin explained that Robha •
would bepulling together the information required for the fOreign power
section oftheFISA: application and that it would be added to tJheLHM once it
was ready to be:sent to OIPR. Martin added, "Don't worry about this part.."

.. ...

' Martin also wrote that he wouldmake Some of the'changes requested by
Garyl, For example, with respect to the "would not give an explanation"
comment, Martinchanged the text to "did notgive a logical explanation."
With respect to Gary's concern about Moussaoui's inability to explain the
source of income, Martin wrote, "I added words to•cover your point."
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'Martin declined: to make •.some.ofthe other changes:irequestedby. Gary '
andoffered explanations, for his edits... With respect to the •'"defensive tactics',

. change, Martinwrote, "We don't•needto, provide verbatim answers-to .. "
.. . [interview questions]. I think theway I've :setit out here i,_accurate." With
. respect tothe question put.to Al'Attas about Whether hehad heard Moussaoui

make a plan to kill people whoharm Muslims, Martinwrote that hedidno_' _ -':: .. ::. ' . . . ,.. ,. . .. . . . ... . . . :', ....: • . .... -. ... ., ... • . .....

• believe how it had;been _tten made sense and that,,'the way it reads in [my]

:." _a_,.... ..:.s:fine_i'_: " With respect .t0 the "dangerous one"' comment,Martm. _ote"that...
.... •-WhatWas in. the p_a_aph was adequate,. .. . : .:.,...:..::.... _... •. ...

.

..... Atthe end of the e-mail, Martin wrote:, "I tried to tiglaen-up the :language
andrnake it more concise. There'snot necessarily anything wrongwith [flae• _.;",. ' ' ' i " ' • '" • ,: ' ' . • • ' ' -. " . ' ' . " " ' " .. ' - " " .. .. . . :• ..

LHM]. :,-Pmjust _g.to make anadjustment for our new targeted, audience :" • .
. . :. :_ .... . . ': : " : : " " " ' _' ..... .' " - .... :_": • :i: / " " " ' .... "

'.: .-.. :- ' ........"..Gary told!:theOIG that hebelieved M_in's-edits "softened":the FBi's. : "
• : .poSition:. He saidthat: he questioned whyMartin had taken:outthe, foreign...i'.:. " ..

•power information when it was:legally required to:obtain the FISA Warrant;--" :....:. •
and claimed he Was given:"no real explanatiion" for why Martin omitted:the.:." .. ' -. ::" • : i .... - " ' .... ..- . .. ' ' • " ._, . ':. "

: foreign power information. Henry told the OIG tliat he believed that Martin':'s• . . • . .. .. , ,._.... . ...... . .... , :-. . . _. ::...::..- . • . . . . .. .. . "... . .'. .. •

.. edits, appeared to.be "dumbing [the LHM] do_'.'::imd.that.: the edits :"w0uld.i ... : • .. . : .. . ::., .. .. . ,. :.-. . : -. ..-.. _., _-.- .:..:. ,. ...... ... .,... .. . . .. . -._ . .-.. .......

....+-::_-.definitelycause .[theFISArequest] to fail," ... ..... . :
. . . .

" .:.._._:.: In response, Martin told the OIG while he believed _tat the LHM :was
generally well-written, the. tlareeI-paragraphs for the;foreignpowe r section of the
LHM were:not adequate..to establish the foreign power, element , and he "
intended, along with Robin, to c9mpfle a ,real" foreign power section when.an

" NSLU attomeygave approval tomove forward withthe FISA request, .Martin
said that handling the reques t thisway was common and.denied that he Was

_ attempting to i"torpedo" the case. • : .

Robin .also.told.the OIG that, as they didwith other cases, she.and Martin .
were preparing tO create a new foreign power section •for the Moussaoui_LHM
that would be comprehensive. She said.that: Martin,s edits were normal.and :
that the changes were designed to create"a.logical, intelligent package .that we
thought would get to court" andto makethe LHM less "inflammatory." She
explained :that by "inflammatory" she •meant that the Minneapolis LHM:was:
not focused,, but rather used terms that were geared toward getting someone?s
attention without providing any evidentiary support. Robin asserted that :
Martin was streamlining thedocument and adding the "buzzwords" that he..
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knew from experience OIPRwould require in order to get the package to the
FISA CouP. Robin stated that the RFU wanted FISA reqUests to get OIPR's
attention butdid not want the RFU to seem like "maniacs."..

17..ConsuRation with NSLU Chief $pike.Bowma,,:

On theaftemoonofAugust 28, Martin and Robinmet with Bowman to
discuss the MoussaouiFISA request, Don told the O]_Gthat he"had planned _to
attend the meeting but that on his way to Bowman,s office he yeas calledinto a
meeting with Section ChiefRolince No one from Minneapolis wasasked to
participate in the meeting. _ : _

.. .. ". j ..... • • ..: : _'

Bowman told:theOIG that it was "quite unusual" for hirn to be consulted •
:abouta particular FiSA request. Hesaid that:italso was'unusual for the field
office to:be so adamant that it had sufficient evidenceto Obtain.a F!SAwan:ant
and f0rthe Headquarters SSA to be as adamant that t!mFISA warrant was not
suffiei_tly supported. : . ...... ....

.... _'M_ orally briefed BoWman_about:the facts of the MousSaoui Case but:

did notprovide_himwith any of the documentation that :hehad With him. _ _....
•Robin:,told the OIG that.she thought that Bowman was very familiar with the- " .
facts because he had been briefed bYother attorneys who hadbeen involved in
the matter.

.... , .

":Martin said that Bowman advised that eve,n if everyone.were to agee that
•the Chechen rebels could be pled as a foreign power; the Minneapolis FBI,

lacked sufficient evidencetoeStab!ish thatMoussaoui' was an agent of that
foreign power. Martin toldthe OIG that Bowman said that TUfitri stating that
Moussaoui toldAmnayhow.to serve Allah by fighting with the Chechen rebels

" ..didnot meet the standard of an agent ofa foreign power.

• According to Bowman, Martin conveyedthe opinionthat he did not
believe there was sufficient information for a FISA. Bowman said he was
aware that Moussaoui was a French citizen who had overstayed his visa,, that
he was a bad flight school student who paid in cash andwho coutd not
satisfactorily explain how he was being supported in tlheUnited:States, that he
was asking odd questions about the airplane (suchas whether you could open
the doors during flight), that hewas more interested in learning how to take off
and land the airplane than flying it, that he was traveling :with a friend who did
not seem to share his interest in aviation, and that the ]French authorities had

. ,
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reported that Tufitri was.blaming Moussaoui-for recruitingAmnay to fightin. .
Chechnya on behalf of the rebelsthere.... _ ...... ' -.

Bowman told the OIG that he did not believe, based upon the facts, that .
there was sufficient evidence ofa link to a tbreign power. He said that he.was
awarethat the Minneapolis FBI wanted to argue, that because.there was some " ..

• . :. .. ,

• connection between Moussaoui ...and"_attab.. .... and...because.._ .. .there...was. a:. .....
relationship between _attab and Bin Laden; Moussaoui was an agentof al _• " • "" " " " _ • '_ " ' " . " " / . " - ' :. - "

Qaeda: Bowman said that it"was his.tmderstandingthat it was:Common...._._.._... • '
knowledge that Khattab andBin Laden had "som,e kind .of re!ationship,'.,._butin ... "
-his•opini0nthis wasn0t_a close enough link. to.argue that Moussaoui was an. •..
agent:ofal.Qaeda. Bo_an... alsostatedthatone Muslim enco_aging another: " - "
Muslim tofightinaMuslim_ cause Wasnot suffici,_t tomeetthe requirements • 'i ._
of an agent Ofa foreign power under FISA. t37 " " • _.:...-.:-. .:. '

-' • ......... ' "ii. :""": _: • • '". '" .,. .... "..... " " " '"" " " ..... .:. "

•' Weasked.Bowmanwhether he had read thePhoenix ECand whether it ,...i:.... '
•" . would have made :adifference inhis, advice. .Bowman stated that beread.the....:.. ' _ .-:.....

..i . " .Phoenix. EC only:after. Sep.tember 11,but that he believed forse,ceral: reasons.it .
" ._:_!:._:wouldnot havemade any difference if.he-had read itat the:time.. He.asserted..: ... . . _... , .... • . . .. , .. ... . ,: . • . . . .. .. .

._.. .::.:..that.the Phoenix .ECwas,aroutineco_unicafion.pointing_out what a.field.. .:. ....... -..
.... " officebelievedwas an "anomaly" and-that it wasnot an "alarmist"

communication. In addition,-he said that the Phoenix EC did not connect any
.-. . . -..

" of the people referenced in the! Moussaoui case with any foreign power. He
said that it did not "associate Moussaoui With anything."

•

•.. After meeting.with BoWman,inan e'mail to Gary. and Acting SAC Roy,.
Martin informed the Minneapolis FBIof BoWman's opinion that there was..
insufficient evidence"of aconnecfion to a foreign power..- Martinwrote:

. . .

We just left.a meeting W/Spike Bowman,. #.1.in NSLU.. He says .
wehave even less than I thought. Apparently, even ifwecould
show. that.the ZM that recruited :[theperson] in Franceis the one

,37As discussed in Chapter Two, the legislative history ofFISA provides that to meet
.. the-definiti0n of an agentof a foreign power, there must. be "_inexus between the individual..

.. • and .the foreign power that suggests that the person, is likely to do theb'idding oftheforeign .
power" and that there must bea "knowing cormectioff' belween.the individual and the.
foreign.P0wer..._
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:you_have locked upin INS detention, we Still don't have a
connection to a foreign power. • We would need intel to indicate _
the guy was actually a part of the group, an integral part of the
•movement or organization, andnot just an individual

[redacted]."

• In the e'mail,Martin advisedGary to call himto discuss the ne×t course of
action. R0yresponded by e-mail and wrote, "Thanks for your help •and: : :::
continued support

" 7, ' .- . . -. . .
•. • • . .

- _. • • .. . _

•Gary;s notes indicate that Martin and Gary also spoke 0n the telephon e
aftertheBowman meeting andMartinexplained that:the FBI needed more ....
informationlinking Moussaoui to a foreign power, The notes state that Martin
toldGary, "we need [Moussaoui] to be an hategral pm_tofa tenrorist "
organization. "_38The notes also indicate that Martin conveyed thatmore,

intelligence informationwas needed on "how heis acting on behalfofa _
foreignpower."; The notes state: _"Bottom Line-You don't have a foreign

_ powery?_e-notesats0_State_at Marfinadvise dG_Ytoensurethat _
Moussaoui Was enteredon a _atch list _andthat:the FBI's Paris Legat was :: _.-- .,... . ,; -._., . . • . . . .. .. .. . . . _ • .

..... contacted about deportafionarrangements forMoussaoui (which we discuss_ •
below). ' _ ._."

._.... . :: . .......:.. -...:. . .. "i ...... ,.. .. . : ... , . . _ . -

_:__:_::_18_:,Ad ditional info rmation about At-Attas an d M[oussaoui

, a. Minneapolis FBI explores use of undercover officer in
Moussaoui' s jail cel_ '. .

In ane'mail from Gary to Royon August 29, Gary wrote that heand
Henry were ,explo15ng the feasibility'•' of inserting an undercover officer Who•
spoke Arabic in Moussaoui'sjail cell "in an attempt to elicit from Moussaoui

138Bowman toldthe OIG that Martin•accurately conveyed his advice that even
assuming that there was a•foreign power to which•the F'BI could attempt to connect •
Moussaoui, the Minneapolis FBI lacked sufficient evidence to •establish that Moussaoui was
acting as anagent on behalf of a foreign power. He•stated, however, that Martin's
interpretation of his advice that agency law requires a showing that thetarget was an
"integral:part" of the terrorist organization was not eon'ect. He opined that the agency
standard required a showing that the target was "serving the interest" of the foreign power.
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..: .. the:nameof (or deseriptiveiinformationwhieh:woUldidenttify)_.the: recognized:
• "" " .... " t _'

foreign power •with whomhe asalagned. .Gary told the OIG that Roy,. CharIes, " ..
and. Rowley all •were.consulted about,thisidea; and al!.of l_hemstated thatthey •
did not see any limitations that would prevent this from Occurring. G_ :noted
in the e-maiI that the Minneapolis FBI did not know yet whether the use•of the "
undercover officerfor the proposed operation had been approved. '

• .: _.i._:•.i Roy.!provided the information about.using an:undercover officer: toiDon ....
•. inan e-mail in. Which he._ote; "_" ,........ : i n_,.useof the[undercover officer]: is,also i . ,:

" exploratory as we do.notw_ttoleave any stoneunmmedipfior to., • _:: :..
• , : _ [Moussa0ui's] release." Don responded in an e-maiI and wrote, "Let us look ....-_

....-.. , .into:thisasa p. DONOT go forward with the [undercover officer] until we :.: "
: . . : • weigh in:.:.):?',Roy ' i d "_ . reple ,.. We were. only been. [sic].expl0fing thepossibility_

of the .[undercover officer], we areby no means ready togo forward withit.
Th_ pointmay bemoot-because itseems the deportationto France is a more

• _ iike!y0utcome and it may be more timely.,' _• . .. -.• .....• ..

.... . Don. told.the OtG.:that:_hediscuSsed:the issue with an :employee detailed :
: -?::_,toITOSi.with expertise in this areaand that the employee stated that the idea: ::

: ,: was ,'ridiculous'! and that itcould not be done. Don said that having an i,::: .....•- . . • . .. • . : . . . :..... .. . .- ..... . ! . :. :. . • . • _,, , . • ... • . . ,.. ... • . . :

• uladercoverempl0yee involved with:something in which information could be
obtained that might be used in a criminal: proceeding was problematic since,the ," ' ' • " . "" .- ". - • ..- .'! - " .. : " '" i _. . •

undercover officer wouldnot be in aposifion to testify. According to Don; he..

• conveyedlthis information to Royl and Minneapolis did not pursue this idea _
_er. .... :. i ._ i:

• ) " ..... b, TranslatiOns of recorded conversation.between Ai-Attas
and "Ahmed" and AI-Attas' will

.

With regard to A1Attas, Henry asked an Arabic speaker who was not
employed by the FBI to translate A1-Attas' will, and to translateand transcribe
the tape of a 9-minute conversation between A1.Attas and the individuaI we
call "Ahmed," the imam from AI-Attas' mosque whom At-Attascalled while
he was in custody: According to an e,mail from Gary to Roy on.August 29_ the
translationby the translator statedAhmed had said on:the tape, "I heardyou
guys Wanteditogo on Jihad?' Gary,s e-mail also stated that the translator _
reported that A1-Attas immediately responded on the tape, ',Don'ttalk about
that now." In addition, Gary's e-mail stated that the translator informed the
Minneapolis FBI that Ahmed became very upset when he he,ard that
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Moussaoui was going to be deported;: Gary' s e,mail added that, accordingto
the translator, the translation of the will that A1-Attashad with him stated that
"death isnear" and that "those who participate in Jihad can expect to see
God ,,139" ' ;u

On August 29, Roy transmitted the information from the!will to Don by
e-mail, stating,:"I obtained some additional information this aftemoon andI am
forwarding_ that to you. Please understand that this is.only preliminary and we
realize the interpretation was not done by a certified linguist." Roy did notask
that Don do anythingin particular with the information.

Don respondedby e'maii, writing, "The 'will' is interesting, The Jil!ad
comment doesn't concem me by itself in that tiffs word canmean many things
in various muslim [Sic] cultures and is frequently taken out of context." Don
told the OIG that the term "jihad" often was used and had marly different
meanings.

19. Failure to reconsider seeldng a criminalwarrant
J

•' After Marfinconveyedto :the Minneapolis FBIthat FBI Headquarters '
" believed that the FISA warrant was not feasible, the Minneapolis FBI and FBI

Headquarters began taking steps to finalize Moussaoui,'s deportation. Yet, .....
neither FBIoHeadquarters nor the Minneapolis FBI reconsidered the criminal
search warrant issue or trying to contact the Minneapolis U.S. Attorney's
Office (USAO) about a criminal search warrant, even after the:legaldecision
was .made that insufficient evidence existed to obtain a FISA warrant. Initially,
as noted above, the decision was made notto seek a criminal warrant, inpart
because if a criminal warrant was not obtained, this would violate the "smell.
test" and jeopardize the chances of obtaining a FISA warrant. Oncethe FISA

139The will and the tape also were sent to the FBI's Chicago 'Field ()ffice for translation
and transcription by an FBI linguist, which was completed around September 6,2001. The
Chicago .translation of the tape was the same as that of the initial .translator: "Sheikh do not
talk about it nowl Do not talk aboutit now sheikh.'.' The Chicago translation said the Will

stated that "death has approached" and expressed A1,Attas' hope that "Allah will award him
with paradise and keep him with the prophets, martyrs and pious.". Henry forwarded these
translations to FBI Headquarters in an e-mail dated September 6, .2001, with a lead that...

stated "For information."
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warrant was ruledto beunobtainable becmase:of the foreil_ power ....... :
requirement, the smelI test was no longer an issue..Yet, no one sought to,
attempt to obtain a criminal warrant, or:apparently even discussed this issue.

Don told the OIG that he didnot know why he, Martin, orthe :
Minneapolis agents did not raise the issue again about Seeking a criminal:
search warrant, once a decision was made not to pursue the FISA wan,ant; He :
:suggested that it did not happenbecause no Onethoughtto raise the matter :

_ again. Don saidthat looking back0n the matter nLow_hewished that there had
been a discussion about seeking a criminal wa_ant 0nee the FISA route was ,
exhausted. Martin told theOIG that ifthe.Minneapolis FBI believed that.ithad • . ..

- _ sufficient evidence.to obtaina., criminal searchw_rrant, then the Minneapolis . ..,.

FBI should.have raised the issue. - c _. ..- ,. .H.- said,.however, that he did not believe, that
there was sufficient evidence ofa crime 'to obtain a criminal search warrant.-• . , . .,

When Henry wasasked Why he .did not propose seeking a crimifiai - :
warrant once 'the FISA route was exhausted, lhe responded, "I never thought

: • ' . . i _ -. .- . _ " . . . . "about, t...: He stated that.he ._could have done.that but it didnot occur to
....

[him].." Ga_ toldthe .OIG.that.hedi d not.pursue acriminal search.warrant.
-..because FBI Headquarters,would not. obtam.ttierequisite authorization from....
•the, Department of Justice.. Rowley.told the OIG.that she .didnot know why a..

• . . , • _I:.:,criminalwarrant was.not sought once.theFISA route was e,xhausted.-._,he .
....noted.that.she did not have a -leadership .role in the case and she. felt that the

,people .who were involvedknew what they were doing. "

20. Additional French information received about Moussaoui

On August:30, the FBI'sParis ALAT provided additi,0nal French
information to the Minneapolis FBI and FBI Headquarters about M0ussa0ui.
The ALAT's report included information from a person who we call "Idir"
who knew Moussaoui:_4° Idir confirmed the relationship between Moussaoui
and Amnay. Upon learning of Amnay's death, Idir had accused Moussaoui of
causing the death. Idir explained that Moussaoui had become aradical
fundamentalist and that he had brought Amnay to these beliefs. He said that

t40 We do not use Idir's real name because the FBI considers that information to be
classified.
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Moussaoui and Amnay"were inseparable, one wasthe head and the other was.:
the armed hand of the same monster." Anmayistates that whenMoussaoui had
come to his community, Idir hadwarned the local Muslim community of the
moral danger Moussaoui posed to young Muslims and that Moussaoui was
"driven from at risk urban areas by his coreligionists for propagating
hismessage of intolerance and hatred."

The report from the Paris ALAT also stated that Idir recalled that
M0ussaoui had traveled to Kuwait, Turkey, and Afghanistan. Idirsaid
Moussaouiwas a "strategist" who waspotentiallyvery dangerous ar_dwas
devoted to Wahabbism, the Saudi Arabian sect of the Isiamicreligion adhered
to by Bin Laden. Idir also described Moussaoui as "extremely cynical" and"a
cold stubborn man, capable of nurtu15ng a plan over several months, or even
years and of cOmmitting himself to this task in allelements of his life." The
date of birth Idir provided for Moussaoui was the same as the one in
Moussaoui's passport, whichhad been seized uponhis arrest in Minneapolis.

The Paris ALAT's report also stated that the A_,AT had required with the
Frenchauthorities about deporting Moussaouito France and that theFrench
•authorities _ere interested inpursuing the matter. In the lead portion of the
EC, the Paris ALAT wrote a lead for the Minneapolis FBI that stated, "With
FBIHQ concurrence and assistance; advise Legat Paris of interest in further
exploring the possibility of deporting 0Vloussaoui] by U,S. law enforcement
escort to France as described in the text of this EC." ']'he lead for the RFU was
a "read and clear" lead.

Gary's notes indicate that Martin brought this ne,w information to Gary's
attentionin a telephone call on August 30. In addition, Martin advised him that
the French government would be able to hold 1V[oussaouifor several days with
his property quarantined. The notes reflect that Martin told Gary that the
French authorities were "very interested in Moussaoui" and that they wanted:..

him "escorted to France" and his "property quarantined." Gary's notes also
indicate that Martin advised Gary that the French terrorism•statutes would
allow the French to hold Moussaoui for "several days to deternaine what `he's
up to."
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G. DeportatJonplans • • :
• ..

• Martin and the Minneapolis FBI coordinatedwith the INS to finalize
•plans for Moussaoui's deportation. Under the law, Moussaoui could be
deported to either France, his coun_l Ofcitizenship, or England, hiscountry of
last residence. The French advised that they could hold Moussaoui and search
his.belongings, and on approximately August 30, it Was decided todepOrt
Moussaoui to France. ' " :

During the deportation planning, the Minneapolis FBI and the FBI Paris
_ATrequested pehnission from FBI Headquarterso for Henry_ and aniNS :
agentt0 accompany Moussa0ui to France in order to brief French authorities
and to assis t in evaluating the information obtained in the search. Mimaeapolis
Acting SAC Roy wrote in an AUguSt30 e:mail to Don that the French:
authorities were requiring that Moussaouibe accompanied by a law .

enforcement Officer from theUnitedStates and that Moussaoui's property :be
kept separate from him. Roy wrote, "If possible, we would like the
Minneapolis agents to bepresent while the exploitation of the computer is

_ conducted so we canact immediately on any infol_mation Obtained."
.. . . .- .- . _.. " .. • .... . :

Don initially was opposed t0 sendingFBI agentsto escort Moussaoui.
_: He sent a reply e-mailto Roy on Augaast31 statingthat he believed that the
:::-,deportationof Moussaoui should "remain an INS issue:" (Emphasis in

original.) Don wrote:in the e-mail the Minneapolis FBI should ensure that the
FAA was involved and noted thatFAA sky marshalswere armed.

Section Chief Rolince told:the OIa that he also was initially opposed to
sending a Minneapolis agent with Moussaoui to:France. He said that at first he
though.tit was unnecessary because, based on his past experience, the agent
would have accompanied Moussaoui in an attempt to obtain information. He
said that hechanged his mindwhen it later was explained to him that the
Minneapolis agent was going to accompany Moussaoui as part of an overall
strategy to ensure that Minneapolis obtained all of the information from the
search and further investigation. = :

Roy replied by e-mail to Don a few minutes later and asked whether.
Don's e-mail meant that FBI Headquarters would not support a Minneapolis
agent accompanying Moussaoui to France. Gary also provided: additional
information to Don, suchas that the French authofitiesprefi_red that anFBI
agent accompany Moussaoui to France and that Martin had informed the

k k
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Minneapolis FBI that FAA sky marshals would notbetraveling with
MoussaoUi. _4_

Donreplied by e-mail three hours later, stating that he could not discuss.
the matter at .the moment but would call Roy the following week. Don added
that he did not believe 'that .the FBI,would beturning over the case to the
French authoritiesby not sending an FBI agent to escortMoussaouil He-added
that the FBI's Paris ALAT would be present for the search and had been
involved with the Moussaoui investigation from the beginning.

•. On September 4, Don, Martin, and Roy.received _ e-mail from. the Paris
ALAT in which he stated that.he wanted to confirm thedeportation plans. He
wrote that it was hisunderstanding that. the proposal wasto send. Moussaoui to •
Paris with an INS escort and the FBI caseagent. The ALAT noted that "[t]his
would fit nicely with what the French.have requested'"_and that the agents _
would need to .stay in France a couple of days to assist with brJieflng the.French
authorities andto obtain the results of the searchby the French authorities..
•Martm.replied by e-mail that Don "still [held] the posJition that[Moussaoui]...
will be eseortedbyINS, and that no FBI personnel is.needed.', Martin.also, _.....
wrote that because the case .had been opened on!ly.two weeks and because the...
interviews were well documented, the ALAT and.tile French authorities.should

• .

be able.to-handle the case without the FBI.-sending the case agent.. ...: _- :- : . . • . .... : . .. . . .... . . . .... .. . . .

... .....2 ....................... • ...... ........ ?. ..... ............... '.......... , . •

The Paris ALAT responded by e-mail to.Don, proViding his opinion on
whether a Minneapolis agent should accompany Mou,;saouito France. The
ALAT stated that he did not feel that he was in a position to adequately answer
some :qUestionsthat could be raised about the FBI's investigation of
Moussaoui,: such as other investigation conducted of which theALAT was
unaware, and questions about•Moussaoui's personalit3r for purposes of
•approachinghim in an interview. He wrote that he therefore believed that an .

•. agent from Minneapolis or FBI Headquarters should accompany MoussaoUi.

Don responded to the ALAT's e-mail the same Clay..He ,_0te, "Do we
need to fly FBI agents all over the. world to conduct basic investigation. [sic] I
don't like the idea of [a Minneapolis FBI agent] 'escorting' this guy .... This is

•141Martin's e-mail about the FAA stated, "[The FA_] did :notindicalfe a desire to escort
the guy, and indicated the INS escort would suffice."
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not thatcomplicated. Itmay be to [sic] !ate, but in the future I would like [the
ALAT] to handle.such matters." . ..

The next day, September 5, Henry e,mailedMartin about a meeting:he
had"with the :INS supervisor who wasgoingto be.responsible for sending
Moussaoui to France. Henry explainedthat the _S supervisor had raised a ..
number .ofissues about the deportation, of Moussaoui and recommended that ....
the FBI request that the INS transport.Moussaoui on a govemment aircraft.(a
Justice.Prisoner Alien Transportation System (JPATS) fligtat).. Martin . _...
responded to thise-mail by stating thathe, w0uld discuss the issue with the.INS
supervis0r.assigned to the RFU. Martin.also.:forwarded the e-mail to Don ....

Don replied the next day, September 6, writing, ,Isn't a JPATS flight
.. awful expensive for a guy SUSPECTED of being up.to no good??? Again; I"m

of the belief that we consider that a FAA sky marshal(s) be:present on the
....

flight.," • ......

According to Gary, he repeatedlyasked ROy toraisethe issue at a higher
:_.:leVel at the FBI regarding Minneapolis agents accompanying Moussaoui to. • - .- : .... . . • - ' i. . -. -. ,.. - . • "

France, Accordingto Gary, Roy was waiting fora call.back from Don, _and
.....:because Don had not given Minneapolis adefinite ''_-''no, Roy was hesitant togo

up the chain of command. : . "
i "

: According to.Roy, he didnot hear from Don about the deportation issue,
When Don still had not responded by Monday, September 10,.Roy sent another
e-mail to Don asking whether he had given consideration to a Minneapolis FBI
agent.escorting Moussaoui. ..... ' _.,-.

Don replied by e-mail a few hours later statingthat FBI Headquarters
decided to concur with a Minneapolis; agent accompanyingMoussaoui to
France. ,

Gary also told the OIG that.he had si_ggestedat some point that Roy ".go
up". the chain of command about Minneapolis" FISA request, but thatRoy did
not. Gary told the OIG that he believed that Roy was "not aggressive enough"
because he did not appeal to anyone in uppermanagement at..FBI
Headquarters, but that Roy.may have decided to focus on the deportation issue
and "drop" the FISA issue. Gary. told the OIG that he believed that part ofthe
reason that Roy.did not contact anyone above Don about the MoussaouJi FISA
request was because he was an acting SAC, and also possibly because Roy did

..-
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not have any intemational terrorism expenence. Gary' also said that Gary _
himself was "on a learning curve tOO,"and that if he hadmore experience; he
would have sought assistance from someone above Don•with •trying to get FB1
Headquarters to submit•the MoussaouiFISA request t00IPR.

..

Roy responded to this issue by stating that he did not go above Don
because, before the September 11 attacks, there •wasno apparent "urgency" to
the Moussaoui matter, and he believed that the Minneap01is FBI had:taken the •
matter through the appropriatechannels, since the head of the NSLU also had
givenhis opinion on the FISA request. Roy added that shortly after Bowman's
opinion was received, the deportation plan was in plac,e and that plan was
going to result in Moussaoui's belongings being searclhed, which was what:
Minneapolis was attempting to achieve. •

. .

H. Dissemination of information about Moassa0ui

On August 28, Don received an e-mail from the _FBI detailee to the CIA
whowecall Craig, which indicated that the CIA hadnotyet received a formal
cornmunication from the FBI about the FBI,s requests in the Moussa0ui
investigation. Don e,mailedMartin and Robin on August 31 to request that
they prepare a "comprehensive teletype" to the CIA aboutMoussaoui. Don
wrote thatthey shoUld pass to the CIA all inf0rmation., suchas biographical
informafion:;pocket_ti_er, _and telephone numbers, and formally ask for traces
on all of the information even though the requests already had been made
informally. Don noted that the information needed to be in "formal channels"
and instructed Martin and Robin to include the Minneapolis FBIand ••
appropriate Legat offices on the teletype so that the offices would know what
FBI Headquarters was•doing. Martin replied that he had spoken to Craig aboutL
the lack of a formal request and that Martin had begun preparing a teletype, but •
that he had not yet completed it.

On the same day, in an e-mail from Don to Roy Jinwhich Don
recommended that FAA skymarshals be used to escort Moussaoui when he
was deported to France, Donwrote that he "would also suggest that
[Minneapolis] ensure FAA is on board (figuratively and literally). FAA needs
to know that FBI suspects that your subject may have been up to no good
which included his desire to obtain 747 pilot training."' Roy responded in an e-
mail that theMinneapolis FBI wasworking on an LHM and would disseminate

• it to the FAA in Minneapolis as soon as possible.
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Henry told :theOIG that he began drafting an LHM tO the F_ and that
he thought it was important to inform the FAA that Minneapolis believed that
Moussaoui wanted to seize control of an airplane and that he might be released
soon after he was back in France. Henry prepared a 7,page LHM in which he
summariZed the FBI's investigation, including whatthe FBI had Ieamed from
the flight scho0Iempioyees about Moussaoui and his interestin and abiti_ to.:
use the mOde control panel. .... _" "e =• Henry noted; Whtl it is not known if his
physical trainingand studyof marfialarts are also cormectedto this plan, such
preparations are consistent with facilitating the vi[olent takeover Of a
commercial aircraft." ' _ :• .

.. . .. .
:... , . • .

Henry also included a section atthe end of t:heLHM labeled "threat
assessment" in which he wrote:

" . : .., . . " . ..

• , Minneapolis believes that:Moussaoui, A1-Attas, and others
_ not yet known were engaged in preparing to seize: a Boeing

747-400 in commissionofa terrorist act. AsMoussaoui denied
requests-for consent to :search hisbelongings, andwasarrested

,::!: : _ before sufficient evidenceofcr]minal_acfivity was:tevealed;:it is
.... _ not knownhow far advanced, were hisplansto do so:.

• .. .• ..

::_: Henry wrote:that theFrench authorities were planning toreceive Moussaoui
....- into custody when hewas deported and would Search hisbeiongings, but that it

wasnot ,known whether he couldbe detained over the long term. Henry added
•that "most significantly" it was unknown whether !iheFrench authorities would
be able to retain Moussaoui'sproperty indefinitely, including the flight ,
manuals and "materials believed-to be.contained on his laptop which pertain to.
his plan." Henrywrote that if the materials were returned to Moussaoui andhe
was released, "Moussaoui mayhave the ability to continue with his plan to
utilize a 747-400 for his own ends." Henry added:,•"As the details of his plan
are not yet fully known, •itcannot be determined if M0ussaoui has sufficient
knowledge of the 747-400 to attemptto exec,ute the seizure of such an aircraft
if he becomes•free •todo so in the furore."

On September 4, Gary discussed this LHM with Martin. According to
Gary's notes of theconversation, Martin told himnot ito provide the LHM to
the FAA because FBI Headquarters was issuing a teletype fiaat day to all•::
agencies. Martin instructed Gary to provide the local FAA office withacopy
of the teletype once it was received in Minneapolis. •
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Martin's 11,pageteletype was issued on. September 4._Itwas •addressed
to the. FBI Mirmeapolis and oklahoma. City.offices, six FBI. Legat offices,, the
CIA, FAA, Department of state,. INS, U.S. Secret Service, and U.S. Customs _-
Service. The teletype consisted of a surrmaary portion and the details ofthe
Moussaoui investigationi In•the summary portion of the telety'pe, Martin _ote
that Moussaoui had been.detained on a visa waiver:overstay vMation after he
was brought to the attenti0nofthe FBI by instructors at the Minneapolis flight
school, who.had, become suspicious .of him because• he was taMng flight .... ..
simulation training for a 747-400. aircraft. The. tele_,e stated, that this training
is normally given to airline pilots, and that Moussaoui had no prior experience
and 'had paid $8,300 in cash for the course. The telet3._peincluded the
information receivedfrom the French aUthorities about Moussaoui, including
that he adhered to radical Islamic fundamentalist beliefs and.he had recruited a

person to join the.jiha d against Russian tbrces in Chechnya, It:also included
the later information received from the. French, such as.the description ofhim
as "full of.hatred and intolerance and completely deve,ted.to the Wahabite

..: " cause" and thathe was "'considered to .bepotentially .very.dangerous because of
-hisbeliefs and the nature ofhis..character." •The,'teletype added.that Moussaoui
had traveled, to Pakistan for two .months prior.to his arrival in the United ..States
and that "it is noted that Islamicextremists Often use Pakistan as a transit point
en route to receiving training at terrorist campsin Afghanistan2'

•.. ...:. ..... i ........... __..!...... '.... . .... :.. ....i ,.:.. :,2 .......... :.-i .. -. ....... :;. : .. "...... . • , _ " :

-After the summaryportion of the teletype:, Martin includedspecifics from
_ .

the investigation, most of which were.taken from the .,.6-page.EC prepared by
Henry at the initiation ofthe investigation.. Unlike the LHM Henry had

..prepared to give to the FAA, however, the teletype did not containa threat
assessment or.any indication that the Minneapolis FBI belieVed that
Moussaoui, A1-Attas, and.others not yet.lmown were e,ngagediin preparing to
seize an airplane in commission.ofa terrorist act.

On September 5, Henry and an INS agent provided Marfin,steletype to
the FAA office in Minneapolis and briefed FAA employees on the threat that
the Minneapolis FBI believed Moussaoui posed. Hemy told the OIG that
while the teletype contained mostof the facts of the investigation,, it lacked.
conclusions and analysis-and.had "no statement of opinion asto the threat that
this represents,"

Martin told the OIGthat at the time that he was preparing the teletype, he
was not aware that the Minneapolis FBI was preparing: an LHM to provide to
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the local FAA office. Hestated that he discussed to:whom to address his. .

teletype with the IOS atFBI Headquarters who prepared tele_es for the FBI
when it disseminated threat information, and he al[so discussed the contents of
the teletype with an FAA employee detailed toFBI Headquarters. Martin told
the OIG_that :heincluded in the teletype what he believed was supported by the
facts of the investigation. He assertedthat Minneapolis had a "gut feeling,' that:
M0ussaoui was "up tono good," but did not have intelligence information of
an ong0ingplot or plan to hijack an airplane, .

,.

Don told the OIG that the FBI used teletypes to disseminate facts
gathered from an inVestigation and to disseminate information about threats.
He said thatMartin's tele_e was a compilation o,fthe facts and did not
"speculate as to what Moussaouiwas up to." Don said that the FBI anticipated
that the recipient agencies would provide the FBI with their reactions to the
teletype or information that was relevant to the teletype.

. .

I. September 11 attacks

....._+: On September 10, He_ received an e'rnail fromCarol, the FBI
._ Headquarters employee whomhe had contacted for moreinformation about

:,_Khattab's connections to A1 Qaeda. She askedwhether Henry had ever
....received anythingthat he Could use:in support of a search warrant for
Moussaoui's belongings. Henry responded that the RFU had determined that

. : • :., • .. . .'_. -.. .. . . . ..., . ... . . • .-. • ,

Minneapolis had insufficient evidence to pursue either a FISA ora criminal
warrant. He noted that Minneapolis "did notpursue this fi:trtherbecause [FBI
Headquarters has] directed that this isan iNS matl:er." He addedthat he
"strongly disagree[d].,' He also Wrot_ that Moussaoui was being deported to
France and that his "big fear" was that Moussaoui wouldbe released following
his deportation. He concluded by thanking Carol :forher assistance.

Carol responded a few minutes later by e-mail in which she wrote,
"Thanks for the update. Very sorry that this matter was handled the way it was,
but you fought the good fight. God Help [sic] us all if the next terrorist :
incident involves the same type of plane."

On the morning of September 11, at 8.:34 a.rn. Eastern Standard Time,
| "_Martin sent an e-mail toGary finalizing plans for Moussac ul s deportation,

which the FBI believed would occur within several days. Just 12 minutes later,
the first hijacked airplane hit the northtower of the World Trade Center.
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After the first airplanehit, Martin tried to call MinneapolJls ASAC
Charles butreached Rowley instead. •According.to Rowley, she told Martil_ '
that it was essential to get a criminal search wan:ant for Moussaoui's
belongings. Rowley said that Martin instructed her that Minneapolis should •
not take any action without FBI Headquarters approvati because it could have
•animpact on matters of which she was not .aware. In her May20, 2002,_tetter.
to the..FBI.Director, Rowley wrote that in:this conversation wit'.hMartin. she had
said "in light of what just happened inNew York., it would .have to be the " '
'hugestcoincidence' at this point if Moussaoui.was not involv_.;dwith the
terrorists." Rowley wrote that Martin replied "something tothe effect thatI
hadused-the fight term 'coincidence' and thatthis was.probably all just.a:
coincidence." Rowley told. the. OIG that she agreed.to follow Martin's -...
directive not :to immediately seek.a criminal warrant, and she was told that.FBI
Headquarters would call-her back.

• Martin told the OIG that he recalled that there was a lot of confusion

when he spoke to Rowley. Martin said that he did not.recall making the
statement about'a coincidence toRowleY , .He explained to the OIG thathe did

not feelcomfortable givinglegal advice about seeking; a criminal warrant, so
he went to the NSLU attorney who we call Tim, who advised that the
Minneapolis FBI should seek the criminal search warrant.-

•While Rowley was waiting for a return call from FBI Headquarters,
Minneapolis ASAC Charleswas on the telephone with Don. Because Acting
SAC Roy was out of the office, Charles was responsible for the Minneapolis
office andhad called FBI Headquarters immediately after the first airplane hit

.the World TradeCenter. Charles had reached Don and asked ]himfor _".

permission to seek a criminal search warrant forMoussaoui's belongings.
According to Charles, Don responded that he still did not believe that there was
enough evidence to support a criminal search warrant. Charles stated that,,
during the course of this conversation the Pentagonwas hit by another hijacked
airplane, and that Don then told Charlesto go to the USAO for a criminal"
warrant.

Don confirmed that he spoke to Charles on the morning of September 11.
He asserted that he immediately told Charles that the Minneapolis FBI could
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Seek a eriminai warrant. 142.Don told the OIG that:itwas a brief conversation:
. that lasted severai seconds at the most.

' .Once Don authorized contact between, the Minneapolis FBI and: the:
Minneapolis USAO, Henry.and Rowley went to the USA() toobtain a criminal
search warrant for Moussaoui's belongings., They consulted with several _

" "._ senior Assistant UnitedStates Attorneys; and.drafted an affidavit in sUpportof "
the search warrant. The affidavit stated that there,,wasprobabie causeto
believe-that the Iaptop computer,and other items seized from MouSsaoui would.
contain evidence of a violation of 18 U.S.C. § 32--destruction.of aircraft or "

•. aircraft.facilities. The affidavit contained much of the information.reported in . •
.,-. Henry.,s 26-page EC-about Moussaoui's.interactions with the flight, school and: •

interviews with the Mirmeapolis FBI, as well: as the infornaation from A1-Attas' _
- ' will andffom the.transcribed conversation of Al-ttttas.while he was in custody:.

The affidavit also included information .about the .September 11 attacks 0n.the.. _ ..
World Trade Center and the Pentagon. The search warranlt wasgranted that • •
day. ,.. . - .,..

-_;:_.::"_ . .TheFBI searched Moussaoui}s.belongings.t]hatwere.being held at the
- ' ..": INS .offices in..Minnesota, including:.,the .laptop .computer, asSociated ,computer • .

::_-_.,software such as-diskettes,, spir_dbound notebooks',, clothes, and a.cellular _
•..telephone.. The return.from the sear.ch warrant stated that the following items,

among other things,.were.fo ..._d: a pair of shin guards; a NIorthwest.Airlines'-
" 747 cockpit operating manual; two 747 training videos; seven spiral netebooks

.containing-handwritten-notes about aviation;, aMicrosoft flight.simulator book;:
a PowerPoint compact disc; a cell phone;_binoculars; headphones; a slcutlcap;-.a-
cassette recorder; European coins; eyeglasses; disposable razors; and.several..

documents, including financial records; blank checks, and identificationpapers.
from France. : '

/

Moussaoui's belongings did not reveal anytlhing that specifically provided
a warning or an indication of an imminent terrorist attack. There were no plans,
correspondence, or names or addresses in his computer or notebooks that linked
him directly to the September 11 terrorist attacks. However, information was

.

142The 1.995Proceduresprovidedthat the FBIcould godirectlyto theUSAOwithout
obtainingpermissionfromtheCriminalDivisionif"exigent circumstances"werepresent.

179



obtained in the search that, through further traces,, was used by the g0vemment
to-indict Moussaoui for conspiring in the September 11 terrorist plot. .

J, Information received from British authorities on September 12'
and 13

on september 11, after the attacks, theLondon Legat again requested
information about Moussaoui fr0mthe B_tish. According:to British reports
that the FBI reviewed on September 12 _md.13, Moussaoui had attended.an al
Qaeda training camp in Afghanistan.

' . . . . . . ' . . . • . . .-. .

' .It is not.clear.why the information from the British: was not provided to
the FBtuntil after September.tl .The FBI'sALAT in London first contacted:'
the British .authorities by.telephone and in awfitten commtmicafion dated-.
August 2.1. The ALAT.summarized the status of the FBI's investigation of.
Moussaoui,. provided-a, document describing, the results of the :investigation at
that time,, and asked for traces to.be conducted on Moussaoui':,md ali ofthe
individuals listed in his communication _mdin _menclosed document.

• . .

The ALAT .told the OIGthat he:had had severatmeefings.andtelephone
cails with :the.British authorities.in .which Moussaoui was .discussed.. He said: ."
that the. British were.welt aware-ofthe importance of.the:matter. In addition, .he
said that:on September 5 beprovided the British with the additional infommtion
aboutMoussaoui that the FBI had.received ffomthel._'rench: authorities... The
ALAT told the OIG that he did not know why the British authorities failed:to
provide the information about Moussaoui sooner. However, he. said that..10 to 15
daysto respond to a request for information from the FBI was :normal.. • "

..

K. Moussaoui's indictment

On December 11,2001, Moussaoui was indicted[by a grandjury on six
•conspiracy counts directly related to the September 11 attacks,, He is still ,.
awaiting trial. 143 " _ "

143On July•22, 2002, A1-Attas pied guilty to making false statements to federal
investigators. He was sentenced on October 22, 2002, to time served.

i
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III. OIG Analysis ' '
-. ' . ..: . . ..

we concluded that therewere Significant problems J[nhow the FBI .
handled the Moussaoui case, In our view, these problems were attributableto
both systemic issues in how the FBI handled intelligence and counterterrorism
issues at the time, as well as to individual failings on thepart of some ofthe i
individuals_involved in the M6ussaoui: case,. :

.. . ... . _ . •
, .;

. • . .-

A.. No intentionalmisconduct
:.

At the outset of our analysis, we believe it iisimportantto state that we.
did:notconc ludethat any FBI employee committed intentional miscondUCt,or

_that anyone attempted to. deliberately"."sabotage" the.Minneapolis FBI'srequest
'for a.FISA warrant, as Rowley Wrote in her letter tOFBI DirectorMueller...For

" example, Rowley argued that.Martin editedthe initial FISA requestsUbmitted ..
bythe Minneapolis FBI and. omitted, infomlafion to"deIiberatety further

.undercut the FISA effort." Rowley also suggested"that as part of the alleged
sabotage, FBI Headquarters.personnel failed to make Minneapolis aware of _he

....Phoenix EC • • .... • :_.: :. .,_Z-":' : " • ' : ' _ • • ". -...... . . . .
...= .... . . . ... ..... .

::: As we discuss below, we believe thatRowley's letter raisedsignificant
: _!:_::problems in the way the Moussaoui investigation was handled; and we criticize
.......:_someof the actions of FBI employees. Her letter also alludedto broader

problems that existed :inhow the FBI handled intelligence matters andFISA
requests. But contrary to her assertions, we found no evidence, and wedo:not

: : believe, that any FBIemployee deliberately sabotaged theMoussaoui F:ISA
" " requestor committedintentionalmisconduct. -: . . :

. • .

•B. ' .Probable .cause was nat clear

Rowley: asserted in her letter that FBI Headquarters inappropriately failed
to seek aFISA warrant even though probable cause for the FISA became clear
when the FBI received the French information that Moussaoui had.recruited.:

someone to.fight in Chechnya on behalf of the rebel forces ledby Ibn Khattab. "
As we.discuss below, in our view the standards that the FBi[.applied.towards
FiSA requests before September 11 were unduly conservative, .and FBI
Headquarters did not fully or appropriately analyze the French information, as
well as other pieces of information regarding Mou,;saoui, for how it could be
used in the FISA process or in connection with obtaining a criminal warrant.
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But according to the prevailing FBt and DOJ practices at the time,: it was
not clear that the French information, or other availableinformation; was
sufficient to obtain awarrant from the FISA Cot_.-PtLorto September H,.
200!, the Chechen rebels Iedby Khattab hadnot been clesignated by the State.
Department as a foreign terrorist organization. FBI m_magers and attorneys we
interviewed told us that they believed that.the Chec.hen rebelshad not been •
pleaded as a foreign power before the FISA Court previous!y. In addition, they.
stated that while it may have been theoretically possible to use the Chechen .
rebels as a new foreign power in FISA applications to the FISA Court,. FBI
Headquarters was operating under the belief that OIPR wouldnot plead a .-
foreign! power in aFISA request that hadnot previously beenpled. In addition,
several FBiwimesses stated that .the intelligence at thetime suggested that.,
Khattab andthe Chechen.rebels were involved only in a civil war and were 'not .
interested in harming U.S. interests, and they believed this assessment would. '
have caused OIPR.not to support using the.Chechen rebels as a foreign power
in a FISA application, •The FBI wimesses, stated, that even .if the CIA had
evidence thatwould have"supported articulating, the Claeehen rebels as a • •

foreign power for a FISA application, "building" a new foreign power fora. .
..FISA application was a process that took several months.to complete,, and the.
Moussa0ui FISA .warrant was needed, more.quickly because he:was .about to..be
deported. • _ , .:

The Minneapolis FBI believed that the foreignpower connection was
also established because Moussaoui was connected to Khattab, who was linked
to Usama Bin Laden. Yet,•severaI FBI employees •weinterviewed•stated that
while there was some association between Khat_ab andBin Laden, •the latest

...

intelligence information indicated Khattab was not p_rt of the al Qaeda
organization, and that Khattab did not take direction from Bin Laden.

In an effort to•examine whether probable cause 'was clear with regard tO
the Minneapolis FBI's request for a FISA warrant, we asked JamesBaker, the
current head of OIPR, to review the documentation inthe Moussaoui
investigation and provide us with his assessment as to,whether there was a
sufficient connection between Moussaoui and a foreign power to support a
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FISA warrant. _44•He•opined that the case for aFISA warrant was "not a slam.
dunk" and that there were "no Conclusively damning •facts'" to establish the
necessary connection to a foreign power. However, he said that, while he
couldnot say conclusively howhe would have responded if he had been asked
to review the Moussaoui matter in August 2001, he thought it might have been
possibleto argue that Moussaoui and the other individuals who had surfaced in
the investigation were operating as anal Qaeda ceil in the United States.
Alternatively, he said that it was possible toargue that Moussaoui, A1-Attas,
and the other individuals who surfacedin the investigation were their own .
small, unnamed foreign power, since theFISA legMative history provides that
a foreign power can be a group as small as two individuals.

• . .,. , . .... • . . : : .. .... -

Baker statedthat if the request for aF!SA warrant hadbeenpresented to- ;: . . . , . . . , , . . _. . . • . . .

OIPR for_consideration in August 200.1 he would ihave "asked lots of.... :..,:'" . :. ' . • . . • ..,_': .... : • .. . •

questions" about it. Hesaidthat he would have been concerned about such a:. .;. . .

FISA application because the Minneapolis FBI hadat first ,wanted to go:t0 the
U.S. Attorney's Office to seek a criminal search warrant, and he believed this

....., would have raised questions withthe FISA Court that the FBI Was trying touse
-.._ FISA to pursue a criminal investigafi_m. He said that'in order to'obtaina FISA

i!iii.i warr_t; OIPRlikely would have reCommended a Wailbetween the two
'_ ....investigations:: : ' : '

-.> • , . . •

Baker's analysisconfirmed our view fl_at,con_ary to Rowley,s-:

° .allegations, the Minneapolis FBI did nothave acompletely clear case fixa.• _ .... . . .. - . : . .... _ : ,

FISA warrant in theMoussaoui case that wouldhavebeen easily approved had
the FBI andO!PR sought one from the FISA Court. Given the standards and
prevailing practices at the time, FBI HeadqUarters' assessment thatit could not
establish Moussaoui's connection to a foreign power with OIPR or the FISA

" Court was not completely offbase, asalleged by the Minneapolis FBI. Nor do
we believe that FBI Headquarters' failure to seek a FISA warrant was a result
of any intent to "sabotage" the Moussaoui case. But, as we discuss below, we

144As statedpreviously,BakerjoinedOIPRin October1996andbecamethe Deputy
Counselin.1998. In May2001,he wasnamedActingCotmsel_andin January2002he
becamethe:Counsel.Beforeweshowedhimthe document,;,Bakerhad notpreviously
reviewedthe Moussaouiinformation.

..
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believe the FBI Headquarters' handling of the Moussaoui request and other
FISA requests was unduly conSe_ative and probIematie in various ways.

C. Problems in the FBI's handling of tile Moussaoui investigatio:n

Thehandling of the Moussaoui case highlighted that the Department's
narrow interpretation of the "purpose" requirementunder FISA before
September t I, 200 I, was a severe impediment to obtaining FISAwarrants.
•We also question how the FBI examined the •interaction between a potential
criminal case and an intelligence case in the context of the Moussaoui
investigation. •

We believe the FBI did not carefully consider its options at the outset of
the Moussaouiinvestigation, and it inexplicably failed to consider whetherit
should seek a criminal warrant•once the decision was made that a•FISA warrant

should not be sought. Moreover, it •did not adequately disseminate, within or
outside the FBI, •the information from the Minneapolis FBI about the potential
threat posed by M0ussaoui.

..

The Department,s interpretation of FISA was conservative prior to
•September 11 for a variety of reasons. This conservative interpretation was)
exacerbated in the Moussaoui caseby the fact that many•of the FBI's decisions
were informed0nly by vehat•FBI Headquarters or NSLU attomeys sensed
might be flie:i:eiicfi0iaofOiPR 0r the FiSAcourt. There was no clear body of
law to guide the FBI, and neither OIPR, the NSLU, nor FBI management made
clear the policies and practices to guide individual •FBI employees or

•supervisors on FISA applications: Many decisions appear to have been macle
based onprior feedback from OIPR, rather than clear guidance. Aswe discuss
below, this lack 0f guidance resulted in frequent misunderstandings about the
possibilities under FISA or the appropriate standards to guide decisions
regarding intelligence and criminal investigations.

1. Initial evaluation of the request for a I?ISA warrant

a. Prevailing standards

As discussed in Chapter Two, •the•FISA statute requires that "the
purpose" of a FISA •warrant be to obtain foreign intelligence inibrmation.
However, courts and the Department for many years us.ed•the standard of
whether the "primary purpose" ofthe FISA request was to obtain intelligence
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information. Under this standard, the Department and the ]?BI analyZed each
case -todetermine whether the goal of an investigation was tOgather
intelligence ortopursue a crimina! investigation. In 1995, theDepartnaent _,

• {;¢_ _ .developed written Procedures, calledthe 1.)95 Procedures,,' designed to :
ensure,adherence tothis "primary purpose" standard.: The impetus for the:t 995
Procedures was OIPR's concern that the lack of procedures had permittedthe,
FBIand the Criminal Division to work so closely together :inthe Amescase :,
that:the FISA Court would believe that the purpose ofthe FISA warrant was :to
gatherinformafion,for the criminal case, rather than the intelligence _

' investigation, :. _

The Department's interpretation of the prima_ purpose standard; and the
widespread perception within the FBI that the FISA Court _mdOIPR :Wouldnot :
permit criminal:investigative activity when an inteIligence investigation was
opened,impeded the MirmeapOlis FBI's ability even to consult with ........
prosecutors toassess whether probable cause existed to obtain a criminal
search warrant. After Moussaoui's arrest on immigration ciharges,the

. " .. *_. . .¢ . • . _,,_.Minneapolis FBI wanted to search Moussaoul s belongmg_todeterminehis
plans:and to prevent him from committing a terrorist act. The FBI age_tts'

:.: objectives were broad- to deter any criminatactivities, tOprotectnati0nal
security by whatever means available, and to obtaha any intelligence on ....• • .

:_"_Moussaoui's plans. These:objectives could not be easily categorized as either
criminal or intelligence. _ :

..

Unfortunately, under the prevailing standards, at the time, consultation :

and coordinati0nwith the:prosecutors :inthelocal U.S. Attorney's Office _was:
difficult;and itdid not occur in theMoussaoui case. The Minneapolis agents
opened the Moussaoui case as an intelligence investigation. As a result,, they
could not contact the USAO for guidance and advice on the criminal
investigation or thepossibility of obtaining a criminal searclh warrant without
approval from the Criminal Division and notice to OIPR. Once the FBI's
intelligence case was opened, FBI Headqual_Iershacl to send a memorandurn to
the Criminal Division to receive permission to contact the USAO to discuss a
criminal warrant.

• ...

The Minneapolis FBIinitially made contact with the USAO, but then did
not pursue any substantive conversations because of these prohibitions. _

. Conversely, if the Minneapolis FBI had opened the case as a criminal
investigation, or consulted with the USAO or the Criminal Division attomeys
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about a cri_nal case, thatpossibly.would have affected its ability to obtain a
: FISA warrant because of concerns aboutthe "smell test..'" According to OIPR

Counsel Baker, even the fact that that Minneapolis FBI had written in its ,
26-page EC that it•wanted permission to go to the USAO•would have been
something that •concerned him and may have affected the Moussaoui FISA
request.

1

At the initial stages of a terrorism investigation, it is often unclear and
difficult to know how to proceed. In this case, the Miimeap01is agents were not
able to seek advice directly f-romthe Minneapolis USAO, which was probably
in the best position to assess whether there was sufficient evidence to obtain a
criminal warrant from the local court. Although Rowley assumed that the
Minneapolis USAO would nothave supported the requestfor a criminal ....
warrant because she believed ithad anunduly high standard of probable cause,
this was only aguess. The .Minneapolis USAO disputes her claim and stated
that itsnormal practice was to work with the FBI to obtain a warrant. Yet,
whether or not this assessment was accurate, the system resulted in uninformed
decisions because it did not allow agents to consult wil_hprosec,utors at an early
stage, absent permission from the Criminal Division. _4:5, -

• .. .- . .,. ..- -,

This problemwas addressed in October 2001, when the Patriot Act
changed, the requirement frorn"the purpose" (for. obtaining foreign
intelligence)-to"a significant purpose," and specifically permi_Ied such
consultations. As a result, direct consultations amongthe intelligence
investigators and the criminal investigators and prosecutors can occur
immediately. We agree with the statement: of former Associate Deputy
Attorney General David Kris, who testified before Congress on September 10,
2002: .".

We need all of Ourbest people, intelligence, and law
enforcement alike, working together to neutralize the threat. In
some cases, the best protection is prosecution- like the recent

145Ill addition, as discussed in Chapter Two criminal investigations had to be segregated
from intelligence investigations; and information collected in the intelligence investigation
that related to the criminal.investigation had to be passed "over the wall', to the agents
handling the criminal investigation. We discuss some of the preblems created by •this
system in Chapter Five.
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prosecution of Robert Hanssen for espionage. In other cases,.,
prosecutionis.a.bad idea, and another method -such as -
recruitment ,is .called for. Sometimes you need to use both

methods.. But we can't make arational decision until[ everyone •
is aliowedto sit down together and brainstorm about what to do. .-

(Emphasis in original.): _ : :_:
• , ,

' " " b. Inadequate evaRuation ofwhether, to ]proceed:as a.:
" . : criminal:or intel]figence matter: : :

,.

Given the effect that consulting with: the USAO had on a potential FISA "
application, the options in the MoussaOui case needed to be:evaluated.carefully
before malting the initialdecision whether toproceed criminally or as an .....
intelligenceinvestigation under FISA. This was :especially true because:the
M0ussaoui casewas unusual for the FBI. Ordinarily, theFBI spent: months
collecting intelligence information: in suppo_ 0fa ]O'ISA:request, However, in
this casethe FBI did.not have.time because Moussaoui was about robe •
deported .........

. ,

' i Therefore,. itwaS even more important for the FBI to carefully consider
...." -theevidence beforeit, the likely outcome of seeking a criminal warrant:,
: .including an assessment of probable cause for acriminal search warrant, and:-

the potential for obtaining additional information that could connect Moussaoui
to a f0reign power under the FISA standards.at the time.

Unfortunately, thiscarefulor thorough analy,fis did:not occur. After
initially opening the Moussaouimatter as an intell_gence investigation, the.. .
Minneapolis FBI agents requested FBI Headquarters to seek permission, from
the Criminal Division toapproach the USAOto.discuss a criminal warrant.

: Because of its relative, inexperience in handling c0unterterrorism
•investigations, the MinneapolisFBI did not appreciate the adverse impactthat
seeking a criminal warrant c0uld have on the intelligence investigation2
Therefore, as an initial matter it did not fully consider'.the is:sues and outcomes
in pursuing the Moussaoui case as an intelligence investigation or criminal
investigation. By the same token, itdid not receive sufficient guidance or..
assistance from FBI Headquarters., partly because of the Strained relations
between the Minneapolis Field Office.and the RFU, which we discuss below.

. .
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Another opporttmity for a thorough assessment of the ease arose when
• ..... Chief Don. I)onthe Minneapolis case agent, Henty, consulted with RFU Unit ' ....

advised Henry thathe didnot believe that there was sufficient information to
obtain• a criminal search warrant and •that failing to obtain a criminal search
warrant would _prevent•the•Minneapolis FBI froxn obtaining a FISA search
-warrant. Henry' s recollection is that Dondirectly told him that he could not
•open a criminal case. According to Henry, Don also asserted thatprobable
cause for a criminal• search warrant was"shaky." After his:conversation with
Don, Henry wrote on the paperwork that-had been previoiasly prepared to open
the criminal case: "Not opened per instructions of [Unit Chief Don].,'

Don totdthe OIG, on the other hand, thathe did notgive such a direct
• instruction and that at no time did he tell Minneapolis that they could not • • ,

pursue the matter criminally. He said that based[ on hi,,;knowledge of the case,
he did not belie,ce there was criminal predication for a criminal search wan'ant
and that he voiced this•opinion to the Minneap0]tis FBI about the lack of
•criminal predication. He said he also advised Minneapolis that if obtaining the
criminal warrant failed, the FBI would not be ableto pttrsuethe FISA warrant.
Don said he suggested the case agent consult with the ]Minneapolis CDC,
Coleen Rowley, about whether she belieVedthat probable cause for a•criminal
search warrant was present because he believed that it Wasthe• role of the CDC
to make such assessments.•_According to•Don, hie stated, "you t_ys need to•go
back to your CDC, you need to discuss it withyour CDC, and get back to me
and tell me your position." AS we discuss below, HeroT did consult with
Rowley, who said she recommended the avenue with:the best chance of
success, which she believed was seeking a FISA warrant instead of a criminal
warrant. ..

-

While it is impossible to be certain of What exactly was said in the
discussion between Don andHenry, or whether FBI Headquarters made clear it
would refuse permission to seek a erirodnal warrant, it is clear that the decision
on whether to pursue a criminal or intelligence case was made without full
consultation or adequate analYSiS. Based on this conversationand•other
contacts with Martin and Don in the following days, MinneapOlis believed that
FBI Headquarters would not support itsrequest to seek a criminal warrant and
that a FISA request was the only viable option availabl[e. It therefore pursued
that option. But no one carefully considered at an early stage whether this was
likely to be a viable option under the prevailing FISA standards.
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We do not believe that Don'sresponse toilet's initial+contact was
adequate. Donshould have weighed the possibilil_ of obtaining a criminaI
warrant with what would be gained from the intelligence investigation and the
problems in obtaining a FiSA warrant, :WhiteDon believed_that the :
Minneapolis FBI lackedsufficient information to 'warrant pursuing a criminal
investigation and that the intelligence investigation was therefore the only
option available, this judgment was made too quickly and ,without adequate
consideration of Whether the evidencesuggested that the FBI was likely ever
going to be able t0i under the prevailing vieW of FISA requirements at the time,
sufficiently cormect Moussaoui to a foreign power' for a FISA warrant.

: •

•We also believe that Donshould have ensured that Henry discUs,;ed the
matter fully with RFU SSA Martin and an NSLU attorney, taking into ;::
consideration the potential of the criminal investigztion and the potential of the
FISAroute, including theproblems that would have to be overcome,• before

•reaching the decision on whieh route to take. While it was the field:office's
prerogative to decide how to pursue an investigation, the role of FBI

_....._-_Headquarters was to:ensure that these, decisions, were made,,with full .
_..,..::.information and adequate analysis from the substantive experts.inFBI
• :Headquarters. Yet, t_s.never occurred, partly because.of Headquarters, :

•. dismissal .of the.Minneapoiis FBI'S assessment of the. threat posed by .. +
"Moussaoui,-Partly because of strained relationsbetween the RFU and the..
Minneapolis FBi, and partly because. FBI Headquarters approached this case
like other cases, where there was:time to investigate further and Obtainmore
evidence to .suppo.rt:the FISA warrant. In this case,,howewer, Moussaoui was• . , : .

going .to be deported quickly, and there was little time to c(mduct an
..... investigation to obtain sufficient evidence to link Moussaoui to.a recognized

. .foreign power.

From our review, early on the RFU appears to .have discounted the
concerns ofthe Minneapolis FBt about Moussaoui. Don madMartin believed
that Minneapolis was overreacting and couching facts in _t "inflammatory"
way to get People."spun up" about someone who was only "suspected" of -
beinga terrorist, The RFU downplayed and undersold the field office's .:.
concerns about Moussaoui, even-writing "that there is n__gqindication that either
[Moussaoui or Al'Attas] had plans for nefarious activity." In response tothe •
Minneapolis FBI's concern that it wanted "to make sure M,oussaoui doesn't get
control of an airplane 'to crash it into the [World Trade Center] or something
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like that," Martin dismissed thispossibility, stating "You have a guy interested

in this:type of aircraft, That is it." As we discuss below, we believe that the
RFU did not fully consider with an open mind the evidence against Moussaoui
and examine in a collaborative fashion with Minneapolis howto best pursue its:

investigation. Rather, it quickly and inappropriately dismissed Minneapolis'
information as incomplete and its concerns as far-fetche&

However, it is also importantto note that another potential oppommity

for a thorough evaluation of both the criminal and intelligence investigations
arose when Henry consulted with RoWley, the Minneapolis CDC. When

Hem'y approached Rowley at Don's suggestion to discuss whether Minneapolis
should seek a criminal warrant: or a FISA warrant, Rowley correctly advised

Henry about the existence of thesmell test and the adverse effect that seeking a
criminal warrant could have on the intelligence :investigation. Heradvice

that Henry instead seek a FISA warrant- was based on her concerns that the
USAO would not approve a request for a criminal warrant bec_mse she
believed it usedastandard higher than probable cause Rowley toldthe OIG

that she gave the advice that she believed would optimize the Minneapolis .... ....
FBI's chances of being able to search Moussaoui's belongings: She did not,
however, adequately assess or discuss withHenry whether a F][SA warrant
would even be feasible in this case, given the need to connect Moussaoui to a

foreign power. . . ' -: :

Rowley acknowledged to the OIG that her experience ancl knowledge of
FISA were not extensive, 146 We believe that she should have recognized the
need for a more thorough examination of the potential ofboththe criminaland

, ..

146When we questioned Rowley about the basis for her be]fiefthat probable cause for a
FISA warrant was "clear" when the information from the Frenc,h Wasreceived, her
responses indicated that she did not fully understand the statutory requirements of FISA.
She believed that sufficient information existed to obtain a FISA warrant because she
believed the French information indicated that there was probable cause to believe that
Moussaoui was engaged in terrorist activities. Rowley failed to consider whether there was
probable cause to believe that Moussaoui wasan agent acting for or on behalf of a foreign
power. She further Statedher belief that the foreignpower COl_aectioncould be made •toBin
Laden because Moussaoui shared similar philosophy and goals with Bin :Ladenand:was
linked to Khattab, who also held radical Islamic beliefs. These statements revealed a lack of
a full understanding of agency principles under the existing FISA requirements.
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intelligence options, including the likelihood of obtaining a FISA warrant' i:
withina matter of several days, and at a minimum consulted with an NSLD

•

attorney.. .

2. Failure to reconsider criminal warrant

'" we found iteven: more troubling that:after theFBI Headquarters : "
conclusion " based uponNSLU advice that Moussaoui d:idnot havea -
sufficient conneCtion to a recognized foreign power for a FISA warrant, no one
reconsidered whether to _:to..0btain' a criminal warrant.-As far as we could
•det_ne,neither FBI Headquarters nor the Minneapolis FBI initiated any _-..

.. .discussion about pursuing the criminal warrantafter NSLUUnit Chief',. -- " "
• .Bowman opined that a FISA warrant, wasnot feasible: Afl:erthe FISA Warrant

: .was mledouti, the"smell, test,.' was n0._!ongera consideration. The FBI could.,....
have.consulted, with the.Minnesota USAO: at that point to determine whether.it.
believedthere was sufficient probable cause tOobtain a :criminal. search...

•warrant, If the Minnesota USAO-.agreed,,.one.cou!d ihave been sought. Ifithe...
: gr_...... ..-USAO..disa eed, this consultation would have had noimpact on aFISA. ....
-.;_ " ;A .: .,_ " • " ' " " " . " ' - , • " • " , . • " :

_. warrant,, since one was no. longer being sought.: . ......-...

_ " ".... ' _.;Weasked Don, Henry, Rowley,Gary, and Martin _wtiya criminal warrant
:_ was notconsidered after the FiSAroute was exhausted.. Don, Henry, and

Rowley told the OIG that they didn°t know why this was not done.- Donsaid
that looking back on the .matter now, he wished it :hadbeen discussed: Gary •

-- told"the OIG that he didnot seekto pursue it again becausehe believed FBI. ,
•Headquarters wasnot willing to support obtaining the requisite permission to
approach theUSAO. Martin toldthe OIGthat because Minneapolis believed.
that there was sufficient .evidence to suppor_ obtaining a criminal:warrant; it ,.
was up to the field Office to initiate pursuit of the criminal warrant, -.._-:

We found it puzzling, and:troubling, that no one discussed pursuing this
optiOn. it also showed thatthe FBI never fully ewfluated the potential of the
criminal. investigation versus the FISA investigation. Instead, the FBI ]pursued
the case as an either/or proposition, without evaluating the potential of each
approach. _ " ....... '

-.

We also do not agree with Martin that it was Minneapolis' responsibility
None to consider this option. In our view, his position reflects.the breakdown
in communication between Headquarters and the field, and.also shows a
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troublinglack of initiative and acceptance of responsibilitY by FBI ,
Headquarters. While we cannot saywhether arequest for a criminal warrant
would have been successful, it should have been reconsidered.

3. Conservatism with respect to FISA

The•handling ofthe Moussaoui case also ihighlighted the•conservatism of
the Department andthe FBI at the time with regard tothe use of FISA_ At,the
time of the••Moussaoui investigafionthere was awidespread perception in the•
FBI that OIPR was excessively restrictive in its:approach to obtaining FISAs.
The perception was that OIPR would not plead ',new" foreign powers-foreign
powers lthat had not previously been pled to the F/SA Court - and that OIPR :
required more support to go forveard than the probable cause thatwhat was
required by the FISA statute. This perception caused the FB!tobe less
aggressive in pursuit of FISA warrants thatdid not fit the standard pattern.

This perception was discussedinthe May 20001report of' the Attorney
General's Review Team (AGRT)that was established to review the FBI and

.... the Department's handling of the WenHO;LeeFCI investigations _andFISA_ •
application. The report stated that in interviews"With FBIpersonnel, "a _....

•consistent theme that has emerged has been the FBi's substantial frustration
with What it perceives to be OIPR'S general lackof aggressiveness in the
handling_of:FISA applications/' _e AGRT concluded that OI[PRwas too
conservative in itshandling of the Lee FISA applicationand t_:ee factors
suggested that theFBI's general complaint.of undueconservatism hadmerit.
First, theAGRT found that OIPR had never had a FISA application turned- ,
downby the FISACourt and that "this record suggests the use of 'PC+'
[probable cause plus], an insistence on a bit more than the Iaw requires."
Second, the AGRT asserted that while some disputes between agents and
lawyers were to be expected, the fact that the complaiiats about OIPR came
from all levels within the FBI as well as the frequency and••theintensity of the
complaints suggested that this concern wasnot arising out of t]aenormal
tension between agents and lawyers. Third, the AGRT stated that OIPR
applied too conservative• an •approach to •theLee;application, which suggested it
did so aCross the board because of the significance of and attel_ttionreceived ••
within OIPR by the Lee application.

We heard similar complaints from FBI Headquarters managers and
NSLU attorneys that OIPR was too conservative. FB][ employees made two
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arguments in SUpportof thiS:assertion, First, FBI employe,essaidthat OIPR
required more than what FBI empI0yeesbelieved was necessary under FISA to
get a FISA warrant. One former unit chief told the OIG that OIPR's standard
for .probable causewas "too high.,' The folmer head of NSLU told the OIG
that OIPR attomeys often asked for details about:th e investigation that: were not
related to the :issue of probable cause. He asserted that, by comparison,::
:Title III applications were "far cleanerand far more succ_Lct', than the FISA
applications, As an example of OIPR's conservatism, another NSLU attorney
asserted to the OIG the fact that in:FISA:applications involving ap_icu!ar
terrorist organization as the foreign power, OIPR !required a substantial number

•:: of pages worth offactsto support theassertion thatit was a terrorist _ ::
organization, despite the fact that this terrorist organization was designated as a. . _ . : ." • • . ..:., .. . • , . . .. • .. - . . .... . . • ., - . . . • . • . ....

. foreign terr0fist organization bythe State Deparunent. _47...... . ......_ ....

•.._ "!SecOnd,:FBI employees told the OIG that they believed that OIPRwas :::
•not aggressive :.in.its Use ofFiSA. They assertedflaat OIPRwas not interested '....

in pleading "new". foreignpowers - foreign powers that had not previously . .. "
:,_:_..-:_,beenpted,:to the FISA Court.. FBI employees,told the OIG that with respect to

each potential target, they had:to identify which terrorist "box" the target fit
:.::,into, and. thatOIPR was primarily interested in using, a particular terrorist: "

organization as the box and pleading it:as the foreign power. FBI personnel •
::_.,_explained to the OIG that while terrorist groups were at one time recognizabl_e :

as a collection of individuals,belonging to an organization witha well-defined
. . "b-x" . .co.and structure and could easily be.placed in a terrorist, 0 , this Was no

.longer :thecase by the mid,90s:. Instead, terrorists were often Islamic . ........
extre .rnistswho were notnecessarily affiliatedwith any specific terrorist group
and who received support from or shared the same goals with several different
groups. To address this change in terrorism, the FBI proposedto OIPRin 19.97
and again in 2000 creating a new foreign power -'which. they called the .
"International Jihad Movement" =.that would target these kinds of terrorists.
According to FB1 employees, the FBI presented it.,;position to OIPR onseveral
occasions, but OiPR was not receptive to thi[sidea... By thesummer of 2001,

-

...

147 At therequestof theFBI, in 200.1thisinformationwas eventuallyrevised_nd
shortenedsubstantially.
, ..
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however, OIPR had agreed to review documentation tile FB! compiled in
support of creating the new foreign power.

James Baker, the Counsel.of OIPR, acknowledged that OIPR had this •
reputation •,but he did not believe thatit was accurate. Hestated•that significant
changes had occurred before September 11,2001, as well as in the past few
years. He said that at the time of the millennium (year 2000), t])e threat of
terrorist attacks was high and OIPR was very aggressive in its ttseofnew
theories of probable cause, which the FISA Court approved. Hesaid that OIPR

• attomeys•- _ their oversight role •asked a lot of questions ofthe FBI and ,did
not automatically approve FISA applications, causing some frustrations in the

• FBI. He .also statedthat another source for theperception of O!PR within the
• FBI wasthe factthat field offices had no contact with OlPR,and as a result •

were not aware of the work that OIPR contributed to bolstering the FISA
package.: But he said that the FBI generally brought meritorious cases to OIPR
and that he instructed his staff to be advocates for each application and•to "pull

r_ _).148

the thing together and see if itcan ny.. With respectltothenew foreign _
power suggested by theFBI, Baker toldtheOIG that the FBI was requested.
repeatedly by OIPR to draft a memorandum setting forth the evidence

. sUpporting the existence of this new foreign power, but the:FBI did!not present
anydocumentation to OIPR concerning this theory until after September 1l,
2001 ..... .......

In our review, it was clear tous thatthe perceptionsabout: OIPRaffected
how aggressively FBI Headquarters handled requests fiat FISA warrants from
the field. As wediscuss below, the FBI was hesitant to plead new foreign
powers orto plead unnamed foreign powers in FISA applications. Most FBI:

• . .

148The OIPRDeputyCounsel, Margaret Skelly-Nolen, also told the OIGthat she,
believed that the FBI's criticism of OIPR had been "unfair." She stated that OIPR learned

what FISA Court judges wou!dand wouldnot approve based on their comments and
questions in court sessions invoMng FISA•applications. She stated that obtaining FISA
orders in counterterrorism cases was "harder" than in the traditional espionage cases,
although she acknowledged that not all of the attorneys in OIPR were "equally aggressive."
However, she also described OIPR as "proactive" and the FISA Court as "responsive" to the
needs of the government. She added that the FBI knew "how to press" OI_PRwhen the FBI
really wanted a FISA warrant to go through. She stated that what she tried[ to dowith FISA
requests was determine what was the most accurate and expeditious way to plead the case.
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°.

employees weinterviewed didnot even consider the possibility of pleading
unnamed foreign powers, and many did not even lmow that itwas possible.: In
addition, an ongoing OPR investigation about errors..in FISA applications
•increased thecaution with which the FBI approached FISA.

. -.. ...

• .• .

a. Failureto plead:new foreign powers

As_discussed above, the government generaUy sought FISAs for subjects
that had previously been approvedby theFISA Co_:. As a result, at the time _
oftheMoussaoui :investigation,...... the FBI did not ;routinely tl_ to plead "new" :__
foreignpowersor otherwiseseek to use the FISA statute creatively. FBI.
Headquarters SSAs, IOSs, andNSLU attorneys evaluated cases and gave
advice :tothe field offices based upon what they thought would get:a FISA
package through OIPRand to: the FISA Court, not based upon what mayhave
been legally possible under FISA. They therefore focused 0n"recognized" :

•' foreignpowers -those that hadpreviously been pied to the:FISA Court, and
•- sought evidence of direct links between the target and the foreign power,..If the• . , . .. • . . . . .. .. . .. . . , . ": . .

.........case fell.0utsidethoseparameters_ the FBI was not..usually ag_essive or:
:_. creative inanalyzing the possibilities under FISA. OIPR CounselBaker
• confirmed thatprior toSeptemberl 1 itwasfarleasier to show that someone
•- was a member of an established groupthat was engagedin international
• terroriSm, such as al Quaeda. in reviewing.the Mc,ussaoui case, he stated that •

although itwas theoretically possible to allege a connection between
• Moussaouiand the Chechen rebels.(because of Moussaoui:'s recruitment of

Anmay to go to Chechnya), itwould have been far easier to use al Quaeda as
the foreign power if sufficient information couldbe developed to support such
a connection. ..

One NSLU attorney told us that, by the surmner of 2001, most of the FBI
concerns were not necessarily about the legal sufficiency of the FISA request,
but rather whether, as a practical matter, intbnnatiLon could be presented to
OIPR. in such a way to get approval for presentatie,n to the FISA Court.
Several ITOS employees told us that because of the resistance to pleading new
or unnamed foreign powers, a pa_icular terrorist organization therefore was
being used asa generic terrorist group in cases where there were doubts about
ties: to a specific group. Several ana!ysts told us that even if the link to this
particular terrorist organization was tangential and the subject appeared to be
more closely aligned with other individuals or to be operating alone, they

195



would stilltry to link the potential target to this particular terrorist group in
order to obtain FISA Court approval

Reflecting this view, Marti n and Don advised Minneapo]tis that a
"recognized foreign power" was required in order to obtain a FISA warrant.
The French information about Moussaoui showed a potential link between
Moussaoui and Khattab's group of rebels in Chechnya. While Martin, Robin,
and theNSLU attomeys were aware that the Chechen rebels could in theo_
constitute a terrorist organization and therefore be a fbreign power under FISA,
they did notbelieve this was a viable option. Their advice to t_heMinneapolis
FBI that it needed to,link Moussaoui to a "recognized foreign power" was
based on their understanding that the Chechen rebels had not been pled to the
FISA Court previously, the belief that the intelligence was lacking to support
pleading that the Chechenrebels were a terroris,t organization, and their

• concern thatit would take months to builtd a case fora new foreign power.

FBI employees pointed out that ewm if they couldget a new foreign
p0werapproved by the Department and before the FISA Court, it was still
significantly fasterand easier to pleadan already:_aeCePtedforeign power' For
foreign P0wers that had been pledbefore the FISA Court, the FBI couldu,ie•

previously drafted FISA applications, which contained language that ali'eady
had been scrutinized and accepted. This approach reqUired using the available
language on the foreign power and filling in the',indMdual facts of a case. It
required less research and time to develop a persuasivepackage for OIPR and
the FISA Court, In contrast, pleading a new foreign power required making a
persuasive argument that would require several levels ofapproval from within
the FBI and OIPR. This was •atime consuming process, with an uncertain
outcome,

In the Moussaoui case, the available evid_mce showed a much more
likely link between Moussaoui and Khattab and[the C,lhechen rebels rather than
a link toal Quaedal While the FBI's belief about the ]Likefihoodof success with
OIPR and the time it would have taken to plead a new foreign power were
important considerations, this potential option was never explored by FBI
Headquarters. Most important, no one discussed it with OIPR, despite the
Minneapolis FBI's strong belief that Moussaoui was dangerous and its strong
desire to seek all legitimate means to obtain acc,ess to his computer and other
belongings.
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. b..,, Failure-toconsider pleading unnamed or unknown . .
.... •terrorist groups as a foreign, power . •

The FBI could have sought topIead that Moussaoui was.linked,to an
"unnamed" foreign power. The legislative history of FISA states that an:
individual cannotbe a foreign power, but that "[w]here two or three individuals
are associated with one another, itmight beargued that _ey :are an.:., i .:"
'association' or an -'entity," which, if theproper showing is made could be .... .
considered a 'foreign .power."." OIPRCounselBaker.t01d us that based on this,
legislative-history he.believed that a foreignpower.could be as small as _..o.
people, He also told us that:the foreign power does not necessariiyneed to

• havean agreed upon name or.needto.be widely tmown. _ ' " "..
. . .. . .

" :No .one at :theFBI involved in this case considered trying to plead : • . :.
Moussaouias an:agent of an unnamed, newforeignpower.. If they had; it.
•might have beenpossible to.plead Moussaoui as an agent of an unnamed " '

: terrorist group composed ofM0ussaouiand a group operating in Oklahoma,
such asA1-Attas, the persons who helped A1Atta,; get out ofjail, andthe

:.-'_ persons from whom Moussaoui indicated.he received money. :.. . . . . :
• ..

"' . . Septemberl.' 1'_provided the. impetus for the.Department and-the FBI t0_be.
far more aggressivein theuseof FISA. Based upon OIG interviews, and . ....

_• review of documents, we determined.that"the Department has shown a great
degree of flexibility in pleading foreign powers since September 11.. ...

. .. , •.... - . . , ,i •

" We recognize itis not readily.apparentthat trying to plead Moussaoui as
an agent of an unnamed foreign power.would have succeeded had it .been

' pursued. •But no one at the FBI even considered tiffsoption, despite
• Minneapolis' adamant concerns about Moussaoui. Moreover, no one even

consulted with OIPR about this option, or any other option, to see what could
be accomplished to Support the Minneapolis FBI' s investigationl _

c. Ongoing DOJ OPR investigation..

We believe that the FISA Court reprimand of the FB][and an ongoing
DOJ OPR investigation ofhow FISAs were handled contributed to the FBI's
conservatism in seeking FISA requests. As discussed in Clhapter Two, in •
September 2000, OIPR notified the FISA Court of errors in approximately 75
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__.......FISA app!ieations.'49 In November 2000,:_heOffiqe:_!f the Depu_ Att0mey
General referred the matter to DOJ OPR, and DOJ OPR opened an
investigation.

Beginning in October 2000, the FISA Court began :torequire alI
Department personnelwho received FISA information in cases involvingthe
terrorist group that had been the subject of the majority of the ,errors to certify
that they understood "that und_ 'wall' procedures FISA information was not
to be shared with criminal prosecutors without the CouP's approval."
Everyone who reviewed, such FISA-derived information was required to si_ ....
the certification stating that they were aware of the FISA Court Orderand :!_at
the information could not be•disseminated to criminal investigators Without
•prior approval of the Court. After being notified of additional errors in FISA
applications in March2001, the FISA Court bannedoneFBl SSA from: .
appearing before it. DOJ OPR was asked by the Attorney General to expand
its investigation to include a review of these additional errors in FISA
applications. • ..• ..

We heard differing opinions within .theFBl about hoWthe DOJ OPR-
investigation affected FBI employees. !5°Mart.in told us that there Was.,a big
push foraccuracy,' with-new procedures being implemented and that.there,:
"were concerns that yoUjust never .know when an.OPR is going to be opened ._
up on you." However, he :said that the matter did not significantly impact his

work. Don. said that ITOS SSAs were upset about the:DOJ OPR investigation ...
and were Concerned that the investigation would harm their Careers and their
ability to get other jobswithin the FBI after their stint in ITOS,. But Don " •

..

149As discussed in Chapter Two, a significant nurnber of lheerrors concerned •
inaccurate information in FISA applications about the "wall" procedures that had been put
into effect to separate criminal investigations from intelligence investigations.

150In her May 21, 2002, letter to the Director, Rowley wrote: "Our best real guess [for
why Headquartersacted as it did in the Moussaoui matter].., iisthat, in inost cases,
avoidance of all 'unnecessary' actions/decision by FBIHQ managers (and maybe to some
extent field managers as well)has, in recent years, been seen as the safest FBI career

course." She said that FBI officials who made decisions• or took actions that turned out to be
mistaken saw "their careers plummet and end. This has in turn resulted :in•aclimate of fear
which has chilled aggressive FBI law enforcement action/decisions."
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' asserted thathe did not believe the OPR investigationhadi."chilled": the efforts.
of the FBI..Robin' stated that, While theiOPR investigatiort caused FB!. "
employees tobe.more careful.about accur:acy, she:did not :feelit had created
any timidity in the .useof FISA warrants:. • ,.

Other ITOS personnel believed that the OPR investigation and the
increased scrutiny bythe FISA Court had a bigger impact on FISA
applications. One SSA who formerly.wasassigned toITOS told us that, after
the revelation of FISA application.eiTors, there was a climate of fearmld ,._-,
reluctance in.ITOS. He stated that.in 2000 and early 2001,:alIITOS. S.SAs _.
were-aware that they.would be held.,accountable figrany:.mistakes.made.in:"-.
FISA applications, even mistakes, by field offices .that-the_.SAs..oversaw..-He
added that, because the SSA.position in. ITOS is.temporary, mdst SSAs are,.-
planning to be pr0m0ted to aposition ina. field of.rice...This w0uldbe difficult -
if an agent hadbeen disciplined or was under .investigation:.. He said that agents
were concerned that.their ability to be promoted wouidbe adversely, affected-
by anyinvestigation into. their actionsi. • .. " • .. - .

..,-.,:_i._ In addition, OIPR perSonnel.Saidthatthe OPRinvestigation impactedthe
._.-. FBI's work on FISAs. The.OIPR Deputy Counsel[ told us that the OPR :

• " investigation causedrepercussiOns.tl'mtaffected.ttie entire t)r0Cess.. Shesaid
.- that theFBI all0wed a number of FISAs toexpirebecause agents were ..

concemedthat they would find. themselves_.'_der investigation or banned by._
the FISA.Court for errors in applications. She.said.that she had heard, agents
comment that they are "not going to be another. [the.agent who was.banned by
the FISACourt]." -.... ' . . .-

We.believe .that the atmosphere in the FBI was affected by the OI?R. :.
investigation and the FISA Court ban.of the SSA. The added procedural ....

' requirements, .concerns about individual!iability, _mdthe increasedscrutiny of
information in a FISA request.likely .caused agents to be more careful and
sometimes become apprehensive about pursuing an unusual.case or acase
where allthe facts were not immediately ascertainable.

, We also believe thatthis atmosphere affected Martin's approach to FISA
applications, including the Moussaoui matte,r. IncLed, in an e-mail on June 12,
2001, Martin cautioned Henry about the rules related to FISA with regaxd to
minimizing an intercepted conversation in another intelligence case: •
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Whileyou folks may perceive me as being too. critJicalat-.

times,I need to be certain that I am representing: facts_and.issues •
•properly to DOJ and the Coua. There are a few .folks looking
for scalps these days. I'm only trying to keep yours and mine
from beingremoved...

, • _ . •

, .. i

D. Assessment Ofprobable cause
• • :' • • , ' " " " ' " i " • • . .. ' " "

FBI Headquarters also did not analyzethe facts :intheir totali_ and too
•readily discounted individual facts when assessing the:Minneapolis FBI'.s
concemsabout Moussaoui. The.standard for probable.cause is the-same for .

.. both FISA warrants and criminal-warrants,-The Supreme CouJ_ defined
probable cause: ih Illinois v. Gates, 462 U,S. 213,236-38 (1983), as whether,
given the "totality ofthe circumstances" there is a "fair probability" that ....
contraband orevidence of a crime will be found in aparticular place. The
Supreme Court emphasized that "only the probability, and not a prima facie
showing, of criminal activity is the standard ofprobable cause," This standard

allows for drawing reasonable inferences from the facts and does not require
direct evidence. : ....

...

Yet, .we found that the RFU and _e NSLU tended to view::the facts of the:
Moussaoui case individually rather than consider the totality of those facts:.
They evaluated the Moussaoui investigation for direct evidence of Moussaoui's
links toa foreign power, particularly al Qaeda. While the perception at FBI •
Headquarters may have been that this was what was required by OIPR, FISA
required only "probable cause,' that a targetwas an agent of a foreign power.

For example, in evaluating Moussaoui's potential links to alQaeda,
Martin and Robin focused on the intelligence indicating that Khattab was no
longer believed to be a part of the al Qaeda orgrmization and did not take
direction from Bin Laden. Although Martin and Rob_tnwere correct that the
FBI lacked sufficient information to tie Moussaoui directly to al•Qaeda, •itdoes
not appear that either of them evaluated the totality of the evidence for facts
thatwould allow for reasonable inferences that there were sufficient indirect

• .

connections to al Qaeda. ..

An example of information that could have been considered in support of
the FISArequest was the telephone conversation between A1-Attas and the
Oklahoma imam while A1-Attas was incarcerated. In that conversation the
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imam stated to AI-Attas, "I heardyou guys wanted •to•goon Jihad." AI,Attas
immediately responded, "Don't talk about that•now.,'/Don stated in an e-mail
to Minneapolis:. "The Jihad comment doesn't concern me by itself in that this
word can mean many things in various muslim [sic] ctilture,s and is frequently
taken out of context." Don .toldus that he saw the use of the term "jihad'.'.all
the time and there are always questions.about what the term really means. Yet,
while the term may be open to interpretation, it is a signific,ant comment that in
context should have been givengreater weight in c,onsideri;ng whether there
was probable cause tobelieve M0ussaoui was. cormected to, a terrorist group.
Baker told us that ,'_hewouldhave tiedbells andwlhistles, tothe jihad comment

FISAapplic on " "........in a ati . :
' • • .i .... _ ., '- .:. ."-. ' ' ' " " . " , , .

, Don alsodiscounted A1-Attas': will. Hestate:din an e-mail that the will
• was "interesting,'.' but he told the OIG thatit is not unconmaonfor Mustims to

•'- have. awill. However,: aspointed out in the criminal search warrant 'obtained
after the.September l:l.attacks, the will wasin a mailing envelope :as.though it
was ready to be sent to relatives. , .... . •

• We believe that the RFU failedto appreciate the signJ[ficance:ofthese
-.

.... individual facts and failedto analyze their effect on. the totality of the
_:,..:-,.circumstances.-: Instead,. ittreated each fact individually and tooreadily _

......discountedtheir significance. The end result of this approach was that all of:
the facts werenever fully considered in.their totality or fully presented to
anyone for a legal sufficiency review - whether by the NSLU or OIPR.

•
• , • . . .. .... . : : , . :

E. Conflict between Minneapolis andFBl Headquarters

Many of the problems that arose in the handling of the Moussaoui case
also were affected by strainedrelations between theMinneap01is FBI andthe
RFU. Prior conflicts with the RFU led the Minneapolis FBI agents to mistrust
the judgment of the RFU, and Martin in particular. The Mi:rmeapolisFBI
thought that the RFU was "raising the bar," 'wasnot aggressive, and acted out
of an abundance of caution. The MinneaPolis agents also thought that the RFU
did not support the field adequately, undervalued the Moussaoui case, and
undermined their efforts: Minneapolis therefore was skeptical of the advice
from Headquarters and attempted to bypass Headquarters to obtain relevant
assistance and evidence from other agencies,
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By the same token,:the RFU n_stnisted the Minneapolis FBI based on
experience in prior matters and believed _at in the Moussaoui ease
Minneapolis was proceeding from "gut feeling,¢' rather than evidence. Martin
and others in the RFU did nothave faith in the judgment of some Minneapolis
FBI agents, and thought they had a tendency to claim "the sky was falling."
The RFU also believed that Minneapolis did not adequately understand the law
or the requirements for a FISA warrant.

This friction- as well as the clash of personalities-resulted in poor
communication and misunderstandingS between FBI Headquarters and _
Minneapolis. The atmosphere was not conducive to, and did not lead to, the _

• field and Headquarters carefully considering the best options for proceeding in
the investigation and jointlyseeking an appropriate result. Instead, both sides

•mistrusted the other and hardenedin their positions. As a result, theRFU's
response to requests from Minneapolis and to new evidence appeared to be
skepticism and a quick reaction that the evidence was notsufficient. This

causedthe Minneapolis FBI to believe even more strongly that Headquarters

was undermining its efforts. The communications became increasingly
adversarial and incomplete; ........

.

For example, Martin advised the MinneapolisFBI that, to obtain aFISA
warrant, it needed to connect Moussaoui toa "recognizedforeign power." This
advicewas shorthand for a foreign power that had previously ]beenpied to the
FISA Court, The Minneapolisagents, who were not experienced in FISA
matters, did not tmderstand the advice and disagreed with it. q_is can be ,men
in Henry's e-mail to Garyand the Paris ALATin which Henry wrote that the
RFU advised that the French information was not sufficient for aFISA w_xrant

because it did not connect Moussaoui to a "named group." Henry also wrote,
"I don't agree...who said that a foreign power has to be a named group?" In
an e-mail to the London ALAT and others, Henry wrote, "Help us establish
that [Moussaoui]is acting on behalf of a foreign power(which RFU seems to
think must be anamed group or a country)." Had there been better
communication between the two offices, we believe t]heMinneapolisFBI
agents wouldhave understood better why FBI Headquarters was advising the
Minneapolis FBI that a "recognized foreign power" was needed.
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F.: Problems with legal revieW:of FISArequest ....
' ? : . .. .... . . .

_We concluded that this case didnot receive a sufficient FBI Iegairevlewl
While the RFU consulted with:several NSLU attorneys about the Moussaoui
case, it consulted adifferent attorneyeach time. A single NSLU attorney was

not assigned to the case, and no NSLU attorney e,ver reviewed alI the ihcts or
the documentation _om the field before providing an opinion asto the........

.... sufficiency ofthe_evidence to obtain a FISA warrant:
• .

• ..

_Inaddition, when presenting the iCaseto NSLU attorneys, Martin made
Clear that he did:not think there was sufficient evidence for a FISA warrant and
ora!ly provided some facts of the case. While oral briefings and consultations
on anad hoc basismay have been adequate for mostFBI FISA requests, it was
not adequate in an unusual case like this on6: Here, there were indicationsthat

• ........ .. .- . _ :'. .... . . • . / .:.... y.

M0ussaoui was connected to terrorist groups, but the connection ton foreign
power Was not clear. Moreover, the time frame te obtain a warrant Was
compressed because of Moussaoui's imminent deportation. There also was
vehement disagreement in this ease between the field office and FBI

_:'_Headquarters about theFISA request.: In light of these unusual factors:; the:
' _ NSLU shouldhave been apprised of all oft:he facts, the strengthof the field's

>_:beliefin ,the need for a warrant, and the depth of the field's disagreementwith
_: Headquarters' position onthis case.. ,

Martin consulted Withfour NSL U attorneysabout the Moussaoui FISA• . .. . .. . . -

requestl He gave each attorney an ora! briefing o_twhat he believed were the
relevant facts as to whether Moussaoui was connected to a foreign power.
Although Martin had the documents provided by the Minneapolis FBI that
described in detail the facts of the Moussaoui investigation, he did not provide
this documentationt0 any ofthe attorneys. The attorneys [;ave verbal advice
based only onMartin's oral presentation. No one asked whether there ,was
documentation that had been generated in the case Orasked to review any such
documentation, and two told the OIG they did not believe such docume,ntation
existed.

Although it is impossible to reconstruct Martin's exact conversations
with the NSLU attorneys, the evidenceshows thai:Martin provided a brief
recitation ofthe facts that contained less than all of the available inforrnation

about Moussaoui. At the start of the briefings Mai_in also conveyed to the
NSLU attorneys hisbeliefthat there was insufficient evidence for a FISAI He
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did not present the request to NSLU,attomeys neutrally or convey the
Minneapolis FBI's strong concerns that Moussaoui was likely.•to commit a
terrorist act. Martin undersold the case to the attorneys and conveyed it in a
way that did not fully presentthe field's views. •

Martin had identified the issue in the Moussaoui case as the lack of a
foreign power and said he focused on the information that he believed was
relevant to that issue, which according to Martin was the Fren4zhinformation

indicating that Moussaoui had some connection to Khattab and his group of
Chechen rebels. Because the FBI's 'focus at the time was on estabfishingdirect
links be_een a potential target and a foreign power, hoWever., Martin
overlooked facts from which reasonable inferences might haw_ been drawn that
Moussaoui was involved with a terrorist group, This included Moussaoui's :
recent travel to Pakistan and A1-Attas' statements about Moussaoui's radical:
fundamentalist Islamic beliefs. None of this information was !provided to the
NSLUatt0meys.

We recognize that atthe time itwas norrna ! practice for SSAs and IOSs
to give only oral briefings to NSLU attorneys :andthat they determined what :
information needed tobe discussed with the NSLU attorney. They were not
required to provideall of theunderlying documentation to the NSLU attorneys
with whom they were consulting, and NSLU attorneys were not required to
read all of the underlying documentation before providing advice. Butgiven
the Minneapolis FBI's urgency to obtain a warrant arid the strong disagreement
between Headquarters and the field office over whether a FISA warrant could
be obtained,: we believe that Martin should have presented the documentation •
to the NSLU attorneys to ensure that Minneapolis' p0sition was being
presented fairly and completely,to the NSLU. The RFU had promised the •
Minneapolis FBI that the NSLU would give the Minneapolis request a "good
faith review," but theRFU did not present all the documentation, or all the
facts, to any NSLU attorney for'that review. We also believe that the.
Minneapolis FBI should have been asked to-participate in the.discussi0ns With.
the NSLU, partly to ensure that its views were conveyed and also-to ensure that
it understood the legal advice that was given,

NSLU chief Bowman told the OIG that it:was unusual for a field office to
be so adamant that there was sufficient information to support a FISA warrant.
and for the SSAto be so adamant that there was not.. Moreow_r, the Moussaoui
FISA request was unlike most other FISA requests. In most others, even if the
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NSLU did not believe thiit therewa,_ sufficient information to suppo_ going: ..
forward on.the FISA request, the field.office could continue to.investigate the

•subject for months, acquire additional info_atien in suppo_ of_e FISA .:

,request, :and come back to the NSLU for another opinion. Because Moussaoui
•

Was going to be deportedshortly, the opinion thatthere was insufficient : ....
evidence to seek a FISA warrant was, ineffeet, a denial of the FISA request.... . ,. . . . , • ,. _,. ... , -

In,light of the unusual circumstances of this case:, it would: have been a better
practice for the NSLU attorneys to,inquire ,about available docUmentation and
review it before rendering an opinion, ,N this case, however, a cornprehensive

: legal review of the documentation in the Moussaoui investigation did not;take
place.. . .. :

: ."..:Pai_ of the.problem was that theFBI didnot assign one NSLU alXomey to
beresp0nsible.for a case. Both. Martinand Don told the OIG that,they relied
on.the.NSLU.attomeys to help them apply:the relevant legal .standards to the: - ' "
facts collected from the :field and elsewhere. Bec_mse .they sought advice_from •
several NSLU attorneys in the Moussaoui case, ncme who felt. solely .

... :.{.responsible for the case, no one fromthe NSLU considered all of.the. '
:,.... information .available and.no one from the NSLU.was: sufficiently informed.,to.
". assessthe totality of the :facts and"circumsta.aaces.._. . . _......

-... It is impossible :to determinefor certain whether any of the NSLU
" attorneys would-have provided a diftbrent reCo.n_,nendation concerning the

Moussaoui FISA request, if they _hadread. all. the:documentation, includingthe '
6,pageLHM or .the 26-page EC. Moreover, we are not suggesting that SSAs
should be required, to provide, or that NSLU attorneys:should be required to
review,, all of the documentation with respect to F]iSArequests in every case.
But webelieve that the circumstancesofthe, Moussaoui FISA request -.._ • 2 . ..... " • . , ' . .... .... •

warranted a full review of all available documentation and.a more. careful legal.
analysis of that information.

We also found that the advice that was presented to the field was not

complete or acc_ate. For examPle, in the meeting between the RFU and
Bowman to assess whether there was sufficient evidence to seek a FISA,
Bowman advised that even if the FBI could establish a foreign power figrthe ....
Moussaoui FISA request, therequest lacked sufficient e'cidence to show that
Moussaoui was an agent of that foreign power, After the meeting Martin did
not correctly report tothe field what was required !Ioestablish such an•agency
relationship. While Martin accurately reported Bowman's advicethat there
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was insufficient evidence to establish that Moussaoui wasan agent of a..'foreign_....

power, he.wrotethat the FBI needed evidence to show that Moussaoui was an
"integral part" of a terrorist organization to establish agency. This was not.
correct, To show agency, the. FBI needed to show that the agent of the terrorist
organization, demonstrated more than mere sympathy-or vocal support., for .the
goals of a terrorist .organization. The agent must be shown to be working ',for
or on behalf of' the terrorist organization. Nothing in the legislative histo_ .of
FISA,the Attorney •General Guidelines, or the caselaw suggests .that the" .
purported agent would •have .to.be an "integral paff' of the terrorist organization..
to .._.lfill the FISA requirement .ofagency, iS1 . .. '.

The FBI also did not ensure .adequate involvement by the CDCs .in the
field's preparation of FiSA requests. Field offices were, not. required to consult
withCDCs about their FISA requests.. The role of the CDC in providing: "
adviceon intelligence,investigations and FISA applications varied.by office, ....
but we .were told by many wimesses that theCDCs.in, smaller offices Were not

..generally invOlved. NSLU attorneys we interviewed also toldus.that CDCs '
generally.were n0t.sufficiently knowledgeable about FISA to provide advice.
and that they generally deferred.to, theNSLU: We .were also told that it was.

.. not.uncomm,on for the CDCs in the field to avoid intelligence investigations.

In this.case,CDC-Rowley acknowledged thatshe lacked-extensive.
•knowledge about FISA and that: she was not in aposition to adv!ise the
Minneapolis FBI. onthe .issues surrounding .the FISArequest. We believe that
the FBIshould :haveensured that CDCs, at aminimum, .had sufficient training
and.visibility among agents to.assist them in assessing the legal requirements in
intelligence investigations. |521Such. expertise would.be.helpful to field .offices,.
especially in cases .like Moussaoui where therewere problems connecting him
to a foreign.power and the field disagreed with .the advice it was receiving from
FBI Headquarters.

..

151Bowman told the OIG that he did not advise Martin that the FBI needed evidence

showing that Moussaoui was an•integral part of a terrorist organization and that Martin must
have misunderstood•their discussion.

_sZNSLU attorneys informed us that they had provided training to CDCs at various
conferences and sessions. However, despite this•training, CDCs •were not as knowledgeable
about FISA law and processes as they needed to be.
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Finally, becauseof the strong disagreement.between. Minneavolis and
FBI Headquarters on this case, we believe thematter shoulld have been. at least-
referred to OIPR for its evaluation. WhiletheMilmeapolis FB1 did_not.push,:
for an OIPR review, and. FBI Headquarters did not seek it, such a reviewwould .
.have•been an appropriate approach to resolving the dispute in this case. "The...
•role of the NSLU is.to provide advice:and _Nidanceto the :field, but .we,"_believe•
the NSLU.should have consulted with: OIPR in this case,,particularly because.
the field office feltso strongly thatMoussaoui poseda danger.. As discussed. ..
.above;-while.it is not clear whether OIPR would have, in fi_ct,sought the.FISA...
warrant given theprevailing standards .at the time, oIPR should have at-.least.-_• . :..

been consulted on this matter. " . .._.._.

G. ThePhoenix EC
• :. . .._.-.'...'. . ..

" The...FBI,s computer records show that _UIOS:-Robin accessed and ...
..- prin.ted.the Phoenix EC on August 22.. She .sawit whenshe searched inACS. "

...- for the term "Ibn Khattab.'.' Khattab is mentioned, in.a-paragraph of the :...•
.,.... Phoenix..EC.thatdescribes ,howthe .author of the EC interviewed the subject of..

.... an investigation who had.a picture_ofKhattab and apicture ofBin Laden on ...
.....:..... the wall of his:apartment.- As.described, fully in Chapter Tl_ee, theECalso. •

asserted there were "an inordinate number,' of persons of interest to the FBI
-_ who. were receiving training in aviation-related fields of study and that 'there. "

was a possibility that Bin Laden was coordinating an effort to train'people in
the United States to conduct terrorist activity in the future.

• . . . . ... . ' . . .. . : . ,. • ...

... . Robin. told the OIG that she did not.slz,ecificalty recall reading the;
•PhoenixEC, although she believed that she must have read it.because..her.
.practice was to read documents that she printed..She did not bring.the Phoenix
ECto anyone else's attention at FBI Headquarters, such as Martin or. attomeys.
in the NSLU, or in any field office, including in Minneapolis. _s3She said she
did not know why she did.not bring the EC to any0ne's attention..She added "
that after reading it some time after September 11, sheconcluded that she must
have thought there was nothing inthe EC that bolstered Moussaoui's

153AS.discussed in Chapter Three, although Don and Martin's names were on the
"attention" line•of the Phoenix EC, neither Don nor Martin. accessed •it inACS or otherwise •
became aware of the Phoenix EC until after September 11.

-.
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connectionto Khattab for the foreign power element of the FISArequest. She:
also suggested that the reporting of information about individuals Who were of
interest to the FBI- that they were Middle Eastern and were in flight school-
was not significant because there were thousands of bliddle Eastern men in
U.S. flightschools at thetime.

We discussed the Phoenix EC withthe four NSLU attorneys who were
consulted about the Moussaoui matter. Alisaid they had notseen the Phoenix
EC before September tl. All said that the Phoenix EC itselfwould not have
conclusively led to a FISA warrant, but three of the attorneys said that if they

had seen the Phoenix EC in connection with the Moussaoui case, theywould
have responded differently than they did when asked about the:adequacy of the
Moussaoui FISA request. When asked about the adequacy of the Moussaoui
FISA request, Howard said that if he had seen the Phoenix ECat the time, it
would.have "made a difference in the pucker factor," and he would•have called

" CDCRowley inMinneapolis and discussed the importance of ti'acking do,_
the available leads to find outas muchinformation about Moussaoui as

possibles: Susan andTim saidthat if they had read the :Phoenix ECat the:time,
theywould have been concemedenough about Moussaouito:bring the matter
to an OtPRattomey's attention: Accord ingto'_usan, she hadeven asked
Robin whether the FBI had any information indicating anyone was sending
people to the United: States for flighttraining, but Robin did not mention the
Phoenix EC. 154

We believe that Robin should have recognized _hepotential relevance of
the information in the Phoenix EC to the Moussaoui investigation and made
others aware of it. Although the EC didnot specifically mention Moussaoui or
anyone else involvedin the Moussaoui investigation, theEC discussed the
possibility that persons under investigation by the FBI were tel_orists working
for Bin Laden and receiving training in aviation-relate.d fields :inthe United
States for the purpose of conducting terrorist activity in the future. The

154Contrary to the other three NSLU attomeys, Bowman told the OIG that while
coincidences between Moussaoui and the information in the Phoenix EC were apparent after
September 11, he did not believe that he would have made any such commctions or taken
different actionifhe had read the Phoenix EC at the time of the Moussaoui matter.
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Minneapolis FBI alsosuspected.Moussa0ui ofbeing a terrorist receiving •flight...-
training, and the Phoenix EC.was relevant to that 'theory. " .._.

Robin•'sfailure to.bring, the Phoenix EC to anyone's attention is another
example 0fhow the FBI focused:on establishing direct links between targets

.. _. andforeign powers,, but failedto appreciate how indirect evidence also could.
- be useful in supporting FISA requests,-. .:
• : - , ..

• . :

•H. :Edits to Minneapolis FBI's •FISArequest

, Rowley and some of the MinneapOlis FBI agents believed thatMartin
edited the Minneapolis FISArequest to ensure that it would fail. They Were i/
most.concerned that Martinhad removed the section describing Moussaoui's
connection to a foreign power. They asserted that Martin softened the
language of the FISA request in other respects, :and that FRI Headquarters
should not :havemade substantive changes to the field's FISA request because
it altered:the meaningand tended to makeit less accurate.

• . . . . . .

_:. -O_-review found that Martin edited the request as he did other requests;.
:. andwe do.not believe he changed the document to intenti0nallyunde_ne the.

•.:;;... MousSaoui FISA request... Moreover, Martin sent:all of his proposed changes to
.Minneapolis for review. Martin deleted the three paragraphs ofinformafi0n-

,_.::about Moussaoui's connections to Khattab and thestatement that Khattabwas
a close, associate of.Bin Laden. When Gary-raised: concerns about this deletion-,
Martin responded with an e-mail stating that the foreign power information,..

would be added back in.once an NSLU attorney had approved the use of al.
Qaeda•as the foreign power. -

: _.... • .... ...

• . Gary also questioned the accuracy of some efthe other changes Martin
had made. In some instances, Martin agreedto some of the wording .Gary.
suggested but kept his own wording in other instances.

Preparing the FISA request for approval within FBI tteadquarters and the
NSLU for eventual submission to OIPR wasprimarily the responsibility of the.,
SSA assigned the FISA request. An SSA and an IOS at FBI Headquarters
typically edited the LHM submitted by the field office requesting the FISA
warrant. The extent of the editing depended on the quality of the field office,s
LHM and the judgment of the SSA and IOS who were handling the FISA
request. In some instances, the LHM was completely rewritten and a different
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foreign power wasused. In other cases, the IOS wouJ[dcheck the accuracy of
facts as reported by the field office, with no other editing.

The foreign power section of the LHM was usually several pages Iong,
The SSA or IOS normally would copy relevant language from other FISA

-- requests in which the same foreign power had been used. They also wouh:l add
information to the LHM when they had uncovered additionalinformation in
their research to support the foreign power element.

Martin was the SSA responsible for the Moussaoui FISA reqUest and the
SSA who would have hadto swear to the affidavit filed with t]heFISA: CouP.
Most of the edits made by Martin were stylistic. Moreover, Martin did not hide
any ofhisedits. He returned the revised draft of the LHM to Gary for his
review and asked for comments. Theevidence also showed that Martin was _

planningto prepare an entirely flew foreign power section that would contain
all :of the necessary foreign power information. Martin also responded to'
Gary's concerns about the removal of the foreig-n power information and the
other edits. Martin made some changesbased on Gm'y's suggestions andgave, . ,: • .

exp!anat!on s for the edits that he declined to change. We believe these actions
•suggest that Martin was notintentionallytmdermining Minneapolis, attempts• " _ ..- , ' . i • ,... ' _ . ,J : . - - '- :

to obtain aFISA warrant.

we also concluded that Martin' s edits did not significantly: change the
FISA request. For example, the Minneapolis FBI had written, "Moussaoui had
no convincing explanation for the large sums of money known to have been in
his possession," which Martin changed to "Moussaou:i would not explain the
large sums .... " After Gary noted in his e-mail thatthe problem was thatthe
MinneaPolis FBI believed that Moussaoui could have explaine,d that matter but
chose not to, Martin changed the statement to "Moussaoui did not give a
logical explanation for the large sums...."

However, a few of Martin's changes were unnecessary and altered the
meaning ofthe LHMto some extent. For example, Martin changed the
statement that "Al'Attas admitted that Moussaoui... is preparing himself to
fight" to "A1-Attas stated that he and Moussaoui [sic] own boxing gloves and

210



train together in defensive tactics. ''_SsGary responded thai: neither A1-Attas nor :
Moussaoui Used the te_ "defensive tactics," and that the change '!sofl:en[ed]
our argument" and misrepresented A1-Attas' statements, In his response
e-mail, Martin simply wrote that he:believed that the way he had it written was
"accurate?'

Although Gary challenged some of the changes as "softening" the FISA
request, Martin wrote that hebelieved that the way he had it written was

.... .. , • ..

"accurate." : :
• .,

. . . . . -.

We believe that some ofMa_'s edits made Minneapo!is' request slightly less
persuasivehad it goneforwardto OIPR: However, the edits did n0t make major
changes and were not indicative of a deliberate attempt tosabotage the Minneapolis
FBI request, : ,_

,-
• • • i "

.. . . :. .

I.... Inadequate dissemination: of threat intbrmation

Although FBIHeadquarters disseminated a teletype to,the Intelligence

ii Communityabout Moussaoui on September 4, the FBlrdid not includeany of :
the threatassessment information about Moussaoui that was draftedby the_

: _:"_ Minneapolis lFBI. We found that: the FBI did not have clear guidelines for ,-'_
" what threat:mformation shoUld be disseminatedand where it should go. It was

.... normally left to the discretion of an analyst or agent, _without significant '_
supervisoryoversight. : _

When the decision was made to deport Moussaoui andthe FBI was..

considering usingFAA sky marshals to accompany himto France; Don
instructed the Minneapolis FBI to get the FAA "up to speed" on the case.
Henry wrote a detailed memorandum providing the facts of the Moussaoui case
and an assessment of the threat that Minneapolis believed he posed. Henry
stated the belief that Moussa0ui's flight training was preparation for some
future terrorist act and that his physical training and study of martial artswere
"consistent With facilitating the violent takeover of a commercialaircraft."
Henry wrote:

_55This was a reference to A1-Attas' statement that he and Moussaoui were taking
martial arts training.
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Minneapolis believes that Moussaoui, AI-Attas, and others
not yet known, were engaged in preparing to seize a Boeing
747-400 in commission of a terrorist act. As Moussaoui

[redacted]! was arrested before sufficient evidence of criminal
activity was revealed, it is notknown how far advanced were his
plans to do so. As the details of this planare not yet fully
known, it cannot be determined if Moussaoui has; sufficient
'knowledge of the 747-400 to attempt to execute the seizure of
such an aircraft if he becomes free to do so in the future.

-. .
•- -

' One of the purposes of Henry's assessment was to ensure that the FAA
was made aware of Moussaoui.

By contrast, the teletype prepared by •the RFU and distributed outside the _
FBI did not have any threat assessment. According to Don, the purpose of the
teletypewas toprovide information to and solicit input from the Intelligence
Community, notto provide a threat assessment. Headdedthat, prior to
September 11, the FBI was a "ease driven, fact s.pecific'" agencythat did not

' ordinarily"speculate" or include "hypothetical information" in a teletype to the
Intelligence Communityl He stated that since September 11 the FBI has .
•attempted to provide more analysis in disseminations of this type about
potential threats from individuals or groups. Similarly, Martin told the OIG
that he attempted •toinclude the known facts about Moussaoui in the teletype.

We concluded that the RFU's teletype on Moussaoui omitted significant
facts, such as the fact that Moussaoui knew how to operate the •747•-400Mode
Control Panel, the aircraft's automated feature that allows the aircraft to fly,
navigate; and,: in some cases, land in a fully automated manner, Nor did it
contain any assessment of the facts-either Minneapolis': or the RFU's -
despite Martin's acknowledgement that he considered Moussaoui to be"a dirty
bird," even if he did not believe Moussaoui could be connected to a foreign
power under FISA. The RFU's teletype was not distributed to all FBI field
offices, •anaction that may have generated helpful responses, es.pecially in
locations like Phoenix where similar issues had arisen. The teletype also was
not distributed to all agencies in the Intelligence Community.
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j. .........I

J. Inadequate training

We foundthat the FBI did notprovide adequate training to the SSAs and
the IOSs in ITOS, on either analytical procedures or on building a FISA
package. The iOS and the SSA in this case had not receiVed anyspecific
training on FISAs or on foreign intelligence generally.

.......SSAs came tOFBIHeadquarters with different backgrounds, and the
Ievel of training _given •to the agents in intelligence matters varied. Moreover, i
the SSAs nOrmally stayed approximately 18 montlhs in ITOS and then moved.
back outtothe field. While Martin had a background interr0rism
investigations, he had handled FISA applications and renewals With respect to _
only twotargets while working in the field. He told us thatone of the two:
cases already had an active FISA order whe,n he was assigned to the case, and
he handled only the renewals. Thus, after initiating only one FISA application:.
in the field, Martin assumed responsibility in FBI Headquarters for advising the
field on FISA issues andcreating FISA packages for OIPR on behalf of _

• multiple field offices. He received little formal training inthis area. k_
.....addition, aithough the FISAs he handled covered surveillance of different

_: terrorist groups, he did notreceive any additional :formal substantive or -
.... 5 process-oriented training prior to assuming his SSA position at FBI

Headquarters.

We were toldthat most of the SSAs' training at FBI ]Headquarters was
provided informally by the IOSs, who were permanent Headquarters
employees and did not rotate through the units likeSSAs, Several ITOS
employees told us that the section :couldnot have mn without the IOSs. Prior
to September 11,1there were severalpaths to becoming an IOS. Some IOSs
were promoted from within the FBI from other, sometimes clerical, positions.
The FBi also hired some IOSs from outside the FBI, m_y ofwhom had
graduate degrees. From our interviews of the 'IOSs, we found widely divergent
skill and knowledge levels, i •

The IOS in the Moussaoui case, Robin, had no formal analytical training.
She began with the FBias a clerk in the records branch after graduation from
high school. Her formal training consisted of some course,; at Quantico several
years ago, and occasional briefings from NSLU attorneys regarding updates
and changes in the law. Thistraining was not sufficient for •themany analytical
challenges they faced. It also clearly was insufficient to have the IOSs do most
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of the training of incoming SSAs,_who are responsible for overseeing,/
coordinating, and contributing to all field intelligence investigations.

IV. Individual performance _
...

Asdetailed above, numerous systemic problems affected how the FBI
handled the Moussaoui case. Webelieve that thesesystemic problems caused
the main deficiencies in the Moussaoui investigation,: Placing blame on
individuals alone f0rthe problems inthe Moussaoui case would unfairly single
them out for actions that we believe were not inconsistentwith the FBI's
prevailing practices at the time.

.

However, some deficiencies by individuals in this case warrant criticism.
Although we believe that no one committed intentional rnisconduct,
deliberately undermined :thecase, or violated established FBI or Department
policies or procedures, we believe that some individuals did notdo all they'
could have, andshould have, to help pursuethe Minneapolis FBI,s strong
concerns about Moussaoui. By contrast, the actions of some individuals ....
warrant: praise. In this section, we discuss the perforrnance of individuals
involvedinthe case. .....

A. RFU

1. Don

As.Chief of the RFU, Don was responsible for ensunng that the
Minneapolis FBI's requests to obtain a warrant to search Mou,_saoui's
possessions received adequate review. Don recognized that the Moussaoui
case was unusual. He directed his staffseveral times to consultt with NSLU
attorneys on theFISA request: He also took the unusual step of seeking a
review of the request from the chief of the NSLU, Bowman.

Yet, we believe that Don too quickly concluded that there was .
insufficient probable cause for a criminal search warrant in the;Moussaoui
case, and he never carefully reconsidered that view, despite the additional
evidence that was uncovered, He also never reviewed the entire file or ensured
that the NSLU received all the documentation or the facts, despite the RFU's
pledge that the NSLU would give it a good faith review. He did notreconsider
whether a criminal warrant couldbe obtained, even when the FISA request was

no longer considered an option.
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However.• these shortcomings were not an intentional attempt to sabotage
• the case,_as Row!ey implied. • wehave no doubt that Don believed there was

insufficientevidence for probable cause. It is also important to recognize _hat
he had numerous other cases in the unit and responsibilities that demanded his..

attention. But the Moussa0ui Case Was unusuali given the ckcumstances under
which itwas presentedto FBI Headquarters and tihevehemence of the field:

.... office's concern that Moussaoui was preparing tocommit a terror/st act_.:In'
light of that background, Don did not give the matterthe careful evaluation this
:case deserved: Nor didhe address the problem of a Suspected terrorist: like
Moussaoui who could not be connected to a "recognized" forei_power under
FISA. According to the Minneapolis agents, when they raised questions about
this issue and asked about other options, Don said there were none and that
they should not worry about it. He did not look for solutions in this case,
which wasthe role ofthe RFU. _

• • , , ,.. .

Healso too quickly discounted important factsi such as the statement by
= A1,Attasabout going on"jihad. , OIPR Counsel Baker suggested that this

• commentwas significant andhe would "have tied bells and whistles', _tO:the
..... jihadeomment in a FISA applicafion_ In sum, we believe Don,too quicldy

_:: discounted the facts and the•assessment of the field •office in assessing the _
possible threat that•Moussaoui posed.

• .

2. Martin
. ..... ,• .., . .

• By many• accounts, Martin was aresponsible and conscientious agent. It
is important to note that he assisted with the plans to'deport Moussaouito
France. He consulted with theLegat Officeis in bothLondon and Paris to see
which country would: best be able to handle a search of Moussaoui's
belongings upon entry. Martin was informed that French authorities believed
they would be able to search his belongings upon ]hisarrival, and Martin was
supportive of this plan and assisted in coordinating it. .• •_

However, we concluded that Martin's performance in this case was
lacking in many respects, Although his personality wasdescribed as "easy
going" by some, it is clear that tie and the Minneapolis agents clashed. The
Minneapolis agents distrusted his advice, and he believed t]hatthe Minneapolis
Field Office became "spun•up" too easily. •
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Like Don, Martin quickly viewed the Minneap01is agents as jumping to
conclusions based only on gut feelings. We believe he •hardene d his position
and did not evaluate the case fully. He was not open-minded or creative in,his
approach to obtaining a FISA warrant in this unusual case. Rather, he told•the
field What it could not do, but never fully considered solutions to the FISA
problem or even explained the problems t0 them fully.. Despite the factthat: the
Minneapolis FBI was extremely concerned that Moussaoui could be involved
in a terrorist act and Martin's own acknowledgment that he thought Moussaoui
was "a dirty bird," Martin did not aggressively seek to, help Minneapolis,
understand the barriers or think creatively about how it could obtain what it
believed it needed ....

It •also appeared •to us that he viewed the Minneapolis FBI as an
adversary, rather than helping•the agents understand the options and•guiding
them through the complicated issues of FISA. We alsowere U'oubled by
Martin,s response when we asked whether he reconsidered seeing acriminal
•warrant after the FISA route was ruled out.: He suggested itwas Minneapolis'

• resPonsibility alone to consider this opti0n.: In our view, this response
demonstrates a lack of initiative and acceptance of some of the: responsibility
by Martin.

We also believe Martin undersold the case when he presented it to the
NSLU attorneys for review, and he did-not ensure thai:the attorneys received
all the facts. He started the briefings by stating his beliefthat there was not
enough evidence to obtain a warrant; rather than by explaining the case fully
and seeking NSLU guidance. Henever gave the NSLU attorneys the
documentation prepared by Minneapolis. He did not ask the field to participate
in the briefing or suggest that theNSLU contact the field directly. Althoughit
was not the standard practice to involve the field in that way, this was not a
standard case, and we believe the field should have be,en involved in the
discussions.

Martin also did not provide complete or accurate legal advice to the :field
office. He usedshorthand - such as Moussaoui must be tiedto a"recognized"
foreign power or Moussaoui must be an "integral" pai_ of a terrorist
organization. This was not correct. This shorthand also:did not provide the
field clear guidance on what it needed to obtain a FISA warrant.
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Martin's edits to thefield's.FISA request exacerbated the problem,
Although most of his changes were stylistic, other changes softened the,
language slightly and appeared to us asunnecessary. We recognize that. itwas
his job toreview and edit a FISA request, where appropriate, But hisedits
furthered Minneapolis, concern that Headquarters was not doingwhat itcould
to obtain a warrant and was instead uanecessarily ,andunfairIy impeding the
field's effo_s.

" M_in alsodid not ensure that the infi_rmation presented by :the field
about thepotentia!' threat from Moussaoui was disseminated. Hedid not

believe_ata threat assessment_shouldbe sent witlhout inputffom the: '
IntelligenreC0mmunity , .andhe disseminated his0wn telet-yperather than/
fo_ard the:document preparedbY MinneaPolis that comained a threat.
assessment, But histeletype omitted important facts, andhe did not provide it
to all.:agencies in the Intelligence COmmunity.• : . , • . ..

•-._ " In our vieW, Martindid not adequatelyhandle this unusual case. Hedid
.i;i n°! workwith the Minneapolis agentsadequateiy , educate them on FISA, or

:_.. guide them through the complicated FISA process to determine if the FBI:
...... couldlegitimately accomplishwhat: the field wanted arid needed in order to _

thorOUghlyinvestigate Moussa0ui. Hedidnot fully brief the NSLU.: He did:
-, not adequately provide the information on the potential threat posed by

Moussaoui within and outside the FBI. He did not: adequately consider
alternative options for a criminal warrant afterhe concludecl that there was not
enough evidence for a.FISA warrant under the prevailing slandards at the time.
AlthoUgh his conduct:didnot violate a clear FBI policy, we believe his
performance in:this case was significantly lacking, _.

-. . -.•

3. Robin

Robin, the IOS who worked with Martin, is .alsoconsidered a hard• .

working and competent employee. The IOS's role was to support the SSA, and
Robin supported Martin's requests. Howew_r, when •sheuncovered the
•Phoenix EC, she did nothing with it. We believe siheshould have at least •..
recognized the relevance of the EC and the potential relationship of its theories
to the Moussaoui case. SeveralNSLU attorneys told us that had theyknown
about the Phoenix EC, it•might have made a difference in how they addressed
the Moussaoui matter. At the least, they said, it would haw; causedthem to
consult with OIPR about the possibility of obtaining a FISA warrant for.
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Moussaoui, We think Robin should have brought the Phoenix ECto
someone's attention.

B. NSLU attorneys

.... Several NSLU attorneys provided advice to the I_,FUon the MoussaoUi
case, based on what they were toldabout the case. None read the
documentation in the case or learned all the facts. The advice that theygave,
based on what they were told and the prevailing conservative interpretation of
FISA, was not unfounded' ,We do not believe any of t]heindividual attorneys,
including Bowman, were wrong in their advice or that they violatedany •
specific policies or practices in place at thetime. Yet, we believe that given
the unusual natm'e of this case - in particular the strong disagreement between
the fieldand Headquarters about whether probable cause exis:ted to obtain a
FISA warrant- they should have considered altemativ'e approaches, contacted
the Minneapolis FBI for more information, or at least consulted with OIPR to
determine if there were creative approaches to tlais case..

: " . ._: - . . .. .... • .. ,... . • • ,..

Partof:theproblem washow theNSLU operated no singleattomey was
assignedresponsibilityfor a FISA request.. Instead, several attorneys were
consulted at various times, and no one was required to review or understand the
facts andbe responsible for providing comprehensive advice on a FISA
request. Asa result, the attorneys relied onbrief explanations from the RFU
andnever reviewed all the documentation. Nordid any attorne,y consider all
the potential approaches, including whether the field s]hould approach the
USAO after the possibility of a FISA warrant was exhausted. But given this
system, and the facts available to the NSLU, we do not think any of theNSLU
attomeys committed misconduct or provided clearly inappropr_iate legal advice.

C. Minneapolis FBI employees

The Minneapolis agents deserve praise for their relentless efforts and
their accurate instincts in assessing Moussaoui's actions. They believed that
Moussaoui posed a threat, and they aggressively and tirelessly investigated•this
prospect. Their tenacity deserves praise and recognition.

• We also believe thatRowley deserves credit for lbringing forward the
important issues relating to how the Moussaoui case was handled. Her
complaints resulted in an important reassessment of how the FBI handledthis
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matter, and s0me of themraised valid concerns about FBI employees •and •• .

_ operations. However, as we diScussed in this Chapter,we did not find that all
of her allegations about the FBI or FBIemployees tobe meritorious.

. ........ , . . • . ;'

Moreover, Rowley's performance in the Meussaoui investigation itself,

was lacking in severalregards, As the Minneapolis CDC, she was responsible
forguiding theMinneapolis agents t_ou_ the complicated interrelatioriship_
between a criminal and an intelligence investigation, At the outset, she
aSsumed that the USAO would notsupport a criminal warrant. Contrary toi the
implication in her letter, which ptaced the blame for failingto ISeeka criminal
warrant soMyon FBI Headquarters, sh__._eeadvised the field agents not to seek a
criminal warrant. She did so without fully underStanding .the requirements of
FISA andthe.difficulty of connecting Moussaoui to-a recognized foreign --
power..Sheneverprovidedguidance or.help to the field agents on thiscritical
issue. Shedidnot cOnsult-with,the NSLU about what was reqUired under FISA
or whether.attempting, to.seek a criminal wa_ant was a bevter avenue. :_Nor did.

• sheerer reconsider her initial advice that the USAO would!not seek a criminal

_o_ warrant, evenafter the FISA routewasexhausted. Along with FBI : :
_ ...... Headquarters, she should share some of the critici,;m for the failure to carefully _
...... _ and creatively assess the options forobtaining a warrant. _

.. . , , .

. .ii.._. .While the.Minneapolis agents" aggressiveness in pur,ming the Moussaoui
•investigation was commendable, we also believe tl.'aatthe Minneapolis agents
contributed to some of theproblems 'in the handling of the Moussaoui .-

•investigation. Gary andHenry soughtto open a.criminal ir._vestigationafter
opening the intelligence investigation without .fully conside,ring-the • ..
ramifications of doing so or'evaluating.the potential tools available before.
deciding which avenue presented the best option. Inaddition, they failed-to

• reconsider pursuing a criminal warrant once the FISA route:was.,exhausted.
Even if they believed that FBI Headquarters would still..be unsupportiveof a
criminal warrant, there would have been nothing to lose:in :raising the issue ,
again, and they could have attempted to bolster their argument for seeking a
criminal warrant with the additional information that'had been uncovered in the
•case since the matter, was initially discussed,,

We also concluded that the Minneapolis FBI managementshould have
taken more aggressiveaction to support its field agents. Several FBI
employees cornrnented to us that if the Minneapolis FBI feltstrongly about.this
case, it should have raised itsconcerns at a higher ]revelin FBI Headquarters. _

.,
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They said that field office SACs often called the ITOS Section:Chief in
Headquarters, or a higher official, when the field office disagreed with the
advice of a unit chief or wanted a further review of the unit chiefs deeisiol_.

. : .. .. • ... . . . "

Section Chief Rolince told the OIG that he routinely received telephone calls
from field officemanagers about disputes between the field and Headquarters
andthatapproximate!yonce aweek a field manager would come to his office
at Headquarters to discuss a dispute or issue between fiae field office and
Headquarters.

Gary even advised the Acting SAC, Roy, to push the issue up the "chain
of command" at Headquarters. Roy talked to Don, but Roy did not push the
issue further. Roy stated to the OIG that he believed that the Minneapolis FBI
was "working things out" and that the Minneapolis FBI had yet to receive ....
information thatcaused him tobelieve it was necessary to push the issue
further. We believe, however, that given the adamant views of the field agents,
he should haveraised this issue to a higher level at the FBI.: Wlaile we are not
certain it would have made a difference, we believe he should ihave expended '
the effort.

• . ,

V, ....Conclusion

In sum, wedid not find that anyemployees corrtmittedimentional
misconduct, or violated established FBI policies or practices, or attempted to
deliberately sabotage the Moussaoui case. But the performance of seVeral •
individuals involved with the case was lacking. The Minneapolis agents, who
deserve credit for their tenacity and accurate instincts, did not receive sufficient•

support, either from their field office management and legal counsel or from
FBI Headquarters. •

We believe that singling out individuals figrcriticism alone wouldmiss
the main problems demonstrated by the Moussaoui case. Even if FBI
employees pursued this casemore aggressively, consulted with OIPR, •or
sought a criminal warrant, it is not clear that this approach would•have
succeeded in obtaining a search warrant for Moussaoui's possessions before
September 11. However, this case evidenced systemic problems •in how the
FBI handled intelligence cases and provided guidance to the field. The
problems included a narrow and conservative interpretation of the FISA
requirements, inadequate•analysis of whether to proceed as a•criminal or
intelligence investigation, adversarial relations between FBI Headquarters and
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the field, and inadequate and disjointed review of potential FISA requests by
the NSLU. In our view, these systemic problems 'were a more important cause
of the deficiencieswe found in the Moussaoui case. In addition the systemic
problems hindered the FBI's ability to detect and deter terrorism.

• ..'_ .
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CHAPTER FIVE:' • . .

7.: . . . • , .. . , ' . ... •.. , : ... '

: TWO SEPTEMBER 11 HIJACKERS: I_ALID
..... AL-MIHDHAR AND NAWAF AL-HAZMI

I. Introduction •

In this chapter, we examine the FBI,s handling of intelligence
information concerning two ofthe September 11 hijackers,, Khalid al.Mihdhar

: • • i " " ' • ' " " - " .". " . " : ' _, , _....

and Nawaf al-Hazmi. Mihdhar, Hazmi, and three.other terrorists hijacked and
crashed American Airlines Flight 77 into the Pentagon.

The FBlhas asserted that it learned in late August 2C,01that Mihdhar and
Hazmi were al Qaeda operatives and that they had traveled to _theunited States
in January 2000. In August :2001, the FBI also discovered thatMilidhar had
entered the United States on Ju!y 412001, purportedly for amonth-10ng stay.
In late August, the FBI initiated an investigation t0 deterrr_ine whether Mihdhar
was still in the country andto findhim; The FBI was still searching for him at
the time of the September 11 attacks, _ _

We examined the info_ati0n:that i_e Intelligence Community :andthe
FBI had about Mihdharand Hazmi prior to September 11. We found no
evidence indicating the FBI or any other member of the Intelligence
Community had specific intelligence regarding the September 11 plot'
However, beginning in late 1999 and continuing throug h September 11,2001,
we found five junctures at which the FBI either lem'ned of intelligence :
information about Mihdhar and Hazmi, could haw,_learned, of additional
intelligence information about them, or couldhavedeveloped additional :
information about their location and terrorist connections. These five junctures
were"

• In early January 2000, Mihdhar traveled to Kuala Lumpur,
Malaysia, where he met with other al Qaeda operatives. Intelligence
information developed by the CIA in early•2000 revealed that
Mihdhar was a suspected al Qaeda operative, he traveled to
Malaysia to meet with Otheral Qaeda operatives, and he had a
multiple-entry U.S. visa. The CIA also discovered in March 2000
that Hazmi had traveledto Los Angele,_ in January 2000.
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®:In late January 2000, Mihdhar and Hazmi both traveledt° Los
Angeles and then moved toSan Diego, where they associated with a
former subject of anFBI investigation and also lived with a long ....
time FBI asset. _s6

® In late December 2000 and early January 21)0I, a reliable joint
FBI/CIA source pro-¢ided information related to the FBI's ongoing
investigation of the attack on the U.S.S: Cole. ,57 The source's

information linked Hazmi and Mihdhar with the pro'ported
mastermind of the Coleattack. :

..

® In the summer of 2001, the CIA and the FBI had various
interactions regarding the FBI's investigation of theCole attack.
These interactions touched on the particip_ats in•the •January 2000

'• Malaysia meetings and information developed by the CIA about the
Malaysia meetings.

• InAugust 2001, the FBI learned that Mihdhar had enteredthe
_,,,_ United States on July 4 and began searching for him in early

September 2001 It also learned that the purported mastermind of• ., ". • ...... i .... : . • " ' " :

the Cole attack hadmet with Mihdhar and Haz_ in the Malaysia:
meetings. The FBI didnot locate himbefore t-heSeptember 1t ....
attacks.

Yet, despite these ongoing discussions and opportunities for the FBI to
learn about and_focus on Mihdhar and Hazmi; including their presence in.the
United States; the FBI was not made aware of and did .not comlect important ,
details about them until late August 200 t, a short time before they participated
in the terrorist attacks. Even in August, the FBI's search for 1V[ihdharand
Hazmi was not given any urgency or priority, and was not close to locating
them by the time•of the attacks.

156Hazmihad alsotraveledto andattendedthe January2000meetingsin Kuala
Lumpur,Malaysia.

157As notedpreviously,on October12,2000,twoterroristoperativesin anexplosive-
ladenboat committeda suicideattackon the U.S.S.Colenavaldestroyerduringa brief
refuelingstopat •theport in Aden,Yemen. Seventeensailorswere killedand39 were
woundedin the attack.
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In .this chapter, we describe each of these five opportunities in detail. We
set forth the available intelligence information regardingHazmi and Mih_
that existed at the time, whether the information was made available to: the FBI,
and what additional information about Hazl_ and Mihdha:r the FBI could have

,.. ., ..

developed. In the analysis section of this chapter, we evaluate the problems

that impededthe FBI's handling of the intelligence information about Hazmi
and Mihdhar before September 11.

.,

. , : :•

IL Background ., ......

A. ' OIG investigation
• • . ... .': , . .....

To investigate the issues involving Hazmi and Mihdhar, the OIG asked
forand reviewed all documents the FBI had:regarding them before

September. 11. The FBI search for these documents included searches ofits
AutomatedCase Support system (ACS), Integrated Intelligence Information
Application (IIIA) system, 1.58and CTLink.!S':9 tn addition, searches were

conducted on archived FBI e-mail messages and the FBI Director's briefing
documents., These searches were initially conducted in response to a request:i

.... bythe Congressional Joint iIntelligence Con_'nittee's hqui13, Staff, whichwas
conducting its own inquiry into this subject, The OIG also obtained direct
accessto ACS:so that we could conduct our own searches for relevant

-, documents. In addition, we reviewed hard copy case and informant files to
search for documents relevant to Mihdhar and Haz_i. •

" In addition to reviewing these documents, we conducted more than 70
interviews related tothe Mihdharand Hazmi matter. These included

interviewsof FBI IOSs, special agents, attorneys, and supervisors who had
access to some of the relevant information or participated in meetings or

158IIIA is a database designed to capture comprehensive amounts.of information from
counterintelligence, international, and domestic terrorism investigations. The system

. includes information ranging from biographical data on persons to profiles of terrolist
groups. The FBI describesthe system as "conducive to pulling together information
regardless of office of origin or case."

159CTLink is a shared database used for the dissemination of intelligence information
among agencies within the Intelligence Community.

225

\



operationsrelated tothese hijackers. We also interviewed FBI employees
detailed tothe CIA and FBI agentswho participated in debriefings of
intelligence sources who had relevant information.

Because much of the information discussed in this chapter of the report:
involves the FBI's interactions with the CIA, we also .obtained information
directly from the CIA. The DOJ OIG does not have oversight authority over
CIA operations or personnel, and we therefore did not make as.sessments ofthe
performance of CIA personnel. That issue is the responsibility of the CIA
OIG, which is conducting its own inquiry in response to the JICI report. We
had to rely on the cooperation of the CIA in providing access toCIA wime,sses
and documents that were relevant to the Ot[G's oversight of the FBI.

-.

We interviewed CIA staff operations Officers, analysts, and supervisors,
as well as CIA employees detailed to the FBI, including a CIA:employee
detailed to theFBI's New York Field Office's Joint Terrorism Task Force. (S)

Initially, the CIA made availableto the OIG forreview various

documents that the C_'s "Director of Central Intelligence _"(D_c.I)Review
Group"! 6°had identified as being related to our inquiry. The Review Group
had gathered these and other documents during its review of the September 11
attacks and during additional searches conductedatthe request of the JICI
staff. We didnot have independent accessto CIA databases, and therefore we
could not independently verify that all relevant documents had been provided
to us. However, we had several lengthy sessions with members of the Review
Group at which they identified the documents they used to support their
conclusions regarding Hazmi and Mihdhar. The CIA permitted us to review
but not have a copy of these documents. ,

In addition, a member of the CIA General Comlsel's staff conducted
additional searches for documents relevant to particular disputed issues. As a
result of that review, copies of additional relevant doc,uments were also made
available for our review.

160The CIA formed the DCI Review Group in late 2001 to assist the; CIA in
determining why it had not detected the September 11 plot. The group included former CIA
case officers and CIA OIG personnel.
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• In:response to the JICI report issued in December 201)2,the CIA OIG
initiated a review in February 2003 of the CIA actions relalled to the
September 11 attacks. In July 2003 the CIA OIG _reviewteam informed us it
had several more documentsthatwere relevant to our revie,w. These
documents were made available tous to review, and redacted copies of the
documents were provided to us in November 20021. The CIA OIG review_team
also provided additional relevant documents and information to us that it found
during the course of its review.

In February 2004, however, while we were reviewing a list of CIA
documents that had been accessed by FBI employees assigned to the CIA, we
noticed the title of a document that•appeared to be relevant to this review and
had notbeen previousiydisclosedto us. The CIA OIG hadnot previously
obtained this document in connection with its review. We obtained this

• document, known as a Central Intelligence Report(CIR). This CIRwas a draft
document addressed to the FBI containing information about Mihdhar's travel
and possessionof a U.S. visa. As a•resultof the discovery of this new

:: document, a critical document that we later detemfined had not been sent to the
FBI before the September! I attacks (see SectionlII; A;II4below);i We had to

: re-interviewseveral FBI and CIA employees and obtain additional documents
_: from the CIA. The belated discovery of this CIA document delayed the• " . " . _ •

completion of our review.....
. .

.,

' B. Background ontheCIA

Inthis section of the chapter, wedescribe background information
relevant to the interactions between the CiA and the FBI madthe ways in:which

• they exchanged intelligence.• •We begin witlha discussion of the CIA's
authority and mission, organization, forms of communications, and ways in
which the CIA passed intelligence to the FBI. We also discuss therole of the
FBI's employees who were"detailed" to work at the CIA.

• • . : .,

1. • CIA authority and mission

As discussed in Chapter Two, the National Security Act of 1947 created
the CIA and established itas the nation's lead foreign intelligence agency of

the United States. The CIA engages primarily in the clandestine collection of
"foreign intelligence" information- information relating to the capabilities,
intentions, and activities of foreign governments or organizations, including
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information about their intemational terrorist activities. The CIA is charged
with evaluating and disseminating the intelligence information it collects.

The CIA reports directly to the President through the Director of Central
Intelligence (DCI), who is the head of both the CIA and the Intelligence
Community. The DCI is the primary advisor to the President and the National
Security Council on national foreign intelligence matters. George TenetwaS
namedto that position in 1997.

2:. Organ_ation of the CIA..

Thework of the CIA is conducted primarily through three "directorates":
the Directorate of Operations, the Directorate of Intelligence, _mdthe
Directorate ofScience and Technology. Each is led by a Deputy Directorl
Below we brieflydescribe the relevant structure and positionS within each
directorate.

a. Directorate of Operations
..:. .: •. , • . ,. . .

: :TheDirectorate 0fOperations is responsible for the clandestine .
collection of foreign intelligence, Thistakes place in field offices known as
"stations? 'i_._SmaIlercities _ _" ...... " _" _may have bases, Which are sub-offices of the

• , _. . . • . • . ... . . , :

stations. "Operations officers," also knownas "case officers," are responsible
for collecting intelligence through contacts with human sources and through
the use of technology. Collection management officers, also kaaownas "re,ports
officers," are responsible for takingraw intelligence reported by the operations
officers and removing from itthe information that reveals the ;source, method
of collection, or other sensitive information. Thereports officers publish
intelligence information in a form that can be made available to the Intelligence
Community.

The head of a station or base is usually an operations officer and is
known as a Chief of Station (COS) or Chief of Base (.COB), Stations and bases

!61 The CIA also has field offices within the United States that are part of the National
Resources Division within the Directorate of Operations. They are responsible for the overt
collection of foreign intelligence volunteered by individuals artd organizations in the
country.
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•are usually grouped by geographic division and report to the chief of the
geographic division at CIA Headquarters. Within the geographic division at
CIA Headquarters are ,'staff operations officers," or "desk officers," who;
provide operationalresearch, advice; and other forrns of case management
support, to the officers in the field. .: ....

The CIA's Counterterrorist Center (CTC), which is basedin the
Directorate OfOperations but which draws ,on all I_IA resources, is charged
with preempting and disrupting international terrorism, The CTC is staffed by
managers, analysts, operations officers, desk officers, and reports officers:. :The
CTC collects and analyzes strategic.intelligence on terrorist groups.,and state. : .
sponsors.of;terrorism to. ascertain the capabilities, sources of supporti and .. .. -.
likely t_gets of terrorist elements, .aridto fua'nish detailed information on,... '..

• terrorist-related intelligence to the.Intelligence CommunitT. ._.:.-_ .
..

Atthe time of the events relevant to our review, the CTC operated a unit.. ..: _..... • . . . . .

" .that wecall the "Bin Laden Unit" "that dealt exclusiveb, With issues related
to al Qaeda and Usama Bin Laden..The. Bili Laden-Unit was .later merged .into

i a!argerigr°up:in the CTC. Although staffing leveisfluCtuated,approximately ,.
•;,.. 40-5.0 peopleworked withinthe Bin.Laden.Unit before September 1t, 2001 ....
" The.BinLaden Unit wasknown as a."virtual station" because it operatedffom

within_CIA Headquarters but collected and operated against a subject, much as
stations in the field focus on a country.

b. Directorate of Intelligence
•

• __ The Directorate of Intelligence, the analytical branchof the CIA, is
responsible for the production and dissemination of timely, accurate; and"
objective intelligence analysis onforeign policy issues. It focuses analysis on
key foreign countries, regional conflicts, andissues such as',terrorism and
narcotics trafficking.

.

The Directorate of Intelligence is primarily c,omposed of analysts, who
concentrate on particular areas of expertise, For example, intelligence analysts
are assigned a particular geographic region tomonitor the leadership, ..
motivations, plans, and intentions of foreigngovernments in relation, to U.S.
national security interests. Additionally, counterte_orism analysts stationed in
the CTC produce a range of long-term intelligence products about terrorist.
organizations and provide tactical analytic support to intelligence operations.
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c. Directorate of Science and Technology

The Directorate of Science and Technolot_ is i'esponsiblLefor creating
and applying technology in support of the intelligence: collection mission: It
employs abroad range of professionals, including computer programmers,
engineers, scientists, andlinguists.

3. The CIA's collection and. internal disseminatiion of
information _ • • .

Official internal communications between entities: withht_the CIA are
normally conducted by an electronic communication i_mownas;a "cable?'
Cables are addressed to the stations, offices, or units vAthin an office from
which some action is expected. Information acceptabl[e for sharing with a
foreign government service is put into a section of a cable called a "tear line."

4. Passing of intelligence information by the CIA to the FBI

The CIA shares intelligence with the rest of the Intelligence Community
through a communication known as a"TD" (',Telegraphic Dissemination").

....... TDs can be sent to other Intelligence:Community agencies, including the FBI,
and are available to the Intelligence Communitythrough the Intelink system:

Another type of intelligence report used by the CIA when conducting
business with other agencies is a CIR, or "Central Intelligence Report." CIRs
are used for disseminating information toa specific agency or group of
agencies. CIRs to the FBI n0rmally concern something occurl:ing in the United
States, involving a U.S. person or an ongoing•FBI •investigation.

• ,

In addition to formal methods of communicating by the CIA to the FBI,
much information can be shared with the FBI informally. CIA andFBI
employees who have similar positions and expertise develop relationships and
communicate informally while working together on related matters, either by
secure telephones or in person. In addition, meetings•are sometimes held to
discuss a matter or a piece of intelligence that is of value to both agencies.
According to the CIA employees we interviewed, when the CIA passed
intelligence information or other kinds of information verbally or by another
informal mechanism to the FBI, the information exchange normally would be
documented through a TD or a CIR. However, they said that not every
telephone call or conversation was documented.
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C. FBI detailees to the CIA Counterterrorist Center
-

In 1996, the FBI began detailing employees to work inthe CIA's CTC.

During the time period relevant to this chapter of the report, five FBI "
employees were detailed tothe CTC's USama Bin Laden Unit in four separate
positions. Two of the positions were filled by personnel from the FBI's

• Washington Field Office, and one position eachwas filled J_om the FBI'SNew
YorkField Office and FBI Headquarters. _62 -- :

• .- . .. . •

uarters detain es1. FBI Headq e :

• One of the FBI detailees assigned to Bin Laden unit, who we caI1 "Eric;'"

held a supervisory position as a deputy chief of the, Bin LadenUnit. 163Eric, an,
•' FBI Headquarters supervisor in the Radical Fundamentalist: Unit, was detailed

to the CTC as a branch chief for a particular terrorist group in September 1997.
In March 1999, FBI Headquarters transferred him :from that part of the CTC to
thedeputychiefposition in the Bin Laden Unit. According to Eric, he was.t0!d.
by;FB! Assistant Director Neil Gallagher that there were a lotof problems-•:':_ . • . ....

..... betweenthe FBI,s New York. Field Office a:ndthe Bin Laden Unit and thathe .

..i .needed to mend the relationship, l_ Eric stated that althoughhe acted.as a •
_.: . liaison between the CIA and the FBI, his pri.ma_ job was to perform .

substantive work related to the Bin LadenUnit' s mission.
• .,, .. ., ..

_: Eric left the Bin Laden Unit in January 2000 and was replaced in July
2000 by an FBI employee who we call "Craig. ''_65By this time, the BinLaden
Unit had.been placed into a newly formed group, which was a.much larger

• ,

• 162Other FBI employees were also detailed to the CIA during _[s time. However, the._ • .:.. .

FBI detailees to the CTC'sBin Laden Unit were the only ones relevant to the issues in this
review.

163A CIA employee was the other deputy chief in the Bin Laden.Unit. Both the FBI
detailee and the CIAemployee reported to the chief of theBin Laden Unit, a CIA employee.

i64Eric told the OIG that when he arrived at Bin Laden Unit, he "walked into a buzz
saw" and there was a greatdeal of animus from CIAempl0yees toward the FBI detailees..
Eric Saidthis experience was vastly different from his tenure in another CTC section, where
he was readily accepted and integrated into the CIA's operations.

165No one filled the deputy chief position between January 2000 and July 2000.
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organization than the Bin Laden Unit. Craig wasdesignated as a deputy chief
in the new, larger group. He described his primary job as being a "referent" for
law enforcement issues. He explained this role as involving coordination
between the FBI and CIA when they wanted to conduct joint interviews or
when the CIA requested assistance with a law enforcement matter.

Eric and Craig had access via .computers on their desks tothe CIA's
internal cables. Eric said that while he was at the CIA, he attempted to read all"
incoming Bin. Laden Unit cables. •However, he said that the amount of cable
traffic was overwhelming and was too much for. one individual to read
consistently. In contrast, Craig told the OIG that he did not believe his job was
to read all the cable traffic and that he did not. even attempt to do so.

...

•. 2.. Washington Field Office detailees

Another FBI .employee detailed to the Bin Laden Unit, anIntelligence.
Operations.Specialist (IOS) who we call "Mary," was assigned to CIA
Headquarters.fromthe FBI, s Washington Field Officein.April 1:99.8.Although
she .wasassigned to work on issues of mutual interestto theFl:_I and the.CIA,._
such as theEas t.Africanembassy b0mbings; 166she also was assigned to work..•
.on unilateral CTCmatters. She said thatas a desk officer, she read and
responded to cable traffic that was pertinent to the matters she was assigned.
She nominally reportedto a supervisor in the FBI's Washington Field Office,
but her work was assigned by her CTC supervisors at the. Bin Laden Unit. _67

The Washington Field Office als0 detailed to the CTC a ;special agent,
who we call "Dwight." His performance evaluations weredone by the
Washington Field Office, but his assignments came from CTC managers. He
focused on the financial aspects of terrorism ancl obtained information through
the CTC to help identify and investigate persons who were responsible for

166On August 7, 1998, nearly simultaneous vehicle bombs were detonated at the U.S.
embassies in Nairobi, Kenya, and Dares Salaam, Tanzania, killing over :200 people ancl
injuring over 4,000.

167Her position was later transferred from the Washington Field Office to FBI
Headquarters' Usama Bin Laden Unit.
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funding terrorism. He had access to CIA cables and reviewed them •for
potential leads or other information related to terrorist financing.

3. New :YorkField Office detailee

• An FBI New YorkField Office agent from its Bin Laden squad, who we
: call "Malcolm,"• was also detailed<to•the CIA's B_nLaden Unit in •early 1999 at:

the request of John O'Neill, the New York Field Office Special Agent in
Charge for Counterterrorism at the time. Malcolm replaced another New•York •
Field Office Bin Laden squad agent Who had left flaeCIA's Bin Laden Unit in
August 1998. _Malcolm toldthe OIG that he was not given instructions as to
his•specific duties at the CIA. He said he understood his job there was tobe
the ',eyes and:ears', of theNew York Field Office and "to monitor" New York
Field Office cases. He said his r01e was to "facilitate inquiiries of mutual
interest,, and to act as a liaison for FBI offices around the country by following-- ..,

up on tracing requests and reporting on theirl status. He stated that he also ....• .

• _: spent a significant amount of timecoordinating with the CTC in preParation for. .,,...

: and d_ng the trials that arose outof the FBI,S investigations into the East
<_ AfricaliEmbassybombings.,Hetold theOIG thai:he did not review all cables;
.... he reviewed only the cables that he thought: were interesting, generally' basedi• ::..

=" solely on his reView of the cable subject line. He said he reported to an SSA.in
• _i_ the NewYork Field Office, not tO anyone at the C.IA.._..

..

•+ Ill. Factual chronology regarding Hazmi and Mihdhar ..

In this section of the report, we discuss in detail the five junctures before
September 1•1,2001, during which the FBI had ml opportunity to obtain or
deyel0p •information about Mihdhar and Hazmi but did not. We describe in
chronological order the sequence of events regarding these five opportunities,
including the information that the FBI obtained or could have obtained about
Hazmi and Mihdhar.

Many of the witnesses told the OIG they did not have specific
recollection of the events and conversations related to the Hazmi and Mihdhar

matter. In addition, we found few notes and documents relating to these events
and conversations. The following is ourbest reconstruction of the events based
on the participants' recollectionsl and the existing documentary evidence.

t

l
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We show a timeline of the Hazmi and Mihdhar events described in this
chapter on the next twopages of the report......

A. Identification in January 2000 of Hazmi and Mihdhar as al
Qaeda operatives

This sectiondescribes the initialdevelopment and dissemination of
intelligence:information concerning Haznfi and:Mihd]har. This intelligence was
obtained by the NSA in late 1999 and early 2000. The intelligence led to a
surveillance operation in Malaysia in which it was discoveredithatMihdhar had
a valid multiple-entry U.S. visa and photographs of Mihdhar meeting with
other al Qaeda operatives were taken.

Therewere several ways the FBI could have acquired this information
from the CIA- through a CIR from the CIA tO the FBI, info_aally through
conversations between aCIA employee and FBI Headquarters, employees, and
through the FBI employees detailed to the CIA reviewing the CIA cable traffic.
We reviewed whether this information was in fact passed to the FBI by the

• .CIA,.and based on the evidence; concludedthat while...the.CIA passed some,of.
the information about Mihdhar to the FBI, it diclnot contemporaneouslylpass
•the information about Mihdhar'sU.S. visa tothe FBL We concluded itwas. .

not disclosed by the CIA until late August2001, shoil:ly before the September
11 terrorist attacks. We also reviewed whether FBI detailees to the CIA

.contemporaneously acquired this information and what action:, if any, they took. .

with respect to this information.
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In addition, the CIA learned in March 2000 that Hazmi had boarded a
United Airlines flight in Bangkok, Thailand, bound for Les Angeles, •

California, on January 15, 2000. '68 We also reviewed whether the. FBI was
informed of this information, and concluded that :itdid not learn about this

information until August 2001.

1. Background

• In late 1999, the Intelligence Community developed significant

intelligence information regardingHazmi and MiMhar. At this time, the
Intelligence Community was on high alert because of concerns involving
possible terrorist activity planned in conjunction with the coming of the new
Millennium. In addition to concerns about attacks at New Year's Eve

celebrations, the Intelligence Community was concerned tlhat a terrorist attack
was planned for January 3, 2000, which in the Islamic calendar is considered a
"night of destiny. ''169 There were additional concerns about potential terrorist
attacks coinciding with the end of Ramadan, around January 6, 2000. l:'°

Several of these planned attacks were uncovered in December 1999. For
example, on December 1, 1999, in Jordan, aplot to disrupt New Year activities
with explosives designed to kill thousands of revelers, including U.S. citizens,
was uncovered and thwarted withthe arrest of 16 people. On December 14,
1999, Ahmad Ressam was stopped at the United States/Canadian border in
Washington state as he attempted to enter tlae United States in a vehicle loaded
with explosives. It was determined later that he had intended to detonate the
explosives at the Los Angeles airport.

To be prepared for possible terrorist activity atthe end of 1999, the FBI
activated its Strategic Information Operations Center (SIOC). The SIOC is

168Mihdhar was also on the same flight, but that fact apparently was not known within
the Intelligence Community until much later, in August 2001.

169During the course of the Cole bombing investigation, it was leamed that artattack
also had been planned against the U.S.S. The Sullivans in Aden, Yemen, on the same date.
That attack failed because the attack boat sank before reaching its target.

170Ramadan is the ninth month of the Islamic calendar. Ramadan begins when
authorities in Saudi Arabia sight the new moon of the ninth month.
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located in a secure area within FBI Headquarters and:contain,; several meeting
rooms, conferencing equipment, communications equipment, computers, and
other operational equipment. It allows the FBI to manage major investigations
or other significant operations 24 hours a day, 7 days. a week. -

During the Millennium period, the FBI operated its International
Terrorism Operations Section from within the SIOC. In addition, the FBI
detailed field supervisors with counterterrorism experience and other
counterterrorism personnel tothe SIOC for around-the-clock monitoring and
response to possible terrorist activities.

At the CIA, additional personnel were called in to work at the CTC and
planned leave was canceled. In addition, personnel fi'om the CIA and other
Intelligence Community agencies were detailed to work in the FBI's SIOC.

During this period, personnel in the FBI"s SIOC prepared two daily
briefings for the FBI Director and his executive staff', one at 7:30 a.m. andthe
other at 4::30 p.m. The daily briefings contained summaries of significant

terrorism investigations and the latest intelligence re][ated to counterterrorism.
Accompanying the briefings were daily threat updates prepared each afternoon
for the Director and his executive staff. The briefings and the threat updates
were prepared by various people throughout tile course of the day and night in
the SIOC.

2. NSA provides intelligence regarding planned travel by al
Qaeda operatives to Malaysia

In the midst of the Millennium period concem,; in late: ]L999,the NSA ,,
analyzed communications' associated with a suspecte,d terrorist facility in the
Middle East linked to A1 Qaeda activities directed against U.S. interests. The
communications indicated that several members of an "operational cadre"' were
planning to travel to Kuala Lumpur, Malaysia, in early January 2000. Analysis
of the communications revealed that persons named Nawaf, l_halid and Salem
were involved. In early 2000, the NSA analyzed what appeared to be related
communications concerning a "Khalid. ''17_

_71The NSA had additional information in its database fiarther identifying "Nawaf" as
Nawafal-Hazmi, a friend of Khalid. However, the NSA informed the OIG that it was not
(continued)
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The NSA's reporting about these communications was sent, among other
places, to FBI Headquarters, the FBI's Washington and New York Field

Offices, and the CIA's CTC. At the FBI, this information appeared in the daily
threat update to the Director on January 4, 2000.

3. Mihdhar's travel and discovery of his U.S° visa

A CIA desk officer working in the Bin Laden Unit who we call
"Michelle" determined that there were links between these people and A1
Qaeda as well as the 1998 East African embassy bombings. In addition, the
CIA identified "Khalid" as Khalid al-Mihdhar. ,

Mihdhar arrived in Kuala Lumpur, Malaysia, on January 5, 2000.
Mihdhar was traveling on a Saudi passport. This passport contained a valid
U.S. visa. Mihdhar's passport was photocopied and sent 1:oCIA Headquarters.

Several CIA cables contemporaneously discussed 1V[ihdhar's travel and
the discovery of his U.S. visa in his Saudi passport. CIA :records show that a
CIA employee, who we call "James ''172and who 'was detailed to FBI

._ Headquarters during the Millennium period, accessed one of these cables
:. approximately two hours after it was disseminated in the morning, and he

accessed another of the cables about eight hours after it was disseminated on

the next morning. James discussed some information about Mihdhar with two
FBI Headquarters employees on the evening of January 5:,which we detail in
Section 7 below.

4. CIR is drafted to pass Mihdhar's visa information to the FBI

Dwight, the special agent detailed to the C][A'S Bin Laden Unit from the

FBI's Washington Field Office, also read the cables discussing Mihdhar's U.S.
visa within hours of each cable being disseminated. CIA records also show

(continued)
asked to conduct research on these individuals at that time, and it did not uncover that
information on Hazmi. It was thought at the time that Salem might be Hazmi's younger
brother, and this was later confirmed.

]72The CIA has asked the OIG not to identify the true names of CIA employees for
operational reasons.
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that Dwight's immediate supervisor in the Bin Laden Unit opened one of the
cables soon after Dwight.

Dwight opened one of the cables, which reported that Mihdhar's visa
application had been verified and that he had listed New York as his intended
destination.

Around 9:30 a.m. on the same moming, Dwight began drafting in the
CIA's computer system a CIR addressed to the UBL Unit Chief at FBI
Headquarters and an SSA in the UBL Unit at FBI Headquarters who we call
"Bob." Dwight's CIR also was addressed to the FBI's New York Field Office.
The CIR first described the NSA information that had been received about

Mihdhar, including the planned travel to Kuala Lumpur, Malaysia in early
January. The CIR also discussed the potential links between the suspected
terrorist facility in the Middle East and the 1998 East Africa embassy
bombings. The CIR stated that photographs of Mihdhar had been obtained and
would be sent to the FBI under separate cover.. The CIR detailed Mihdhar's
passport and visa information, including that Mihdhar had listed on his visa
application his intended destination as New York and that heplanned to ,;tay
three months. Dwight alsowrote that the CTC was requesting "feedback" on
"any intelligence uncovered in FBI's investigation" resulting from the
information in the CIR.

Michelle, the Bin Laden Unit desk officer who originally had taken
notice of the information about Mihdhar and his COl_aectionsto A1 Qaeda,
accessed Dwight's draft CIR less than an hour after Dwight drafted it at
approximately 9:30 a.m. Around 4:00 p.m. on the same day, Michelle added a
note to the CIR in the CIA's computer system: "pls hold off on CIR for now
per [the CIA Deputy Chief of Bin Laden Unit]."

CIA records 'show that the same moming, the CIA Deputy Chief of Bin
Laden Unit, who we will call ,'John," also had read the cable indicating tlhat
Mihdhar's visa was valid and that New York had been listed as his intended
destination. Around 6:30 p.m. on the same day, Jol_a again accessed this cable
and then another cable, the same two CIA cables about Hazrni and Mihdhar in
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the CIA's computer system that Dwight had used in drafting the CIR. CIA
records do not indicate that John accessed Dwight's draft CIR. _73

CIA records show that the CIA employee detailed to FBI Headquarters
who we call James and who discussed the Mihdhar information with two FBI

Headquarters employees, also accessed the draft CIR on the day it was drafted.
In addition, two other FBI detailees accessed the draft CIR: Eric, the other
Deputy Chief of the Bin Laden Unit, accessed it t,.¢¢0hours after Dwight began
writing it, and Malcolm, the New York Field Office's detailee to the Bin Laden
Unit, accessed it two days later.

CIA records show that as of eight days later the CIR had not been
disseminated to the FBI. In an e-mail to John in mid-January, Dwight had
attached thedraft CIR and wrote, "Is this a no go or should I remake it in some
way." The CIA was unable to locate any response to this e-mail.

By mid-February, the CIR had not been sent to the FBI and was still in
draft form in the CIA's computer system. CIA records show that Dwight e-
mailed a CIA contractor who handled computer matters and asked him to

_ delete several draft cables in the computer system unrelated to this matter, but
'_ to save the draft CIR concerning Mihdhar. The contractor accessed the draft

cable in the system the next day.

When we interviewed all of the individuals involved with the CIR, they
asserted that they recalled nothing about it. Dwight told the OIG that he did
not recall being aware of the information about Mihdhar, did not recall drafting
the CIR, did not recall whether he drafted the CIR on his own initiative or at
the direction of his supervisor, and did not :recall _mydiscussions about the
reasons for delaying completion and dissemination of the CIR. Malcolm said
he did not recall reviewing any of the cable traffic or any information regarding
Hazmi and Mihdhar. Eric told the OIG that he did not recall the CIR.

The CIA employees also stated that tlhey did not recall the CIR.
Although James, the CIA employee detailed to FBI Headquarters, declined to

Iv3Accordingto John,onceCIRswere draftedthe CIA's standardoperatingprocedure
was for the drafterto "coordinate"thecIR in thecomputersystem,whichnotifiedthe
personsdesignatedby thedrafterthat therewas a CIRthat requiredtheirattention. He said
that it wasnot standardoperatingprocedureto accessCIRsin draftform.
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be interviewed by us, he toldthe CIA OIG that he did not recall the CIR. John
(the Deputy Chief of the Bin Laden Unit) and Michelle, the desk officer who
was following this issue, also stated that they did not recall the CIR, any
discussions about putting it on hold, or why it was not sent.

5. Mihdhar in Dubai

On the same day that Dwight was drafting the CIR, the CIA reported in
an internalcable additional information about Mihdhar. The cable stated that it

appeared that,despite his multiple entry visa, Mihdhar had not yet traveled to
the United States. The cable then stated that it was up to the CTC as to
whether anyone should inquire with the INS to verify whether Mihdhar had
traveled to the United States. TM

The cable also reported additional infomaation about Mi[hdharwhile he
was in Dubai.

CIA records reveal that this cable also was read by FBI detailee Dwight.

However, Dwight did not include in the daft CIR the additional information
about the lack of any indication that Mihdhar had traveled to United States or
the additional information about Mihdhar in Dubai. '75

6. CIA cable stating that 1Vlihdhar's visa and passport
information had been passed to FBI

Also on the same day that Dwight was preparing the CIR, Michelle, the
Bin Laden Unit desk officer who was following the issue of Mihdhar, prepared
a lengthy cable to several stations summarizing the information that had been
collected at that point on Mihdhar and three other individuals who also were
possibly traveling to Malaysia. The cable began, "After following the various
reports, some much more credible than others, regarding a possible [Bin

174We did not determine whether the CIA actually contacted the INS pursuant to this

suggestion. As we discuss below, we did determine INS records reflect that Mihdhar first
entered the United States on January 15, 2000, and only entered again on July 4, 2001.

_75This cable also was read by James, the CIA employee detailed to the FBI's SIOC.
As detailed below, he later discussed some of its contents with an FBI Headquarters
employee.
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Laden]-associated threat against UIS. interests in East Asia, we Wish t:onote
that there indeed appears to be a disturbing trend of [Bin Laden] associates
traveling to Malaysia, perhaps not for benign reasons."

This cable then summarized the CIA's information that indicated several

individuals were planning to travel to Malaysia. In the paragraph describing
Mihdhar, Michelle stated that Mihdhar's travel documents, including a
multiple entry U.S. visa, had been copied and passed "to the FBI for further
investigation."

This cable -the fifth CIA cable to discuss Mihdhar's U.S. visa -did not
state by whom or to whom Mihdhar's travel documents were passed. It also
did not indicate how they had been passed, or provide an), other reference to
the passage of the documents. Because this cable was an internal, operational
cable, it was not forwarded to or copied to the FBI.

This cable was disseminated to various CIA stations approximately three
hours after Michelle had noted in the cable system that Dwight was directed to

hold off on sending his draft CIR to the FBI "for now per [the CIA Deputy
i_: Chief of the Bin Laden Unit]."

When we interviewed Michelle, she stated that she had no recollection of
who told her that Mihdhar's travel documents had been passed to the FBI or
how they had been passed. She said she wouldnot have been the person
responsible for passing the documents. According to Michelle, the language in
the cable stating "[the documents] had been passed" suggested to her that
someone else told her that they had already been passed, but she did not know
who it was. The CIA DeputyChief of the BinLaden Unit also said he had no
recollection of this cable, and he did not know whether the informatien had
been passed to the FBI.

Neither we nor the CIA OIG was able to locate any other wimess who
said they remembered anything about Mihdhar's travel documents being
passed to the FBI, or any other documents that corroborated the statement that
the documents were in fact passed to the FBI.

7. The Malaysia meetings and surveillance of Mihdhar

After he arrived inMalaysia, Mihdhar was followed and photographed in
various locations meeting with several different people. These events are
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referred to as "the Malaysia meetings." CIA e,mployees wrote several cables
contemporaneously about the Malaysia meetings, which we discuss belowl

a. First cable regarding Mihdhar in Malaysia

The CIA prepared an internal cable stating that Mihdhar had arrived in
Kuala Lumpur on the evening of January 5. The cable also described his
activities with other Arabs who were unidentified at the time. This cable,
which we refer to as the "first Malaysia meetings cablei" did not contain any
information regarding passports or visas.

b° January 5 FBI threat update

It appears that this first Malaysia meetings cable was provided to tile FBI.
Sometime before the daily FBI executive briefing that took place on January6
at 7:30 a.m., the January5 threat update information concerning Mihdhar was
edited in the FBI's SIOC.

This January 5 threatupdate reflected art almost verbatim recitation of
portions of the CIA's first Malaysia meetings cable, including the same
spelling mistake in reference to a particular place in Malaysia, which indicates
that the CIA provided a copy of the first Malaysia meetings cable to the FBI.
However; we were not able to determine who in the FBI received this
information from the CIA or who edited the January 5 threat update. No one
we interviewed at the FBI said they recalled handling information related to
Mihdhar or the January 5 threat update. The threat update contained no
reference to Mihdhar's passport inforrnation or his U.S. multiple-entry visitor's
visa.

The January 5 threat update also was made part of the January 6
7:30 a.m. executive briefing document. This briefing did not contain any
additional information about Mihdhar. The January 5 threat update was the
only official document from this period located by the FBI that referenced the
Malaysia meetings that were discussed in the first CIA Malaysia meetings
cable.
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: c. Discussion between CIAand FBI employees about
Malaysia meetings

As noted above, computer records show that James, theCTC employee
detailed to the FBI's SIOC, read the cables; and tile draft CIR indicating that
Mihdhar had a U.S. visa. Contemporaneous e-mails show that James discussed
the Malaysia meetings with two FBI Headquarters employees in the SIOC in
the early morning hours of January 6. Below we detail the cables and the
evidence about the discussions that took place between the CIA and FBI
personnel in the SIOC about the Malaysia meetings.

Contemporaneous e-mail messages among CIA employees show that
during the night of January 5 James briefed the FBI SSA who we call Bob
about Mihdhar's travel. At the time, Bob was an SSA in the UBL Un.it in FBI
Headquarters, which was operating out of the SIOC during this period.

James wrote an e-mail to several CIA employees in which he stated that
he was detailing "exactly what [he] briefed [the FBI] on" inthe event the FBI
later complainedthat theywere not provided with all of the information about

_ Mihdhar. _76This e-mail did not discuss Mihdhar's passport or U.S. visa.

_ As previously mentioned, James told the CIA OIG that he had no
._ recollection of these events. He declined to be interviewed by us,

Bobtold the OIG that he had no independent recollection of any briefing
from a CIA employee regarding the Malaysia meetings. However, he,"was able

, to locate a scant contemporaneous note that confirmed he had been briefed
regarding Mihdhar and his trip to Malaysia. This note contained no details as
to the content of the briefing and no reference to Mihdhar's U.S. visa..

Bob told the OIG that he does not believe t!hat he had been told in this

conversation about Mihdhar's U.S. visa. Bob stated to us that the presence of a

176James wrote these e-mails in response to an e-mail from another CIA employee who
was detailed to the FBI SIOC. That employee reported on the monaing of January 6 that he
had been asked by an FBI employee for the latest on Mihdhar. James responded in a series
of e-mails that he had already briefed the FBI. The final e-mail by James sets forth the
details of his briefings.

245



U.S. visa in Mihdhar's passport would have been extremely i:mportant and
would have triggered a more significant response than his minimal notes.

Bob also told the OIG that he did not know why James chose to brief him
about Mihdhar. Bob said that he was not a designated point Of contact for the
CIA while the SIOC was activated, although he also said that hedid not know
whether there was a designated point of contact in the SIOC. Bob saidthat he
knew James because James had previously been detailed from the CTC to FBI

Headquarters and had worked in ITOS with Bob.

d. Second cable regarding Mihdhar and the Malaysia
meetings

The day afterthe CIA employee discussed the Malaysia meetings with
the two FBI SIOC employees, the CIA sent another internal cable providing
new information about the activities of Mihdhar. This cable, "the second
Malaysia meetings cable," provided information about Mihdhar's activities
once he left the Kuala Lumpur airport and his meetings with 'various
individuals.

e, Discussion between CTC officer and FBI employee
about Malaysia meetings

Shortly after 7:30 a.m. on January 6, James briefed another FBI SSA-
who we call "Ted"- who was detailed to the SIOC from an FBI field office,
about information contained in the second Malaysia meetings, cable. Ted told
the OIG he was working in the SIOC as an "assistant" to the ,day shift
commander and the UBL Unit Chief, but that ]hehad no specific duties.
Because Bob had left FBI Headquarters on a trip to New York by this time,
James briefed Ted to ensure that someone at FBI Headquarters had the latest
information on Mihdhar.

In the same e-mail in which he had detailed what he told Bob, James
provided specifics of what he told Ted. The e-mail also statedthat the CIA
would "continue to run this down and keep the FB][in the loop." The e-mail
did not contain any reference to Mihdhar's pas;sport or U.S. visa.

Based on this briefing by James, Ted prepared an update for the JanLuary
6 afternoon FBI executive briefing. Ted e-mailed the update to the ITOS
Assistant Section Chief at 8:40 a.m. This update reflected the details of t!he
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information Ted had received from James. It did not contain any reference to
Mihdhar's passport or U.S. visa.

Like Bob, Ted told the OIG that he had no recollection of being briefed
regarding the Malaysia meetings. Although he said he did not recall these
events, Ted asserted he did not believe that he had received Mihdhar's passport
or U.S. visa information because if he had he would have unquestionably
recognized their significance and documented such information in the update
for the executive briefing.

Ted told the OIG that he did not know why James briefed him about the
Mihdhar information. Like Bob, Ted stated he was not a designated point of
contact for the CIA while the SIOC was activated. Ted also knew James

because of James' previous detail to ITOS :inFBI Headquarters when Ted
served as an SSA in the RFU.

f. Cables updating the Malaysiia meetings information,
including Mihdhar's travel to Bangkok

On January 8, the CIA reported in another internal cable that a new
,: individual had joined Mihdharand the others, and. that additional surveillance

photographs were taken. The cable did not state how many photographs were
taken or what would be done with the photos.

: In another cable sent five hours later, the CIA reported in an internal
cable that Mihdhar and two of the unidentitied men - one ,ofwhom turned out
tobeHazmi - departed Malaysia from Kuala Lumpur airport en route to
Bangkok, Thailand.

g. Cables regarding Hazmi's travel to the United States

On January 9, the CIA's Bin Laden Unit prepared a cable asking that
Mihdhar and his associates be identified while in Thailand. CIA records show

that on January 13, the CIA was attempting to locate •Mihdhar and his traveling
companions. In addition, Mihdhar had been watchlisted at:the airport in the
event that he attempted to leave Thailand. •

Several weeks later, CIA officers in Kuala Lumpur fbllowed up with
their Bangkok counterparts for additional information about Mihdhar and his
traveling companions. Approximately two weeks later, Bangkok repovled that
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there was a delay in responding due to difficulties in ,obtaining the requested
information.

In early March 2000, officials in Bangkok reported internally that it had
identified one of Mihdhar's traveling companions as Nawaf al-Hazmi. The
cable reported that Hazmi had traveled to Bangkok on JanuarF 8 and had
subsequently traveled on a United Airlines flight to Los Angeles, California on
January 15. The cable also stated that Mihdhar had arrived in Bangkok on
January 8 but that it was unknown if and when he had departed. _vvIn addition,
the cable identified the third traveler as Salah Saeed Mohanm_ed Bin Yousaf. 178

CIA records show that none of the FBI detailees accessed this early
March cable. The OIG found no documents ol, witnesses indicating that the
information that HazlN had traveled to Los Angeles on January 15, 2000, was
shared with the FBI at this time. Rather, as we',discuss below, this fact was not
shared with the FBI until August 2001.

We found no indication that CTC personnel took any action with regard

to the important information that Hazmi had traveled to the United States.. For
example, he was not placed on any U.S. watchlists. The day after Bangkok
Station reported about Hazmi's travel to Los Angeles, one office that received
the Bangkok cable sent a cable to the CTC stating the Bangkok cable regarding
Hazmi's travel had been read "with interest." Yet, despite this effort to flag the
significance of this information, the cable was not shared with the FBI and did
not result in any specific action by the CIA.

As we discuss below, it was not until August 2001 that FBI tteadquarters
personnel learned that on January 15, 2000, both Mihdhar and Hazmi had left
Thailand and traveled to Los Angeles, California, where they were both

177In fact, Mihdhar had traveled to the U.S. with l[-Iazmion January 15, 2000. This fact
was not discovered by anyone in the Intelligence Community until August 2001.

_78Yousafleft Bangkok on January 20 for Karachi, Pakistan. Some time after
September 11, Yousaf was determined to be Tawfiq Muhammad Salih Bin Rashid al Atash,
a/k/a Khallad, the purported mastermind of the Cole attack. We discuss the FBI's discovery
of information about Khallad and the Cole attack, and the FB]['s opportunities to connect
Khallad to the Malaysia meetings, in Section III, C below.
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admitted into the United States on non-immigrant visas and authorized to

remain until July 14, 2000.

8. OIG findings regarding FBI's knowledge about Mihdhar
andthe Malaysia meetings

We discuss here our findings regarding the FBI's kxlowledge of
information about Mihdhar and the January 2000 Malaysia meetings, including
whether the intelligence information concerning Mihdhar's valid multiple entry
U.S. visa and Hazmi's travel to the United States in January 2000 was passed
to the FBI. Several witnesses told the OIG that Mihdhar's possession of a U.S.
visa provided a clear domestic nexus that should have triggered the passing of
this information from the CIA to the FBI.

At the outset, we note that the CIA has acknowledged that it obtained
information that Mihdhar had a U:S. visa and that Hazmi hadtraveled to the

United States, and that the CIA should have placed their names on U.S.
watchlists, but that this did not occur. _79 The CIA OIG is :reviewing this matter
to determine why this failure occurred and who ,'1_,responsible for it.

_- a. Forma_ passage of information from the CIA to the FBI
" ,._._.'

As noted above, the formal method of communicating intelligence

information between the CIA and the FBI was an intelligence report called a
CIR. CIA records show that between July 1999 and September 10, 2001, the
Bin Laden Unit disseminated over 1,000 CIRs, most of which were sent to the

FBI. CTC employees as well as FBI detailees to Bin Laden unit had authority
to draft CIRs, and the detailees collectively drafted over 150 CIRs to the FBI
during this period. However, CIRs could only be disseminated by persons with

authority to "release" the CIRs. _8°In the Bin Laden Unit, only supervisors,

179Mihdhar and Hazmi were placed on watchlists by other countries, including
Thailand.

_80Once a supervisor approved a CIR for release, it was electronically disseminated by
a unit in the CIA known as the Policy Community Action Staff.
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including John and Eric as the deputy chiefs of the station, had authority to
release CIRs. _8_

Dwight drafted a CIR in which he summarized the infolnnation that had
been disseminated by the NSA about Mihdhar. He also provided detailed
information about Mihdhar's passport, visa, and visa application indicating that
New York had been his intended destination. According to CIA records, this
CIR never was disseminated to the FBI. A desk officer's note on the draft CIR
indicated thatlthe Deputy Chief of the Bin Laden Unit, John, had instructed the
draft CIR be put on hold, and Dwight contacted him through an e-mail about
the disposition of the CIR a week later. Despite this e,mail, the evidence
clearly shows that the CIR never was disseminated to the FBI.

The evidence shows, however, that Dwight acted in accordance with the
system that was in place at the time by drafting the CIR to formally pass the
visa informationto the FBI. In accordance with Bin Laden Unit policy,
Dwight was not permitted to pass the CIR to the FB][without permission..

All of the witnesses stated, however, that they did not recall the CIR or
any communications about it. Other than the note written bythe desk officer,
we found no documentaryevidence about why the C_:IRwas not disseminated.
Thus, we were unable to determine why it was not sent.

The information in the CIR, which was documented in the appropriate
format for passage to the FBI, was potentially significant to the FBI and ..should
have been passed to the FBI. We believe it was a significant failure for the
CIR not to be sent to the FBI.

b. Informal p_ssage of information from CIA to FBI

We also considered what information that James, a CIA detailee to the
FBI, informally passed to FBI Headquarters and whether he :informed anyone
of the visa information about Mihdhar. Based on the contemporaneous e,-mails
in which James documented in detail what he told FBI SSAs Bob and Ted, we
concluded that he reported to the FBI the information regarding Mihdhar's

181CIA records show that Eric released five CIRs during his tenure at the Bin Laden
Unit.
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transit through Dubai, his arrival in Kuala Lumpur, his activities after his
arrival, and his meeting with other suspected al Qaeda operatives. It is far less
clear, however, whether he provided Mihdhar's passport and U.S. visa
information to the FBI.

We do not believe that James briefed either Bob or Ted on Mihdhar's

passport or U.S. visa information. First, nothing in Bob's contemporaneous
notes or Ted's e-mail or briefing update referred to Mihdhar's passport or visa
information. Bob and Ted also stated forcefully and credibly to us that they
would have recognized the significance of a U.S. visa in flaehands of a
suspected al Qaeda operative and at a minimum would have included such
information in their notes or reports.

Moreover, James wrote a detailed e-mail to document the contents of his
conversations with Bob and Ted. Since the stated purpose of James' e'mail
was to prevent the FBI from later claiming he had failed to brief them on some
important details, he had every incentive to include all relevant details in that e-
mail. At the time he wrote this e-mail, he had read three of the CIA cables

indicating that Mihdhar had a U.S. visa, as well as the draft CIR. Yet, James'
e-mail contained no mention of Mihdhar's passport or visa.

_, We found only one piece of evidence suggesting that the FBI was made
aware in January 2000 of Mihdhar's U.S. visa- the early January cable by the
desk officer who we call Michelle which stated that Mihdhar's travel
documents, including a multiple entry U.S. visa, ihadbeen copied and passed
"to the FBI for further investigation." We could not, however, find any
evidence to corroborate that this information actually had been passed to the
FBI.

• This cable did not state by whom or to whom the documents we,re passed
or make any other reference to the passage of the documents, The cable was an
internal cable, which means it would not have been forwarded to or accessible
to the FBI. In addition, Michelle, the CIA desk officer wJhowrote the,,cable,
had no recollection of who told her that the documents had been passed or how
they had been passed. She said that she would not have been responsible for
passing the information but instead would have been told by someone else that
the documents had been passed.

We were unable to locate any wimess who said they remembered
anything about the documents being passed to the FBI, as',Michelle's cable
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asserted. Even if her cable was accurate, and she had been told by someone
that the documents had been passed to the FBI, there is no evidence that such
information was correct. The CIA and FBI witnesses we interviewed described

this period as very hectic and said they were flooded with information, Several
witnesses suggested that these hectic circumstances ,could have created an
environment where unintentional misunderstandings might have occurred
about whether information was actually passed to ot]herIntelligence
Community agencies.

We also searched ACS for any FBI record of the travel documents having
been provided to the FBI, since this cable indicated that a physical copy of the
documents; not merely information about the documents, was passed. We
found no reference to the documents.

Aside from this cable, we found no other evi_de,nce that the information or
documents about Mihdhar's passport or visa information was. in fact provided
_tothe FBI during this time period.

,.

c. FBI detailees' handl_ng of information on Mihdhar

As discussed above, five FBI employees were detailed to the CTC to
work on Bin Laden matters during 2000 and 2001, and all hacl access at their
desks to CIA intemal cable traffic. Four 6f those employees- the supervisor
who we call Eric, the IOS who we call Mary, and the agents who we call
Dwight and Malcolm- were at the Bin Laden Unit in Januaa2¢2000 when the
Malaysiameetings occurred. _SzWe considered how each handled the
intelligence information concerning Mihdhar during this period.

After reading two of the cables indicating that Mihdhar had a U.S. visa,
Dwight prepared a draft CIR to officially notit_ the FBI about that infommtion,
since the U.S. visa presented a nexus between Mih_tar and the United States.
But the CIR was not provided to the FBI. However, we also ,examined whether
any of the detailees took any other action to notify FBI Headquarters or, in
Malcolm's case, the New York Field Office, about the infommtion Concerning
Mihdhar.

182The fifth detailee - the manager who we call Craig - did not arls[veat the CTC until
July 2000.
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The evidence shows that eachFBI detailee reviewed some of the cables
about Mihdhar's U.S. visa. Dwight accessed several of the cables that
indicated Mihdhar had a U.S. visa, such as the cables stating that Mihdhar had
transited through Dubai and had a U.S. visa, the cable stating that Mihdhar's
visa application listed New York as his intended destination in May 1999, and
the cable stating that based on a review of Mihdhar's visa, it did not appear that
he had actually traveled to the United States.

Malcolm also accessed the cable stating that Mihdhar's visa application
listed New York as his intended destination in May 1999, and the cable stating
that it did not appear that Mihdhar had actually traveled to the United States.
Malcolm also accessed the two cables stating that Mihdhar had arrived in
Kuala Lumpur and that surveillance photos showed him meeting with others in
Malaysia. Malcolm also accessed Dwight's draft CIR indicating passage of the
visa information to the FBI, including the New York Field Office.

Mary accessed the January cable stating that Mihdhar's travel documents,
including a multiple-entry U.S. visa, had been passed to theFBI, but she did
not access the previous cables reflecting the visa information or Dwight's CIR.

_ She also accessed the two cables stating that Mihdhar had arrived in Kuala
Lumpur and that surveillance photos showed him meeting with others in

_ Malaysia.

Eric did not access these cables, but he accessed Dwight's draft CIR
which detailed Mihdhar's visa information and which summarized the NSA
information.

However, Dwight, Malcolm, Mary, and Eric all told the OIG that they
did not recall anyone from the CIA bringing to their attention the fact that
Mihdhar had a U.S. visa. In addition, despite the records of their access to the
cable traffic or the CIR, they all told the OIG that they did not recall
discovering at the time- such as by reading a cable- that Mihdhar had a U.S.
visa. _83As discussed above, Dwight told the OIG that he did not even recall

_83The detailees also told the OIG that they did not necessarily read all of the cables
they accessed. They explained that they often skimmed cables to determine if any action
was required on their part or to find specific information in connection witha particular
assignment or issue.
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writing the CIR or even being aware of the Malaysia meetings or of the filct
that Mihdhar had a U.SI visa, Eric told the OIG that his CIA .counterpart-
John, the CIA Bin Laden Unit Deputy Chief- mentioned the Malaysia
meetings and that surveillance photos had been taken, but Eric didnot recall
ever hearing anything about Mihdhar having a U.S. visa. Mary told the OIG
that she did not recall even being contemporaneously aware of the Malaysia
meetings. TM Mary explained that she didnot have reason to be made aware of
the Malaysia meetings at the time because the matter had been assigned to
another CIA desk officer- Michelle (the one who wrote the cable indicating
that Mihdhar's travel documents had been passed to the FBI).

Malcolm said he was not aware of the fact that Mihdhar had a U.S. visa

until after September 11. He stated, that he recalled being shown the Kuala
Lumpur photos, but he could not remember whether that was before or after
September 11. He said that it was not until he wasshown the:Kuala Lurnpur
photos that he became aware of the Malaysia meetings.

Yet, the evidence shows that all had accessed contemporaneously cables
indicating that Mihdhar had a U.S. visa, which was Jimp0rtant intelligence
information that was never provided to FBI Headquarters. They did not violate
any specific policy or procedure in their handling of the information, and they
did not have the authority to unilaterally pass CTC information to the FBI
without permission. This restriction included any in:formal passage of the
information, such as by telephone call or in-pe,rson discussions. However,
none of them, particularly Dwight, ensured that the i:nformation was provided
to the FBI ....Dwight drafted a CIR that would have provided the FBI with the
important information about Mihdhar, but the CIR was not released by the
CIA. Although Dwight followed up a few days later to ask whether the cable
was going to be sent or whether he should remake it in some other way, there is
no record of a response to his request, and no one could explain why the cable
was not sent. We believe it was critical that the information be sent. We found
no indication that this ever happened.

184Whenwe showedMarycopiesof an e-mailwrittenby the CTCofficerwhohad
briefedSSABob and Ted,whichindicatedthat she was copiedon the e-mail,she saidthat
she didnotrecallhavingread the e-mail.
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This failure to send the information to the FBI, in our view, was also
attributable to problems inhow the detailees were, instructed and supervised,
and that these problems significantly impeded the flow of information between
the CIA and the FBI. We discuss these systemic ]problem,; in detail in our
analysis section later in this chapter.

d. OIG conclusion

In sum, theevidence shows that in January and March 2000, the CIA
uncovered important intelligence information about Mihdhar and Hazrni:

• They were al Qaeda operatives who had traveled to Malaysia, where
they were photographed meeting with other Suspected al Qaeda
operatives;

° They traveled to Bangkok with a third person;

° Mihdhar had a valid, multiple-entry U.S. visa; and

• Hazmi had traveled toLos Angeles in January 20(3,0.
a,.

Yet, we foundthat the CIA did not share significant pieces ofthis
_-;.

; information with the FBI- that Mihdhar hada U.S. visa and that Hazmi had
__

,, traveled to Los Angeles. An FBI detailee at the CIA drafted a CIR to share this
information with the FBI, but that information was not released by the CIA to
the FBI. We were unable to determine why' this did not occur. No one we
interviewed said they remembered the CIR or why it was not sent to the FBI.
We consider it a significant failure for this CIR not to be sent to the FBI.

..

In addition, the evidence shows that the limJitedinformation that was
provided to FBI Headquarters - that Mihdhar traveled to Malaysia and met
with other suspected al Qaeda operatives - was never documented by the FBI
in any system that was retrievable or searchable, thus limiting the usefialness of
the information that was shared. The FBI's; only official record of having
received this information was inthe hard copies of the January 5 threat update,
which was attached to the January 6 executive briefing, and Ted's e-mail
summarizing information from his discussion with the CIA employee. We
discuss this and other systemic problems in our analysis section below.
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B. Hazmi and Mihdhar in San Diego

1. Introduction

The second set of events that may have led the FBI to discover Mih_ar
and Hazmi's presence in the United States related to their stay'in San Diego.
As noted above, on January 15, 2000, Mihdhar and Hazmi boarded a flight in
Bangkok, Thailand, for Los Angeles. They were admitted to the United _=,tates
on non-immigrant visitor visas and authorized to remain in the U.S. until
July 14, 2000. Shortly after arriving in LOsAngeles,. they traveled to San
Diego, California, where they were aided in finding a place to Stayby Omar
al-Bayoumi. Bayoumi had been the subject of an FBI preliminary intelligence
investigation that had been closed.

In late May 2000, Hazmi and Mihdhar rented a room in the residence of
an FBI asset. _85Mihdhar remained in San Diego until June 10, 2000, when he
left the United States. 186Hazmi remained in the San Diegoareauntil
approximately December 2000, when he moved to the Phoenix, Arizona area.
In Phoenix, Hazmi lived for approximately three months with another
September 11 hijacker, Hani Hanjour. In April 2001., Hazmi and Hanjour
movedto New Jersey and remained on the East Coast untilSeptember 11

While residing in San Diego in 2000, Mihdhar and Hazmi did not act in
an unusual manner that would draw attention, but they did not attempt to ihide
their identities. Using the same names contained in t]heirtraw_ldocuments and
known to at least some in the Intelligence CorrmmniVy, they rented an
apartment, obtained driver's licenses from the state of California Departrnent
of Motor Vehicles, opened bank accounts and receiw_d bank credit cards,
purchased a used vehicle and automotive insurance, took flying lessons at a
local flying school, and obtained local phone service that included Hazmi's
listing in the local telephone directory.

t85This kind of individual is often referred to as an "informant" - the common

vemacular for an individual providing information to an investigative agency. Within the
FBI's foreign intelligence program, they are known as assets.

186Mihdhar departed from Los Angeles on Lufthansa Airlines.
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Although Hazmi and Mihdhar were in San Diego fc,r a significant period
of time,• the FBI did not learn of their presence there until after September 11,
2001. After September 11, much would be learned about Hazmi and
Mihdhar's time in San Diego and the Intelligence Community's missed
opportunities to find and investigate them before', the terrorist attacks in which

they participated. In this section, we descfib_ the, facts surrounding Hazmi and
Mihdhar's residence in San Diego, including their associations with two
persons known to the FBI.

2, Hazmi and N[ihdhar's association with Bayoumi

Omar al-Bayoumi is a Saudi Arabian nationalwho came to the United
States in 1993. In early 2000 he had been living with his wife and four
children in San Diego for at least four years. Although he described himself to
others in San Diego as a graduate student in business administration, he took
Classes intermittently and was not enrolled in a program of study. He did not
work in the United States and received a monthly stipend of $4,000 plus "other

allowances," ranging from $465 to $3,800 each month, from Dallah/Avco, a
ii" Saudi contractor to the Pres!dency of Civil Aviation. _87Bayoumi was active in
.... the San Diego Muslim community and was involved in the establishment of

several mosques in the United States.
.....

In September 1998, the FBI's San Diego Field Office opened a
•

preliminary inquiry on Bayoumi based on allegations raised by the manager in
the apartment complex where he was living atthe time. The manager alleged
that Bayoumi had received a suspicious package :from theMiddle East, and the

maintenance worker for the apartment complex had noted strange wires in
Bayoumi's bathroom. In addition, the manager reported fi'equent gatherings of
young Middle Eastern males at Bayoumi's apartment on weekend nights.

The FBI case agent conducted a limited investigation of Bayoumi, but the
preliminary inquiry was closed in June 1999 and was not converted to a full

187Bayoumi was employed by the Saudi Presidency of Civil Aviation from 1!975 until
1995 and became a contractor for the organization begimfing in 1995.
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field investigation, lss As a result, the FBI was no lorigerinvestigating Bayoumi
at the time that Hazmi and Mihdhar met Bayoumi in Februaly 2000. However,
the following paragraphs describe what was later learned about Bayoumi's
interactions with Hazmi and Mihdhar.

On February 1, 2000, Bayoumi traveled by car from San Diego to Los
Angeles, to resolve a visa issue at the Saudi consulate. Bayoumi invited an
associate, Isamu Dyson, to accompany himi_89 Dyson provided the following
account to the FBI of the trip with Bayoumi. _9°

Dyson said that at the time of the invitation, Bayoumi mentioned a :Los
Angeles restaurant serving halal food where they could eat lunch after
Bayoumi's meeting at the consulate, t9_After Bayoumi spent approximately
one hour at the Saudi consulate, he and Dyson went 1:0the restaurant but
discovered it had been converted to a butcher shop. The butcher shop
employees recommended another nearby halal restaurant, the "Mediterranean
Gourmet?' Bayoumi and Dyson walked to that restaurant. While they were

eating there, Hazmi and Mihdhar entered the restaurant and the four talked in
•Arabic. Although Dyson had limited Arabic language skills, he said that
Bayoumi kepthim apprised of the content 0ft:he conversation. Hazmi and
Mihdhar told Bayoumi that they were in the United States to study English, but
they did not tike living in Los Angeles. Bayoumi invited the men to visit San
Diego and offered to assist them. Bayoumi provided[ the men with his phone
number. Bayoumi and Dyson left the restaurant, and after stopping at a nearby
mosque for sunset prayers, returned to San Diego. Dyson asserted that the
encounter with Hazmi and Mihdhar seemed to be a coincidental meeting.

Within several days of the meeting, Hazmi and Mihdhar accepted
Bayoumi's invitation and traveled to San Diego. In ;SanDiego, Bayoumi

188In Section IV B 1 of this chapter, we examine the inwestigative steps taken by the
FBI in this preliminary inquiry and assess the appropfiatenes,; of the decision to close;the
inquiry:

189Dyson is an American Caucasian who converted to Islam. He has since changed his
name to Caysan Bin Don.

_90Dyson provided the information to the FBI in an interview after September 11.

191Halal is an Arabic word meaning "lawful" or "permitted."
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arranged for Hazmi and Mihdhar torent an apartment on Mount Ada road in
the same apartment complex where Bayoumi lived. Bayoumi also co-signed
their lease. Shortly after Hazmi and Mihdhar moved into the apartme,nt,
Bayoumi hosted a party to introduce them to the local Muslim community.

Within a few weeks of moving into the apartment, Hazmi and Mihdhar
filed a 30-day notice to vacate the apartment, apparently to move to another
apartment. However, they later rescinded the vacate notice and continued to
lease the apartment until June 2, 2000.192

The apartment manager told the FBI that Bayoumi paid Hazmi and
Mihdhar's first month's rent and security deposit: because they had not yet
established a local bank account and the apartment complex would not accept
cash. A review of Bayoumi and Mihdhar's financial records after September
11,2001, indicate that Bayoumi was reimbursed for this expense on tlhesame
day it was paid. 193

3. Hazmi and Mihdhar's communications

* OnMarch 20, 2000, a long distance telephone call was placed from
:' Mihdhar and Hazmi's Mount Ada apartment to a suspected terrorist facility in
_: the Middle East linked to al Qaeda activities. (See Section III, A, 2 above.) A

record of the call was captured in the toll records. After tlheSeptember 11
attacks, the call was identified through a record check.

192Bayoumi left the United States for some of the time Hazmi and Mihdhar lived in the
apartment. INS records do not indicate when Bayoumi left the country, but the re.cords
indicate that he obtained a United States visa in Jeddah on May 10, 2000, and returned to the
United States onMay 31, 2000. Bayoumi left the United[ States permanently in July 2001
and was living in England on September 11,2001.

193Bayoumi's bank records show a cash deposit in the exact anaount of the re,nt and
security deposit ($1,558). Mihdhar's financial rec:ords also indicate, that he opened an
account with a deposit of $9,900 in cash within seven minutes of Bayoumi's cash deposit,
which suggests that they were in the bank together.
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4. Hazmi and Mihdhar's association with an FBI asset

beginning in May 2(}00

Sometime in May 2000, Hazmi and Mihdhar moved out of the apartment
Bayoumi had found for them on Mount Ada Road and moved as boarders into
the home of an asset of the FBI's San Diego Field Office. i94 Hazmi and
Mihdhar met the asset at the mosque they attended. _95Mihdhar stayed at the
asset's residence until June 10, 2000, when he left the United States. Hazmi
resided in the asset's house until December 10, 2000,. when he moved to
Arizona.

a. Background on the FBI asset

In 1994,.the asset was recruited by San Diego FBI Special Agent w]ho we
call "Stan." The FBI had interviewed the asset in co_mection with a bombing

investigation severalyears before. Stan remained the asset's ihandling agent-
or "control agent" - until Stan retired in February 2002.196

The asset was opened as an asset on May 14, 1994. L97He worked as an
informational source, providing to the FBI information acquired in his normal
daily routine. He normally was questioned about specific individuals who
were under investigation by the FBI, although he occasionally volunteered
information that he thought might be rel[evant. Accerding to Stan, during some

194The OIG was not able to interview the asset. The Joint Intelligence Committee
Inquiry had attempted to interview the asset without success. The Corrmaitteethen
submitted interrogatories that the asset declined to answer, asserting his Fifth Amendment
privilege. The asset indicated through his attorney that if subpoenaed bigthe Committee, he
would not testify without a grant of immunity.

195There is some dispute about whether Hazmi and Mihdhar actually responded to an
advertisement for boarders posted by the asset or whether they were inta'oducedto the asset.
The OIG did not have access to the witnesses who could address this issue.

196Stan was interviewed twice by the JICI staff, and he testified bet'ore the Joint
Intelligence Committee. After his retirement from the FBI, Stan declined repeated requests
for an OIG interview. The OIG does not have authorit3,to subpoena individuals and cannot
compel former Department of Justice employees to submit to an interview.

197Initially the asset was not paid. In July 2003, the asset was given a $100,000
payment and closed as an asset.
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periods, he Would talk to the asset several times per day, but there were periods
in which he did not talk to him for several weeks or months. Stan said that

many of their conversations were about family matters, the informational
asset's health, and other non-substantive issues.

In 1996, theasset began renting out rooms _nhis home. Prior to
September 11,2001, he had 14 different boarders in his house, including
Hazmi and Mihdhar. When Hazmi and MiJhdharrented rooms from the asset in
2000, two other persons also were renting rooms there.

b. Information from asset on Hazmi and Mihdhar

It is not clear what information the asset provided to the FBI about
Hazmi and Mihdhar before the September 11 attacks.

After the September 11 attacks, the FBI inte,rviewed the asset and asked
about the conduct and activities of Hazmi and Mfhdhar while they were living
with the asset. In those inters'Jews, the asset desc_ribed them as quiet tenants
who paid their rent. He said they were good Muslims who regularly prayed at

:_ the mosque. The asset said that Hazmi and Mihdhar often would :go outside
_. when using their cellular telephones. The asset insisted that he noted no
,_ indicators of nefarious activity by Hazmi or Mihdhar that should have resulted

in his reporting their identities to the FBI. _9'8

The asset was asked what information he provided to Stan about Hazmi
and Mihdhar before September 11. In these interviews, the asset provided
conflicting accounts regarding the information on Hazmi and Mihdhar that he
had disclosed to Stan. The agent who interviewecl the asset - this agenthad
taken over as the asset's control agent ariel"Stan's retirement from the FBI -
told us that the asset said he told Stan about his boarders in general terms,
although he had not fully identified Hazmi and Mihdhar. The control agent
said that the asset later said that he had not told Stan about the boarders at all.

_98The FBI opened an investigation after September 11 to determine whether the asset
was involved in the attack. The asset has Consistently maintained after September 11 that he
had no suspicions about Hazmi and Mihdhar. The results; of a polygraph examination on his
potential role were inconclusive. Based on its investigation, however, the San Diego FBI
concluded that the informational asset had not been complicit in plotting the attacks.
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Although Stan declined to be interviewed by the OIG, after
September 11, his FBI supervisors had interviewed him about, the asset. Stan
also had discussed the asset with co-workers and was interviewed by, and.
subsequently testified in, a closed session before the Joint Intelligence
Committee. _99Stan reported that the asset had told him contemporaneously
that two Saudi national visitors were residing in a room at his residence. Stan
said that the asset merely provided the first names of the boarders, Nawaf and
Khalid. Stan contended that he had asked the asset for the boarders' last names
but never received them and did not follow up. He said that t]heasset told him
that his boarders were in the U.S. on valid visitors' visas, and they planned to
visit and to study while they were in the country. In addition, Stan said that the
asset told him that he believed that the two boarders were good Muslims
because of the amount of time that they spent at the mosque. Stan stated that
hedid not recall the asset ever telling him that either of the boarders had
moved out. According to Stan, the assetdid not describe his ]boarders as
suspicious or otherwise worthy of further scrutiny. Stan reported that he :never
obtained Hazmi and Mihdhar's full identities from the asset and that he did not

conduct any investigation of them.

5. OIG conclusion

In sum, the FBI did not obtain information about Mihdhar's and Hazmi's
time in San Diego, either as a result of the Bayoumi preliminary inquiry or
from the asset. In the analysis section of this chapte:r, we evaluate Stan's
actions with regard to Hazmi and Mihdhar and whether he should have pursued
additional informationabout who was living with one of his assets.

C. Mihdhar's association with Khallad, the purported mastermind
of the Cole attack

The third potential opportunity for the FBI to acquire information about
Hazmi and Mihdhar occurred in January 2001, when a joint FBI/CIA source
identified an al Qaeda operative in photographs of the January 2000 Malaysia
meetings that Hazmi and Mihdhar had attended. However, the FBI has

199The OIG was permitted to review the transcripts of Stan's testimony before the Joint
Intelligence Committee's Inquiry.
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asserted that it did not learn of the source's iden6fication ofthe al Qaeda

operative at the Malaysia meetings until much later in 2001, just before the
September 11 attacks. This section of the report describes the events
surrounding this third opportunity for the FBI to focus on Hazmi and Mihdhar.

1. Background

In 2000, the CIA and the FBI began debriefing a source who provided
significant information on operatives and operations related to Usama Bin
Laden. The source gave the CIA and the FBI information about an al Qaeda

operative known as "Khallad" and described him as being involved with the
East African embassy bombings in August 1998. Shortly after the U.S.S. Cole

was attacked in October 2000, the CIA and the FBI received a photograph and
information that a man named "Khallad" was the purported mastermind behind
the attack on the Cole. In December 2000, the CIA and the FBI showed the

source the photograph of Khallad, and the source identified the person in.the
photograph as the same Khallad he had described as involved with the East
Africanbombings. As part of the Cole investigation, the FBI sought to find
Khallad.

In January 2001, the source was shown photograph,; from the Malaysia
meetings in an effort to determine whether Khallad was in the photographs.

The source identified Khallad in one of the photographs, thus connecting the
purported mastermind of the attack On the Cole with the Malaysia meetings
known to have been attended by Mihdhar and others. 2°°

FBI officials told the OIG, however, that file FBI was not aware of the

identification of Khallad in the Kuala Lumpur photographs. The FBI officials
said that if they had known that Khallad - the puJrported mastermind of the
Cole attack who they were seeking to find- was identified in the Kuala
Lumpur photographs, they would have aggressively pursued information on the

circumstances of the Malaysia meetings and the other participants, including
Mihdhar. As a result, they said, they may have uncovered earlier the 'CIA's

200Information developed after September 11,2001, revealed this was a
misidentification, and the person identified as Khallad was actually Hazmi. We discuss this
misidentification in detail below.
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information about Mihdhar and Hazmi and found them in the,,United States
well before thesummer of 2001.

On the other hand, the CIA has contended the FBI in fact was aware in
January 2001 of the source's identification of Khallad from tJheKuala Lumpur
surveillance photographs. For example, on September 26, 2002, Cofer Black,
who served as Director of the CIA's CTC from 1999 until May 2002, testified
before the Joint Intelligence Committee:

FBI agents and analysts had full access to information [the
CIA] acquired about the Cole attack. For example, we ran a
joint operation with the FBI to determine if a Cole suspect was
in a Kuala Lumpur surveillance photo. I want to repeat" it was
a joint operation. The FBI had accessto that information from
the beginning. More specifically, our records establish that the
Special Agents fromthe FBI's New York Field Office who were
investigating the USS Cole attack reviewed the information

about the Kuala Lumpur photo in late January 2001.
,),

We therefore examine in detail the evidence relating to whether the:FBI
was aware of the identification of Khallad in the phetographs of the Malaysia
meetings.

•2. Source's identification of Khallad

a. The source

In mid-2000, Drug Enforcement Administratio,n (DEA)personnel
arranged for FBI Legal Attach6 (Legat) Office personnel overseas to meet a
source who had substantial information on Bin Laden and his operatives and
operations. This particular FBI Legat office was staffed by the Legal A2ttach6
(the "Legat") and the Assistant Legal Attach6 (the ALAT), who were FBI
Special Agents. TM

201The primary mission ofFBI Legat Offices is to establish liaison with foreign law
enforcement agencies to support the FBI's investigative activities overs,eas. While Legat
staff may become involved in specific investigations, they have no law enforcement
authority in foreign countries. For a description of the role and responsibilities of FBI
(continued)
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Because of the FBI Legat personnel's inability to converse in any of the
source's languages, limits on the FBI's authority to conduct unilateral
intelligence activities overseas, and the source's potential value as a source of
intelligence information relevant to the CIA, the FBI contacted the CIA for
assistance with the source. The source was subsequently handled as ajoint
FBI/CIA source. Even though the FBI ALAT- 'who wecall "Max"- was
unable to directly communicate with the source Clueto the lack of a common
language, he was designated as the FBI control agent for the source.

Because the source had significant information about Bin Laden and'his
operatives and operations, the FBI New York FMd Office - the office that was
leading the investigations on the East African embassy bombings, the Cole
attack, and other Bin Laden-related investigations - also became involved with
the source. This joint handling of the source created concerns within the CIA.
The CIA's most significant concern was the FBI's desire to use the source for
the criminal investigations involving Bin Laden conducted by the FB]['s New
York Field Office. The CIA believed that the source should not face possible
exposure in criminalproceedings. .

CIA Headquarters was asked to work with FBI Heaclquarters to convert
z:. the source to purely an intelligence role, solely under CIA control. According

to CIA documents, the CIA and the Legat had discussed tlheFBI's "wall"
whereby separate but concurrent intelligence and criminal investigations were
conducted within the FBI, but the CIA expressed concerns about the CIA's
ability to continue clandestine handling of the source if the FBI was involved.
Although the CIA acknowledgedthat the source lhadvalue to the FBI's
criminalcase, the CIA argued that the source's potential as an intelligence
asset was more important then his potential assistance in the criminal ,case.
Despite the CIA's concerns, the source remained a joint FBI/CIA asse.t.

b. Debriefings of the source

Beginning in 2000, the CIA and FBI began to debrief the source on a



(continued)
Legats, see the OIG report entitled, "Federal Bureau of Investigation Legal Attach6
Program" (March 2004).
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shown photographs and asked to identify people in them: _Although Max was
the source's designated control agent, a CIA officer who spoke one of the
source's languages conducted the debfiefings. Max was prese, nt for some of

these debfiefings, but not all. Some of the debfiefings were unilateral CIA
interviews. The time spent with the source was kept short because of issues of
travel and security.

According to Max, during the debfiefings the CIA officer usually did not

immediately translate the source's statements for the benefit o,f Max. He said
that the CIA case officer would only immediately translate something when

Max had specific questions for the CIA officer to ask the source. The CIA case
officer told the OIG he recalled translating for Max things that the source said,
but he did this only when he recognized the si[Nificance of the information to

Max or an FBI operation.

In an effort not to duplicate the reporting of infi_rmation received from
the source, the CIA and the FBI agreed that tile CIA would be responsible for
reporting the information from the debfiefings.. However, in instances where
the source was solely being shown FBI photographs or questioned based ,on an
FBI lead, Max would document the source's information, either in an EC or an
FBI FD-302 form, and the CIA would not document the same information.

After the debfiefings, the CIA officer would wIite internal cables

coveting the debfiefings and forward them to the CTC and otlher appropriate
officesl These cables were internal CIA conmmnications and were not

provided to or shared With Max or other FBI personnel. 2°2 In,;tead, Max _md
FBI Headquarters would be informed of the debfiefings when the information
was reported by the CIA in a TD. As previou,;ly discussed, TDs were prepared
by CIA reports officers who reviewed the internal cables and determined what
information needed to be disseminated and to which agencies. Based on our

review of internal cables reporting the source's debriefings and the TD

reporting of the same interviews, it is clear the TDs often contained only a part
of the information obtained during the source debriefings. As a result, either

202As discussed above, FBI detailees to the CTC had access to the,;eCIA cables,,but the
review and dissemination of source information to the,,FBI was not considered their
responsibility.
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through direct knowledge or through the TDs, Max had access to only some of
the information obtained from the source during the debriefings.

In addition to the debriefings of the source by the CIA case officer, FBI
agents from the New York Field Office working Bin Laden-related criminal
investigations also interviewed the source with the CIA case officer present.
Max occasionally was present for these interviews. After each of these
interviews, the New York agents documented the source's, information in detail
in an FD-302 that was entered into ACS and retrievable b,.¢all FBI personnel
working on the Bin Laden cases. 2°3These FD-302s were routinely shared with
CIA personnel in the field and at the CTC.

c. Source identifies Khallad from Yemeni-provided
photograph

Over a 3-month period in 2000, FBI New York Field Office personnel
interviewed the source overseas four times.. During one of these interviews, the
source described an individual known as "IGaallad" as a trusted senior Bin

_ Laden operative with potential connections to the East Afi'ican embassy
bombings.

,_

' As noted above, on October 12, 2000, two terrorists in a boat laden with
explosives committed a suicide attack on the U.S.S. Cole, a U.S. naval
destroyer, during its brief refueling stop in the port in Aden, Yemen. The
FBI's investigation intothe attack was led by the FBI's New York FMd
Office.

After theattack on October 12, theYemenis provide,d the FBI mid the
CIA with information on the Bin Laden operative: known as "Khallad."
According to this information, Khallad had been clescribed as the purported
mastermind of the Cole attack. U.S. intelligence agencies had already

z03When a witness is interviewed as part of a criminal investigation, the FBI prepares
an FD-302 to document what was said in the interview. When information is being obtained
as part of an intelligence investigation, the FBI documents the information in an EC. There
was often a significant lag time between the interview and the completion of the
documentation due to a variety of factors, including the intensity of investigative activity,
the agents' extensive travel, and the required review of the documentation by FBI
supervisors before dissemination.
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connected Khallad to the East African embassy bombings. The Yemenis also
identified "Khallad" as Tawfiq Muhammad Salih Bin Rashid aI Atash. On
November 22, 2000, the Yeminis provided the FBI with a photograph of
Khallad ("the Yemeni-provided photograph"). Around this same time, tile
Yemenis provided the FBI with several photographs of other Cole suspects.

The New York FBI agents investigating the Cole bombing wanted to
determine whether the Khallad identified by the Yemenis was the same
Khallad who had been previously described by the source. At the same time, a
:CIA intemal cable to was sent to several CIA officessuggesting that the
photographs of the Cole suspects that the FBI had obtained from the Yemenis,
including the Khallad photograph, be shown to the source. Because the FBI
did not have the technological capability to easily transmit the Khallad
photograph from Yemen to the ALAT who was handling the source and who
we call Max, the photograph was forwarded through CIA channels tothe
nearby CIA office in order to show the photograph to the source. TM

CIA documents show that on December 16, 2000, the CIA officer
conducteda debriefing of the source. Max Waspresent for the debriefing. 2°5
During the debriefing, the CIA case officer showed the source many photos of
Cole bombing suspects and other suspected Arab terrorists, including the
Yemeni-provided photograph of Khallad. The source immediately identified
the individual in the Yemeni-provided photograph as the same Khallad he had
previously described as a trusted senior Bin Laden operative with potentital
connections to theEast African embassy bombings.

The CIA officer prepared a cable documenting: the debriefing, which was
addressed to several CIA offices. The CIA officer wrote in tlhecable that the
source was shown the many photographs and "quicldy"• identified Khallad in

204Max told the OIG that at the time he and the CIA case officer believed that tllds
photograph had come from the FBI's New York Field Office. Max added that it was not
uncommon for him not to know the source of photographs that were shown to •the source
and that the source was shown hundreds of photographs.

205Although FBI agents from New York had traveled overseas several times in 2000 to
interview the source, in December 2000 the agents with the appropriate language abilities
were tied up in Yemen after the Cole attack and were unable to travel to debrief the source.
Therefore, the FBI relied on the CiA to conduct this debriefing.
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the Yemeni-provided photograph. Notably, the CIA cable statedthat the CIA
officer had the source repeat the identification specifically for the benefit of
Max. In addition, the cable stated that before the:debriefing ended; the CIA
officer again showed the photographs to the source and asked the source to
verify the Khallad identification.

..

Max acknowledged to the OIG that he was.contemporaneously ,aware of
the identification of Khallad in the Yemeni-provided photograph by the source
on December 16. Max stated that he recalled specific circumstances of the
debriefing and recounted them to us. Max told us that he recalled the source
immediately identifying Khallad in the photograph.

..

d. CIA suspects that Khallad may be Mihdhar in Kuala
Lumpur surveillance photographs

Around this same time, CIA personnel were beginning to connect
Khallad with Mihdhar and the January 2000 Malaysia meetings. Ina
December 2000 cable, CIA personnel overseas asked for copies of the January
2000 Kuala Lumpur Surveillance photographs of Mihdhar. The cable noted

_i- that further connections had been made between IVlihdhar and A1 Qaeda. As a
" result of these further connections, the CIA believed there might be a
"-_"

,.:. connection between Mihdhar and the Cole perpel_rators.

The CIA office reported in the December 21)00 cable that the it had
learned that Fahd al Quso, who was in Yenieni cu'.stody for his participation in
the Cole attack, had received $7,000 from someone named Ibrahim, which
Quso had taken to Bangkok, Thailand, on JanuaD, 6, 2000, to deliver to
"Khallad," a friend of Ibrahim's. It was noted in the cable:that because
Mihdhar had departed Kuala Lumpur around that same time to travel to
Bangkok, the CIA suspected that the "Khallad" mentioned by Quso could
actually be Khalid al Mihdhar or one of his associates. 2°6 It was noted further
that this information had "added significance" because Khallad had been

206As previously discussed, the CIA had reported previously in an internal March 2000
cable that Mihdhar, Hazmi, and another individual had lefilMalaysia on January 8, 2000,
and traveled together to Bangkok.
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identified as a "key operative likely serving as an intermediary between Usama

Bin Laden and the [Cole] perpetrators."

In another December 2000, cable the CTC concurred with the overseas

CIAoffice's theory and forwarded a Kuala Lumpur surveillance photo of'
Mihdhar to the CIA case officer to show to the source. According to the cable,

the purpose was "to confirm/rule out this particular Khalid [Mihdhar] as a
match for [Khallad]. ''2°7 The next day, the CIA officer received permission to
show the Kuala Lumpur surveillance photographs to the source.

Max told the OIG, however, that he was not aware of the CIA cables or
the theory that Khallad was actually Mihdhar. We found no other evidence
that Max knew about the information that Mihdhar was at the. Malaysia

meetings, or the CIA's theory that Khallad was actually Mihdhar3 °8

e. Source identifies Khallad from Kuala l,umpur
photograph

The CIA case officer debriefed thesource again in early January 2001.

At some point, the CIA case officer showed the sour,ce photographs, including
two of the surveillance photographs taken during the January 2000 Malaysia
meetings. Oneof the photographs from the Malaysia meetings, which we call

207The CIA cable referred to its forwarding of only one Kuala Lurapur surveillance
photograph, although subsequent cables showed that thereceiving office received two Kuala
Lumpur photographs to show the source. It is unclear why the sending office sent only two
of the photographs instead of all three of the Kuala Lumpur photographs it had.

208In fact, CIA cables suggest ihis information was not shared with the FBI. We saw
several CIA cables during this time that discussed working with the FBI in relation to the
FBI's investigation of the Cole attack. For example,we saw a December 2000 cable stating
that the FBI had provided an update on its investigation of the location associated with
telephone numbers the CIA had provided to the FBI in conne,ction with an investigation, and
the office that drafted the cable asked to be advised of whether the two offices to whom the
cable was addressed were aware of additional information that could assist the FBI.
However, we saw another December 2000 cable, which discusses Khallad and other
information not related to Khallad, which specifically instructed two CIA offices to share
with the FBI the other information in the cable that was not :relatedto Khallad, but it did not
instruct the offices to share the information regarding the possible comlection of the
Malaysia meetings and Khallad.
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"Photo No. 1" included an unknown subject. The source identified one of the
individuals in this photograph as Khallad. According to a January 2001, cable
written by the CIA case officer, the source was asked if he was sure, and he
replied that he was "ninety percent" certain. 2°9

The second photograph from the Malaysia meetings, which we call•

"Photo No. 2," contained•a picture of the person t]heCIA knew to be Mihdhar.
The source couldnot identify the person in the photograph. E|°

However, the source's identification of Khallad in the first photograph
was significant. First, the source previously provided information that Khallad
was a Bin Laden operative who was connected to the Cole attack and the East
African embassy bombings. Second, as a result of the identification, it was
suspected that Khallad was at the Malaysia meetings•along with other
suspected al Qaeda operatives. From otherinfomaation, it also was known that
Mihdhar was at the meetings, and it was suspected that Hazmi was there also.
Thus, the source's identification of Khallad at the Malaysia meetings raised the
question whether Mihdhar and Hazmi also were linked to the Cole attack.

; We tried to determine if the FBI's ALAT learned of the source's

_; identification of Khallad in the photograph. Max told the OIG that he did not
i_ specifically recall the early January 2001 debriefing of the source. He stated he

also did not recall being aware of any early January 2001 identification of
Khallad from the Kuala Lumpur surveillance photographs. In addition, Max
asserted he was not aware of the Malaysia meetings and the photographs until
he was questioned about them by the JICI staff on June 27, 2002.

The CIA case officer told the OIG that he had no independent
recollection of any particular meeting with the source, including the meeting in
early January 2001.

209As noted above, information developed after•September 11,2001, revealed this was
a misidentification, and the person identified as Khallad was actually Hazmi.

2i0This failure to identify Khallad in the photograph l_own to be of Mihdhar should
have ended the theory that Mihdhar and Khallad were the same person.
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'L Documentation regardingthe.souree's identification of
Khallad in the early January 2001. debriefing . .-

(1) CIA cables

To examine whether the FBI learned of the source's identification of

Khallad in the Kuala Lumpur photographs, we reviewed the CIA
documentation concerning the meeting with the source in early January 2001.
In an internal cable written the day after the debriefing, the CIA case officer
reported that the source had identified Khallad in one of the guala Lumpur
photographs with a "ninety percent" certainty. However, unlike in the
December 2000 CIA cable, which stated that the CIA officer ihad the source
repeat the identification of Khallad in the Yemeni-provided photograph to
Max, the January 2001 cable did not suggest the identification was repeated for
Max or was brought to the attention of Max. The January 2001 cable did not
provide any other details about the debriefing, such as where the meeting took
place, when exactly dul'ing the debriefing the photographs were shown to the
source, who was present when the photographs were shown to the source,, or
what other topics were discussed with the source.

We also reviewed a detailed January 2001 CIA TD to the Intelligence
Community regarding the early January 2001 debriefing. The TD reported
specifics about what the source discussed and that he had provided a stack of
documents to his CIAand FBI handlers. The TD made no mention of any
photographs being shown to the source or any identification of Khallad. TM

A few days later, the CIA case officer wrote another cable describing the
logistics of the early January 2001 meeting with the source. In addition, the
cable summarized what was discussed during the meeting. This cable also did
not mention the photographs being shown to or discussed wit]hthe source, but
the CIA case officer told the OIG that these kinds of cables were not always
comprehensive with respect to the information obtained from the source.

211Althoughno witnesscan recallthe detailsof thisparticulardebriefing,it is possible
that Max,who lackedthe appropriatelanguageskills fbr a debriefing,eitherphotocopiedor
hand Wrotetheinformationfromthe documentsthusexplaininghis absenceat the timethat
the photographswereshownto the source.
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(2) FBI documents
..

We also reviewed FBI documents from thi,; period relating to the source.
On January 9, 2001, a New York FBI agent who was the FBI's lead case agent
on the Cole investigation sent Max an e-mail stating that he and his co-case
agent wanted to meet with the source to talk about some of the Cole suspects,
including Khallad. The New York agent wrote that he was "specially [sic]
interested in all [the source] knows about Khallad and his associates:" The
agent noted that the source previously had given the agents important
information regarding Khallad and the Cole attack.

In a January 10 e,mail response, Max referred to the December 16
meetingwith the source in which the source had been shown many
photographs and had immediately identified the Yemeni-provided photograph
as Khallad. Max also mentioned the early January 2001 meeting, Summarizing
specific information provided bythe source in the debriefing. Max wrotethat,
due to the lack of technological capabilities in the Legat ()ffice, he promised to
make the CIA TD numbers relating to the source available to the case agent

, within a few days so the agent could read them bef0rehis trip to interview the
source. However, Max made no mention of any identification of photographs

_: by the source in the early January 2001 debriefing.
-¢_

_ Around the same time as this e-mail exchange, Max:was criticized by the
head of the FBI's UBL Unit at Headquarters for insufficient_reporting
regarding the source's information. The UBL Unit chief wanted to know from
Max what information the source was providing. She also wasconcerned
because Max was not producing any reports regarding the,'source. :

In response, on January 16, 2001, Max Wrote a 34-page EC surrmaarizing
the source's debriefings and other information obtained from the source since
mid-2000, most of which was based on the information that had been
disseminated in the TDs by the CIA. Max explained in the EC that he merely
was repeating what the CIA had previously reported in TDs, which had already
been forwarded to FBI Headquarters. He notedthe agreement with the CIA
that there would not be duplicative reporting on the source's information. He
explained the CIA was doing the primary reporting on the source debriefings
Max noted that the interview was conducted in the foreign language, and he

would read the CIA's report of the interview (the TD) once it was completed.
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Max then listed all of the CIA's TDs that summarized what the source had:
said.

On page 29 of this January 16 EC, Max summarized the CIA's reporting
of what had occurred at the December 16, 2000, meeting with the source. The
EC stated the source was handed a stack of many photographs and immediately
identified the top photograph as a photograph of Khallad, the person the source
had previously implicated in the attack on the Cole. The EC stated, "At that
time it was the clear impression of [the Legat] and [tlheCIA officer] that both
FBIHQ CTD and NYO were receiving all of the reportingabove from CIA
liaison in the U,S., as soon as it was being filed."

In the next paragraph of the EC, Max summarized what the CIA had
reported in the TD about the early January 2001 debriefing o:fthe source. This
summary is contained on pages 29 through 33 of the EC. Max reported at
length about the source's information, and the EC provided a lengthy
description of the documents provided by the source. Again, there was no

mention of any photographs from the Malaysia meetings or tlhe identification
of Khallad.

,.
• .

Max discussed with the CIA case officer the complaint from FBI
Headquarters about Max's reporting on the source. As a result, the CIA case
officer provided Max with a report of the next debriefing of the source in late
January 2001. •Theday after this debriefing, Max prepared a lengthy EC
summarizing this debriefing. He noted inthe EC that the report was based on
the CIA's report of an interview conducted bya CIA officer and, aRhough Max
was present for the debriefing, he only became aware of what was said after the
CIA officer provided the report, zl2

212Around the same time, the CIA officer sent a cable to CIA Heaclquarters that
described the FBI's need for reporting directly through FBI channels, as opposed to CIA
channels. The CIA office then asked permission to provide electronic copies of TDs to Max
so that Max could send the same reporting through FBI charmels.
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g. New York FBI agents' interview of source on February
1,200i

Around the sametime, Maxwaspreparingfor the arrivalof theColecase
agent from the FBI's New York Field Office. The Cole case agent was
traveling to interview the source about Khallad, along with another FBI agent
who spoke one of the languages of the source and was going to assist in the
preparation of the FD-302 for the criminal investigation. Max had received a
January 17 e-mail from one of the Cole agents stating that the information
being provided by the source was very important to the FBI's criminal
investigation of theCole attack and discussing the arrangements for the
upcoming interview of the source by the Cole agents.

TheNew York Cole agents also asked Max to prepare an FD-302
documenting Max's personal knowledge of the source's identification of
Khallad from the Yemeni-provided photo87aph on December 16. On January
24, 2001, Max sent an EC to the New York Field Office and FBI Headquarters
with an attached FD-302 regarding the source's December 16, 2000,
identification of Khallad.

_: On February 1,2001, the New York Cole case agent and anothe, r agent
who spoke one of the source's languages interviewed the source overseas. 2_3

The CIA case officer who had shown the Kuala Lumpur photographs to the
source in early January was also present at the interview. During the interview,

they showed the source the Yemeni-provided photograph of Khallad, which
previously had been shown to the source by the CIA officer on December 16,
2000. The source again identified Khallad in the photograph.

As discussed above, the agents had received information indicating that
Quso, who was in custody for his participation in the Cole attack, had. traveled
to Bangkokand met Khallad in January 2000. Tlhe New "York agents were

investigating the circumstances of that trip. The agents l_aew that Quso
previously had claimed that he had intended to meet Khallad in Malaysia. The

213In anticipation of the Cole agents' interview of the source, theCIA case officer had
sent a cable asking the Bin Laden Unit to touch base with FBI Headquarters regarding the
case status and the planned trip of the New York FBI agents. The CIA case officer noted
that the source was "currently of very high interest to our [FBI] colleagues."
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agents were concerned about Quso's veracity and whether Quso, as well as
Khallad, had actually traveled to Malaysia. Therefore, an identification of
Khallad in Malaysia during this period would have been very signifcant to the
agents.

Both FBI agents who participated in the February 1 debriefing of the
source told the OIG that they were not informed about surveillance
photographs of the Malaysia meetings, that they did not know such
photographs existed, and that they did not show any such Kuala Lumpur
photographs to the source. They stated that they were not told that the source
had identified Khallad from a Kuala Lumpur surveillance photograph in early
January. They added that if theyhad been awaxe of any such identification of
Khallad, they would have wanted to have the source repeat the identification
for them since Khallad was a subject in the Cole criminal investigation, z_4
However, they stated that they were never informed of such a:aidentification.

3. OIG conclusions regarding whether the FBI was aware of
the source's identification of Khallad in the ]Kuala Lumpur
photograph

We concluded that the evidence shows that the FBI was not made aware

that during:the early January 2001 debriefing the source identified Khallad in
the photographs of the Malaysia meetings. Max insisted in his interviews with
us that he was unaware of this identification of KhaHad and that he was not..

even aware of the existence of the Kuala Lumpur surveillance: photographs
until after the September 11 attacks. Neither Max nor the CIA case officer
specifically recalled the early January debriefing, but the documentary
evidence supports this conclusion. In mmaerous CIA and FBI documents
discussing the source andthe early January debriefing, other important
information from the source is described, but the sotu:ce's identification of
Khallad in the Kuala Lumpur photograph is never mentioned. Given the
importance of that identification and the other detail,; reported[ in the

214The CIA's ReviewGrouphas also assertedthatthe FBImayhavereceivedthe
KualaLumpurphotographsfromanothersource. The CIAdid notrefer to anywitnessesfor
this claimbut insteadreferredto a seriesof CIAcablesandFBI documents.Our reviewof
the cablesandotherdocumentaryevidencedidnot supportthis claim.
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documents, we believe such information would have been included had the FBI
been made aware of the identification.

For example, as described above, in the CIA case officer's cable
reporting the December 16 debriefing of the source during which the source

had identified Khallad in the Yemeni photograph., the CIA officer specifically
noted that ALAT heard the identification and that: the identification was

repeated for the benefit of him. Max said herecalled this debriefing and the
identification of Khallad being brought to his attention by the CIA case officer.

By contrast, in his cable reporting the early January source debriefing,
the CIA case officer did not state that he brought to the attention of Max the
identification of Khallad in the Kuala Lumpur photographs. Likewise in his

cable, describing the logistics of the debriefing, the CIA case officer provided a
description of what was discussed with the source and stated that Max was
present for a significant portion of the meeting with the source, but did not
mention any Kuala Lumpur photographs or that t]he CIA case officer had
brought the identification of Khallad tothe attention of Max.

..._

The documents prepared at the time by Max about flaeearly January

. debriefing also suggest that Max was .not aware ofthe identification of Khallad
_i in the Kuala Lumpur photographs, For example,-in response to the Cole_case
" agent's January 9 e-mail specificallyrequesting "all [the source]knows about

Khallad," Max did not include any information about the Khallad identification
from the Kuala Lumpur photographs. This; was shortly after the early January
debriefing, and the case agent had specifically indicated his interest in any
informationabout Khallad.

Max's January 16 EC to FBI Headquarters in which he described at
length what the source had reported in the early January meeting also did not
mention the _dentification of Khallad or that any Kuala Lumpur photographs
were shown to the source. In addition, Max prepared an FD-302 to document

the source's identification of Khallad from the Yemeni photograph tOprovide
documentation for the criminal investigation. We believe that if Max had

known of the source's identification of Khallad in the Kuala Lumpur photos,
he likely would have prepared a similar FD-302 of that identification as well.

We also found that the New York Field Office agents who inteiwiewed
the source overseas in February 2001 were, not made aware of the early January
identification of Khallad. The agents insisted that they were completely

277



•unaware that any Kuala Lumpur surveillance photographs had been shown to
the source or that the source had identified Khallad in any photographs other
than the Yemeni-provided photograph. In addition, we found no docume:ntary
evidence that the New York FBI agents were even aware of the Malaysia
meetings •or the resulting surveillance photographs at the time they interviewed
the source. Because the agents were keenly interested in Khallad and had
asked the source to confirm his identification of Khallad from the Yemeni

photograph, we believe the agents would have noted, remembered, and acted
uponany information regarding another Khallad identification. We also
believe that had the FBI known about the identification of Khallad in the Kuala
Lumpur photographs, they would likely have sought information about the
other participants in the meeting, including Mihdhar and Hazmi, which could

•have •increased the FBI's chances oflocating them be,fore the September 11
attacks.

Due to the OIG's lack of complete access to CIA employees and
documents, we were unable to fully examine why the CIA did not inform Max
or the New York agents that the source had identifiect Khallacl in the Kuala
Lumpur photographs at the early January debriefing. We believe the FBI
should have been made aware that the joint FBI/CIA source had provided such
significant information about the person purported to.be the mastermind behind
the Cole attack. This failure demonstrated significant problems in
communicationbetween the FBI and the CIA. However, theFBI employees'
inaccurate belief that CIA reporting in TDs was comprehensive contributed to
the FBI's failure to obtain this critical piece of information. We discuss this
and other systemic problems that this case revealed in the analysis section of
thischapter.

D. FBI and CIA discussions about the Co]leinvestigation in May and
June 2001

The fourth opportunity for the FBI to have acquired intelligence
information about Hazmi and Mihdhar- including Mihdhar's possession of a
U.S. visa, Hazmi's travel to the United States, and the source's identification of
Khallad from the Kuala Lumpur photographs - occurred in May and June 2001
when the CIA and FBI Headquarters discussed the status of t]heirinformation
concerning the Cole attack. Once again, these discussions could have caused
the FBI and the CIA to focus on the other persons attending the Malaysia
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meetings with Khallad, and thereby led the FBI to search for Mihdhar and
Hazmi earlier than it did. But, as we describe below, the FBI.did not obtain the

critical information about the identification of Khallad at tlhe Malaysia
meetings, despite several interactions in May and June 2001 between the FBI
and the CIA about Khallad.

1. Background

a. The Cole investigation

As discussed above, the FBI's investigation on the Cole attack was led by
the FBI's New York Field Office. 2_5One of the case agents investigating the
Cole attack was an agent who we call "Scott," and who was assigned to the
New York FBI's counterterrorism squad that handled only al Qaeda
investigations (the "Bin Laden squad"). 2_6After serving eightyears in the U.S.

Navyas a fighter pilot, in April 1996 Scott became a speciial agent in the FBI's
New York Office. In July 1996 hewas assigned to the TWA Flight 800
investigation because of his experience as a military pilotl Shortly after the

.... East African embassy bombings in August 1998, ihe was transferred to the New
_ York's Bin Laden squad to assist with the embassy bombings investigation,
_ and then was assigned as one of the case agents on the investigation the Cole

attack.

The New York FBI was assisted on the Cole investigation by several
Intelligence Operations Specialists (IOS) assigned to the UBL Unit and the
Radical Fundamentalist Unit (RFU) at FBI Headquarters.

One of the primary IOSs who worked on the Cole investigation was an
IOS who we call "Donna." She had joined the FBI in 1988 as a clerk while she
completed her college education. After graduating from college in 19!95, she

entered the FBI's language training program and became a Russian language

215Through their work on the 1993 attack on the World Trade Center and the

subsequent discovery of the terrorist plot to attack New York landmarks, the New York FBI

became the primary office for the investigation of al Qaeda, eventually leading to the
indictment of Bin Laden in the Southern District of New York in November 1998.

216The other primary case agent on the Cole investigation was out of the cotmtry during

the events discussed in this section of the report.
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specialist working on foreign counterintelligence matters. In November 1997,
she became an Intelligence Research Specialist (IRS), and a year later was
assigned to assist the RFUon the East African embassy bombings
investigation. In 2000 she was permanently assigned asan IOS in the UBL
Unit and was assigned to work on the Cole investigation in October 2000.

With regard to Donna's work on the Cole investigation., she stated that
she and the other UBL Unit IOSs conducted the investigation as directed by the
New York Field Office, sent out requests for information to other law
enforcement and intelligence agencies, obtained budget enhancements to
support the investigation,_and performed other dufie,; in support of the
investigation. She and the other UBL IOSs often traveled to New York where
they met with theCole agents and worked on the investigation.

b. The wall and the caveat on NSA information •

The information relevant to this section of the :reportincludes NSA
information disseminated about Mihdhar in late 1999 and early 2000. •Asnoted
in Chapter Two, by the summer of 2001 NSA counterterrorism intelligence
information could not be disseminated within the FBI without adheringto
certainprocedures and protocols. At this time, the FBI was required by the
Department and the FISA Court to keep criminal investigations separate from
intelligence investigations, a policy which was commonly referred to as "the
wall." Information obtained from FISA intercepts and searchwarrants had to
be screened by someone not involved in the criminal investig,ation and t[ien
"passed over the wall" from the intelligence investigation to the criminal
investigation. The FISA Court became the screening mechanism for FISA
information obtained from al Qaeda intelligence investigations that the FBI
wanted to pass to criminal investigators.

As described in Chapter Two, in response to notification that there had
been many errors in FISA applications approved by the FISA Court, the Court
imposed additional restrictions before information could beshared. First,
based on the FISA Court's concerns about the errors in the FISA applications,
the FBI directed that only intelligence agents were permitted to review FISA
intercepts and materials seized pursuant to a FISA warrant (called "FISA-
obtained material") or any CIA andNSA intelligence provided to the FBI
based on information obtained through FISA search or intercept (called ',FISA-
derived" material) without further Court approval. The Coul_ required anyone
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who reviewed the FISA-obtained or FISA-.deriw_d intelligence to si_l a
certification acknowledging that the Court's approval was required for
dissemination to criminal investigators.

Because FISA-obtained information often was passed from the FBI to the
NSA and the CIA, the question was raised to the FISA Court whether the FBI
was required to obtain certifications from all NSA or CIA employees who
reviewed the FISA-obtained material. The,,Court: exempted the NSA .andCIA
from the certification but required that the two agencies note on any
intelligence shared with the FBI if it was FISA-derived. This was referred to
as "a caveat."

When made aware of this requirement, the NSA reported to the
Department of Justice that for the NSA to determine in real-time whic,h
counterterrorism intelligence that it had acquired was FISA-derived would
delay dissemination of the information. As a result, the NSAdecided to
indicate on all its counterterrorism intelligence provided to the FBI as being
FISA-derived so that it could not be disseminated to crirninal agents or

_ prosecutors without approval from the NSA. 2_7Therefore, when the FBI
• wanted to pass this NSA intelligence to criminal :investigators, it had to contact
_i- the NSA GeneralCounsel's Office todetermine whether the information was
_ in fact FISA-derived before it could be passed. 2_8

2. Discussions in May 2001

• In May 2001, the potential connection of I_hallad to the Malaysia
meetings was again discussed by CIA personnel. FBI personnel also discussed
Khallad in reference to his nexus to the Cole attack. There were also

217According to the NSA, its average response time to FBI requests for approval to pass
information to criminal investigators was one to five business days.

218The NSA information concerning Hazmi and Mihdhar was from late 1999 and early
2000, and contained the initial caveat stating that information could not be disseminated to
law enforcement officials without approval from OIPRI By the time FBI Headquarters was
dealing with this information in the summer of 2001, the new caveat was being placed on
NSA reporting, and FBI Headquarters was operating under the understanding that the NSA
General Counsel had to approve dissemination of NSA counterterrorism information to
criminal investigators.
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discussionsbetween the CIA and FBI in reference to the Kuala Lumpur

photographs. But, as described below, the identification of Khallad in the
Kuala Lumpur photographs and Khallad's connection to other suspects, such as
Hazmi and Mihdhar, were not addressed, during these May discussions between
the FBI and the CIA.

a. John's inquiriesabout Khallad

Between the early January 2001 debriefing of the source and May 2001,
the CIA's focus on whether Khallad, thesuspected mastermind behind the Cole
attack, had attended the Malaysia meetings appears to have subsided. In May
2001, John, a former Deputy Chief of the Bin Laden Unit, who by that time
was detailed to ITOSI in FBI Headquarters, had continuing concerns about the
Malaysia meetings' especially whether they had any nexus to the Cole
attack. 219John also noted to the OIG that during this period tJherewere
heightened concerns in the!ntelligence Community about the threat of an
imminent terrorist attack in Southeast Asia.

CIA records show that on May 15,2001, John accessed the March 2000
cable stating that Mihdhar, Hazmi, and another person had traveled to Bangkok
from Malaysia on January 8, 2000. Thecable also stated that Hazmi had left
Bangkok on January 15, 2000, flying from Bangkok to Hong Kong and then to
Los Angeles.

Around this same time in May, John began inquiring about the Malaysia
meetings with a CTC analyst, who we call "Peter," at CIA Headquarters. John
said he knew that Peter had been "down in the weeds', and knew the "nuts and
bolts" of the Cole investigation because Peter had been assigned to prepare a
CTC report on who was responsible for the Cole attack.

Peter told the OIG that his area of expertise and focus since August 1999
was the Arabian Peninsula. He said that because the Cole attack took place in
Yemen, he was assigned to develop an intelligence report on who was

219Johntoldthe OIGthat in thisdetailto the FBI he actedasthe CIA's chief
intelligencerepresentative to ITOSSectionChiefMichaelRolince. John statedthathe did
not have lineauthorityover anyoneat the FBI andthathis primaryrole was toassist theFBI
in exploitinginformationfor intelligencepurposes.
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responsible, for the Cole attack. He completed his report in january 2001,
finding thatUBL/al Qaeda was circumstantially tied to the attackY ° Peter
stated that while working on the Cole report he regularly interacted with the
IOSs in the FBI's UBL Unit. By the spring 2001, he was no longer working
directly on the Cole attack, and had moved on to potential threats in Saudi
Arabia and Yemen. However, Peter said he had a continued interest in the
Cole information and continued to gather information on an adhoc basis.

According to John, he and Peter•discussed the Malaysia meetings, and
Peter providedhim with a copy of the timeline of events related to the Cole
investigation that Peter'had compiled as part of hi.swork on the Cole attack. 22z
In addition, John said they discussed Quso., a Cole perpetrator in Yemeni
custody, and any connections Quso may have had with the individuals in
Malaysia. John and Peter were aware that Quso had stated that hewas
supposed to take money to a person named "Khallad" in Malaysia but had met
him in Bangkok instead in January 2000. John told the OIG that.Peter had
posited that perhaps Quso had gone to Malaysia and met with the others who

_;_ had been observed therein January 2000, and therefore Quso might have been.
_; in one of the Kuala Lumpur photographs.

_" In an e-mail to Peter in mid-May 2001, Jolm noted that Mihdhar had
_ arranged his travel to Malaysia and was associated.with "[another terrorist

organization] courier travel: at the same time." John also noted in the e-mail
that Quso, who was believed to be a courier since: he had stated he had traveled
to take money to Khallad, had traveled a few days earlier than Mihdhar. 222In
addition, John wrote that he was interested because Mihdhar was traveling with
two "companions" who had left Malaysia and gone to Bangkok, Los Angeles,
and Hong Kong and "also were couriers of a sort." John noted in the e-mail

220The report did not mention Mihdhar's visa, Hazmi's travel to the United States or the
Khallad identification from the Kuala Lumpur photographs.

22_The timeline did not mention the Kuala Lumpur photographs, Mihdhar's U.S. visa,
or Hazmi's subsequent travel to the United States.

222As previously discussed, after Quso was detained in Yemen, he acknowledged that
he had received $7,000 from someone named Ibrahim, which Quso asserted he took to
Bangkok, Thailand on January 6, 2000, to deliver to "Khallad," a friend of Ibrahim's.
Mihdhar had traveled to Bangkok on January 8.
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that "something bad was definitely up." Peter :replied[in ane-mail dated May
18, "My head is spinning over this East Asia travel. Do you kxlow if anyone in
[the CIA's Bin Laden Unit] or FBI mapped this?"

b. Discussions among FBI and CIA employees

Around this same time, FBI IOS Donna and other FBI IOSs working on
the Cole investigation were focusing on Quso's connection to Bangkok andhis
trip to deliver money to Khallad. The FBI, like the CIA, was aware that in
January 2000 Quso had planned to travel to Malaysia to take money to
Khallad. According to an FBI document drafted by Donna in May 2001, Quso
had claimed that on January 6, 2000, he and Ibrahim A1-Nibras went to
Bangkok first but were unable to travel on to Kuala Lumpur because of
problems with their travel documents, and Khallad had traveled to Bangkok to
meet them there instead. The FBI began researching telephone numbers that
appeared to be connected to Quso's trip and requested that several Legat
Offices contact local law enforcement authorities to obtain subscriber

,,

information. .:

Donna told the OIG that she and others were tracking the information
related to the telephone numbers associated with Quso in an attempt to
determine the truth of his statements. In addition, shesaid that she was focused
on the identity and whereabouts of KhaHad, since he was the purported
mastermind of the Cole attack.

At some point before the end of May 2001, John discussed with Donna
the East Asian travel of Quso. Inresponse to Peter's May 18 e-mail that asked
whether anyone had "mapped" the East Asia travel, John replied in an undated
e-mail that "key travel still needs to be mapped" and stated "[Donna] sounds:'
really interested in comparing notes in a small forum expert to expert so both
sides can shake this thing and see what gaps are common."

In addition toreviewing the East Asia travel of several Bin Laden
operatives in January 2000, John also began looking in CIA records for the
Kuala Lumpur photographs. John obtained three of them. John told the OIG
that he had not read the cable stating that the joint source had identified
Khallad in the photographs, but he was aware that an identification of Khallad
in the photographs had been made. At the end o.fhis e-mail to Peter, John
stated thathe had obtained three surveillance photogxaphs of Mihdhar in
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Malaysia, but he did not see "Khallad" in any of the photographs, and he
believed he Was "missing something" or "someone saw something that wasn't
there." John also questioned whether there was a cable somewhere that
documented the identification of Khallad. 2z3

In response to John's e-mail, Peter wrote in an e-mail dated May 24 that
he had thought one of the Kuala Lumpur phOtos was of Khallad. Peter added
that Donna and another FBI IOS in the UBL Unit:,who we call" "Kathy, were
meeting with Peter on May 29 to discuss the Cole investigation. Peter
suggested that he could raise the issue of the Kuala Lumpur photographs and
the possible identification of Khallad with the FBI IOSs. Peter told the OIG
thathe had learned about the source's identification of Khallad in the Kuala

Lumpur photographs when it had occurred, but by May of 2001 it had been
several months since he•had worked on the Cole matter and he could not recall
whether Khallad hadbeen identified in the photographs.

On May 24, Donna sent John an e-mail stating that a meeting with Peter
and others was "tentatively scheduled" for May 29 for "an in depth discussion
about the Cole." •

-_.

' We were unable to determine with certain_, whether a meeting with2#. • ,

,_,. Peter, Donna, and Kathy actually took place on May 29. ?Noneof the witnesses
had notes of any such meeting, nor were there any e,mails discussing the
meeting after it would have taken place. The witnesses told the OIG that they
could not recall whether a meeting took place on May 29. For example, when
asked whether she knew Peter, Kathy told the OIG that his name sounded
familiar and that she may have met him, but she did not recall a meeting on
May 29, 2001, about the Cole investigation. A May 29 e-mail from Peter to
Mary indicates that he met with Mary earlier in the day, but it does not identify
the other participants or what was discussed.

z23As noted above, John was correct - Khallad was not in any of these three

photographs. After September 11 it was learned that the person the source had identified as
Khallad was actually Hazmi. It was also learned after September 11, however, that Khallad

was in another Kuala Lumpur surveillance photograph that had not been shown tothe
source.
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However, it is clear that at some point before the end of May 2001,
Donna became aware of the existence of the Kuala Lumpur photographs in
January 2000. Donna told the OIG that she recalled John printing:one of' the
CIA photographs on the printer in his office at FBI tteadquar_ers, and Donna
acknowledged that she obtained two other Kuala Lurnpur photographs from
him. According to Donna, Peter had raised the photographs iina discussion
with her prior to her obtaining the photographs from John, although she said
that she did not recall the details of their discussion about the photographs.
Donna said she did recall that, at the time, Peter had posited that one of the
photographs could relate to Quso, which if true would contradict Quso's
statements about going only to Bangkok and not going to Malaysia. According
to Donna, the FBI was attempting to determine the veracity of Quso's
information, so the photographs potentially were connected to the Cole
investigation. She stated, however, that outside of this potential connection,
the photographs were "another piece of a thousand tJhingscoming in" at the
time. She said that if Quso were determined to be inLthe photographs, then the
photographs would have become significant to the Cole investigation.

Donnaalso told the OIG that she did not recall a "substantive

conversation'°' with John about the photographs or the Malaysia meetings.
Donna told the OIG teat she wrote on the back of the photographs what John
told her about the photographs, which included that "Khalid A1-Midar"
traveled from Sana, Yemen, via Dubai, to Kuala Lumpur on January 5, 2000,
and he was in Kuala Lumpur between January 6 and 8. She also wrote Khalid
Mihdhar's name on the back of the photograph in wlhich he had been identified.

According to Donna, neither John nor Peter discussed with her the fact
that Khallad had been identified in these photographs. Donna told the OIG that
she believes she would have noted being told that Khallad was in the
photographs because she was interested in identifying Khallad and because it
would have meant that the photographs had a definite connection to the Cole
investigation. Donna also said that no one told her that Mihdhar had a U.S.
visa or that Hazmi had traveled to the United States.

John told the OIG that he did not recall anything about his discussion
with Donna when he printedthe Kuala Lumpur phollographs for her. John said
he recalled that at the time the FBI was trying to "nail down Quso's story."
He said that he did not recall ever discussing the Khallad identification from
the Kuala Lumpur photographs with Donna or anyone else at the FBI.
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John emphasized that the FBI was focused ,on the Cole investigation, not
the Malaysia meetings. He stated that while he had begu n to theorize that
Khallad had been in Malaysia, it was only "speculative" and he had not
confirmed any ofthe information about a source identifying Khallad in the
Kuala Lumpur photographs. Therefore, according to John, he would :nothave
discussed the identification of Khallad with Donna. John emphasized that a
significant impetus for the CIA's interest in Khallad's activities revolved
around concerns that Khallad was planning a future terrorist operation in
Malaysia.

Peter told the OIG that herecalled talkingto FBI IOSs, including Donna,
about mapping the telephone number information based on information
provided by Quso. But he said that he did not recall discussions with Donna
about the Kuala Lumpur photographs or the KhaHad identification.

3. June 11,2001, meeting

a. Planning for the meeting

_- Around the same time that Donna was discussing Quso and the Cole
:: investigation with Peter and John, she also was planning a meeting at the New

York FBI Office to discuss the Cole investigation. The planned participants
for the New York meeting included persormel from FBI tteadquarters, the
CIA's CTC, and the New York FBI agents working on the Cole investigation.
FBI documents show that Donna began organizing the meeting as early as
May 24.

There was no record of an agenda for the rneeting, and no supervisors
were involved in the preparation for this meeting or were consulted regarding
what should be accomplished at the meeting. Donna told the OIG that she
organized the meeting in an effort to consolidate information and determine
what further action was warranted on the Cole investigation. She stated that
the purpose of the meeting at the New York FBI Office was to address
unresolved issues and produce additional leads or other activities focusing on
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the Cole investigation. According to a May 24 e-mail by Doima, the meeting
was "to discuss our direction, particularly as it relates to Nashiri.', 224

Donna stated that she planned to take the Kuala Lumpur photographs
with her to New York to find out whether the New York FBI Cole agents, who
had met and debriefed Quso, could identify him in the photographs. She said
that if Quso was in the photographs, the FBI would have reason to question
Quso's statement that he had not gone to Malaysia but had met Khallad in
Bangkok instead.

Sometime after obtaining the Kuala Lumpur photograp]_s from John,
Donna queried CTLink for the name Khalid al-Midhar [sic], 'which John ihad
provided to her and which she had noted on the back: of one of the
photographs. 225 In CTLink she discovered the NSA information from late 1999
and early 2000 referencing Mihdhar's planned[ travel to Malaysia and
Mihdhar's association with a suspected terrorist faciJ[ityin the Middle East
linked to al Qaeda activities. She also queried ACS about Mihdhar but did
not obtain any additional information about him.

Mary, an FBI detailee to the Bin Laden Unit who worked as a CTC desk
officer, also attended the June 11 meeting, as did Peter, the CTC analyst.
According to Mary, Donna invited her to the meeting and told her the meeting
was intended for information sharing and as a "brainstorming session"
concerning the Cole investigation. Mary told the OIG she had recently been
given the assignment by CTC management of"getting up to speed" in her
spare time on the Malaysia meetings and determining any potential connections
between the Malaysia meetings and the Cole attack. Mary said that she had not
yet begun reviewing the Malaysia meetings at:the time of Donna's invitation.

224Abdul Rahim al-Nashiri was al Qaeda's chief of operations in the Persian Gulf and
was suspected to have been involved in the attack on the Cole. According to Donna, at the
time he was believed to be the "on-scene commander" for the Cole attack, and the IOSs had

been assigned the task of trying to locate him based on the intelligence reporting on him. He
has since been arrested outside the United States.

225CTLink is a database administered by the CIA and used to disseminate information
within the Intelligence Community.
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.According to Peter, the meeting.was also described tohim as an
"information sharing and brainstorming session"' to determine whether any
further leads should be pursued. Peter said that heheard about the meeting
from Mary and contacted Donna about attending because he was interested in
learning.what the New York FBI agents had uncovered in their investigation of
the Cole attack.

According to FBI personnel in New York, Donna told them that FBI
Headquarters and CIA personnel had indicated they. had ";information. to share"
regarding the Cole investigation. The FBI New York personnel anticipated the
meeting wouldbe a mutual exchange of information. Scott, one of the New
York case agents on the Cole investigation, said hewas told that the CIA
representativeswho would be attending the meeting wanted a briefing on the
Cole investigation. On his own initiative, Scott arranged for David Kelley, an
AUSA from the SDNY who was assigned to the Cole matter, to discuss with
the CIA representatives other issues related to the Cole investigation, one of
which was the impact on the prosecution if some of the targets of the Cole

investigation were captured or detained outside tJ_eUnited States.

_, b. The June 11meeting.

_ On June 11, the meeting was held in a conference room at the FBI's New
York Field Office. We could not determine with certainty all the participants
at the meeting. There was no list of attendees, and the wimesses could not
recall exactly who was there. However, we confirmed that Donna, Mary,
Peter, Scott, and another New York agent assigned to the Cole investigation
who we call "Randall," attended. AUSA Kelley attended for part of the
meeting. Although it was unclear exactly how long the meeting lasted, the
wimesses said it lasted between two and four hours.

In interviews with the OIG, the attendees said they did not recall the
specifics of what was discussed at the meeting. The only contemporaneous
notes from the meeting that we were able to obtain were Donna's. Her notes
indicate that the latest developments in theCole investigation were discussed.
The second.page of the notes is labeled "to do" and referenced several items.

Randall said he recalled that at the beginning of the meeting, Scott gave
an update of the results and status of the investigation. Mary said she recalled
that the attendees "brainstormed" various issues, but she did not recall any
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significant ideas being developed during the meeting. Peter said he recalled
that the New York agents "railed" about'the U:S. Ambassador to Yemen and
the lack of cooperation they believed they were receiving from the Yemeni
government. At some point during the meeting, AUSA Kelley discussed the
feasibility of prosecution in the Cole case.

Toward the end of the meeting, Donna produced the three Kuala Lumpur
surveillance photographs and asked the agents if they recognized Quso in any
of the photographs. Donna said she told the agents that the plhotographs ]had
been taken in Malaysia around the Millennium. Donna said she provided
Khalid al Mihdhar's name to at least some of the agents present. A New York
agent tentatively identified one of the pictured individuals as Quso, buthe
could not make a definitive identification, z/6 The witnesses' accounts of what
happened next differ,

Scott told the OIG that after reviewing the Kuala Lumpur photographs,
the FBI agents began to ask questions, such as whether there were additional
photographs or information conceming the background on the photographs,
including questions about Mihdhar, who was in the p,hotographs. According to
Scott, he pressed Donna and Peter for details of the Malaysia meetings. Scott
told the OIG he was interested in the fact that the photographs were from
Malaysia because from the Quso'sdebriefings he knew that I_allad had
planned to meet Quso in Malaysia, and any information linking Khallad to
Malaysia was ',directly related" to the Cole investigation.

Scott contended that Donna "refused" to provide any further information
•about the photographs or the Malaysia meetings due to "the wall." Scott told
the OIG that he previously had numerous conversations about the wall with
Donna, which had been an issue between them. He stated that during this June
11 meeting, he disputed that the wall was applicable to the information at hand
because the photographs had not been obtained as the.'result of a FISA Court
order, and he continued to press Donna for more information. Scott said the
meeting degenerated into an argument about the wall.

226Only a limited number of New York agents had actually met Quso. The others
had only seen photographs of him.
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In his initial OIG interview; Scottdescribed the meeting as very
contentious and combativeY v In a second OIG interview, although Scott did
not characterize the meeting as having the same level of combativeness, he
contended that he pressed Donna for more information but none was
forthcoming. Scott stated he had heated telephone conversations and e-mail
exchanges with Donna over this issue after the June l 1 meeting.,.

Donna, Mary, and Peter described the showing of the Kuala Lumpur
photographs as a sidebar to the main meeting and generally inconsequential.
All three asserted that neither the display of the surveillance photographs nor
the meeting overall was contentious. Although Donna agTeed that the FBI
agents asked further questions regarding the origin of the photographs and
asked for additional information regarding the Malaysia meetings, she
contended that she responded simply by saying she did not know anything
further. She told the OIG that these questions made sense to her when they
were asked, but_she did not know the answers. She stated that someone asked
what kind of passport Mihdhar was traveling on, and Peter responded that it

was a Saudi passportY s According to Donna, she had not known this
:_ information prior to Peter stating it. Donna told us that this was the only
" information volunteered by Peter, and she believed he would have provided

additional information if he knew it.

Peter told the OIG that he was not asked any questions at the June 11
meeting, he had no formal role, and he did not brief anyone on anything at the
June 11 meeting. Peter explained that it is not within his purview or authority
as an analyst to share CIA information. He said he did not recallthe meeting
becoming heated or contentious. He said he did not recall any time during the

227When we asked Scott whether an intelligence-designated agent could have been
provided the information outside the presence of the criminal agents., Scott agreed that could
have been done, but he did not think of it at the time and no one else:suggested it. During
his subsequent testimony before the Joint Intelligence Committee, however, Scott said that
the wall must not have been at issue because the criminal agents could have just left the
room and any information could have been related to an intelligenceagent.

228Donna's contemporaneous notes reflect this information. It appears as the last entry
on the notes, indicating that this was discussed at the end of the meeting.
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meeting where Donna said, "I can't answer that question" or directly refus,ed to
answera question. 229

Mary stated that she had not been "upto speed" on the case at this time,
so she was not in a position to provide information at the meeting. Shestated
that she and Peter were not asked any questions during the meeting. She said
that she did not recall any serious disagreements arising during themeeting.

According to Donna, she remained in New York after the meeting,
without Peter and Mary, and she continued the discussions with the New "York
agents regarding the photographs after the meeting. She said that these
subsequent conversations became fairly "heated," as the agents pressed her
with questions such as whether there were additional photographs,and any
documentation about the photographsY °

Donna told the OIG she had provided to the agents all the information
she had received from the CIA regarding the photographs. She told us that all
she knew was that these three photographs were taken in Malaysia around the

Millennium, and one of the persons in the photograp])s was someone named .-
Khalid al Mihdhar. Donna stated she advised the agents of this and told them
that efforts wouldbe made to obtain the requested information. She said.she
was not aware that there would have been additional_information to provide.
She added that she recalled having the impression that the agents did not
believe her when she Said that she did not have the information about the

photographs that the agents were requesting.

As discussed earlier, however, Donna had additional NSA information
about Mihdhar that she had discovered through her CTLink query. The
information related to the planned travel to Malaysia of several members of an
"operational cadre" and Mihdhar's association with a suspected terrorist
facility in the Middle East linked to al Qaeda activitiLes. Donna told us that she

229As described earlier, Peter and John had exchanged several e-mails about the:
Malaysia meetings and the photographs. However, ff is unclear based upon the infolrnation
available to us exactly what Peter knew at this point. He said he was unable to remember
exactly what additional information he had on June 11, 2001.

230We believe it likely that the agents were confusing the post-meeting discussions with
the showing of the photographs at the meeting.
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could not provide this information directly to the agents working the Cole
criminal investigation due to the caveat, which prevented all NSA

, counterterrorism-related intelligence information from being provided to FBI
criminal agents without approval from the NSA. TM

Donna told us that the New York FBI primarily worked criminal
terrorism investigations and the sharing of intelligence information with the
criminal agents was often an issue. She said thatsome of the New York agents
had become "overly sensitive" about a perceived lack of information sharing.
Donna emphasized that any information could be shared but often a process
had to be followed before certain intelligence infi)rmation could be shared With
agents working criminal investigations. She added that it was not her job to
keep information from the agents but instead to ensure they had the tools
necessary to do their job.

According to Donna, the only issue regarding the Kuala Lumpur
photographs would have been obtaining permission from the•CIA to allow
individuals outside of the FBI to see the photographs in filrtherance of the Cole

:. investigation, such as in interviews conducted in Yemen, 232 Donna saidat
?

_ some point while she was in New York, she and the agents discussed providing
the photographs to the agents working in Yemen in order to get a positive

_ identification of Quso in the photographs and to conduct J_rther
investigation. 233She stated that she told the agents that she would attempt to
obtainthe requisite permission to provide the photographs to the agents
working the Cole investigation in Yemen.

231It is important to note, however, that this NSA infbrmation ,originally had been
routed not only to FBI Headquarters but also to the New "YorkFBI Office in late 1999 and
early 2000.

232A policy in the Intelligence Community, which is designed to protect intelligence
sourcesandmethods,is that the originatorof intelligenceinformationcontrolsthe further
disseminationofthe information.Thispolicyis describeclas originatorcontrolled,or
"ORCON."Disseminationof ORCONinformationrequirespermissionfromthe originating
agencyto furtherdisseminatetheinformationoutsidethe receivingagency.

233Apparentlyunbeknownstto the involvedFBI andCIApersonnel,the Yemeni
authoritiesalreadyhadbeengiventhe photographson January 3, 2001, six monthsbefore
anyoneat theFBI receivedthe photographs.
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Although she had no explicit discussion with John regarding the use of
the photographs, Donna stated she understood that the photographs were "not
formally passed" to the FBI when John gave them to her, but only provided for
limited use in the meeting. Therefore, Donna said she did not believe that she
could leave the photographs with the New York agents until the requisite
permission to show the photographs outside of the FBI had been obtained.

However, John told the OIG that that since the photographs had been
given to Donna, an FBI employee, they could be further distributed within the
FBI. John agreedthat the photographs could not be used by the FBI in may
manner where they would be disclosed to a foreign government. For example,
he said that without approval from the CIA, the FBI agents could not keep the
photographs and show them to Quso, who was in Yemeni custody, because
Yemeni officials also would see the photographs.

c. Fonlow-up after the June 11 meeting .,.

We looked for evidence as to whether Donna or the New York agents
conducted any follow-up efforts about the Kuala Lumpur photographs or
obtaining permission from the NSA to pass the intelligence information to the
New York agents. Donna said that she "probably" had follow-up
conversations with John, Peter, and Mary about the photographs, butshe did
not specifically recall the conversations or obtaining additional information.
Mary told the OIG that she recalled conversations wiithDonna about obtaining
permission for the FBI to use the photographs of the Malaysia meetings in their
investigation.

Donna stated she was not contacted by S,cott after the meeting, although
she was working with another agent on the squad, w]ho we call "Glenn," :in
connection with tracking telephone toll records. Those records related to the
Cole participants, the travel of Quso to Bangkok, and Quso's potential travel to
Malaysia.

According to Scott, over the course of the summer, he had several more
conversations with FBI Headquarters asking about any additional information
on the Kuala Lumpur photographs, but he was not provided anyadditionat
information. He stated that he did not seek assistance from any supervisor in
obtaining additional information. He told us that he and the rest of the New
York Field Office had been fighting a battle with FBI Headquarters over
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information sharing for months, and he waS "dumbfounded" that he could not
obtain the information about the Kuala Lumpur photographs. He stated that in
hindsight he,probably should have sought the intervention of a supervisor.

Documentary evidence shows that, as a result of the June 11 meeting,
Donna and the New York agents discussed the Kuala Lumpur photogTaphs in
several follow-up conversations. In an e-mail dated August 22:from Donna to
Glenn, she wrote that there were additiona'l photographs of the Malaysia
meetings and that the reason that Mihdhar was of interest at the time was
because of some threat information that led tothe CIA looking at all persons
named_"Khalid. '' In addition, she wrote that she ]hadreceived assurances that
the FBI would be able to use the Kuala Lumpur photographs outside the FBI.
We discuss this e-mail in further detail in tlhenext section.

Documents also show that on .August:27 Donna requested permission
from the NSA to provide the intelligence information about Mihdhar to the
New York Cole criminal agents. However, this request came after the;FBI had
discovered on August 22 that Mihdhar might be in the United States and had
opened an investigation to determine whether he was in the country. We

'_ discuss the events that led to that investigation and the investigative efforts Of
:i the FBI in the next section of the report.

.:_,"

4. OIG conclusions on May and June discussions

While there were several interactions between FBI and CIA personnel in
May and June 2001 that could have resulted in the FBI learning more about the
Kuala Lumpur photographs and Mihdhar, the FBI personnel did not become
aware of significant intelligence informationabout Mihdhar and Mihdhar's
connections to Khallad. The fact that Mihdhar had possessed a United States
visa was notdisclosed at this time by the CIA to I)onna or the FBI. T]hefact
that Hazmi had been at the Malaysia meeting and then traveled to Los Angeles
also was not disclosedby the CIA. In addition, the fact that the source had
identified Khallad, the purported mastermind of the Cole bombing, from the
Kuala Lumpur surveillance photographs was not disclosed duringthese
interactions.

Although Donnakncw about the Kuala Lumpur sur_'eillancc
photographs, we do not believe that she was infol:med that Mihdhar had a U.S.
visa or that Khallad had been identified in the photographs. Donna's
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contemporaneous notes on the back of the Kuala Lumpur photographs reflect
the limited information that she had obtained about thephot0graphs and the
Malaysia meetings. The notes do not mention anything aboutMihdhar's
possession of a U.S. visa. In addition, Donna stated that she was aware of the
significance of Khallad to the Cole investigation, but the notes on the
photographs also do not mention Khallad. Moreover, John, who provided the
photographs to Donna, told the OIG he did not:recall discussing the Kuala
Lumpur photographs with her, and he did not believe that he would have
discussed with Donna that Khallad had been identified in the ]photographs.,
because at the time hewas not sure that this was true and he tlaought the
information was "speculative." Although an e.,mail message indicated that

,

Peter was planning to discuss the Khallad identification with Donna in a
meeting on May 29, we were unable to determine that this meeting actually
occurred.

It was impossible for us to determine exactly wlhat happened at the
June 11 meeting with respect to the Kuala Lumpur photographs because the
witnesses cannot recall the specifics of the discussions and there is little
documentary evidence. It is clear, however, that the information regarding
Mihdhar's U.S. visa and the fact that Khallad had bee,n identified in the Kuala
Lumpur photographs was not discussed at the June 11 meeting.

Donna told the agents about the photographs and provided them limited
information that she had obtained from the CIA abouiLthe photographs. Most
of the questioning about the photographs took place after the meeting, when
Peter and Mary had left. We believe those interactions after the meeting
became very contentious, with the New York FBI wanting more information.
Donna did not provide the New York agents with the NSA intelligence
information about the Mihdhar's association with a suspected terrorist facility
in the Middle East linked with al Qaeda activities, which she obtained through
her research. She said she did not because of the restrictionsplaced on sharing
such NSA information. As we discuss further in the next section, Donna
subsequently contacted the NSA in reference to having the NSA information
passed to the agents, but this did not occur until much later, on August 27,
2001.

We found little attempt by either the FBI agents or Donnaafter June 11
to follow up on the information about the photographs that was discussed ;atthe
meeting. There is little evidence of follow-up until some time in August 2001,
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when, as we discuss in the next section, the FBI learned that Mihdhar had
recently entered the United States, and the FBI opened an investigation to
locate him.

The interaction between the CIA and the FBI in May and June 2001 was
another failed opportunity for the FBI to obtain the critical information about
Mihdhar and Khallad. The failure of the FBI to learn about Mihdhar, his
connection to Khallad, and his travel to the Unitecl States at that time
demonstrated significant problems• in the flow of' information between the CIA
and the FBI. We discuss these deficiencies in the analysis section of this
chapter.

E. The FBI's efforts to locate Mihdhar in August and September
2001

The fifth and final opportunity for the FBI to locate Mihdhar and Hazmi
occurred in late August 2001, when it was informed thatMihdhar andHazmi
had traveledto the United States. The FBI learned in August2001 that

- Mihdhar had entered the United States in July 2001 and that Mihdhar and
_ Hazmi had previously traveled together to the UnitedStates in JanuaE¢ 2000.
" On August 29, the FBI beganan investigation to JlocateMihdhar, but it did not
:_ assign great urgency or priority to the investigation. The New York FBI '

criminal agents who wanted to participate in the investigation were specifically
prohibited from doing so because of concerns about the wall and the
procedures to keep criminal and intelligence investigations separate. The FBI
did not locate Mihdhar before the September 11 attacks.

We review the facts surrounding the FBI's discoveu¢ of this information
about Mihdhar and Hazmi and what the FBI did with this information in

..

August. We :also•examinethe FBI's unsuccessful efforts to locate •Mihdhar
before the September 11 attacks.

1. Continuing review of the Malaysia meetings in July and
• August 2001

As discussed above, John, the CIA Bin Laden Unit Deputy Chief, was
detailed to the FBI's ITOS in May 2001. Shortly before assuming his dutiesLat
the FBI, John had asked CTC management to assiign a CTC desk officer with•
"getting up to speed" on the Malaysia meetings and dete_nining any potential
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connections between the Malaysia meetings and the Cole attack. This
assignment was given to Mary. She told the OIGthat "getting up to speed"
meant she would have to research and read the pertinent cable traffic as her
schedule permitted. She emphasized that her priority assignment during this
period was the credible threats of an imminent attack on U.S. personnel in
Yemen, and she said that she worked the Malaysia meetings connections to the
Cole attack whenever she had an opportunity.

Inearly July 2001, based on recent intelligence information, the CIA had
concerns about the possibility of a terrorist attack in Southeast Asia. On July 5,
2001, John sent an e-mail to managers at the CTC's Bin Laden Unit noting
"how bad things look in Malaysia." He wrote that there was a potential
connection between the recent threat information and information developed
about the Malaysia meetings in January 2000. In addition, he noted that in .
January 2000 when Mihdhar was traveling to Malaysia, key figures in the
failed attack against the U.S.S. The Sullivans and the:subsequent successful
attack against the U.S.S. Cole also were attempting to meet in Malaysia, and
that one or more of these persons could have been in Malaysiia at that time.
Therefore, he recommended that the Cole and Malaysia meetings be re-
examined for potential connections to the current threat information involving
Malaysia. He wrote, "I know your resources are strained, but if we can prevent
something in SE Asia, this would seem to be a productive place to start.'" He
ended the e-mail by stating that "all the indicators are of a massively bad
infrastructure being readily completed with just one purpose in mind."

On July 13, John wrote another e-mail to CTC managersstating that he
had discovered the CIA cable relating to the source's identification of
"Khallad" from the Kuala Lumpur surveillance photographs inearly January
2001. John began the e-mail by announcing ";OK This is important." He then
described Khallad as a "major league killer who orc]aestrated the Cole attack
and possibly the Africa bombings." The e-mail recommended revisiting the
Malaysia meetings, especially in relation to any potential infi3rmation on
Khallad. Significantly, John ended the e-mail asking, "can this [information]
be sent via CIR to [the FBI]?"

Despite John's recommendation that this information be forwarded to the
FBI in a CIR, we found no evidence indicating that the CIA ]provided this
information tothe FBI until August 30, 2001, which, as we describe below,
was after the FBI learned about Mihdhar's presence in the United States.
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In a response e-mail dated July 13,2001, a CTC Bin Laden Unit
supervisor stated that Mary had been assigned to handle the request for
additional information on the Malaysia meetings. In addition, the e-mail stated
that another FBI detailee to the CTC, Dwight, who was out of the office at the
time, would be assigned to assist Mary upon his return.

Later in July, Mary drafted a cable to another CIA office requesting
follow-up information about the Malaysia meetings. The cable included a
reference to the source's identification of Khallad in one of the Kuala Lumpur
photographs and that Khallad and Mihdhar had been in Malaysia at the same
time, possibly together. A week later, the CTC supervisor forwarded the cable
to John for his review prior to release, and the cable was sent to the office to
which it was addressed three days after that.

On the same day she drafted the cable referencing the source's
identification of Khallad, Mary located one of the CIA cables referencing
Mihdhar's possession of a U.S. visa. Onthe same date, Mary also reviewed
the CIA cable that stated this visa information had been passed to the FBI in
January 2000. TM

..

• :; In early August, Maryand Donna continued to discuss the Kuala Lumpur
_:: _ photographs. In ane-mail on August 7 fromDomaa to Mary, Donna requested

a copy of the flight manifest for Mihdhar's January 2000 t-ripto Malaysia in
order to determine whether Quso had traveled with Mihdhar. She also asked,
"if we could get the pictures cleared to show A1-Quso?' 235She continued, "the
reasoning behind this would be that first, we do not have a concensous [sic]
that the individual with Midhar [sic] is in fact A1-Quso... [second] to
determine if A1-Quso can identify Midher by an other [sic] name." Donna then
discussed her continuing efforts to track telephone number information
developed in the investigation. At the close of the e-mail, Donna wrote, "I plan
to write Something up, but perhaps we should schedule anothersit down to
compare notes on both sides. Let me know."

234AS discussed above, we found no evidence that this information had, in fact, been
provided to the FBI.

235Apparently the desk officer was unaware that clearance had been received and that
the photographs had been shared with Yemeni officials.
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In a response e-mail on the same date, Mary wrote, "okay, all sounds
good." Mary also wrote that she though t Dorma had Mihdhar's flight manifest
because John had mentioned it, but Mary indicated she would find the
manifest. She wrote, "I think we will be able to clear the pictures, they acrefor
passage to Quso, fight?" Mary also asked whether the FBI would be able to•

meet with Quso again. Mary ended the e-mail, "I think a sit down again would
be great" and mentioned the potential logistics of anranging the meeting.

Inanother e-mail exchange on August 7, Donna thanked Mary and
advised her that the FBI would again have access to Quso. Donna continued
by stating that the Kuala Lumpur photograph,; also would be passed to a
foreign govemment because Quso was currently in its custody. She stated that
John could call if he had any questions. Donna tentatively scheduled a meeting
with Maryat FBI Headquarters on August 15, 2001. However, it appears that
the meeting did not take place. 236

2. Discovery of Mihdhar's entl_, into theUnited States

On August 21, Mary located the CIA cables referencing Hazmi's travel
to the United States on January 15, 2000. 237 l_,_aI_, checked with a U,S. •
Customs Service representative to the CTC about Hazmi's and Mihdhar's
travel She discovered that Mihdhar had entered the United States on July 4;
2001, and had not departed. In addition, she confimled that Hazmi had
traveled to the United States in January 2000.

...... Mary immediately relayed to Donna in a voicemail me,;sage on
August 21 that Mary had something important to discuss with her. Donna was
on annual leave on August 21. Mary told the OIG she did not have an

236Marytold the OIG that she took a week of annual leave during August, which she
thought was duringthat week, and she thought that the meeting therefore had not occurred.
Although the e-mail references a meeting, Mary and Donna both told us that they had no
recollection of any meeting on August 15 or any one prior to August 22.

237Mary was copied on an e-mail from John to Peter in mid-May, 2001, in which John
discussed the travel of Mihdhar and others who appeared to be "couriers on a sort." In this
e-mail John stated, among other things, that "Nawaf' [Hazmi] had traveled with someone
from Bangkok to Los Angeles to Hong Kong. Mary stated to the OIG that she received this
e-mail before she was "up to speed" on the Malaysia meetings.
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opportunity to focus on the Malaysia meetings until August, but upon
discovering on August 21 that Hazmi had traveled to the UnitedStates "it [the

importance of the information] all clicks for me."

On August 22, Mary met with Donna at FBI Headquarters and informed
her of Mihdhar's July 4 entry and Hazmi's travel to the United States in March
2000. z38 Donna verified in INS indices Mi]hdhar's recent entry. She also
learned that both Mihdhar and Hazmi had entered the United States on January
15, 2000, and that they were allegedly destined for the Sheraton Hotel in Los
Angeles, California. The; INS records showed Mihdhar had departed the
United States from Los Angeles on June 10, 200(), on Lufthansa Airlines. No

departure record couldbe located for Hazmi. An INS representative advised:
Donna that departure information often was not captured in INS indices. 239
Therefore, she incorrectly surmised Hazmi had also departed on June 10,
2000. 240

Further INS indices checks confirmed Mihdhar had re-entered the U.S.

on July 4, 2001, at the JFK Airport in New York, allegedly destined for the
: "Marriott hotel" in New York City. By the terms of his entry, Mihdhar was

authorized to remain in the United States until October 3,2001. The INS had

_: no record indicating Mihdhar had departed the United States as of August 22,
,_ 2001.

Mary and Donna met with John on August 22 in his office at FBI
Headquarters to discuss their discovery that Mihdhar recently had entered the
United States and there was no record of his departure. All of them saidthey
could not recall the specifics of the conversation, but all agreed that they

238There is some discrepancy in witness statements on whether this meeting occurred
on August 22 or August 23. Although it is unclear on which date this meeting occurred, we
believe the meeting occurred on August 22, 2001.

239The problem of INS departure records not being complete or accurate is described in
an August 2001 OIG report entitled "The Immigration and Naturalization Service's
Automated 1-94System."

240Investigation conducted aiderSeptember 11 found that Hazmi had remained in the _
United States.
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realized it was important to initiate an investigation to determine whether
Mihdhar was still in the United States and locate him if he was.

On August 22, 2001, Donna sent an e-mai! to the New York FBI Special
Agent who we call "Glenn." He was one of the agents assigned to the Cole
investigation. In the e-mail, Donna advised Glenn that she had obtained
Mihdhar's flight manifest. Donna also wrote, "the reason they [the intelligence
community] were looking at Midhar [sic] is relatively general - basically they
were looking at all individuals using the name Khalid because: of some tbxeat
information." Significantly, the e-mail also advised that the CIA had
additional surveillance photographs beyond those she had taken to New York,
and the source had identified one of the individuals in these additional

photographs as Khallad. Donna said that she was "requesting the details on
that [Khallad's identification]." Donna also stated in her e-mail that the
clearance to show the Kuala Lumpur surveillance photographs to Quso should
not be a problem. TM

This e-mail was the first reference we identified that the:FBI had been
informed of additional Kuala Lumpur surveillance photographs in the CIA's
possession. It is also the first reference in any FBI document to the
identification of Khallad in the Kuala Lumpur photographs.

After her meeting with Donna on August 22, 2001, Mary asked another
CTC officer to draft a CIR tothe State Depamnent, INS, U.S. Customs
Service, and FBI requesting the placement of Mihdhar and his travel
companions, Hazmi and Salah Saeed Muhammed bin Yousaf, on U.S.
watchlists. 242The CIR briefly outlined Mihdhar's attendance at the Malaysia
meetings and his subsequent travel to the U.S. in January 2000 and July 2.001.
On August 24, the State Department placed Mihdhar and his travel companions

241Donnawas unableto recallhowshe first discoveredthe informationon the Khallad
identification.Wewere unableto find anydocumentsorother evidenceclarifyingthis
issue.

242 At thistime, severalagenciesmaintainedseparatewallchlists.The StateDepartment
watchlistwas theVISA/VIPERsystem. WithinVISA/VIPER,the TIPOFFsystemfocused
on suspectedterrorists. The INSmaintainedtheLOOKOUTsystem,whichwas also
availableto the CustomsServicethroughTECS.
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onits terrorism watchlist. This is the first :record[of the placement of Mihdhar
or Hazmi on any U.S. watchlist.

On August 23,2001, Donna contacted the State Department and
requested a copy of Mihdhar' s most recent visa application from the U.S.
Consulate in Jeddah, Saudi Arabia.

3. The FBI's intelligence investigat:ion on Mihdhar

a. Steps to open the investigation

On _August23, Donna contacted her supervisor, an SSA who we',call
"Rob," regarding the information about Mihdhar's travel to the United States.
As discussed in Chapter Three, Rob was the acting Unit Chief of the UBLU at
the time. 243

After reviewing the information, Rob concurred witlh Donna that the
appropriate course of action would be to open ala intelligence investigation in
New York, Mihdhar's last known destination in the United States, to Iocate
Mihdhar.

; To expedite the investigative process and provide a "heads up [alert]" to
the New York Field Office that the information was coming, on August 23
Donna telephoned an agent onthe Bin Laden squad in the New York Field
Office who we call "Chad." To comply with thewall, the New York Field
Office had designated agents as either "criminal" or "intelligence," and Chad
was an intelligence agent. Donna discussed with Chad Mihdhar's most recent
entry into the United States and FBI Headquarters' request for the New York
office to open a full field intelligence investigation tOlocate Mihdhar. Donna
told the OIG that she did not normally telephonically contact the field on these
types of issues, but there was some urgency to her request: because the FBI did
not want to lose the opportunity to locate Mihdhar before he left the United
States. She told us, however, that Mihdhar's significance continued to be his
potential connection to Khallad and the Cole attack - not that he was
operational in the U.S.

243 He wasthe actingUnitChiefof theUBL fromJune28, 2001,untilSeptember10,
2001.
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Chad told the OIG that although he routinely worked with Donna, this
was the first time that Donna had relayed a need for urgency in an intelligence
investigation. Chad told us, however, that he questioned both. the urgency and
the need for a separate intelligence investigation. Chad explained that the
attempt to locate Mihdhar seemed to relate to the criminal investigation of the
Cole attack, and efforts to locate an individual normally would be handled
through a sub-file to the main investigation and not as a separate full field
investigation. Nevertheless, he told Donna that New York would open an
intelligence investigation.

On August 23, Donna sent an e-mail to John concerning her telephone
conversation with Chad. She advised in the e-mail that "[Chad] will open an
intel[ligence] case." In the e-mail she also discussed a connection that had
been made between Mihdhar in Malaysia to another suspect in the:Cole attack.
She wrote, "I am still looking at intel, but I think we :have more of a definitive
connection to the Cole here than we thought." She ended by stating that she
was working on the EC requesting a full field investigation, but doubted that it
would be completed that day.

On August 27, Donna requested permission through the, NSA
representative tothe FBI to pass to the FBI agents working Onthe Cole
investigation the information associating Mihdhar with a suspected terrorist
facility in the Middle East linked to alQaeda activities. Donna told the OIG
that she thought that the NSA information on lvlihdhar could be useful to the
Cole criminal investigators, even if the Mihdhar search remained an
intelligence investigation.

On the morning of August 28, Donna sent Chad a draft copy of an EC
requesting the intelligence investigation to locate Mihdhar. In the cover e-
mail, Donna stated, "here is a draft" and that the EC ihadnot been uploaded due
to some tear line information that was not yet approved for passage. TM She
concluded, "I do want to get this going as soon as possible."

The EC, entitled "Khalid M. A1-Mihdhar" with various aliases, stated in
the synopsis, "Request to open an intelligence investigation." The EC outlined
Mihdhar's travel to the United States in July 2001, hiisprevious travel to the

244Accordingto theNSA,therequestwas approvedlaterthat same;day.
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United States •withHazmi in January 2000, the background on and his
attendance at the Malaysia meetings, his association with a suspected terrorist
facility in the Middle East linked to al Qaeda activities, and similarities
between Mihdhar's travel and that of Cole, suspects Quso, Ibrahim Nibras, and

Khallad. As to the identification of Khallad in the Kuala Lumpur photographs
by the source, Donna told the OIG that she did not include this information
because it had not yet been officially passed to the FBI, although she•had
requested the passage from a CTC Representative to the FBI. z45

While Donna had relayed urgency to opening the investigation in her
telephone conversation with Chad and in •her cover e-mail, she designatedthe
EC precedence as "routine," the lowest precedence level. 2:46She explained this
by saying this case was "no bigger" than any other intelligence case. •She also
told us, however, that there was a time consideration because Mihdhar could be
leaving the United States at any time and that is vchy she had personally
contacted Chad.

b. The FBI opens the intelligence investigation

On August 28, Chad forwarded Donna's draft EC to his immediate...

. Supervisor, a Supervisory Special Agent who we call "Jason." Jason became a
,_.

_ supervisor on the JTTF in the New York Field Office in 1996. He had been on
the New •York JTTF since 1985.

At approximately 2:00 p.m. on August 28, Jason forwarded the EC to
various •agents on the Bin Laden squad, including the Cole: criminal case agent
who we call "Scott." In the cover e-mail, Jason d_irectedtile Relief Supervisor,
who we call "Jay," to open an intelligence investigation and assign it to a
Special Agent who we call "Richard." •Jasonalso directed another agent to

..

245This informationofficiallywaspassedto theFBIin a CIRon August30,2'001.

246As discussedin ChapterThree,ECs aremarkedwith a precedencelevelbasedon an
escalatingscalebeginningat "routine;""priority,"connotingsomeurgency;and
"immediate,"connotingthehighest levelof urgency.
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check on an investigative lead related to Mihdhar while the agent was in
Malaysia. 247

Scott received the EC on August 28. Scott, who had been at the June 11
meeting and had discussions with Donna about the Kuala Lumpur photographs,
contacted Donna to discuss the appropriateness of opening an intelligence'
investigation as opposed to a criminal investigation. Donna told the OIG that
when she realized that the EC had been disseminated[ to Scott, she asked Scott
to delete it because it contained NSA information and therefore required
approval for review by criminal agents. Scott told the OIG that he deleted the
EC as she requested.

Shortly thereafter, Scott, Donna, and Rob engaged in a conference call to
discuss whether the case should be opened as a criminal instead of an
intelligence investigation. Scott told the OIG that he argued that the
investigation should be opened as a criminal investigation due to the nexus to
the Cole investigation and the greater investigative re,sources that could be
brought to bear in a criminal investigation. Scott explained that more agents
could be assigned to a criminal invesfigationdue to t]aesquad designations. He
also asserted that criminal investigation: tools, such as grand jury subpoenas,
were far quicker and easier to obtain than the tools available in an intelligence
investigation, such as a national security letter..

Donna told the OIG that the information on Mihdhar was received

through intelligence channels and, because Ofresections on using intelligence
information, could not be provideddirectly to the criminal agents working the
Cole investigation. The only information that could be provided directly to
them was the limited INS information. She stated that without the intelligence
information on Mihdhar, there would have been no potential :nexus to the Cole
investigation and no basis for a criminal investigation. Rob told the OIG he
had concurred with Donna's assessment that the matter should be an

intelligence investigation. He added that there was also aprocess through

247Jason told the OIG that he did not specifically recall t]his e-mail.. He said he was out
of the office the majority of the time from June until September 11,2001, due to a serious
medical condition, and he did notretum to work full-time until September 11,2001.
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which the information could potentially be shared, with the,' criminal agents in
the future. 24s

Scott was not satisfied with that response, and he asked for a legal
opinion from the FBI's National Security Law UnLit(NSLU) whether the
investigation should be opened as a criminal matter relating to the Cole

criminal investigation. Additionally, Scottwantecl a legal opinion on whether a
criminal agent could accompany an intelligence agent to interview Mihdhar if
he was located.

According to Donna, she subsequently contacted the NSLU attorney who
we call "Susan" on August 28, and she and Rob discussed the issue with Susan:
It is unclear how she presented the matter to Susan because there were no
documents about the conversation and she and Susan had little or no

recollection of the specific conversation. Donna told the OIG that she provided
the EC to Susan. According to Donna, Susanagreed with her that the :matter
should be opened as an intelligence investigation. Donna said Susanalso
advised that a criminal agent should not be present for an interview of Mihdhar

_: if he was located. During an OIG interview, Susan said she could not
_ specifically recall this matter or the advice she gave. Rob told the OIG that he
i didnot recall the specifics of this consultation, but he statedthat the NSLU
_' opinion was supportive of FBI Headquarters, determination that the case

should be opened as an intelligence investigation.

At approximately 7:30 a.m. on August 29, Donna sent an e-mail to Jason,
which stated:

I think I might have caused some unnecessm'y confusion. I sent
the EC on A1-Midhar [sic] to [Chad] via email marking it as
DRAFT so he could read it before he went on vacation. There is

material in the EC...which is not cleared for criminaI

investigators. [Scott] called and [Rob] and I spoke with him
and tried to explain why this case had to stay on the intel, side of
the house...In order to be confident...for this case to be a 199,

248Rob told the OIG that the squad's Supervisory Special Agent acted as "the wall"
between intelligence and criminal investigations during this period, and Jason could
subsequently open a criminal investigation if warranted.
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and to answer some questions that [Scott] had, [Rob] and I
spoke with the NSLU yesterday afternoon 249...The opinion is as
follows: A1-Mihdar [sic] can be opened directly as a FFI [Full
Field Investigation]...The EC is still not cleared for criminal
investigators...Per NSLU, if A1-Mihdar [sic] is located the
interview must be conducted by an intel agent. A criminal agent
CAN NOT be present at the interview. This case, in its. entirety,
is based on intel. If...informatiOn isdeveloped indicating the
existence of a substantial federal crime, that information will be
passed over the wall according to the proper procedure,; and
turned over for follow-up criminal investigation. 25°

Approximately 15 minutes after sending the e-mail to Jason, Donna sent
an e-mail to Scott with the same language advising that the NSLU agreed the
investigation should be an intelligence investigation and a criminal agent could
not attend the interview if Mihdhar was located. That same morning, Scott
responded in an e-mail to Donna stating: . ,

...where is the wall defined? Isn't it dealing with FISA
information? I think everyone is still confusing this

•issue...someday someone will die" and wall or not - the public
•will not understand why we were not more effective and
throwing every resource we had at certain 'problems.' Let's
hope the National Security Law Unit will stand[by their'
decisions then, especially since the biggest threat to us now,
UBL, is getting the most 'protection'.

Later that morning, Donna replied in an e-mail:

I don't think you understand that we (FBIHQ) are all frustrated
with this issue. I don't know what to tell you. I don't know
how many other ways I can tell this to you. These are the rules.

249Rob told the OIG that he could not recall whether he had talked to anyone from the
NSLU about this issue.

250Rob told the OIG that the New York Field Office technically could have ignored
Headquarters' recommendation and opened a criminal investigation. However as a practical
matter, the field,would not normally ignore Headquarters' •decision.
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NSLU does not make them up and neither does UBLU. They _
are in the MIOG TM and orderedby the [FISA] Court and every

office of the FBI is required to follow them including FBINY...

4. The New York Field Office's investigation

On August 29, 2001, the FBI's New York Field Office opened a full field
intelligence investigation to locate Mihdhar. The:investigation was assigned to
a Special Agent who we call "Richard." Richard was a relatively
inexperienced agent, who had recently been transferred to the Bin Laden
squad: 252This was Richard's first intelligence investigation.

On August 29, Donna received Mihdhar's visa application from the U.S.
Consulate in Jeddah. The application indicated that Mihdhar planned to travel
as a tourist to the UnitedStates on July 1,2001, for a purported month long
stay. On the application, Mihdhar falsely claimed that he had not previously
applied for a U.S. non-immigrant visa or been in the United States. 253

On August 30, 2001, Donna sent an e,-mail to Richard. After a paragraph
.: introducing herself, Donna advised she was attaching Mihdhar's visa

application form, which included Mihdhar's photograph, and that she would be
.": faxing the remaining documents. Donna stated she would send a couple of
" pages from the Attorney General Guidelines "which apply to your case" and

then she would mail the documents,

Richard told the OIG that on August 30, he :received a telephone call
from Donna in reference to the investigation. He said that Donna said the goal
of the intelligence investigation was to locate and identify Mihdhar for"a

25_The MIOG is the FBI operational manual - Manual of Investigative Operations and
Guidelines. Donna asserted this reference actually related to the Attorney General's FCI
Guidelines that are contained in the MIOG.

252Richard began working in the New York Field Office after graduating from the FBI
Academy in June 2000. After serving briefly on an applicant squad, a drug squad, and a
surveillance squad, Richard was assigned to the UBL squad in July 2001.

253Donna said she did not notice this discrepancy. As we discuss below, neither did the
New York FBI.
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potential interview. According to Richard, Donna did not indiicate the
investigation wasan emergency or identify any' other' exigent circumstance.

On August 30, 2001, the CIA sent a CIR to the FBI outlining the
identification of"Khallad" from one of the Kuala Lumpur surveillance
photographs in January 2001 by the source. The first line of tlhe text stated the
information should be passed to Rob. The CIA cable stated the FBI should
advise the CIA if the FBI did not have the Kuala Lumpur photographs so they
may be provided. This is the first record documenting that the source's
identification of Khallad in the Kuala Lumpur photographs was provided by
the CIA to the FBI.

Richard told the OIG that he began to work on locating Mihdhar on
September 4. He stated that he had received the assig_e/it on Thursday.,
August 30, but he worked all weekend and Monday on another exigent
investigative matter involving a Canadian hijacking. As a result, he said he did
not have the opportunity to begin work onthe Mihdhar investigation until
Tuesday, September 4.

On September 4, Richard completed a lookout request for the INS,
identifying Mihdhar as a potential witness in a terrorist investigation. Due to
his unfamiliarity with completing the lookout form, Richard contacted an INS
Special Agent who was assigned to the FBI's JTTF in New York. We call this
Special Agent "Patrick." The INS lookout form has a box indicating whether
the individual waslwanted for "security/terrorism" reasons. Kichard did not
check this box. He said that he thought Patrick told him to identify the subject
on the form as a wimess, not a potential terrorist, to prevent overzealous
immigration officials from overreacting. By contrasll, Patrick:, who was
assigned to the JTTF since September 1996, told us that he did not provide this
advice to Richard and he always checked the securit2j/terrorism box whenever
he completed the lookout form for a potential wimess in a terrorism
investigation.

However, Richard asked Patrick to revie.w the lookout request foml for
completeness, and Patrick sent the form to INS Inspections for inclusion in the
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INS lookout system, without making any changes.254 During his initial
interview with the OIG, Richard asserted that he als0 asked Patrick to review
and explain Mihdhar's travel documents, including the INS indices printouts
and the visa application. In a follow-up interview, Richard said he could not
definitively recall whether he had actually provided the predicating materials to
Patrick or whether he merely had Patrick review the INS lookout request form.

Patrick told the OIG that he recalled this request because it was the first
one from Richard and because of Mihdhar's subsequent involvement in the
September 11 attacks. Patrick stated that he had not reviewed the predicating
materials, but had only checked the request form for completeness. Hieadded
that if he had been shown any of the predicating materials on Mihdhar's travel,
the review would only have been cursory. Patrick and Richard both
acknowledged that they did not notice the :false statement,; on Mihdhar's visa
application.

Richard also contacted a U.S. Customs Sel_Ace representative assigned to
the JTTF and verified that a TECS lookout was in place for Mihdhar. Richard
conducted other administrative tasks such as uploading the initial information
about Mihdhar into ACS.

:,_ OnSeptember 4, Richard requested a local criminal history check on
Mihdhar through the New York City Police Department. Richard told the OIG
that he initially focused on Mihdhar, since he was captioned as the subject of
the investigation in the predicating EC. After reviewing the EC several times,
Richard noted the connection to Hazmi, so he conducted tlhesame record
checks on Hazmi as he had on Mihdhar. On September 5, Richard requested
an NcIC criminal history check, credit checks, and motor vehicle records be
searched in reference to Mihdhar and Hazmi.

On September 5, Richard and another JTTF agent contacted the loss
prevention personnel for the New York area Marriott hotels, since Mihdhar had
indicated when he entered the United States in July 2001 that his destination

)

254Patrickexplainedthatagentsoftenprovidedjust the informationandhe completed
thelookoutform,but"new" agentsoftencompletedtheformthemselves.Patrickestimated
he receivedapproximately10lookoutrequestseachmonfl_.
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was the Marriott hotel in New York. Richard ][eamed that Mihdhar had not

registered as a guest at six New York City Mamotts.

Richard stated he also conducted Choicepoint TM searches on Hazmi and
Mihdhar. 255Richard said he recalled he had another JTTF officer assist him

-,

with the searches because he was not familiar with the system. Richard did not

locate any records on either Hazmi or Mihdhar in ChoicepointTM. 256Richard
told the OIG that it was not uncommon not to :find a record because of

variations in spelling of names or other identifying information.

Hazmi and Mihdhar had traveled to Los Angeles, California on January

1, 2000, via United Airlines, and INS records indicated that they claimed to be
destined for a "Sheraton hotel" in Los Angeles. Therefore, ola September 10,

2001, Richard drafted an investigative lead for the FBI Los Angeles Field
Office. He asked that office to request a search of the Sheraton hotel records

concerning any Stays by Mihdhar and Hazmi in early 2000. tte also requested
that the Los Angeles office check United Airlines and Lufthansa Airlines
records for any payment or other information concerning Mihdhar and Hazmi.
However, the lead was not transmitted to Los Angeles until the next day,

September 11,2001.

By the morning of September 11, when the American Airlines flightt 77
that Mihdhar and Hazmi hijacked and crashed into the Pentagon, Richard. had
not uncovered any information regarding Mihdhar's or Hazmi's location in the
United States.

5. OIG conclusions on the intelligence investigation

Although FBI and CIA personnel had many discussions throughout: July
and August 2001 about the Cole attacks and the Malaysia meetings, the CIA

255 ChoicepointTM is a commercial service that mines information such as names,
addresses, phone numbers, and other identifying information from public sources (such as
telephone directories, local taxing authorities, and court records), aswell aspurchase

• information from merchants or other companies. The information is then consolidated into a
large database and is accessible to law enforcement and other subscribers for a fee.

256After September 11, however, the FBI located record,; on Hazmi in this commercial
database.
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did not provide andthe FBI did not become aware of the significant
intelligence information about Mihdhar's U.S. visa, the Malaysian matter, and

the identification of Khallad in the Kuala Lumpur photographs until August 22,
2001. In May 2001, one detailee to the CTC was assigned to "getup to speed"
on the Malaysian matter in her spare time but said she had been unable to focus
on the matter until August 2001. On July 13, even after John had suggested in
an e-mail to the CTC that the Khallad identification from the Kuala Lumpur
photographs be passed to the FBI via CIR, this was not done for several weeks.
The CIR was not sent to the FBI until August 30, after the: FBI•learned of

Mihdhar's presence in the United States.

The CIA also did not provide to the FBI the: information about Hazmi's
travel to the United States in January•2000 until August 22. Donna stated that

she did not receive this information until August 22, and her actions upon
receipt of the information clearly indicate• that she understood the significance
of this information when she received it. She took immediate steps to open an

intelligence investigation when she learned of this information.

:: On August 22, once the FBI was aware of the intelligence information
about Mihdhar and that he was in the United States, the FBI took steps; to open
an intelligence investigation to locate him. Yet, the FBI didnot pursue this as
an urgent matter or assign many resources to it. It was given to a singIel
inexperienced ,agent without any particular priority. Moreover, the dispute
within the FBI about whether to allow a criminal investigation to be opened
again demonstrated the problems with the wall between criminal and
intelligence investigations. The FBI was not close to locating Mihdhar or
Hazmi when they participated in the terrorist attacks on September 11,2001.
In the analysis section of this chapter, we address in more cletail the FBI's

decision to open the matter as an intelligence investigation instead of a criminal
investigation, and the inadequacy of the FBI's efforts to investigate Mihdhar in
late August and early September 2001.

F. Summary of the five opportunities for the FBI to learn about
Mihdhar and Hazmi

In summary, there were at least five opportunities for the FBI to have
learned about Mihdhar and Hazmi, including their connection to the purported
mastermind Of the Cole attack and their presence m the United States, well
before the September 11 attacks. First, in early 2000, the FBI received the
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NSA information about Mihdhar's planned travel to Malaysia. Although the
CIA informed the FBI of the Malaysia meetings in January 2000, the existence
of Mihdhar's U.S. visa and the surveillance photographs was not disclosecl to
the FBI. FBI detailees at the CTC read the pertinent CIA cable traffic with this
information and drafted a CIR to pass this infolnnatio:n to the FBI. But the CIR
was not released to the FBI, purportedly at the direction of a CIA supervisor,
and the FBI did not learn of this critical information until Aus_st 2001 In
addition, in March 2000 a CIA office discovered that Hazmi had traveled to the
United States in January 2000, but no one from the CIA shared this info_nation
with the FBI.

Second, in February 2000, Mihdhar and Hazmi moved to San Diego,
where they were aided in finding a place to live by the former subject of an FBI
preliminary inquiry. In May 2000, Hazmi and Mih_tar moved in with an FBI
asset in San Diego, California. However, the FBI did not learn of this
information until after the September 11 attacks.

Third, in early January 2001, the CIA showed the Kuala Lumpur
surveillance photographs to a joint CIAATBI source, and the source stated that
"Khallad" was in one of the photographs. This identification .could have led
the FBI to focus on who else was at the Malaysia meetings with Khallad, the
purported mastermind of the Cole attacks, which cou][dhave led the FBI to
identify and locate Mihdhar. However, we concluded that, despite the CIA's
assertions, the source's identification of Khallad in these photographs was not
known by the FBI.

Fourth, in May and June 2001, due to concerns about possible terrorist
activities, CIA employees were again examining the Kuala Lumpur
photographs, Hazmi's and Mihdhar's travel (including Hazmi's travel to Los
Angeles), and the identification of Khallad in the Kuala Lumpur photographs.
At the same time, these CIA employees were discussiing with FBI employees
the Cole investigation and the Kuala Lumpur photographs. Yet, despite these
interactions between the two agencies on the telepho:ne, in e-mails, and in a
June 11 meeting in New York, the FBI never was infigrmed of the critical
intelligence information that Khallad was identified in the Kuala Lumpur
photographs with Mihdhar, and that Hazmi had traveled to the;United States.
Again, this information could have led the FBI to initiate a search for Hazmi
and Mihdhar earlier than it eventually did.
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Fifth, in July 2001 a former Bin Laden Unit Deputy Chief who was
working in ITOS in FBI Headquarters confirmed that Khallad had been

identified in the Kuala Lumpur photographs and wrote in an e,mail to CTC
managers that this information•needed to be sent in a CIR to the FBI.
However, this information was not sent in a CIR to the FBI untiI several weeks

later. On August 22, an FBI employee detailed tO the CTC notified the FBI

that Mihdhar had entered the United State,; on July 4, 2001. The FBI began an
intelligence investigation to locate Mihdhar and Hazmi. However, the FBI

assigned few resources to the investigation and little urgency was giwm to the
investigation. The FBIwas riot close to locating Mihdhar and Hazmi before
they participated in the September 11 attacks. •

IV' OIG's analysis of the FBI's handling of the intelligence information
concerning Hazmi and Mihdl_ar

We found systemic and individual failings in the FBI,s handling of the
Hazmi and Mihdhar matter. As a result of these failings, there were at least

five opportunities for the FBI to connect information that could have led to an
_ earlier investigation of Hazmi and Mihdhar and their activities in the United
,_ States.

_ In this analysis section, we first discuss the systemic problems involving
the breakdowns in the gathering or passing of inff)rmation about Hazrni and

Mihdhar between the FBI and CIA. We then tumto the problems in handling
intelligence information within the FBI. Finally, we discuss the actions of
individual FBI employees in handling information about Hazmi and Mihdhar
information.

In this section, we do not make,' recommendations regarding the actions of
the CIA and its employees. We believe the CIA shares a significant
responsibility for the breakdowns in the Hazmi •and Mihdharcase, and that
several of its employees did not provide the intelligence information to the FBI

as they should have. We leave it to the CIA OIG, the entity with oversight
jurisdiction over the CIA and its employees, to rea.ch conclusions and make
recommendations on the actions of the CIA and its employees.
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A. Systemic impediments that hindered the sharing of information:
between the CIA and the FBI

The most Criticalbreakdown in the Hazmi and Mihdhar case was the
failure of the FBI to learn from the CIA critical information about them; their
travel to the United States; and their association with Khallad, the purported

mastermind of the Cole attack. These breakdownsreflected serious problems
in the process before the September 11 attacks for sharing intbrmation between
the FBI and the CIA.

The FBI failed to receive from the CIA three critical pieces of
intelligence about Mihdhar and Hazmi in a timely manner:

• Mihdhar's possession of a valid, multiple-entry U.S. visa;

• Hazmi's travel to the United States; and

• The identification of Khallad in a surveillance photograph of the
Malaysia meetings attended by Hazmi and Mihdhar and other al Qaeda
operatives in January 2000.

The CIA became aware of these three pieces ef intelligence in January
2000, March 2000, and January 2001. Despite claims to the contrary, we
found that none of this information was passed from the CIA to the FBI until
August 2001. Although the CIA failed to timely pass this information to the
FBI, there were several opportunities for the FBI to have obtained this
information in other ways. But significant systemic problems, which we
describe below, hindered the flow of information between the CIA and the FBI.

1. Use ofdetailees

One of the most significant opportunities for the FBI to.have obtained the
intelligence information relating to Hazmi and Mihdhar was through the FBI
detailees at the CTC. As discussed abeve, the FBI detailees _o the CTChad
access to CIA cable traffic and could read the cables that discussed Mihdhar's
U.S. visa, the surveillance of the meetings of al Qaeda operatives in Malaysia,
Hazmi's subsequent travel to the United States, and the Khallad identification
from the Kuala Lumpur photographs. Several of the:FBI detailees accessed
and read some of these cables. Significantly, in January 2000, one detailee,
Dwight, prepared a draftCIR to pass to the FBI the information about
Mihdhar's visa, his al Qaeda connections, and his travel to Malaysia. The FBI
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should have been informed of this information be,cause of its cleard0mestic
nexus.

,

However, the CIR was never sent to the FBI. According to a note on the
CIR, John, a Deputy Chief of the Bin Laden Unit, directed that the CIR be
placed on hold, and FBI detailees did not have authority to disseminate CTC

information .without approval from the CIA. Eightdays .later, Dwight inquired
about the disposition of the CIR through an e-mail to John asking whether
•anything needed to be changed on the cable. However, this e-mail failed to

_ prompt further action on this CIR. The wimesses, we interviewed had no
recollection of the CIR and why it was not sent. We found no further record
that anything was done with regard to the CIR.

In our view, the CIA should have sent the CIR to the FBI because of the
important information it contained, and the FBI detailee s]hould have tbllowed

up to ensure that it was sent. While we found evidence that Dwight inquired
about its stares at least once, there is no evidence that he took any other action
to ensure that the information was.sent to the FBI., including inquiring with
other CTC supervisors about the need to send the cable to the FBI.

i: _In reviewingthe actions of the detailees, we found tl_at the FBI lacked

_ clear guidance on the role and responsibilities ofFBI detailees to the CTC's
Bin Laden Unit. This led to inconsistent expectations about what they were
supposed to be doing at the CTC. Our review of' the documents and interviews
with.the five FBIdetailees to the CTC'sBin Laden Unit found that none of

them had defined duties that were clearly understood, either by them or FBI
managers. Nor were there any memoranda of understanding (MOU) between
the FBI and the CIA setting-out the job duties and responsibilities of any of the
detailees.257

Moreover, we asked the FBI for the performance appraisals for all five of
the detailees to the Bin Laden Unit during this period, and. ,we received

257We asked both the FBI and the CIA for.any memoranda of understanding between
the agencies specifying the job duties of any of the detailees. The only MOUs we received,
which were provided by the CIA, related to the administrativenature of the details, such as
•time and attendance reports, travel and training expenses, security clearances, and medical
coverage. The MOUs did not address their substantive duties or res,ponsibilities.
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appraisals for three of them. They revealed that the FBI detailees were
evaluated based on the elements for their positions at the FBI, not based on
whatever they were supposed to be doing while worldng at the CTC. z58The
FBI was unable to provideany other documents defining or outlining the roles
or responsibilities of these detailees.

We also interviewed the detailees about their understanding of their roles
and responsibilities at the CTC. They stated that they were not given any
specific instructions about their job duties.. They described their details at the
CTC as ill-defined and with little direction. As a result, each detailee defined
the job at the CIA as he orshe determined it to be, andthere was significant
variation in. their conceptions of the job.

F0r example, Dwight told the OIG that h.e focused on leads that were
relatedto financial components of terrorism, which he developed from various
sources, suchas from reviewing cable traffic, from his supervisors at the CTC,
and from referrals from CIA officers at the CTC. By contrast, Malcolm told
the OIG that he thought he was the "eyes and ears" of the New York Field
Office, and that his role was "to monitor" cases being Worked jointly by tlhe
CIA and theNew York Field Office, such as the East African embassy
bombings investigation. He said that he also would follow up on requests for
information from the FBI to the CIA. Moreower, Marry said she was not given
any specific instructions about: her role at the C,IA, bm she was eventually
trained to be a CTC desk officer and that was how she operated- like other
CTC desk officers with specific assignments or "accounts."

Eric, who was aBin Laden Unit Deputy Chief, said that hewas told "to
fix" the relationship between the Bin Laden Unit and the FBI, but he was not
given any specific instructions about how to go about accomplishing this
objective. He said that he assisted in the running of tlheBin Laden Unit by
directly overseeing CTC operations and that he;also fimctioned in a liaison role
between the CIA and the FBI. He supervised the FBI detailees like he did
other Bin Laden Unit employees. He was not given any other supervisor3,

258For a fourthdetailee,Mary,the FBI producedonlya performanceplanbutno
appraisalreports. Theperformanceplanwasrelatedto her dutiesas an FBI IOS. Marytold
the OIGthat she wasdirectedby CTCmanagementbasedon herworkas a CIAdeskofficer
andwas notevaluatedby FBIpersonnel.
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oversight particular to the detailees. He said that on his own initiativc_ he tried
to stay abreast of matters that might be of interest to the FBI byreading the _
CTC cable traffic. However, he explained that determining what might be of
interest to the FBI was very subjective because there were no criteria ,defining

what should be brought to the attention of the FBI.

Wealso interviewed the highest-ranking FBI employee detailed to the
CTC, who was a Deputy Chief of the CTC from 1.999 through 2002. We call
him "Evan." Evan believed that one of the FBI detailees' functions would

have been to review CIA cable traffic for information of potential rele,vance to
the FBI. Yet, the detailees told the OIG that while reviewing CIA cable traffic
was part of their jobs, it was not their• function to review cable traffic for items
of interest tothe FBL and they did not review all of the cable traffic on a daily

basis. They said they did not think they were acting as backstops to ensure that
•anything that might be relevant,to the FBI was brought to the FBI's attention. 259
The detailees _asserted emphatically that their function did not entail scouring
CIA cable traffic for the FBI, and their efficacy would be •limited if they were -
perceived by CIA personnel merely as moles for the FBI. 26° They also

'_ explained that even if this had been their role, it would have been difficult to do
'_:_ because of the volume of cables, especially' during thechaotic Miliermium
' period.

The two FBI employees who held Similar supervisory positions- one as
a deputy chief in the Bin Laden Unit and the other as a deputy chief in another
unit that later housed the Bin Laden Unit- also had differing views on their
responsibility for reviewing cable traffic. Both a._eed that their role was not
merely to review cable traffic for items of interest: to the FBI. Eric told the

259We also interviewed the first FBI employee detailed in March 1996 to Bin Laden
Unit soon after itwas created. This detailee was an agent from the FBI's New York Field
Office, and he remained at the CTC until August 1998. He said that he did not attempt to
review all of the cable traffic. He indicated, however, that:when he ,didlocate information of
interest to the FBI, he did not encounter problems obtaining the CIA's permission to share
this information with the FBI. •

z60Some CIA employees we interviewed stated that they, by contrast, believed that this
was the function of the New York Field Officedetailee. We discuss this further in the next
section.
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OIG that while he tried to review the traffic in order 1Lostay. abreast of the.
information in the CTC, itwas too much for one person to manage effectively.
By contrast, Craig, who followed Eric as a manager detailed to the CTC, told
the OIG that he did not even attempt to review thecable traffiic but only
focused on those cables that required action on his part.

In addition to failing to clearly define the,'roles and responsibilities of the
detailees, the FBI did not provide oversight of the detailees. Eric acted as;one
of two deputy chiefs within the Bin Laden Unit. After Eric left the CTC, Craig
was a deputy chief in a much larger unit that included the Bin, Laden Unit:.
Both said that they performed day-to-day supervision of the detailees in tl_e
same manner in which they supervised the other CTC employees assigned to
their groups, z6_ According to Eric and Craig, they did not focus specifically on
the role of FBI detailees.

Evan told the OIG that he did not supervise any of the dketailees,and he
had no authority to oversee their duties or direct their activities, except by'
virtue of his position as a senior manager within the FBI. Hesaid that they
were evaluated by their chain of command in the FB][office fromwhich they
had been assigned, which is supported by the limited documents we reviewed.
We found that there wasno oversight by the FBI of tlhedetailees based on their
function as;detailees.

The FBI's failure to adequately oversee the detailees is illustrated by the
role of Mary, the only FBI analyst detailed to the Bin Laden Unit. She hats
been detailed to the CIA since 1998. Mawhad the 0ppormnity to learn
valuable analyst skills by working alongside CTC personnel _mdthen use those
skills at the FBI. Additionally, the detail provided an opportunityto learn
about the CIA infrastructure and establish liaison contacts at the CIA.

Mary told us that she operated as a full-fledged CIA des;k officer, and that
she has worked with FBI personnel during her detail but from the position of a
CIA employee, not an FBI employee. We believe there needs to be a review of
the duration of these details to ensure the value of these details is maximized.

261Eric let_the CTCin mid-January2000,andCraigdid notarriveat the CTC_LtilJuly
2000_Thus,betweenmid-JanuaryandJuly2000theFBI had nosupervisorypresencefor
theFBI employeesdetailedto workBinLadenmattersat the CTC.
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At a time when the FBI is concerned about the shortage of qualified analysts to
do the work it has, a 5-year detail of an FBI analyst working as a CTC
employee warrants review by the FBI. 262

The same lack of oversight and direction was evident regarding the work
of Malcolm, the FBI New York Field office detailee to the CTC. He had been
traveling to the CTC from New York ona weekly basis for four years., until
January 2003. On Mondays hetraveled from New York to the CTC, stopping

by FBI Headquarters, On Fridays he stopped by FBI Headquarters on hisway
back to New York. After the bombing of t]he Cole,,he spent at least half Of his
days in Washington, D.C. at FBI Headquarters. Thus, hewasfrequently away
from the CTC and not in a position to maximize his potential for obtaining
information at the CTC. Thisalso leftthe perception with other CTC
employees that he was not fully integrated into the CTC.

•We found that that the FBI lacked a systematic approach to itsuse of
detailees at CTC's Bin Laden Unit. The detailees couldhavefunctioned in one

of three ways - as fully integrated members of the, CTC working unilaterally
",: on CTC matters, as backstops ensuring all pertinent CTC information was
!.. forwarded to the FBI, or in some combination thereof. While there_are

:. potential benefits to using the detailees in any of tl_ese functions, the potential
' benefits were not maximized because there was no clear underStanding of the

detailees' roles and no system to ensure that any objectives were met. The lack
of oversight over FBI detailees to the CTC resulted in squandering critical
opportunities for information sharing between the CIA and FBI.

We also found significant misunderstanding,; between employees, ofthese
two agencies regarding their respective responsibil[ities for information sharing.
First, as noted above, we found that some CIA employees believed that: FBI

detailees had more responsibility, for reviewing the',CIA cable traffic than the
FBI detailees believed that they had. One CIA Bin Laden Unit employee told
the OIG that the CIA was not going to "spoon feed" information to the FBI and

" that the FBI personnel at the Bin Laden Unit had access toall of the CIAcable
traffic. She stated that while the CTC provided to the FBI intelligence

262The OIG is in the process of completing a comprehensive rev_iewof FBI's analyst
program.
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information that contained a domestic nexus; she did not believe it was the
CIA's responsibility to provide all of the predicating material, since the FBI
detailees also had access to the same cables. In addition, CIA personnel
described FBI detailee Malcolm as a "mole" for the FBI's NewYork Office,
suggesting they thought he was reading CIA cables for the express purpose of
reporting back to the New York Field Office on what he found.

In addition, we found that a similar misunderstanding existed among FBI
employees inNew York with respect to the role of the CIA employee detailed
to the FBI's New York Field Office. A CIA employee assigned to the JTTF in
the New York Field Office had a desk in that office',_ sensitive compartrnented
information facility (SCIF). 263 FBI agents in the New York Field Office
asserted to the OIG that this individual was knowledgeable regarding their
investigations and that he was responsible for reviewing CIA traffic, finding
items of interestto the FBI, and bringing this information tothe attention of
appropriate New York agents.

The CIA employee, however, denied that this was hisrole. He told the
OIG that he hadbeen sent to theNew York Office to "improve the relationship
between the CIA and the FBI" and that he provided the FBI with CIA
intelligence that was designated for the FBI New York Field Office's review.
He stated, however, his job was not to "sPoon feed" information but only' to
make itaccessible to the agents in New York. This meant that he would print
information +obtained from CIA databases that was of potential interest to the
FBI NeW York Field Office and make that information available for review in
the SCIF if FBI agents decided to come and review it. But, apparently
unknown to many New York FBI agents; he believed the onuswas on FBI
personnel to come into the SCIF and see if any new, relevant information had
arrived, rather than to alert them to that information, lie also said that while he
generally knows what the various FBI squads are investigating, the NewYork
JTTF has over 300 members and he could not reasonably be expected to have
knowledge of all their investigative interests. He said that if he spent his time

263TheFBI agentsdo notroutinelyworkin a SCIFarea. The computersonwhichthey
accessACS do notcontainsensitivecompartmentedinformationor m_Lterialsclassified
aboveSecret. Becausea highpercentageof CIAtrafficcontainsthis information,the CIA
detaileemustworkin a separatearea.
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solely looking for information of interest to the FBI, he Would never get any
work done.

As a result, FBI agents in New York believed they were receiving from
this CIA employee assigned to the JTTF all of the CIA information of' interest
to the FBI, when in fact they were not. Therefore, the New York agents could
have received information on Hazmi and Mihdhar directly through their own
CIA employee, but they misunderstood the process.

,

2. FBI employees' lack of understanding of CIA reporting
process •

These gaps in the inf0rmation sharing process were exacerbated byFBI
personnel's lack of understanding of the CIA's reporting process, This
problem is clearly illustrated by the failure of the FBI to obtain the infbrmation
on the identification in January 2001 of IChalladinthe Kuala Lumpur
photographs by the joint FBI/CIA joint source.

As detailed above, we concluded that the FBI's ALAT was not made
_' aware of the source's identification of Khallad in the Malaysia meetings

photographs. Although the ALAT attended the debriefing of the source; the
_ ALAT did not immediately receive the information that the source had
•"_• ' identified Khallad. We were unable to ascertain the reasons for this significant

omission. However, our review found that there were later opportunities for
the ALAT to have obtained information about the.,identification from CIA

documents. In addition, we found that the New York FBI agents working the
Cole attack investigation did not leam of this significant information, despite
interviewing the source on several occasions. We believe this was due in part
to the fact that the FBI personnel were not familiar with the CIA's process for
reporting intelligence information.

As discussed previously, the CIA primarily relies on cable traffic to share
intelligence among its personnel who are stationed around the_worldl None of
these cables are available for FBI review, except by the limited numbe,r of FBI
personnel with direct access to CIA computer systems, such as the detailees at
the CTC.

The CIA uses a certain type of cable called a TD to disseminate CIA
information outside of the CIAto other U.S. govemment agencies. These
cables are created by CIA reports officers based on their review of the internal
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CIA cable traffic. The reP0_S officers were described to us as "editors', ,echo
remove references to sources and methods contained in the cables and
determine what information should be i-hrther disseminated in the TDs. As a

result, TDs did not necessarily include all the substantive information
contained in the internal cable traffic.

Our review found the ALAT did not understand that the TDs did not
necessarily contain all of the intelligence gathered by the CIA from a particular
source or on a particular event. The ALAT had been keenly aware of the:
significance of Khallad to the FBI, and contemporaneous FBI documents;
outline his efforts in mid-January 2001 to try to ensure that all the information
obtained from the joint source was provided to the UBL Unit: at FBI
Headquarters and the Bin Laden Squad in the New York Field Office.
However, he relied on the TDs concerning the source's reporting to ensure the
completeness of the information thathe had provided to his FBI colleagues.
The ALAT erroneously believed he had obtained all the Source reporting
through the TDs. This was not the case. The January 2001 tGhallad
identification was only reported in an intemal CIA cable and was never
included in a TD.

In addition to the ALAT, New York FBI agents working on the Cole
investigation told us that when they read a TD regarding a particular subject
(which they could access through CTLink), they mistakenly believed that it
contained all relevant information from the source debriefings. The primary
Cole case agent told us thathe believed that the CIA operational cables dealt
with techniques and methods, but he did not know that these cables also
contained the details0f debriefings. He said that hehad "assumed" all the
substantive reporting would be contained in the TDs, so he never asked the
CIA to allow him to review the underlying cable traffic.

If these FBI employees had a more thorough knowledge of the
information flow within the CIA, they could have ensured that they received all
the relevant information from the jointsource. This; was especially significant
in the case of Hazmi and Mihdhar beCause the CIA and FBI ihaddecided the

majority of the joint source's reporting would be handled through CIA
channels, and the ALAT did not independently report in FBI documents most
of the source's information. For example, in this case, the FBI could have
requested to review the CIA's internal cables or asked the interviewing CIA
officer to review the TDsand the FBI documentation to ensure all the
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information had been captured. However, thelack of understanding by FBI
personnel of the CIA reporting process an_.:tits procedures for sharing
intelligence contributed to the FBI not learning o,fsignificant information in
CIA cables about Khallad - which would have tied an al Qaeda operative to the
Malaysia meetings attended by Mihdhar and potentially resulted in the FBI

focusing on Mihdhar much earlier.

3. Inadequate procedures for documenting receipt ofCIA
information.

We also found that the FBI lacked consistent policies or procedures for
the receipt and documentation of intelligence information received from the
CIA. In addition, structural impediments within the FBI undermined the
appropriate documentation of information received from the CIA.

As we detailed above, the information concerning the surveillance of
suspected al Qaeda operatives at the Malaysia meetings, including Mihdhar,
was verbally conveyed in January 2000 by a CIA officer to two FBI employees

- who were working in the FBI's Strategic Information Ope,rations Center
(SIOC). But this important information was not documented in any retrievable

_. form at the FBI.

" The FBI was able to provide only three documents regarding the,'briefing
on this information. First, one FBI e-mail message was recovered through a
painstaking review of messages on an FBI server that the FBI searched in
connection with a request from the JICI. Although this written record survived
from that time, no analyst or agent would have had access to the information,
leamed of its existence, or been able to conduct the type of search that: led to
the discovery of this document. Second, information regarding the briefing
was also located in one of the FBI Director's daily briefing documents;
prepared in response to the Millennium threats. These briefing documents,
however, were not electronically archived in a searchable ,database that
analysts or agents in the field could access. Third, a brief ihandwritten note
about the information he received from the CIA was contained in the personal
daily calendar of one of the FBI employees briefed by the CIA officer in the
SIOC.

We found there were no clear procedures for documenting intelligence
communicated by the CIA to the FBI in an infomn.al manner, such as the verbal
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briefings on Mihdhar in the SIOC. Although the SIOC had beenactivated
during the Millennium for the express purpose of handling tI_reatinformation
from various sources, FBI personnel assigned to the sioc during this period
told us that there were no procedures for the receipt and handlingof
interagency information communicated infom_ally unless it related to an
ongoing FBI investigation. Although one wimess suggested that some type of
log might have. existed to record incoming physical information, such as
documents, the FBI found no such 10g. Moreover, FBI wimesses told us that

. the log would nothave been used to document: verbal briefings. Therefore, any
documentation of information received informally would have been at the
discretion of the recipient.

We are not suggesting that every informal communication from the CIA
to the FBI should be documented. We als0recognize itis difficult to know the
significance of any individual piece of information when it is received. Yet,
we believe that the FBI should attempt to establish criteria or guidance for
determining what information from informal briefings should be documented,
and how it should be documented. The information received in the SIOC on
Mihdhar was recorded only in a briefing provided to the Director and executive
staff, which is not available to others throughout the FBI. Clearly, the authors
of the Director's daily briefing believed there was sOme import to this
information. Because the Mihdhar information was never documented in an
accessible format, only those individuals personally informed about the CIA's
information on the Malaysia meetings or those: present for the Director's
briefings were made aware of the Mihdhar information. In effect, it was lost to
everyone else because no analysts or field agents Would be able to search for or
locate this information. An effective analytical program requires that analysts
have access to all available information, and that pell:inent information is not
contained solely in the personal memories of selected individuals.

This was particularly significant because the information on Mihdhar
initially did not appear to be important. But it subsequently became very
significant. In the summer of 2001, FBI personnel eventually recognized the
significance of the Malaysia meetings. At this time, the e-mail and the
information from theDirector's briefing in January 2000 were not available to
the FBI personnel. Without mechanisms to maintain information in which the
Significance is not immediately apparent, the FBI will not be able to fully
connect and analyze disparate pieces of infomlation for their significance.
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In addition, even if the agents who received the information in tl_eSIOC
had wanted .to document it in a form. that was aVai[labletl_'oughout the:FBI, the
FBI lacks an information technology system capable of adequately handling
this type of information. As discussed previously, the FBI's primary electronic
information •storage •systemis the Automated Case Support (ACS) System.
ACS is a case management system designed to capture information related to
specific investigations and not for this type of genera! intelligence information.
There. was no FBI system that would allow this type of information to have
been maintained so that it would be available for directed searches or ,other
subsequent data mining. It is also important to note that ACS is not approved
for storage of information classified above the Secret level and is not approved
for storage of any sensitive compartmented information. Thus, it is not
available for storage of the majority of the :relevant Intelligence Community
information, including the information on Hazmi and Mihdhar.

In the absence of effective methods for recording and retrieving
information obtained from other intelligenc,e agencies, the benefits of increased
informationsharing among the agencies will remain of limited use. Based on
the system in effect duringthis period, the value of the informationwas

_: minimal, unlessthe information :Wasrelayed to an individual who could
_ immediately use the information or the information related to an ongoing FBI

investigation. When, as here, subsequent additional information increases the
significance of the prior information, the absence of an effective infol_mation
retrieval system effectively precludes any rneaningful effort by the FBI to
analyze the disparate pieces of information over time.

In sum, despite the fact that some personnel at the FBI were aware in
January. 2000 that Mihdhar was possibly linked to al Qaeda operations and
traveled to Malaysia to meet with other suspected al Qaeda operatives, this
information was unavailable for further analysis or use once the SIOC closed
down in late January or early February 2000. Bec,ause no one was assignedto
document, follow up, or track the information on Mihdhar, the FBI's
opportunity to discover Mihdhar's valid U.S. visa during this period and
therefore try to locate him was lost.

4. Lack of appropriate infrastructure in FBI field offices

Information sharing with the FBI also was impeded by the inadequate
facilities for the handling of intelligence information in the two field offices

327



most directly involved in the Hazmi/Mihdhar matter,, Intelligence information
from the CIA is often classified a} a high level. As a result, safeguards must be
taken in handling the information, while still allowing• appropriate FBI
employees the ability to access and use the infbrmation. Unfortunately, the
FBI's field offices generally lacked both the necessary physical infrastructure
and information technology to readily use this type of information. Without
the appropriate physical infrastructure, the FBI will not be able to handle
sensitive information in an effective manner.

To handle SCI classified material, employees must store•and review such
information in a SCIF. Access to the SCIF is limited to individuals with the
appropriate clearance level •and the need to know the information in the SCIF.
Adequate security measures must be implemented to prevent unauthorized
individuals from gaining access to the spaces containing such materials. The
type of equipment that may be brought into the space is also strictly limited.
For example, cellular telephones, two-way pagers, and other unsecured
communication devices are prohibited. Telephones in SCIFs must be

designated for secure transmissions. Computer networks also must be secured
for transmission of information.

During our review, we Observed the workspaces in the FBI New york
and San•Diego Field Offices and found that they were not set:up to adequately
handle the type of information involved in the Hazmi andMihdhar cases.
These workspaces were not adequately secured to permit FB][personnel to
handle CIA and NSA information at their own desks, even if they had been..

given the information. Nor were the SCIFs suitable to permit agents to
regularly access or handle such information. In the New York Field Office, for
example, the SCIF we were shown was extremely small•. The CIA detailee to
the JTTF worked in this SCIF, but there was little room for any other personnel
to enter, let alone use it as a workspace. In the San Diego Field Office, a small
SCIF was used as•a secure communications center for the entire office. The

San Diego office lacked a separate SCIF for the JTTF, TM including theCIA

264We were informed that a separate SCIF for the JTTF :isunder construction in the San

Diego Field Office. However, this SCIF will only be large enough to accommodate three or
four employees at any one time_
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representative assigned to the task force As a result, the SanDiego agents
were hampered in their ability to access CIA information.

We also found that New York and San Diego FBI agents did not: have
sufficient access to securetelephones, known as Secure Telephone Unit third
generation or STU III telephones. The limited STU III phones available had to
be shared among nUmerous agents. Again, this made communications',
involving classified material within the FBI or with other 1membersof the
Intelligence Community more difficult. An entire squad comprising as many
as 25 individuals shared one or two STU III phones.

In addition, asnoted above, the FBI agents did not have accessto
computer systems that could store much of the information received from the
CIA. The computers at each agent's desk in the New. York and San Diego
Field Offices only provided access to ACS. This system does not permit
storage or access to any information classified above the S,ecret level or any
information deemed sensitive compartmented infi)rmation. Therefore, even if
the FBI recipients of the CIA infomlation regarding Hazmi and Mihdhar had
wanted to document and store such information in a retrievable fashion, they
could not have stored it on the system that FBI agents use. The FBI had no
internal system in New York:and San Diego that allowed them to use the type

._ of information involved inthe Hazmi and Mihdhar case.
.:

,,

In addition, most FBI agents in the field did.not haw_ direct access to
CTLink, the shared Intelligence Community database that did contain some of
the information on Hazmi and Mihdhar, such as t]heNSA iinformation. Field
agents could not access, let alone conduct research, on this system. As a result,. . .

even if the New York and San Diego agents wanted to search for relevant
information about Hazmi and Mihdhar, any sensitive or highly classified
information obtained from the NSA and CIA could not be stored in the one

system that they used.

In contrast, we observed that the CIA's workspaces :permitted their
employees to access highly classified information on-computers in the.ir
personal workstations. Each CIA employee had their own secure cornputer on
which they could receive and research highly classified material. They had
several secure telephones that could be used to discuss Top Secret information
with others. The difference in CIA and FBI workspaces was particularly stark
in the FBI's San Diego Field Office where,, due to the lack of access to an
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appropriate SCIF, the CIA employee co-located with the FBI's San Diego
Field Office could not access CIA systems. To access CIA systems, he had to
travel to a domestic CIA station.

5. OIG conclusion on impediments to information sharing

in sum, significant and systemic problems that were evident in the FBI's
handling of the Hazmi and Mihdhar case inhibited information sharing between
the FBI and CIA. The FBI failed to define the roles ;andresponsibilities of the
FBI detailees to the CTC's Bin Laden Unit. The FB][failed to ensure effective

oversight of the detailees at the CTC. The FBI and tJheCIA failed to dew, lop a
clear understanding of the function of detailees from each other's agencies.
The FBI failed to understand the CIA's reporting process. Tile FBI lacked an
adequate computer system and appropriate infi'astructurefor 1handling
intelligence information not directly related to a specific investigation.

Although these systemic problems affected the flow of information
between the FBI and CIA, we do notbelieve they fully explain the FBI's
failure to obtain the critical information on Hazmi and Mihdhar. Employees at
both the CIA and the FBI failed to provide or seek important information about
Hazmi and Mihdhar, despite numerous interactions between them on issues
related to Hazmi and Mihdhar from January 2000 ttu'ough August 2001. We
found these interactions were substantive and that much of the information
about Mihdhar andHazmi was exchanged through these ongoing efforts.
Unfortunately, the critical pieces of information relating to Hazmi and Mihdhar
did not become known to the •FBIuntil shortly prior to September 1•1. As a
former CTC Bin Laden Unit Deputy Chief aptly summarized it to us,
"information that should have been shared was not, repeatedly."

B. The actions of the San Diego FBI

In addition to issues that affected information sharing between the FBI
and the CIA, the FBI had other opportunities to find information about Hazmi
and Mihdhar before the September 11 attacks. The trimethat Hazmi and
Mihdhar spent in San Diego was an opportunity during which the FBI could
have obtained information about them but did not. As discussed above, Hazmi
andMihdhar entered the United States in January 2000 and moved to San
Diego in February 2000, where they resided unbeknownst to the FBI. While in
San Diego, Hazmi and Mihdhar associated with Omar al-Bayoumi, a person
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whom the FBI had previously investigated, and they also lived with an active,
FBI in'formational asset. Yet, the FBI did not become aware Oftheir presence
in San Diego until-after September 11,2001.

Because. Bayoumi spent a significant amomat of time with Hazmi and
Mihdhar in early 2000, it is possible that had a full field investigation of
Bayoumi been open at the time- the FBI could have discovered Mihdhar and
Hazmi's presence in San Diego and also uncovered the CIA information about
their attendance at the Malaysia meetings. Because Hazmi and Mihdhar lived
with an FBI asset, itis also possible that if the FBI had documented their
presence in San Diego, it would have p/'ovided additional investigatiwe leads
that could have aided the New York FBI in.locating them in August 2001. We
therefore evaluated the San Diego FBI's investigation of Bayoumi and the
decision toclose its preliminary inquiry on him in June 19'99. We also
examined the San Diego FBI control agent's decision not to obtain or
document .information from his information asset about Hazmi and Mihdhar,
who were boarders in the asset's house.

_ In examining the SanDiego Field Office's handling of the.Bayoumi
" investigation and the informational asset; we also found that, despite the. fact
-_ that FBI Headquarters had established counterterrorism as a top priority of the
_'-": FBI in 1998, the San Diego Field Office was continuing to pursue drug

trafficking as its top priority in 2001. While the FBI made. counterterrorism its
top priority on paper, theFBI took few steps to ensure that: field offices
complied with this directive. We discuss this issue at the end of this section.

1. The San Diego FBI's preliminary investigation of Bayoumi

As discussed above, Bayoumi is a Saudi national who in January 2000
had been livingin the United States for approximately six years, was well-paid
by a Saudi company that contracted with the Saudi government, and was
involved in setting up mosques in the San Diego area:. Hazmi and Mihdhar met
Bayoumi in Los Angeles approximately tWOweeks after entering the United
States in January 2000. A few days later they moved to San Diego, where
Bayoumi assisted them in obtaining an apartment:inthe complex where he
lived. They lived in this complex for four months

Bayoumi's name had first surfaced at the FBI in 1995 in connection with
other investigations. Bayoumi.'s name resurfaced ',atthe FBI on August: 31,
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1998, when his apartment m_inager contacted the FB][ to repoi_ her suspicions
regarding Bayoumi's activities. Themanager reported that she had been
notified by the U:S. Postal Inspection Service in Mm'ch 1998 that Bayoumi had
been sent a "suspicious" package from the Middle East. According to the,
manager, the package had:broken open and had a number of wires protruding
from it. She reported further that the apartment cOmplex maintenance man had
noticed a-number of wires protruding beneath the bathroom sink in Bayoumi's
master bedroom. Shereportedthat there had been large meetings of men, who
based upon their dress appeared to beMiddle Eastern, gathering in Bayoumi's
apartment on Weekend evenings. She also cornplaine,d that several parking
spots Were being illegally used by the people gathering at Bayoumi's
apartment.

On September 8, 1998, the San Diego FBI opened a preliminary inquiry
on Bayoumi. 265 The assigned agent checked FBI indices for farther
information regarding Bayoumi and conducted other investigative steps.

The agent contacted the U.S. Postal Inspection Service in reference to the
alleged "suspicious" package sent to Bayoumi. A postal inspector advised the
FBI agent that "suspicious" did not necessarily mean "nefarious," and the vast
majority of suspicious packages were benign. The postal inspector reviewed
the report: relating tothe Bayoumi package and told the agent that the package
had been deemed "suspiciOus" because it had no customs papers or appropriate
postage and originated in Saudi Arabia. According to the report, there was no
record of any wires protruding from the package, Bayoumi had retrieved the
package, and it was no longer called a "suspect parcel."

According to the FBI agent, the apartment manager agre,ed to recordthe
license plate numbers of the meeting participants. However, the manager later
advised the agent that meetings had dwindled to a few participants and then
stopped all together.

265In accordance with the Attorney General's Foreign Co:anterimelligence Guidelines, a
preliminary inquiry could be opened when there was information or allegations indicating
that an individual is or may have been an international terrorist or a recruitment target of an
international terrorist organization. Preliminary inquiries were permitted to remain open for
120 days and had to be closed unless the FBI obtained sufficient evidence to open a full field
investigation.
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The agent asked fellow FBI agents: to ask their "'logical sources" for
information regardingBayoumi. The sources related the following concerning

Bayoumi:

• Bayoumi was married with small children and had recently
completed a master's degree program and he',was looking for a
Ph. D. program, but his test scores were too low. He was
approximately 30 years old and unemployed.

• Bayoumi was a Saudi who regularly attended the ICSD (Islamic
Center of San Diego). He was manried with children and was
working on a master's or other advanced de_ee.

• Bayoumi reportedly delivered $400,000 to file Islamic Kurdish
community in E1Cajon, Califbmia in order to build a mosque.
Source opined Bayoumi "mUst be an agent of a foreign power or
an agent of Saudi Arabia."

• Bayoumi was in the U.S. on a student visa but was applying for a
green card. Bayoumi c,laimed to have a master's degree and was
working on a Ph.D. His father was sending him $3,000 a month

_ for support while he was in school.
:,... ._..¢

The FBI agent also contacted the INS in refi:rence to Bayoumi's
immigration status. An INS special agent advised that Bayoumi was in the
U.S. on an F-1 student visa, but his work visa had expired. However, the INS
reported that his visa could be renewed.

The FBI agent received no further substantive infommtion in response to
various information checks. According to the agent, the only remaining option
was to conduct an interview of Bayoumi. After her supervisor consulted with
fellow FBI agents who were working on a large, sensitive counterterrorism
investigati0n involving an alleged terrorist organization, the supervisor
instructed the agent not to conduct the subject inte,rview of Bayoumi. z66. The
agent told the OIG that she did not believe the decision was inappropriate

266The file indicatesthat thedecisionnot toconductaaainterviewwas dueto an
investigationthat includeda proposedproactiveelement. The FBIbelievedthat thebenefits
of interviewingBayoumidid notjustifytherisk to theproposed operation.
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based on the potential effect of such an interview on the other sensitive
investigation.

On June 7, 1999, the FBI closed its preliminary inquiry on Bayoumi, and
he was no longer actively under investigation by the FBI.

The FBI case agent told the OIG that she had no concrete information
linking Bayoumi to any terrorist activities. She stated that the allegations that
gave rise to the preliminary investigation were',not substantiated. With respect
to the source reporting that Bayoumi had received la_rgesums of money from
overseas, the case agent explained it was not unusual for foreign students,
especially from Saudi Arabia, to regularly receive money, even large sums of
money. Therefore, the case agent did not consider this to be :inherently
suspicious. The agent's squad supervisor at the time and other agents on the
squadalso told the OIG that it was not unusual or suspicioUs for SaUdi st_adents
to have received large sums of money from Saudi Arabia.

As stated above, one source had provided unve, rified in:formati0n that

Bayoumi could potentially be a Saudi intelligence operative or source.
According to the agent, Bayoumi was allegedly very involved and interested in
Saudi affairs in San Diego, and this probably led to thesuspicions about
Bayoumi's connection to the Saudi government. However, the agent told the
OIG that Saudi Arabia was not listed as a threat country and the Saudis were
considered allies of the United States. 267Therefore, Bayoumi's potential
involvement with •theSaudi Arabian government would not have affected the
FBI's decision to close the preliminary inquiry.

The squad supervisor at the time of our investigation, who had been an
agent on the squadfor several years, told the OIG that before September 11,
the Saudi Arabian government was considered an ally of the United States and
that a report of an individual being an agent of the Saudi government would not
have been considered a priority. Other agents on the,,' squad also said that a
source reporting that an individual was an agent of the Saudi government

267Country threats are defined by the FBI as foreign governments ,orentities whose
intelligence activities are so hostile, or of such concern, tothe national security of the;United
States that counterintelligence or monitoring activities directed against such countries are
warranted.
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would not have been cause for concern because the Saudi government was
considered an ally of the United States,

In addition, the case agent explained that more intrusive investigative
techniques could not be conducted because of the restrictions of the Attorney
General FCI Guidelines in effect at the time. No meaningful surveillance
could be conducted, no bank records or other financial records could be sought,
and very little investigative activitybeyond fully identifying the individual
could :be done.

In sum, we do not believe that the FBI's actions with regard to Bayoumi
and its decision to close the preliminary inquirywere inappropriate. The agent
conducted logical investigative steps that were permitted under the Attomey
General Guidelines in effect at the time, such as checking FBI records, for
information, asking other intelligence agencies for information about the
subject, and asking agents to query their sources about the.,subject, but the
agent did not uncover any information to support the allegations. The
Guidelines did not permit the case agent to engage in more intrusive
investigative techniques, such as a clandestine search of Bayoumi,s property,
obtaining his telephone or financial records, or secretly recording his

::' conversations.
-._,

Although the Attorney General Guidelines would have permitted a
subject interview of Bayoumi prior to closing the preliminary inquiry, the
decision not to conduct an interview appeared warranted, :given its po,;sible
effect on an ongoing significant investigation.

2. The FBI's handling of the _nformational asset

As describedabove, in May 2000 Hazmi and Mihdhar began renting a
room in the home of an FBI informational :asset. An FBI San Diego Special
Agent who we call "Stan" was the asset's contro_agent since theasset was
opened in 1994. The asset had provided the FBI with si_fificant infoimation
over the years and was considered a reliable source. Hewas well known.in the
Muslim community. He often rented rooms in his house to Muslim menin the
community who needed temporary housing. At the time fhat Hazmi and
Mihdhar moved in with him, he had two other individualsrenting rooms in his
house. Mihdhar lived with the asset until June 10, 2000, when he left the
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United States, and Hazmi remained as a boarder at tlheasset's home until
December 2000.

According te Stan, the asset told Stan that two Young Saudis who had
recently cometo the United States to visit and[study had moved in as boarders.
The asset described them asgood Muslims who often went to the mosque and.
prayed. The asset provided Stan with their first names but little other
identifying information. Stan did not obtain any additional information l_om
the asset about the boarders, such as their last names'.,and he did not conduct.

any investigation of them.

Had Stan pursued information about Hazmi and Mihdhar, he might have
uncovered the CIA information about them. In addition, he might have created
a record in FBI computer systems about Hazmi and Mihdhar's presence in San
Diego, which Would have provided the FBI with additional information and
avenues of investigation when it began to sem'ch for them in August 2001. For
these reasons, we examined Stan's actions with regard to the asset.

In interviews with the JICI staff and in congressional te,stimony, Stan.
stated that the informational asset primarily provided information about the
activities and identifies of persons in theMuslim community in San Diego who
were the subjects of FBI preliminary inquiries or full field investigations. 268
Stan said that the asset volunteered some infon'nation about other individuals
as well. He said he thought that the asset had good judgment about which
individuals might pose a threat and that his reporting had been "consistent"
over the years. We reviewed the asset's file _nd noted the asset provided[
information on a regular basis on a variety of,different indivMuals and topics.
Although we could not evaluate the asset's judgment from the file, we consider
Stan's description of the asset' s reporting to be apt.

Stan also stated that he was aware that the asset had boarders in his house

over the years, and the fact that two new boarders had moved inwith the asset,
did not arouse suspicion. He notedthat the asset volunteered that the two
boarderswere livingwith him soon after they moved in, but the asset provided
the information about his boarders as part of a personal conversation and not

268Asnotedabove,Stanhas retiredfromthe FBI and declinedto be interviewedby the
OIG.
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•because the asset believed that it had. any significance. Stan stated the:
information provided from the asset was that the two boarders were from Saudi
Arabia, which, according to Stan, was not a countTy that the united States had
placed on the list as a threat to national:̀ security. Stan said that the asset did not
describe his boarders as suspicious or otherwise worthy of further scrutiny. He
also ass_ertedthat he was prohibited from further pursuing the information
about Hazmi and Mihdhar, including documenting the infbrmation that he had
obtained, because of the Attorney General Guidelines in effect at the time.

In examining Stan's actions, we first considered whether the Attorney
General's FCI Guidelines were applicable to the ,;ituation involving Hazmi and

Mihdhar. As suggested by Stan, the Attorney General'sFCI Guidelineswere
designed to ens/lre that the FBI opened preliminary inquiries and conducted
investigations only if the required predicatiffg intbrmation was present.
Because there were no allegations or information provided to Stan that Hazmi
and Mihdhar were terrorists, or agents of a foreign power, weagree that Stan
did not have sufficient information tO open a preliminary inquiry and actively

investigate Hazmi and Mihdhar, •

We also considered whether, at a minimum.,. Stan could have attempted to
;:;. obtain additional information about people who were livingwith his

informational asset, such as their full names, and whether he was required to
document the information on Hazmi and Mihdhm: that he !hadreceived from his
asset. First, we reviewed FBI policies and procedures for handling assets.
Those policies did not require Stan to obtain infolznation fi'om an informational
asset about people living in the asset's house or to conduct record checks to
obtain this information. In addition, the policies do not appear to require Stan
to have documented information received fi'om the asset about anyone living
with him, or to even document their full identities if he had obtained tlhat
information.

Wealso interviewed several FBI agents who were on Stan's
counterterrorism squad and asked them ,whether it would have been their
practice to seek additional information about boarders living with an
informational asset and what, if anything, they would haw_ done with this
information. We found no consensus among them about whether information
on boarders like Hazmi and Mihdhar who lived .with an informational asset
should have been obtained and documented. Some agents stated that they
would have pursued more information about boarders living with an
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informational asset, while othersstated that they would:not have. Some of the
agents stated that:they would have noted the fact of the informational asset
having boarders in his file. Some agents stated that they would have
documented the identities of the roommates inLan EC that would have been

upl0aded to ACS. However, former San Diego Division Special Agent in
Charge William Gore.told the OIG that he "did not believe anything had been
done wrong" inthe handling of the:informational asset and he did not fault
Stan for not obtaining the information.

While we recognize that no FBI policy addressed this issue and there was
a lack of consensus on what should have been done in a situation like this, we
believe that it would have been a better practice for Stan to have questioned the
informational asset about his boarders and obtained their full identities. Stan
was aware thatHazmi and Mihdhar were relative strangers to the informational
asset, and that they were not friends, family, or long-time associates of the
asset. Stan also was aware that the asset had no direct knowledge of Hazmi

. "_

and Mihdhar's backgrounds and could not vouch for their character.
Moreover, the boarders in the asset's home were in a position to put the asset
and the information he supplied to the FBI in jeopardy. Therefore, prude.nce
and operational security would suggest that information about persons living
with the asset should have been sought, at least to theextent of learning and
documenting their names, and perhaps running a records check on them.

If Stan had asked more questions about the asset's boarders, he also may
have acquired enough information to pursue fijrther iinquiry. For example, the
asset has stated after the September 11 attacks that I-][azmiand Mihdhar did not
make telephone calls from his house, and that in retrospect: he found this
behavior to be suspicious. The asset also stated after September 11 that he had
told Hazmi to stay away from Bayoumi because of his alleged association with
the Saudi government. Therefore, if Stan had asked the asset: a few more
questions about Hazmi and Mihdhar and acquired this ldnd of information, it
may have led Stan to conduct further inquiries, particularly siince Bayoumi had
been the subject of an FBI investigation.

Moreover, while no specific FBI policy required agents; to obtain
information about persons living in a house with an informati[onal asset, ]?BI
policies required control 'agents to continuously evaluate the credibility of their
informational assets. Before informational assets are approw_d, they are
required to undergo a background investigation to assess their suitability,
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credibility, and "bona tides. ''269 Certain minimum checks were required, such
as a check of FBI indices, local criminal checks,' and CIA traces. The policy
provided that additional checks "may be deemed necessary," Such as querying
other assets and running indices checks on immediate family members. In:
addition, FBI policy provided that an asset's bona tides "should be continually
addressed," even after the initial assessment was completed.

More specifically, the FBI field office is required to conduct a yearly
evaluation of each informational asset and provide the evaluation report to.FBI
Headquarters. Thisreport is required to contain, among other things; the FBI's
number of contacts with the informational asset during the reporting period, a

" summary of the most significant information furnished by the informational
asset, the number of preliminary.inquiries and full investigations that 'were
openedbased on informationprovided by the informational asset, and "steps
that have been taken to establish asset bona tides since last evaluation.."

Although Stan would not have been required to obtain additional information
about his informational asset's boarders to complete this report, the FBI's
policy of continually vetting the credibility of its assets permitted Stan to seek

,-- more information about Hazmi and Mihdhar and the other boarders from his. , . .

_ asset and run indices checks on any persons living with his informational asset.• ..,

We reviewed the informational asset's file, Stan's yearly evaluation of
the asset, and Stan's reporting on the bona :tides clhecks conducted on the
informational asset. Based on our review, we were concerned by the lack of
information included in the file in support of the bona tides checks conducted
by Stan each year. In each of the documents provided tOFBI Headquarters
about the informational asset :that we reviewed, Stan wrote the following
perfunctory paragraph: "Asset bona tides have been established through
independently received reliable asset reporting, [redacted] and physical
surveillance."

Stan maintained no predicating information in the file on these bona tides
checks. The file did not disclose which checks or surveillance had been

,,

269 The FBI defines "bona tides" to mean that the asset or informational asset "is who
he/she says he/she is;" that the asset"has the position or access the asset claims to have;"
and that the asset "is not working for or reporting to a foreign intelligence service or
intemational terrorist organization without the knowledge of the FBI."
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conducted, by whom, when, Orthe results. Without that material, the
informational asset's bonatides were merely verified through the attestation of
Stan. It is possible that Stan conducted numerous indices checks and
conducted an exhaustive bona tides check on the infi)rmational asset each year.
It also is possible that he conducted minimal or no checks and merely attested
to the informational asset's credibility based on their personal history and
relationship. Because we were unable to interview Stan, we couldnot
determine which was more likely.

However, no FBI policydescribed the level of detail to be contained in
an asset file. We believe the policy should require an asset file to contain at
least minimal information to allow a reviewer to independently verify•that an
adequate backg-round check has been conducted. This information is necessary
to allow FBI managers to determine whether tlhecontrol agent is continuing to
assess each informational asset's credibility. This information wouldalso help
ensure that the control agent has not become too comfortable with the
informational asset and thus vulnerable to being misled or failing to obtain
adequate information about the asset.

We also were concerned by the lack of policy 0r practice specifying what
information from the asset must be documented. The Hazmi •andMihdhar case
clearly demonstrates that informati0nmust be documented to be useful. Even
if Stan had obtained the full names of Hazmi and Mihdhar from the

informational asset, he would not have been required tO document it in any
retrievable format. Without the requirement to document such information, the
information would not have been accessible to other' FBI personnel. For
information to be Useful, it must be documented in aretrievable form and it
must be available for consideration and analysis.

In sum, we believe that Hazmi and Mihdhar's presence in San Diego
should have drawn some scrutiny from the FBI. Althoughunknown at the
time, documenting their presence in San Diego in a searchable and retrievable
manner would have provided an opportunity for the FBI to connect infon_afion
in the future. If Hazmi and Mihdhar's presence in. San Diego in 2000 had been
documented, an FBI indices record check in August 12001,when the FBI
received information from the CIA that Hazmi and Mihdhar had entered the
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United States, mighthave led the FBI tO the San Diego information. This
connection would have provided substantive leads for the New York FBI's
effort to locate Mihdhar in August 200 1. 27°

3. San DiegoFBI's failure to prioritize eounterterrorism
investigations

As discussed in Chapter Two, in 1998 the FBI adopted a 5-year strategic
plan that established the FBI investigative: priorities in a 3-tier system. Tier I
priorities were "foreign intelligence, terrorist, and criminal activities tlhat
directly threaten the National or Economic Security of the:United.States."
Tier IIpriorities were "crimesthat affect the public Safety or undermine the
integrity of American society: drugs, organized crime, civil rights, and public
corruption." Tier III priorities were "crimes that affect individuals and
property such as violent crime, car theft; and telemarketing scares..."

On March 15, 1999, shortly after Director of Central Intelligence George
Tenet asserted the U.S. Intelligence Community was declaring war on Usama
Bin Laden and al Qaeda, FBI Headquarters establLishednational level priorities
within its CounterterrorismProgram. Bin Laden and alQaeda, along with the

_i Bin Laden-allied Egyptian Islamic Jihad (EIJ) and alGama'at al Islamiyya •
_': (IG), were designated as',priority group.one" for the FBI's counterterrorism

efforts.

Our review of the Hazmi/Mihdhar chronology revealed no appreciable
shift in resources by the FBI's San Diego Field Office in response to these
changed priorities. We found that prior to September 1i, 2001, the actual
investigative priority for the San Diego Field Office was drug trafficking,
According to former San Diego SpecialAgent in Charge WilliamG0re, the
highest concentration of FBI agents and resources in San ]Diego was directed at
combating drug trafficking based on the FBI's process and procedures used
each year to set priorities in its field offices. He said that white-collar crime
was the office's second priority, and violent crime was its third priority.

..

270Asnoted,MihdharandHazmiusedtheirownnamesto open bankaccounts,conduct
financialtransactions,obtainstateidentificationcards,purchasea vehicle,obtaintelephone
service,takeflyinglessons,andrent an apartmentwhileresidingin SanDiego.
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Counterterrorism was only the fourth priority :tbr the San Diego FBI office.
The counterterrofism efforts in San Diego were directed primarily at anotlher

terrorist organization and related groupsnot connected to A1 Qaeda, and the

majority Of San Diego's counterterrofism investigations targeted activities
related to the indirect support of terrorism conducted by those: groups.

We found that the San Diego FBI focused little to no investigative

activity on al Qaeda prior to September 11. San Diego FBI personnel stated to
us that theyhad believed there was no significant al Qaedaactivity in San
Diego based on information from their sources, and investigative activities.

The former supervisor of the San Diego counterterrofism squadexplained their
job at the field office level was to "shake the tree and[ see what felt out" in
relation topotential terrorism activities in their area. Although San Diego

agents assigned to counterterrofism conceded they had received little to no

specific training conceming Bin Ladenor al Qaeda, they asserted that al Qaeda
did not have a significant presence in San Diego prior to September 11.

Yet, al Qaeda was present in San Diego, unbeknownst to the FBI. Hazmi

and Mihdhar resided in San Diego. UnfortunatelY £the San Diego agents were
not focusing on al Qaeda. Even though FBI Headquarters had designated al
Qaeda as the number one counterterrofism priority, tlhe San Diego FBI was not
attempting to identify individuals that were associated with all Qaeda.

Since September 11, many San Diego agentshave been moved from
other squads and assigned to counterterrofism. Significantly, the San Diego
office opened a large number of intelligence investigations on potential all
Qaeda subjects immediately after September 11. Obviously, the focus and

priorities dramatically changed after September 11. But there is no reason to
believe the al Qaeda presence in San Diego began ordy after ',September 11. If
San Diego's focus on counterterrorism and al Qaeda had occurred earlier in

San Diego, there would have been a greater possibility, though no guarantee,
that Hazmi's and Mihdhar's presence inSan Diego may have come to the
attention of the FBI before September 11.

However, it is important to note that San Diego's allocation of resources
before September 11 and the lower priority it gave to the Counterterrorisim

Program were not atypical of FBI field offices before September 11 In an
OIG September 2002 audit report entitled "A Review of the Federal Bureau of

Investigation's Counterterrorism Program: Threat Assessment, Strategic
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Planning, and Resource Management," we found that "Although the FBI has
developed an elaborate, multi-layered strategic planning system over the past
decade, the system has not adequately established priorities or effectively
allocated resources to the Counterterrorism Prog_ram."

Furthermore, the OIG report found that resources were not allocated
consistent with the FBI's priorities -particularly at the field office level -
because of the lack of"management controls" in the FBI's "complicated and
paper-intensive Strategic planning process."' Instead of allocating resources
based on FBI priorities, field offices allocated resources primarily based on
previous caseloads in the field office. According to the report, prior to
September 11, "the Bureau devoted significantly more specialagent resources
to traditional law enforcement activities such as white coll!arcrime, organized
crime, drug, andviolent crime investigations than to domestic and international
terrorism investigations." For example, in 2000 twice as many FBI agents
were assigned to drug enforcement than to counte,rterrorism. Thus, the San
Diego's office allocation of resources was not different from manyother FBI
field offices, despite the stated priorities of the FBI.

•

_ C. Events in the spring and summer of 2001

.. As described in the factualchronology, the FBI had several opportunities
in the spring and summer of 2001 to obtain critical intelligence about Mihdhar
and Hazmi. Although the FBI and the CIA were ctiscussing Mihdhar, Khallad,
and the Cole investigation throughout the spring _mdsummer of 2001, theFBI
did not become aware of the critical intelligence involving Mihdhar's U.S. visa
and subsequent travel to the U.S. until late August 2001. As we discussed
above, we believe that systemic problems regarding information sharing
between the two agencies contributed to the FBI's failure to obtain this
information earlier. But restrictions within the FBI also contributed to the

FBI's failure to acquire critical information about Hazmi and Mihdharbefore
September 11. Inthis section, we discuss those problems.

1. Restrictions on the flow of information withinthe FBI

By the summer of 2001, the effect of the various resl_ctions within the
FBI on information sharing- commonly referred to as "the wall"- had
resulted in a nearly complete separation of intelligence and criminal
investigations within the FBI. This separation greatly hampered the flow of
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information between FBI personnel working criminal and intelligence
investigations, including information concerning Hazmi and Mihdhar in the
summer of 2001.

As discussed in Chapter Two, in late1999 the FISA Court had become
the "wall" for purposes of passing FISA information on targets ofa partic,ular
terrorist organization from FBI intelligence investigations to criminal
investigations. Any information that intelligence age,nts wanted to give to
criminalagents had to be provided to the FBI's NSLU; which then provided it
to OIPR; which then provided it to the FISA Court, which then had to approve_
the passage of the information to criminal agents. In addition, after the FISA
Court was notified in the fall 2000 about errors in approximately 100 FISA
applications, a significant portion of Which related to the FBI's representations
about the "wall" procedures in al Qaeda cases, the FISA Coul_imposed new
restrictions on the FBi's handling of FISA information. The FISA Court
required a certification from all individuals who received FISA information
stating that they understood this requirement.

The FISA Court exempted CIA and NSA personnel, who often received
FISA information from the FBI; from this certification requirement. But the
FISA Court required thatthe CIA and NSA indicate on the information they
provided to the FBI whether the information had been obtained based on FISA
information previously provided to them by the FBI (called "FISA-derived
information"):. In response; the NSA decided that it was more efficient not to
delay dissemination of intelligence while checking to seeif it was derived from
FISA, and it therefore placed a caveat on all NSA counterterrorism reporlls to
the FBI stating that before information could be considered for dissemination
to criminal personnel, the FBI had to check with the NSA:General Counsel
about whether the intelligence was FISA-derived. Oncethe NSA determined
whether the information was FISA'derived, the FBI ]hadto comply with the
wall procedures for passing FISA,derived information to criminal agents or
prosecutors. If the information wasnot FISA-derived, it could be passed
directly.

FBI Headquarters personnel became waI3rthat any invc,lvement of
criminal agents in intelligence investigations could present problems for the
FBI with the FISA Court. A former ITOS unit chief described the FISA

Court's certification requirement as a "contempt letter" and said that it "shut
down" the flow of information in the FBI. He further stated that FBI
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Headquarters .employees became worried that any misstep in handling: FISA
information could result in harmto their careersbecause an FBI agent was.
banned from appearing beforethe FISA Court and OPR began an investigation
on him..These three, factors - the Court had become the screener in al Qaeda
cases, the certification requirement imposed by the FISA .Court, and concerns
about violating the Court's rules - combined to stifle the flow of intelligence
information within the FBI. FBI employees described thi:sto 'the OIG as the ..
walls within the FBI becoming "higher" over time. New YorkFBI agentstold
the OIG that the walls Were viewed as a "maze" that no one really understood
or could easily navigate.

As we discuss below, these walls affected tlheFBI personnel's
discussions .about the Mihdharinformation at' the June 11,2001, meeting in
New York and theFBI's decisionto open an investigation to locate.-Mihdhar in
August 2001.

,_ 2. Problems at the Jane 11 meeting

_: At the June 11,2001, meeting, FBI Headquarters andCIA CTC
. personnel discussed withNew York FBI investigators issues relating 1:othe

Cole investigation. At the time of this meeting, tlheFBI analyst who we call
-< Donna had received information from the CIA concerning travel in January

2000 of an al Qaeda operative named Khalid al,Mihdhar to Malaysia through
Dubai. Donna also had received surveillance photograph,; from the CIA
showing Mihdhar meeting With other unidentified al Qaeda operatives; in
MalaysiaY _

After receiving the information from the CIA, Donna had condu.cted_her
own record check on Mihdhar in CTLink and discovered the NSA:information

from late 1999 and early 2000 associating Mihdhar with a suspected terrorist
facility in the Middle East linked to al Qaeda activities and his plans to travel
to Malaysia in January 2000.

271Althoughnot sharedwithDonnaor knownto anyoneelse in theFBI, theCIAalso
knewin June2001that Mihdharhad a U.S.visa,thatMihdhar'sass;ociate-- Hazmi--had.
traveledtothe United.Statesin January2000,andthat the ColemastermindKhalladhad
beenidentifiedin oneof the KualaLumpursurveillancephotographs.
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This NSA intelligence• about Mihdhar would have been important to the.
FBI agents conducting a criminal investigation of the Cole atlLacks.However,
Donna did not share this information withthe criminal agents at the June 11
meeting because of concerns about the wall. By this time, the FBI was
operating under the requirement that allNSA counterterrorism information had
to be reviewed by the NSA's General Counsel's Office for a determinationof
whether.it was FISA-derived before it could be considered.for dissemination to
criminal.agents. Because she had not yet. asked the NSA whe,ther the ..
information could be passed, Donna did not provide the New York agents: with
any of the NSA information. That information woultd have been imp0rtantto
the New York agents who were working the Cole investigation because tlhey
specialized in al Qaeda operations and at the June 1 ][meeting: showed great
interest in the Malaysia meetings and Mihdhar. That: information may also
have provided the criminal agents with additional leads and could have le,d to
the information that Mihdhar and Hazmi had _raveled to the United States in
January 2000.

We recognize that the caveat on sharing any NSA counterterrorism
information did not mean that the criminal agents we:reprohibited from ever
obtaining access to the NSA information OnMihdhar. But if the information
was FISA-derived, the caveat created a delay in the criminal agents receiving
the information because ofthe lengthy procedures that had to be followed to
share the information with them.

With respect to the information Donna had received from the CIA about
the Malaysia meetings, Donna showed the photographs to New York agents
and asked whether they could identify Cole participant Fahd al Quso in the
photographs. After one of the agents made a tentative identification, the agents
asked questions about Mihdhar and the photogTaphs. The agents continued to
ask Donna questions about Mihdhar, the Malaysia meetings, and the
photographs on June 11 after the meeting. As we discussed above, it is unclear
how much questioning occurred during the actual meeting and how much
occurred after the meeting. Donna was unable to answer most of the agents'
questions because she had not obtained the information from the CIA. Tlais, in
our view, was not because of the wall, but was because of Donna's failure to
plan the meeting adequately or ask sufficient questions from the CIA in
advance of the meeting.
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First, we believe the planning forthe June It! meeting was flawed.
Although Donna and other IOSs frequently traveled to New York to work on
the Cole investigation, she told the OIG that this was the first time that she had
arranged for a meeting involving CTC personnel in New York..Yet, according
to what the meeting participants toldthe OIG, the purpose andthe age,nda of
the meeting were not clearl The participants agre,ed that they knew there was
going to be a.discussionof the investigative results on the Cole attackl The
New York agents believed that the CTC and FBI Headquarters had information
to share with New York. Donna andthe CTC participants, howeverl described
the meeting as a "brainstorming" session to determine what newleads could be
pursued and what FBI Headquarters could do to assist New York.

No agenda was prepared andno supervisors were consulted:for their
input about the meeting. Even though Donna said that she called the meeting

•to explore further leads or avenues ofinve,;tigation in the ,Colecase, slae
apparently didnot ask the CTC participants to be prepared to present
information Oranswer questions. Mary and Peter t01dthe OIG they were not in
a position tO discuss the Cole investigation. Maqt said she was not up to speed
about the Cole investigation or.the Malaysia meetings. Peter told the OIG that

. as an analyst at the CIA, he did not have authori_ to discuss CIA information
• ._: at the meeting and he was merely "tagging along."

Donna told the OIG that she considered Mary to be another FBI
employee at the meeting, and for this reason did not provide her with any
specific instructions in preparation for the meeting. Donna also said that she
had not invited Peter and because .she was not in l.aischain of commancl, she did
not ask him to be prepared. However, the New York agents we interviewed
told the OIG that they believed that cTc personnel were c,oming to the
meeting in part to share information with them. ]:he fact that all the
participants we interviewed described the meeting as unproductiveand a
"waste of time" highlighted that a more useful exchange of information could
have occurred.

With respect to the Kuala Lumpur photographs, Doraaa had obtained only
limited information from CIA employee John abeut the photos when she
received them. She did not ask general background questions such as whether
anyone else in the photographs had been identified, or what else was known
fromthe Malaysia meetings. Donna toldthe OIG that because she believed the
CIA provided her with everything she was entitled to know, she did not have
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an in-depth discussion about the photographs. John ,;aidhe did not recall
anything about his discussions with Donna regarding the Kuala Lumpur:,

photographs.

Donna told the OIG that when the New York agents asked her questions
about Mihdhar, the Malaysia meetings, and the photographs, she thought that
they were reasonable questions, but she did notknow the answers. She_stated
that at the time she obtained the Kuala Lumpur photc_graphs ti-om the CIA, she
believed thatthey were 0nlypotentially related to Quso and t]heir significance
to the Cole would hinge on whether Quso was in the photographs.

We believe Donna should have asked the CIA additional questions about
the photographs. Shehad reason to believe Quso, a key individual inthe Cole'
investigation, may have attended the Malaysia meetings. Given her interest in
whether Quso had attended themeetings, she should have wanted to ascertain, '
and asked the CIA, what, if anything, wasknown about the purpose of the
Malaysia meetings, who were the other participants at the meetings, what was
known about the participants, and any other available information,

Donna alsodid not ask the CIA whether there were additional, phot0s or
documentation. Donna told the OIG she was unaware that there could have
been additional photographs or other relevant information available. We
believe that someone in her position should have known or at least asked for
additional information about the subject of the photographs in preparation for
the meeting.

We also were troubled by Donna's inadequate ,efforts to obtain additional
information after the June 11 meeting, particularly informatien about the
Malaysia meetings, since it had been the subject of a dispute between Donna
and Scott. Although Donna told theNew York agents that she would check
with the CIA about additional information regarding the photographs and, the
Malaysia meetings, Donna made little effort to obtain this information until
two months later, in August 2001. Donna told. the OIG that She believes that
she made some unsuccessful follow-up phone calls to Peter and John about the
photographs. It is not clear from the documentary evidence how much Donna
did before August to obtain the information, but she did not provide additional
information to theNew York agents about the photographs forat least two
months. We recognize that FBi analysts were overwhelmed with assignments
and had to juggle many responsibilities, however, given the possible
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connections of this information to the Cole investigation, we believe Donna
should have made more aggressive and timely effbrts to•obtain this int"orro_ation
soon after the June 11meeting and to keep the New York agents informed •
about what her follow.up efforts were.

By the same token, Scott, the NewYork Cole case agent, did little to
follow up after the June 11 meeting to obtain information he requested about
the Malaysiameeting. Scott toldthe OIG he" '"" " ....on:on asked Donna about the

status of the information, but hewas not provided any suclh infon'nati0n..,

Donna contended that Scott did not follow up on lais June 11 requests. We.
found no evidence such as e-mails or other documents to support. Scott's claim
that he raisedthe issue often With Donna. We believe that neither Donna nor
Scott made significant efforts after the meeting to"0btain the information.

3. The FBI's investigation in August 2001 to find •Mihdhar and
Hazmi

As discussed above, on August 22, 2001, the FBI learned that Mihdhar
•and Hazmi had entere d the United States inJanuary 2000,:that Mihdhar had
again flown t0 New York on July4, 2001,and that there was norecord of

: either of.them leaving the country. The FBi also learned tlhatKhallad had been
identified in the Kuala Lumpur-photographs. Upon discoveryof this

• information, the FBI opened.an intelligence investigation in New York in an
effort to locate Mihdhar.

Once again, however, the separ.ation between intelligence and criminal
information affected who could receive access tOthe infonmation about Hazmi
and Mihdhar. This interpretation of the wall also ihampered theability ofthe
FBI New York agents working on the Cole investigation to participate in the
search for Hazmi and Mihdhar. In addition, we found that the FBI's el[forts to
locate Hazmi and Mihdhar were not extensive. We do not fault the Ca,;eagent
assigned to locate them. He was new and not insl_mctedto give the Ca,;eany
priority. Rather, we found that the FBI New York: did not pursue this asan
urgent matter or assign many resources to it.
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a. The effect of the wall on the FBI's attempts to locate
Mihdhar• ,

As discussed above, Donna drafted an EC to the New York FBI
requesting it open an investigation to locate Mihdhar. She als0 called Chad,
the FBI New York agent who primarily handled intelligence investigations for
the Bin Laden squad, to give him a "heads up" about:the matlLer,andshe
subsequently sent the EC to him. She wrote in the e-mail that she wanted to
get the intelligence investigation going and the EC could not be sharedwith
any of the agents working the Cole criminal case. C]hadforwarded theEC to
his squad supervisor, Jason, who nevertheless disseminated the EC viae-mail
within the Bin Laden'squad, including tothe criminal agents assigned to the
Cole investigation.

Scott read the EC and contacted Donna regarding it. Donna informed
Scottthat he was not supposed to have read the EC because it contained NSA
information that had not been clearedto be passed to. criminal agents. Donna
told Scott that he needed to destroy his copy. Scott responded that the effort to
locate Mihdhar Should be part of the Cole criminal investigation, and he argued
with Donna regarding thedesignation of the investigation, as an intelligence
matter. Donna.asserted that, because of the wall, criminal agents were.not yet
entitled to the underlying intelligence provided.by the NSA, and without that
predicating material, the FBI could not establish any connection between
Mihdhar and the Cole criminal investigation.

Scott, Donna, and acting UBL Unit Chief Rob then spoke via conference
call. Scott argued that the investigation should be opened as a criminal
investigation and that more resources and agents could be assigned to a
criminal investigation by New York. He also argued that criminal investigative
tools, such as grand jury subpoenas, were far quicker in obtaining inforrnation
than the tools available in intelligence investigations.

Donna consulted withan NSLU attorney, Susan. According to Do_a,
Susan concurred that the matter should be handled as an intelligence
investigation and that because of the wall, a criminal agent could not
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participate in the search for or any interview of MihdharY 2 When Donna
' advised Scott .of Susan's opinion in an e-mail: message, Scott responded by e-

mail that he believed the wall was inapplicable. Scott ended his message by
suggesting that because of the NSLU's position, people were going to die and
that he hoped that NSLU would stand by its position then.

:.

The way that FBI Headquarters handled the, Mihdhar information
reflected its interpretation of the requirements of the wallprior to September

11. First, because the predication for the search for MihdJhar originated from
the NSA reports, this information could not be irrmaediately shared with,.

criminal agents. Instead, it first had to be cleared for dissemination by the
NSA, which would determine whether the intelligence was based on FISA
information. If so, the information had to be cleared for passage to the criminal

agents- the information had to be provided to the NSLU, which then provided
the information to OIPR, which then provided it to the FISA Court, which then
had to approve the passage of this information to criminal agents. In fact, the
limited INS information concerning Mihdhar' s a:nd_Hare'hi' s entries into the

United States was the 0nly unrestricted infi3rmation in the EC immediately
' available to the criminal investigators.
4,

_ As in the Moussaoui case, the decision to open an intelligence

_: investigatio n resultedin certain restrictions. FBIHeadquarters employees
understood that they needed to ensure that they avoided any activities that the.

FISA Court or OIPR could later deem "too criminal" and ,could use as a basis

to deny a FISA application. This included preventing a criminal agent from
participating in a subject interview in an intelligence investigation. While
Scott was correct that the wall had been created to deal with the handling of
only FISA information and that there was no legalbarrier to a criminal agent
being present for an interview with Mihdhar if it occurred in the intelligence

investigation, FBI Headquarters and NSLU believed that the original vcall had
been extended by the FISA Court and OIPR to cover such an interview.

Scott's frustration over the wail was similar to Hen12.c"sin the Moussaoui
investigation, when Henry was told by Don that seeking prosecutor

272ASdiscussed above, Susan told the OIG that she did not recall this discuss:ionwith
Donna.
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involvement prematurely could potentially harm any FISA request. Scott, like
Henry, wanted to pursue a criminal investigation and became frustrated vehen

he was advised by FBI Headquarters that he could not proceed in the manner
he deemed appropriate. Scott's perceptionwas that FBI Headquarters had
misconstrued "the wall" and the wall had been inappropriately expanded. He
told the OIG that he believed the wall should only relate to FISA or FISA-

derived information. Like the Minneapolis FBI, Scott believed that he was
being "handcuffed" in theperformance of his job and that FI3I Headquarters
"erred onthe side of caution" in its approach 1:ointelligence information.

FBI Headquarters, on the other hand, acted in accordance with its

experience with OIPR andthe FISACourt. FBI Headquarters believed tlhat
OIPR and the FISA Court required strict adherence to the procedures for the
passage of intelligence information to criminal investigation,; and required

separating criminal and intelligence investigations. Donna explained that the
FISA Court's mandates resulted in the :need for the FBI to create a near

,. _

.... complete separation between intelligence and criminal investigations in order
to effectively use intelligence:information. Rob also told the OIG that.there:
were "land mines" in dealing with intelligence versus criminal information,-,

and it was difficult to appropriately straddle the two sides.
•

Our review of this case showed that the wall had been expanded to create

a system that was complex and had made it increasingly difficult to effectively
use intelligence information within the FBI, The wall or "maze of walls" as
one witness described it- significantly slowed the flow of intelligence
information to criminal investigations. The unintended consequence of the
wall was to hamper the FBI's ability to conduct effective counterterr0fism

investigations because the FBI's efforts were sharply divided[ in tWO, and only
one side had immediate and complete access t:o the available information=

The wall was not, however, the only impediment in the FBI's handling of
the investigation to find Mihdhar and Hazmi. We fi3,und there were also other
problems in how the search for Mihdhar and Hazmi was handled.

b. Allocation of investigative resources

We found that prior to the September 11 attacks, the New York Field
Office focused its al Qaeda counterterrorism efforts ,on criminal investigations,
but it did not expend a similar effort on intelligence iinvestigations or the
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development of intelligence information. New York agents told the OIG they
believed that criminal prosecution was the most effective toolin combating
terrorism. They asserted that criminal investigations are also a preventive
activity and the FBI had always focused oiapreve,nting ten'orism, even before
September 11. They pointed to the TERRSTOP investigation •in1993, an
investigation to uncover a terroriStplot t0 attack New York City landmarks,

•and the criminal investigation into the East African embassy bombings.

Prosecutors also argued that criminal investigations andprosecutions are
an effective preventive measure against tenorism. Testifyingbefore the:Joint
Intelligence Committee, Mary Jo White, the fom_er U.S. Attorney for the
Southern District of New York (SDNY), stated, "[W]e viewed the terrorist
investigations and prosecutions we did from 199:t-2002 as a preventiontool."
Patrick Fitzgerald, currentlythe U.S. Attorney for the Northern District of
Illinois and formerly an Assistant U.S. Attorney in the SDNY, told us that it is ..
a misconceptionthat there has to be a difference between prosecution and
gathering intelligence. He added that the SDNY prosecutions produced a
"treasure trove of [intelligence] information."

: However, prosecutors also realized criminal investigation and
prosecution werenot the only means of countering terrorism. White stated,

_:• "the c0unterterrorism strategyof our country in the 1990s was not, as I have
read in themedia, criminal prosecutions." She further stated, "none of us
consideredprosecutions tobe the country's counterterrorism strategy, or even a
major part of it." As Fitzgerald told us, "in order to connect the dots, you need
people to gather the dots."

Although we agree criminal investigations are a highly effective
counterterr0rism tool, intelligence investigations were not given nearly the
same level of resources and attention in the FBI's New York Field Office

before September 11,2001. This criminal focus ,wasclem: in the•assignment of
personnel on the New York Bin Laden squad. From October 2000 to June
2001, only one agent on the BinLaden squad was designated as the
"intelligence" agent- the agent we call "Chad" The remainder were
designated as "criminal" agents. 273Chad told us that he was inundated with

273Onecriminalagentworkedon intelligencematterson apart-timebasis.
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intelligence investigations and information, and he rareIy had enough time
even to review all the incoming Bin Laden intelligence information, letalone
to digest, analyze, or initiate the procedures to,pass the information to the
criminal agents where applicable. Chad also told us that the "intelligence"
agentdesignationwas "not a desirable position" within the Bin Laden squad.
He described himself as the "leper" on the squad due to "the wall."
Furthermore, Chad stated that the intelligence side of the squad received far
less and lower quality resources.

The•handling of the investigation to locate Mihdhar provides a clear •
indication of the primacy of the criminal over intelligence investigations in the
New York office. On August 28, 2001, the New York Field Office opened an
intelligence investigation to locate Mihdhar based•upon Donna's EC. Donna
toldthe OIG that she believed there was some, urgency to the Mihdhar
investigation, not because of any evidence that he was operational, but because
he could leave the United States at any time and the opportunity to find out as
muchas possible about him wouldbe lost. She said she therefore called Chad
about the EC in advance, which she didnot normally do.

'.

However, when she sent the EC to New York, she assi_ed the matter
"routine" precedence, the lowest precedence level. When asked about this
discrepancy, Donna told the OIG that the Mihdhar investigation was "no
bigger" than any other intelligence investigation that the FBI was pursuing at
the time.

The New York Bin Laden squad relief supervisors, who we call "Jay"
and "David," told the OIG that they recognized that there was some urgency to
the Mihdhar investigation. :Yet, the FBI in New York did not treat it like an
urgent matter. The investigation was given to an inexperienc,ed agent-
"Richard"- who had only recently been assigned to the Bin Laden squad. This
was his first intelligence investigation. As one of the largest field Offices;in the
FBI, with over 300 agents assigned to the JTTF, the New York Field Office
could have assigned additional or more experienced agents who were:not
involved in the Cole criminal investigation to assist Richard. However, the
New York Field Office Bin Laden Squad was focused on criminal
investigations. As a•result, the designation of the Mihdhar matter as an
intelligence investigation, as opposed to a criminal investigation, undermined
the priority of any effort to locate Mihdhar.
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Finally, we also noted that there was a clear predicate for a criminal
investigation that no one appeared to•notice•at the time. In her EC, Donna
noted that Mihdhar had previously traveled to the United States, according to
information she had obtained from the •INS. After the FBI's intelligence
investigation was opened; she obtained and forwarded to•Richard a copy of
Mihdhar's June 2001 visa application on which he stated that he had not

previously been issued a visa and hadnever traveled to the United States:
Thus, there was a clear basis to charge Mihdhar c,riminally with false
statements or visa fraud, Significantly, this information had been provided to
the FBI without the restrictive caveats placed on NSA reports and other
intelligence information. As a result, if Mihdhar had been found, he c,oul•d
have been arrested and charged with a criminal violation based on the false
statements on his visa application. However, the FB][did not seem to notice
this when deciding whether to use criminal or intelligence: •resources to locate
Mihdhar.

D. Individual performance

This section summarizes the performance of individual FBI employees in
the Hazmi and Mihdhar matter. While none of them corm'nittedmisconduct,
webelieve that several FBI employees did not perform their duties as well as
they could have and should have. We address in turnthe FBI employees
involved in each ofthe five lost opportunities.

In this section, we do notdiscuss the perfol_mance of individual CIA
employees. However, we believe that a significant cause of the failures in the
sharing of information regarding the Hazmi and Mihdhar case is attributable to
the actions of the CIA employees. It is the responsibility of the CIA OIG to
assess the accountability of the actions of CIA employees.

..

1. Dwight

In January2000, intelligence information was developed aboutHazmi,
Mihdhar, and other al Qaeda operatives meetingin Malaysia. Dwight:, an FBI
detailee to the CTC's Bin Laden Unit, read the CIA cables,about the Malaysia
meeting. The cables indicated that Mihdhar had a U.S. visa and that he listed
New York on the visa application as his intended destination. Dwight
recognized the significance of this information to the FBi and drafted a CIR to
pass this information to the FBI.
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Unfortunately, his draft CIR was never sent. A notation added to the CIR
suggested that it was held at the request 0f the CIA's Deputy Chief of the Bin
Laden Unit. Several FBI detailees accessed the CIR, and Dwight inquired
about it again five days later, asking the Deputy Chief in an e-mail whether it
was going to be sent or whether he needed to "remake" it in some way. We
found no response to his e-mail, and none Ofthe partJ.cipants, including Dwight
and the Deputy Chief, said they remembered this CIRat all.

We believe the primary responsibility, for the failure to pass this
information rests with the CIA. The evidence indicates that the CIA didnot
provide permission for the CIR to be sent. TM However, we also believe that
Dwight should have followed up as much as necessary to ensure that the
information was sent to the FBI. Although we found evidence that he inquired
once about the disposition of the CIR, we found no additional evidence that he
continued to follow up to ensure that the information was sent. If Dwight: was
stymied in his attempt to learn about thedisposition of the cable, or if the CIA
gave no reasonable explanation for why the information was not being sent, he
could have brought this issue to the attention of another supervisor in the CTC.
In our view, Dwight took the commendable initiative to draft the CIR to share •• _

the information with the FBI, but did not follow through adequately to ensure
that it was sent, and the information in the CIR. was not provided to the FBI
until shortly before the September 11 attacks.

2. Malcolm

Malcolm was a New York FBI agent detailed fi3rseveral years to the
CTC. He told the OIG that he understood his role at the CTC was, among
other things, to be the "eyes and ears" of the New York Field Office..We do
not believe that he performed this role sufficiently. He acknowledged to the
OIG that one of his duties was "to monitor" New York Field Office •cases, but
he said he read'only the cables that he thought were "interesting," •generally

274TheCIAhas assertedthat the informationin the CIRwas sentto the FBI through
anothercable,whichmaybe whythe CIRwas not sent. A CIAcablestatedthatMihdhar's
traveldocuments,includinga multipleentryU.S.visa, had beencopiedandpassed"to the
FBI for furtherinvestigation."Asdiscussedabove,however,we foundno evidencethat this
cablewascorrectand that thisinformationhadactuallybeenprovidedto the FBI.
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based solely on his review of the cable subject lille. In addition, while he said
his role was to "facilitate inquiries of mutual interest," the,only example he
could provide was his acting as a liaison for FBI .offices around the country by
following up on tracing requests and reporting on their status. This was not
very. onerous or substantive. We believe thatFBI management is primarily

• t ''_ •responsible for failingto provide the FBI detailee.s to the ..TC, including
Malcolm, with clear duties, direction, and supervision. But we believe
Malcolm should have done more and taken more initiative in performing his
duties at the CTC.

3. Stan

For several months in 2000, Hazmi and Mihdhar lived as boarde,rs in the
house of an FBI informational asset. The asset briefly mentioned the two
boarders tohis FBI control agent, who we call "Stan." Stan did not document
this information, seek to learn the boarders' full identities, or conduct any
checks on them.

.... No FBI policy required Stan to seek or document this type of information
from the asset, andwe found differences among tlheother FBI agentswho we_
interviewed about whether they would have sought such information fi-oman
asset. While Stan did not violate any specific FBl[_policy, we believe it would
have been a better and more prudent practice •for him to have sought at least

!_ minimal •information from his asset about •thebom'ders living with him. The
asset knew little about the boarders, and the boarders could have compromised
information provided by the asset to the FBI.

Moreover, FBI policy required Stan to continually evaluate the asset's
credibility and provide a yearly evaluation report on the asset. Stan's yearly
report on this asset was minimal, with a bare attestation of the asset's bona
tides, it contained no indication of what evidence Stan had used to make these
attestations. While we do not suggest that Stan had to conduct extensive
reviews of everyone living with the asset, Stan's actions in following up on this
information were not particularly thorough or aggressive.

4. Max

In January 2001, a joint FBI/CIA source identified Khallad in
photographs of the Malaysia meetings. Because the FBI ALAT who was
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involved in the handling of the source, Max, was unable to speak any of the
joint source's languages, a CIA employee conducted the debriefings of the
source, including the debriefing in which the source identified Khallad. 'We
concluded that Max was not informed of the source's identification of Kl_allad

from the Kuala Lumpur surveillance photograph, eit:her at the time of the
identification or afterwards. Although CIA cables coveting the debriefing
described the identification of Khallad, these were not shared[ with Max.
Instead, he saw CIA TDs that did not_contain the inSormation about the
identification.

CIA documents do not indicate that the ALAT was informed of the
identification, and no other evidence indicates that tile ALAT knew. We found
that the ALAT included detailed descriptions in his reports of other .
information from the source, which indicates he was not provided the
information about the identification of Khallad. We also found that the New

York FBI agents who interviewed thesource in February 2001 were not
informed of the identification of Khallad. In sum, we believe: the ALAT did
not learn about the source's identification, not that he knew about identification
but failed to share this information with others',.

We believe that, as the ALAT, Max should have been more familiar with
the CIA's reporting process. He was not aware that the CIA's TDs contained
only a part of the information obtained during the source deblfiefings.
Although our review revealed that many FBI employees operated with
misunderstandings about the ways the CIA recorded and reported intelligence
information, a significant function of the ALAT position is to interact with the
CIA. Had he recognized that he could not rely on TDs for full reporting about
thesource's information, he.could have asked his CIA counte,rpart directly for
any additional information from the source, and the ALAT may have learned
about the identification of Khallad. In addition, given Max's concern that he
provide FBi Headquarters with all of the information reported by the source, it
would have been prudent for him to consult with the CIA case officer and ask
sufficient questions to ensure that he had received all. of the information. We
found no indication that he did so.,

5. Donna

Donna, the FBI analyst who worked[ onthe investigation of the Cole
attacks, planned a June 11,200.1, meeting with the Cole inves.tigators and CIA
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employees to discuss information relating to the Cole investigation. She
deserves credit for organizing this meeting and seeking to share intelligence
information with the Cole investigators. However, we fault her performance in
two respects. First, we found that the meeting was poorly planned, and Donna
did not clearly communicate the purposeof the meeting to the participants.
Donna also failed to obtain significant informationprior to the meetingthat• ..

could have been shared with the investigators about the Malaysia'meetings.'
After the meeting, although Donna devoted a significant amount of time to the
Cole investigations, she did little specific follow-up to pr0videanswers•to the
investigators about their logical questions regardiing the Malaysia meetings.
We believe she did not do all-she could have to acquire that information for the
New York agents, even though she had said that ..shewould as a result Oftheir
discussion at the June 11 meeting. As a result; the FBI missed another
opportunity to focus on Mihdhar and Hazmi earlier than it did.

When Donna finally learned from Mary on August 22, 2001, that Hazmi
and Mihdhar were in the United States, Donna q_:ticklyand appropriately took
steps to.have the FBI open an investigation tOlocate them. She personally
called the New York Bin Laden inteliigence agent and told him about the
matter. This was an unusual step to call the agem directly, and it suggested-:-.

that the investigation should be given some priority. However, when.she sent
the EC to New York, she designated the EC as having aroutine precedence.
Donna's actions indicated some urgency in the ne,ed for the investigatiion yet
the subsequent EC did not convey any urgency. The New York Field Office
assigned the case immediately, and the agent begumworking on the case within
two business days of the assignment. If the EC had conveyed urgency', the FBI
New York Field Office might have assigned additional or more experienced
agents to locate Mihdhar and Hazmi and initiated the search sooner.

6. Rob

We believe that Rob, as Donna's supervisor, is also responsible for
Donna's failures. While the FBI at the time pemfitted IOSs to make significant
decisions, often with little supervisory input, we believe that as a supervisor, he

, should have ensured that she was handling the June 11 meeting appropriately
and, if necessary, become involved with the planning or execution of t]he
meeting. Although Donna often traveled to New York to work on the ,Cole
investigation, the June 11 meeting involved the CIA and an AUSA, which
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should have led tO•more supervisory involvement in the purpose, agenda, and
outcome of:the meeting. But Rob had little supervisory involvement with it,
either before or after the meeting. In addition, although Donnadraftedthe EC
requesting the investigation of Mihdhar, the EC was ultimately approved and
sent by Rob. Therefore, we believe healso bears some responsibility for
failing toensure that the appropriate precedence lewe:lwas used on the EC.

7. Richard /

We donot fault Richard for his limited investigation, which was still in
the nascent stages bythe time Ofthe September 11 attacks. Aswe described
above, Richard took logicalsteps to try to locate Mihdhar and Hazmi, SUchas
completing a lookout for Mihdhar with the INS, requesting local criminal
history checks, checking with New York hotels about Hazmi and Mihdhar, and
conducting commercial database checks on them. However, therewere many
more investigative steps that could have been pursued, inNew York and
elsewhere, ihad the investigation been assigned greater pl_ori_yand hadthe FBI
provided more resources to this investigation. The FBI was notclose to
locating Hazmi and Mihdhar when theyparticipated in theSeptember 11
attacks. We believe thatthe FBI in New York should have assigned the matter
more priority than it did.

8. Mary
r'

Mary was assigned by her CIA managers in May 2001 with finding and
reviewing the CIA cables relating to the Malaysia meetings and their potential
connection to the Cole attack. Mary did not find the relevant CIA:cable traffic
until late July and mid-August 2001. She told the OIG that she did not have
time to focus on this assignment until then._Upon discovering on August 21
that Hazmi and Mihdhar had traveled to the United '__.tates,she immediately
passed this information to the FBI.

We recognize that the disparate pieces of information al)out the Malaysia
meetingswere not easy to connect and that the',task c,f developing pattems
from •seemingly unrelated information was complex. Yet we question the
amount of time that elapsed between Mary's assignment and iher discovery of
the important information. As we discussed previously, however, Mary',;
assignments were directed and controlled by her managers in the CTC. We,
therefore, leave thisissue to the CIA OIG for its consideration.
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V. OIG conclusions

In sum, we found itidividual and systemic failings in the FBI's handling
of information regarding the Hazmi and Mihdhar matter. The FBI had at least

five opportunities to learn about their presence in the United States and to seek
to find them before September 11, 2,001. Much of the cause for these lost
opportunities involved systemic problems. We fbund information sharing
problems between the CIA and the FBI and systemic problemswithin the FBI
related to counterterrorism investigations. The systemic problems included
inadequate oversight and guidance provided to FBI detailees at the CIA, the
FBI employees' lack of understanding Of CIA procedures, the inconsistent
documentation of intelligence information received info_nally by the FBI, the
lack of priority given to counterterrorism investigations by the FBI before
September 11, and the effect of the wall on FBI criminal investigations.

Our review also found that the CIA did not provide information to the
FBI about Hazmi and Mihdhar when it should haveand we believe the CIA
shares significant responsibility for the breakdown in the Hazmi and Mihdhar
case. However, the FBI also failed to fully exploit the information that was
made available to them. Inaddition, the FBI did not assign sUfficient priority
to the investigation when it learned in August 2001 that Hazmi and Mihdhar
were in the in the United States. While we do not know what would have

happened had the FBI learned sooner or pursued its investigation more
aggressively, the FBI lost several important opportunities to find Hazmi and
Mihdhar before the September 11 attacks.
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CHAPTER SIX
RECOMMENDATIONS AND CONCLUSIONS

Our review found many deficiencies in the FBI's handling of intelligence
information related to the September 11 attacks. In addition to individual
failures, which we detail at the end of each chapter, we found significant
systemic problems that undermined the FBI's Counterterrofism Program. For
example, before the September 11 attacks the FBI lacked an effective
analytical program, failed to use the FISA statute fully, and was inadequately
organized to disseminate timely and sufficient inl'ormation within the

Intelligence Community. As we detailed in this report, these systemic
problems significantly affected the FBI's handling of the Phoenix Electronic
Communication (EC), the Moussaoui investigation, and tile pursuit of"

intelligence information relating to Hazrni and Mihdhar, two of the September
11 terrorists.

Since September 11,2001, the FBI has taken numerous steps to

reorganize and strengthen its Counterterrofism Program. In this report, we
have not analyzed each of these changes, many of which are substantial,
ongoing, and evolving. The National Commission on Terrorist Attacks Upon
the United States (9/11 Commission), as well as other OIG and GAO reviews,

isassessing the impact of the changes in the FBI since September 11,2001.

In this chapter, we make broad systemic recommendations to adclress the

specific problems examined in our review that we believe the FBI must address
as it continues to change its Counterterrorism Program. Our recommendations

flow from the analysis of the deficiencies that we found in the way the',FBI
handled information related to the September 11 attacks. 275_

275Attached in the Appendix is the FBI's response to this report:and our
recommendations.
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I. Recommendations

A. Recommendations related to the FBI's ananytica]i program

Recommendation No. 1: Improve the hiring:, training, and
retention of intelligence analysts.

As discussed in Chapter Two, the FBI acknowledged shortly after the
September 11 attacks that its analytical program Was inadequate and in need of
impr0vement._ Since then the FBI has made important changes to attempt to
address this deficiency. For example, the•FBI has established the Office of
Intelligence with separate management and career tracks for analysts: In
addition, the FBI has created an analytical branch in the Counterterrorism
Division and has established the College of Analytic,al Studies at the FBI
Academy in Quantico, Virginia, with a 6-week training program for all
analysts.

•In addition to these important changes, t]heFBI must ensure that it hires,
trains, and retains a sufficient number •ofskilled•analysts. Hiring sufficient
numbers of qualified analysts is a challenging task. As part of this effort.,
training for analysts must be improved. For example, we found that training
for analysts prior to•September 11 was infrequent and often did not occur until
months after they began working in their analyst positions. While training for
analysts has improved since September 11, the FBI needs to ensure that it
provides comprehensive and timely training for all its analysts. 276

To retain analysts, the FBI must ensure that it creates an attractive career
path for analysts, with sufficient benefits and ,;tature within the FBI. Analysts
should have the opportunity to receive promotions to senior positions, such as
assistant directors or deputy assistant directors;, rather than being supervised
solely by special agents who have risen to management positions within the
FBI. Prior to September 11, 2001, the FBI did not sufficiently value or support
the critical work of its analysts. The FBI must ensure that it elevates the
importance of analysts and their work within the FB![.

276The OIGis currentlyconductingan auditexaminingthe FBI's effortsto hire .and
train intelligenceanalysts.
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Recommendation No. 2: Ensure effective management of
analysts.

Our review revealed problems in the management of analysts within the
FBI, particularly the Intelligence Operations Specialists (]lOSs)in the
International Terrorism Operations Section (ITOS) at FBI Headquarters. Our
review revealed that supervisory special agentsin FBI Headquarters failed to
provide consistent oversight and supervision of these analysts. Part of the
problem was that the analysts were long-tirne FBI Headquarters employees
with substantive expertise interrorism matters, while their supervisors were
agents who often lacked analytical expertise and :rotatedthrough FBI -
Headquarters on short assignments.

Moreover, prior to September 11,2001, ITOS worked in crisis mode,
with insufficient resources to respond its many tasks. Consequently,
overwhelmed analysts had to respond to the emergency of the moment. They
did not have sufficient time to conduct comprehensive, proactive analysis to
assess the significance or the relationship of disparate pieces ofintelligence
information. SuperVisors also allowed the analysts to make critical decisions
independently, without requiting any supervisory consultation even on '

_ significant matters.
._:

The FBI must ensure effective management of analysts. It must identify
the priorities for analysts and ensure that their workload is.reasonable enough
for them to adequately perform the tasks assigned to them. The FBI s]hould
more clearly define supervisors' responsibilities in managing its analytical
programs. On important decisions, including determination of the priority to
assign analytical requests, analysts should be required to consult their
supervisors. In addition, analysts should not be able to close leads by simply
reassigning them, which also occurred with regard to the Phoenix EC.

We also believe that the analysts' supervisors must have greater
experience and broader knowledge of the activities under theirareaof
supervision. Moving supervisors rapidly through critical units dealing with
counterterrorism undermines the management of the program and the ]FBI's
critical need for continuity and expertise in these important units, Supervisory
positions that oversee analysts should be filled by experienced and permanent
personnel, not analysts in acting capacities or agents who rotate through the
units for short periods of time.
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Recommendation No. 3: Requiregreater coordination and
consultation between the operational and analytical units.

Various FBI analysts and managerstold us that, in thepast, operational
managers in the FBI frequently overruled the conclusions of analytical work
products. Before information could be disseminated to the field, ECs
containing the analytical information had to be approved by the operational
unit with responsibility for the area. The witnesses stated that the job of
operational personnel is to verify that the facts cited by analysts are correct, but
that the expertise and judgment of analysts normally should berelied upon in
deciding the conclusions to be drawn from those facts.

We agree that operational personnel generally '.shouldnot alter or w_to the
conclusions of an analyst in an analytical product. At the same time, analytical
products need the input and expertise of operational personnel. The FBI
therefore should take steps to institutionalize the operational components'
involvement in developing and reviewing analytical products, and set up a
process for ensuring that these products reflect the consensus of the FBI's
analytical and operational components.

Because the FBI Combines intelligence andlaw enforcement
components, disputes inevitably will arise between tlheoperational unit and the
analytical unit over, among other things, whether certain information should be
distributed to the field or should appear in a briefing document because of
concerns that it could jeopardize a pending investigation or prosecution. We
believe that the FBI should establish a more defined and efficient process for
handling these types of conflicts. The process should involw_ discussions
between the disagreeing components and the input of the FBI's Office or"
General Counsel in appropriate circumstances, with a decision resting with
upper-level FBI management.

B. Recommendations related to the FISA process

Recommendation No. 4: Ensure adequate training of FBI
employees involved in the FISA process and
counterterrorism matters.

We found that many FBI employees who were;assigned to
counterterrorism work- whether analysts, special agents in field offices, or
FBI Headquarters supervisory special agents--received little',formal training
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about counterterrorism matters in general or FISA in particular, Even in

complicated matters, such as the intricacies of terrorist organizations such as al
Qaeda, these FBI employees primarily received on-the-job training.

,.

We found, in particular, that FBI employees' knowledge about ]?ISA was
limited and uneven. FBI Headquarters employees we interviewed generally
were not even familiar with the 1995 Procedures. Although they were
knowledgeable about basic steps required for obtaining a FISA warrant, they
were not well versed in the requirements of the FISA statute, particularly when
the facts of the case did not fit within a standard pattern. Wealso found that
special agents in FBI field offices were not well informed about the FISA

process, such as the steps needed to finalize a FISA request, or the types of
information neededto meet the requirements for a FISA warrant.

After the September 11 attacks, the 1995 Procedures and other
restrictions regarding FISA and the dissemination of intelligence information
have dramatically changed. By many accounts, tlhe FBI and the Office of
Intelligence and Policy Review (OIPR) are now much more aggressive in their
approach to obtaining FISA warrants than before September 11. In addition,

we were informed that in the spring and summer of 2003, many FISA training
_' sessions were provided for FBI and OIPR employees, as well as employees

from other Department of Justice components: and intelligence agencies
working on counterterrorism matters. This type of training, in our view, should
be expanded and provided regularly.

In addition, the FBI must ensure that its employees understand the

requirements for opening intelligence and criminal investigations that relate to
counterterrofism and the tools available to them to conduct these

investigations. This training should include detailed information on FISA and
how it can be used, even when the case does not fit a standard fact pattern.

FBI agents also should receive training about the restrictions on theuse
of information acquired in intelligence investigations. Formal •training should
be provided at all levels in FBI Headquarters and for all field office employees
who are involved with counterterrofism investigations, including the Chief

Division Counsels (CDC) in the field. Widespread and continual training on
FISA and other counterterrorism issues is especially important given the
increase in the number of FBI employees who, since September 11,2001, have
been reassigned to counterterrorism matters from other programs •.
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Recommendation No. 5: FBI attorneys should be better
integrated into counterterrorism investigations.

Our review found that the FBI lacked an effective system for ensuring
that FBI lawyers were sufficiently integrated into the FISA process or other
legal issues arising in counterterrorisminvestigations. For example, the FBI
Headquarters supervisor most involved with the Moussaoui case had to consult
with four different National Security Law Unit (NSLU) attorneys about the
Moussaoui FISA request because FISA requests were not assigned t0a single
NSLU attorney who was responsible for seeing it through the.,process. In
addition, none of the NSLU attorneys consulted with. anyone from 0IPR about
the Moussaoui FISA request, despite its Unusual nature, partly because One
NSLU attorney never was completely responsible for the matter.

We believe that one NSLU attorney normally should be assigned to
handle a particular FISA request or other legal matter arising in a
counterterrorism investigation. Thiswould ensure that an NSLU attorney is
familiar with the facts and legal issues from beginning to end of the case,, and it
would give the attorney greater responsibility for a particular matter. In
addition, we believe that NSLU attorneys should have more contact with field
agents in important cases. None of the NSLU attorneys in the Moussaoui case
spoke with the field agents, or even were provided the underlying documents
drafted by the field agents.

On the other hand, we found that the Minneapolis field agents in the
Moussaoui case did not consult fully with their CDC about what was needed to
support their FISA request, despite their frustration and disagreement with the
advice they received from FBI Headquarters. Field agents should be
encouraged to consult with CDCs about FISA requests or other legal issues that
arise out of counterterrorism investigations. CDCs also should be more
involved in the FISA process and better trained to be in a position to provide
useful guidance to field agents and represent the field office on a particular
FISA request.

Recommendation No. 6: Ensure closer consultation between

the FBI and OIPR, particularly on important or unusual
cases.

In the Moussaoui case, the FBI never consulted OIPR about the

possibility of obtaining a FISA warrant, despite the strong disagreements about
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the case between FBI Headquarters and the field office. The chief of the
NSLU told us that,he had never seen a supervisory special agent in
Headquarters so adamant that a FISA warrant could not be obtained and at the
same time afield office so adamant that it could,, We believe that in unusual:
cases, like in the Moussaoui case where the evidence did :not fit a standard fact

pattern for FISA and strong disagreement existed within the FBI about the
strength of the evidence, FBI lawyers should consult with OIPR about the
issues involved in the Casel OIPR is responsible for implementing FISA and is
the Department's expert on the requirements of the statute, and the FBI should
discuss with it the important and contentious issues involved in such aFISA
request.

Since the September 11 attacks, much has changed ,about the
requirements and use of FISA, including the legal framework and the way the
Department uses the statute. We also understand that OIPR and the FBI now
consult more closely on the use of FISAs in particular cases, as well as on the
requirements of the statute. We recommend that this closer consultation be
enhanced and promoted, and that the FBI be encouraged to seek assistance and
advice from OIPR at early stages of investigations involving the use of FISA.

,,t

C. Recommendations related to the FBI's interactions with the
.)-,

Intelligence Community

Recommendation No, 7: Ensure effective management of
FBI detailees.

Our review found that the FBI detailees to the CIA's Counterterrorist

Center (CTC)lacked defined responsibilities. The detailees told us they were
not given specific instructions about their responsibilities and each detailee
defined the job individually. As a result, they, as well as the FBI and the CIA,
had significant misperceptions and inconsistent expectations about their roles.
For example, the detailees did not believe they were to act as "backstops" to
ensure that CIA information was passed tothe FBI, and they did not scour CIA
cable traffic for this purpose. Yet CIA employees believed that at least one of
the FBI detailees had been assigned to the CTC specifically for this purpose.

The FBI and the CIA did not have any memoranda of understanding
describing the detailees' functions. Moreover, the detailees were not ,even
evaluated based upon what they did at the CTC. Instead, their performance
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appraisals were based on what they did as FBI employees, not as detailees to
the CTC.

The FBI needs to formally describe the roles and responsibilities of
detailees and communicate this to the detailees and to the CIA. To avoid

misunderstandings and ensure continuity in the program, the FBI should
document these responsibilities in a formal memorandum of tmderstanding
with the CIA. In addition, the performance work plan of each detailee should
be revised to reflect the critical elements of the job being perfbrmed by the
detailee at the CIA, and someone who oversees their daily work should
evaluate them.

Recommendation No. 8: Ensure FBI emp]loyees who
interact with other intelligence agencies better Understand
their reporting processes,

As we discussed in Chapter Five of this report on the Hazmi and Mihdhar
matter, FBI emploYees we interviewed did not fully understand the CIA's
system for reporting intelligence information. For example, the FBI's
Assistant Legal Attach6 (ALAT) who dealt with the source mistakenly "
believed that the CIA's TDs he received contained all source reporting that was
available from the CIA. In fact, other operational cables contained significant
CIA information about the source, including that the source had identified
Mihdhar in the Malaysian meeting photographs. We found tJhatother
experienced FBI agents who interacted frequently with the CIAalso were
unaware of CIA procedures and important ways to obtain additional
intelligence information from the CIA.

We believe that FBI employees who interact with the CIA should be
more familiar with CIA and other intelligence agenc,ies' proc,esses for reporting
intelligence information. Even if FBI employees do not haw_ full access to the
reports of other intelligence agencies or the systems from which these
intelligence reports are produced, the FBI employees should be aware of'the
processes and reporting by other intelligence agencies to avoid the
misunderstandings that occurred in the Mihdhar matter.

Recommendation No. 9: Provide guidance for how and
when to document intelligence information received from
informal briefings by other intelligence agencies.
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The FBI lacked clear policies and procedures for how and When to
document intelligence information received from the CIA.,particularly
intelligence communicated in an informal manner. For example, FBI
employeesreceived verbal briefings on Mihdhar :fromCIA employees', in the
FBI's Strategic Information Operations Center (SIOC) around the time of the
Millennium threat. One of the reasons the SIOC was activated during this
period was to obtain and coordinate the response to threat information from
various sources. Yet, the information the FBI received about Mihdhar in the
SIOC was never documented in a way that was accessible to other FBI
employees.

We are not suggesting that every informal communication from the CIA
to the FBI must be documented. However, the FBI should establish better
guidance for its employees as to how and when such information from such
informal briefings should be documented.

Recommendation No. I0: Ensure that the FBI's information
technology system s allow FBI employees to more readily
receive, use, and disseminate highly classified information.

The FBI has acknowledged for several years that its information.
:; technology systems are not adequate. The FBI is in the process of

implementing widespread changes to its systems, and the upgrading of its
information techn01ogysystems is one of t]hehighest priorities ofthe FBI. The
OIG and others have monitored and reported extensively on the progress of the
upgrade to the FBI's systems, particularly the FBI's Trilogy project. 277

In this review, we found many examples of how the FBI's poor
information technology systems hindered tlhehandling and use of intelligence
information. For example, most of the persons listed on the attention line of
the Phoenix EC never saw it. Unless a lead is "set" for a slpecific person in the

277The Trilogy project is the largest FBI information technology project, and has been
recognized asessential to upgrading the FBI's archaic and inadequate computer systems.
Trilogy's three main components involve upgrading the FBI's hardware and software;
upgrading the FBI's communications networks; and upgrading the FBI'smost important
investigative applications, including its Automated Case Support (ACS) system and the
introduction of the Virtual Case File system.

,r
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FBI's ACS system, the system does not notify the person that a document is
addressed to them. While it was possible for the adch:essees to access the
document in ACS by searching for documents containing their names, the
system was so cumbersome that FBI employee,s usually did not do this.

As the FBI moves forward in upgrading its information technology
systems, it must ensure that it is able to disseminate electronically througl_out
the FBI intelligence information, regardless of the classification level. Agents
andanalysts at FBI Headquarters and inthe fieldshould be able to access.
intelligence information readily to enable them to adequately perform their
jobs. Theyshould also be able to communicate electronically with their
counterparts at other intelligence agencies. The FBI"s upgrade of information
technology must take into account the needs for access and use of highly
classified information.

Recommendation No. 11: Ensure appropriate physi[cal
infrastructure in FBI field offices to handle ]highly c]lassified
information.

In our review, we found that the FBI's field orifices generally lacked the
necessary physical infrastructure to readily use highly classifiedintelligence
information from the CIA and NSA. For example, tlheworkspaces in the FBI's
New York and San Diego Field Offices did not pemlit FBI personnel to ]aandle
SCI information at their desks. In addition, the FBI's sensitive compartmented
information facilities (SCIFs) in those offices werenot large enough or
adequate enough to permit agents tOregularly acces,; or handle highly
classified information. In addition, many field agents did not have sufficient
access to secure te]lephones. For example, in the New York Field Office, the
office most responsible for counterterrofism investigations before the
September 11 attacks, an entire squad with as many as 25 individuals shared
one secure phone. In order to successfully carry out its counterterrorism
functions, the FBI must provide its personnel with adequate infrastructure to
handle highly classified information,

Recommendation No. 12: Improve flissemination of threat
information.

Prior to September 11,2001, the FBI provided little guidance to it,,;
employees about Whatinformation constituted a "threat" and what threat
information should be disseminated in the FBI, to the Intelligence Community,
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or more widely. FBI employeestold usthat it was left tothe judgment of the

supervisory special agent or analyst in FBI Headquarters to decide what
constituted threat information and what should be disseminated. For example,
in the Moussaoui case the Minneapolisspecial agent drafted a detailed
memorandum providing the facts of the Moussaoui case and an assessment of
the threat the agent believed Moussaoui posed, including that his actions were

"consistent with facilitating the violent takeover of a corm_ercial aircraft."
One of the purposes of the memorandum wasto ensure that other agencies,
such as the Federal Aviation Administration, Were made aware of concerns•. -.. .

about Moussaoui. However, the FBI Headquarte:rs supervisory special agent
who prepared a teletype to the Intelligence Comnmnity about Moussaoui did
not include any assessment of whether he posed a threat, _md the teler.ype
omitted significant facts about the Moussaoui case. The teletype was not
distributed to all FBI field offices or even toall Intelligence Community
agencies.

We recognize that threat assessments require judgments, and not every
piece of information suggesting some kind of harm should bedisseminated
throughout the FBI and the Intelligence Community. By necessity, FBI
employees must exercise discretion in evaluating potential threat info_nnation.

:'_: However, we believe the FBI should issue clear _idance for evaluating what
type of threat information should be disseminated, within and outside the FBI,
and how it should be disseminated.

D. Other recommendations

Recommendation No' 13: Evaluate the effectiveness of the

rapid rotation of supervisory special agents through the FBI
Headquarters' Counterterrorism Program.

Many FBI supervisory special agents rotate: through important FBI
Headquarters supervisory positions for a short time, often two years or less.
Because of therapid turnover, the supervisory positions can remain unfilled for
months at a time. We believe this turnover of managers in the FBI
Counterterrorism Program can harm the operationand management of the
program. For example, we found that analysts, often long-time FBI

Headquarters employees, were more knowledgeable than their supervisors
about the operation of the unit and the substantive Subject matter. Brief stints
at FBI Headquarters can make it difficult for managers to become fully
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conversant with the subject matter and procedures in the Counterterrorism
Program at FBI Headquarters before they are sent to a new assignment.

Part of the job of a manager is to understand the,'context with respect to a
particular terrorist organization or part of the world, and to use this knowledge
when advising field offices about their various investigations. The rotation of
specialagents through supervisory positions in FBI Headquarters is so frequent
and rapid that managers often do not have the time, ability, or incentive to
acquire the expert knowledge related to their functions. As a result, we believe
the FBI should evaluate the effectiveness of rotating supervisory special agents
and unit chiefsso rapidly through FBI Headquarters..

Recommendation No. 14: Provide guidance on the type of
information that agents should obtain for evaluating: assets
and for documentingthe yearly check on assets.

In assessing the FBI's handling of an asset in San Diego with whom
Hazmi and Mihdhar lived in2000, we determ[hed that the FBI control agent

abou[who handled the asset did not inquire "*h,eindividuals who the asset said
was living with him. The asset told the control agenlLthat two young men who
recently came tothe United States had moved in wifll himas boarders but the
FBI agent did not obtain any additional information about the boarders, other
than their first names. Had the control agent pursued information about the
asset's boarders, he might have learned about the CIA infommtion regarding
Hazmi and Mihdhar and documented their presence in the United States.

We found little FBI guidance about what information the controlagent
should have obtained from an asset in circum,;tances such as this. We also
found no consensus among the FBI agents we interviewed as to whether they
would have requested additional information from an asset in these
circumstances.

The FBI's policy at the time was that the FBI agent was required to
"continually address" the asset's "bona tides" and providea yearly evaluation
report to FBI Headquarters. However, the policy did not specify how to assess
the bona tides of the asset or what information should be contained in the

yearly evaluation. The control agent's report on the SanDiego asset used the
same boilerplate language each year, with no substantive information provided
about the asset or the checks done on the asset'.

374



We believe the FBI shouldevaluate its policieS regarding evaluation of
assets and determine if agents are collecting and documenting sufficient
information about its assets. For example, the FBI should consider the
circumstances when FBI employees should seek iinformation about persons
living with or otherwise closely.associating with an FBI asset. In addition, the
FBI should consider detailing the minimum information an asset file must
contain to verify that an adequate background check has been conduclLed, This
information is necessary toallow the FBI to deten'nine whether the control

•agent is continuing to assess each informational asset's credibility, as required.
Moreover, information from an asset is only accessible and useful if
documented. The FBI should evaluate its asset policies madconsider what
information it should require control agents to obtain and document about
assets.

:Recommendation No. 15- Improve the flow of intelligence
information within the FBI and the dissemination of
intelligence information to other intelligence agencies.

Prior to the September 11 attacks, sharing of intelligence information
within and outside the FBI was piecemeal and ad hoc rather than systematic.
The'FBI's normal process for disseminating intelligence information was to
route it primarily to analysts, who then used their judgment and experience to

..

decide what needed to be disseminated further, and to whom. However, the
analysts were overwhelmed and had to address clises and emergencies as they
arose, with little time to conduct systemic evaluations or carefully consider
what•information should be provided throughout the FBI. As a result,
information that did not demand immediate attention, suclhas the Phoenix EC,
was not addressed thoroughly or timely.

Moreover, the FBI lacked clear priorities or requirements for the
dissemination of information once it was collected. There was ]ittle guidance
regarding the types of information that had to be disseminated or included in
reports to other intelligence agencies, In addition, FBI procedures for
disseminating intelligence information were cumbersome, requiting many
levels of review just to distribute information, even within the FBII
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Since September 11, the FBI has made significant changes as to how
intelligence is routed and shared, both within and outside the FBI,.and we have
not examined in detail each of these changes. 278But the FBI',;evolution is a
difficult and ongOing process. We believe that, as part of this process, the',FBI
should continue, to examine its policies to ensure that it has clear guidance for
its employees t0identify what kind of intelligence informationmust be shared
and how it must be shared, both within and.outside tlheFBI.

Recommendation No. 16: Ensure that field offices alllocate_
resources consistent with FBI priorities.

In 1998, the FBI elevated c0unterterrorism to a top agency priority.
However, the FBI failed to ensure that resources in field offices were
redirected to counterterrorism to reflect this change in pri0ri_I. For example, in
our review of the Hazmi and Mihdhar matter, we found that tlheSan Diego
Field Office did not shift its resources in response to changed priorities..As a
result, the San Diego Field Office focused little attention on counterterrorism in
general and al Qaeda in particular. The relatively low priority the San Diego
FBI gave to the CounterterrorismProgram was not atypical of FBI field offices
before September 11.

After September 11, the FBI refocused its traditional crime-fighting
orientation and placed its highest priority on terrorism prevention, dramatically
shifting resources to the Counterterrorism Program. We believe the FBI must
ensure that it systematically evaluates the allocation of resources by field[
offices to ensure that each feld office directs its resources in accord with the

FBI's priorities.Z79

II. Conclusions

Our review found significant deficiencies in the FBI's ihandlingof
intelligence information relating to the September 11 attacks. Shortly after the

278For example, see the OIG report entitled "The Federal Bureau of Investigation's
Efforts to Improve the Sharing of Intelligence and Other Information" (December 2003).

279For an evaluation of the changes that the FBI has made in the••allocation of its
investigation resources, see the OIG report entitled "Federal Bureau of Investigation•
Casework and Human Resource Allocation" (September 2003).
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attacks, the FBI indicated that it did not have any information warning of the
attacks. However, information was soon discovered that had been in the
possessiOn of the FBI and the Intelligence Community before september 11
that related to the hijacking of airplanes by extremists or that involved the
terrorists who committed the September 11 attacks.

At the request of the FBI Director, we examined what the FBI knew
before September 11 that was potentiaUy related to the terrorist attacks. We
focused on the FBI's handling of the Phoenix EC, the Moussaoui case, and the
information about Hazmi and Mihdhar, two of the September 11 terrorists.

Our review found that the FBI had failed to fully evaluate, investigate,
exploit, and disseminate information related to the PhoenJix EC, the Moussaoui
case, and the Hazmi and Mihdhar matter. The causes for these failures were
widespread andvaried, ranging from poor individual performance to more
substantial systemic deficiencies that undermined the FBI's efforts to detect
and prevent terrorism.

By describing the action and inaction of individual FBI employees in this
report, particularly the lower-level employees whose conduct we discuss in
detail, we do not suggest that they committed intentional misconduct. Nor do

_ we think that they are responsible individually for the FBI's deficiencies in
_ handling the information related to the September 11 attacks. We believe it

would be unfair to blame these individuals, who often worked with insufficient
resources and with overwhelming impediments. Many pursued their ,duties in
good faith, making difficult judgments about where to focus their efforts.
Some performed aggressively and well. Others did not do all they could have
and should have to respond to the information they received. While the FBI
should examine the performance of the individuals who we describe in this
report, we do not believe they are personally responsible fornot preventing the
attacks or should be blamed for the tragedy that occurred.

Rather, we believe that widespread and long-standing deficiencies in the
FBI's operations and Counterterrorism Program caused the problems we
described in this report. For example, the FBI did not handle the Phoenix EC
appropriately or give it the attention it deserved. The FBI did little wiiththe
Phoenix EC before the September 11 attacks because of the FBI's inadequate
analytical program, insufficient supervision of analysts in the program, the
focus on operational priorities at the expense of strategic analysis, the failure to

..

377



adequately share intelligence information, andthe lack of adequate tools to
facilitate information sharing within and outside the FBI.

With regard to the Moussaoui case, the Minneapolis FBI agents deserve
credit for their tenacity and instincts regarding Moussaoui's suspicious actions.
Theseagents did not receive adequate support, either from field office :.
managers or from FBI Headquarters. Although:it is not clear that even if the
FBI had pursued the ease more aggressively it would have succeeded in.
obtaining a warrant to search Moussaoui's possessions, before the September
11 attacks, the handling of this case illustrated systemic deficiiencies in hc)w the
FBI handled intelligence cases. These deficiencies included a narrow and
conservative interpretation of FISA, inadequate analysis of Whether to proceed
as a criminal or intelligence investigation, adversarial relations between t]_e ..
field and FBI Headquarters, and a disjointed and inadequate review of potential
FISA requests bY FBI attorneys.

With regard to Hazmi and Mihdhar, the FBI had at least five
opportunities to uncover information that could have informed the FBI about
these two terrorists' presence in the United States and led the FBIto seekto
find them before September 11, 2001. But the FBI did not uncover this
information until shortly before the September 11 attacks. The FBI's
investigation then was conducted without much urgency or priority, and 1the
FBI failed to locate Hazmi and Mihdhar before they participated in the attacks.
Our examination of the five lost opportunities found significant systemic
problems with information sharing between the CIA and the FBI, and systemic
problems within the FBI related to its Counte_errorism Prog_ram. These
problems included inadequate oversight and guidance provided to FBI
detailees at the CIA, FBI employees' lack of understanding c)fCIA procedures,
inconsistent documentation of intelligence information received informally by
the FBI, the lack of priority given to counterterrorism investigations by tlheFBI
before September 11, and theimpact of the "wall" between c,riminal and
intelligence investigations.

In evaluating the FBI's actions in the three matters examined in this
report, we cannot say whether the FBI would have prevented the attacks had
they handled these matters differently. Such a judgment would be speculative
and beyond the scope of our inquiry. But while we cannot say what would
have happened had the FBI handled the information differently orif the FBI
had pursued these investigations more aggressively, the way the FBI handled:
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these matters was asignificant failure that hindered the FBI's chances of being
able to detect and prevent the September 11 attacks.

In this chapter, we make 16 recommendations to the FBI to address the
problems we found in our review. In providing these recommendations; we
recognize that the FBI has made significant changes since the September 11
attacks, and it is already addressing many of the matters that we describe in this
report. But we believe that the FBI should know exactly what happene d with
regard to.the PhoenixEC, the Moussaoui case, and the Hazmi and Mihdhar
matter to ensure that it fully addresses the systemic failures we found in these
matters. We believe that our detailed descriptions of the FBI's actions;,
together with our recommendations, can help the FBI improve its
counterterrorism operations as it transforms itself to better address the threat of
terrorism.

Glenn A. Fine

Inspector General
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LIST OF ACRONY, M________ ..... _:-==-=--:--.--:-._-.-:--m:-=_n:_ ._

ACS- Automated Case Support System
ADIC- Assistant Director in Charge
AG Guidelines - Attorney General Guidelines
AGRT- Attorney General,s,Review Team
ALAT- Assistaat Legal Attache
ASAC Assistant Special Agent in Charge
AUSA- Assistant United States Attorney

CDC - Chief Division Counsel

C!A - CentralIntelligence Agency
CIR Central Intelligence Report (CIA)
CIRG -Critical Incidents Response C_oup
CTC - Counter Terrorist Center (CIA)
CTD - Counterterrorism Division (FBI)

"_ . . .

DCI- Director of Central Intelligence
• DEA- Drug Enforcement Administration

....DTOS- Domestic Terrorism Operations Section '
!

EC- Electronic Communi'cation .

FAA - Federal Aviation Administration
FBI - Federal Bureau of Investigation
FCI - Foreign Counterintelligence
FFI-Full Field Investigation
FISA- Foreign Intelligence Surveillance Act

• FISC - Foreign IIntelligence Surveillance Court
FTO-Foreign Terrorist Organization

GAO -General Accounting Office

IIIA- Integrated Intelligence Information Application
INS - Immigration and Naturalization Service.
IOS - Intelligence Operations Specialist
IRS - Intelligence Research Specialist
ISD- Investigative Services Division



ITOS- InternationalTe_0rism Operati0nsSection_
• .. ..

.. .., .

YICI-JointIntelligence CommitteeInquiry
YTYF- Joint TerrorismTask Force

LEGAT- Legal Attache , .
LHM- Letterhead Memorandum

MAOP - Manual of Administrative Operations.and Proceduzes
MIOG-Manual of Investigative 0perationsand Guideline_

•

NSA- National Security Agency '
NDPO - National Domestic PreparednesSOffice
NIPC National Infrastructure Protection.Program
NFIP- National ForeignIntelligence.Program ' •
NSD - National Security Division
-NSL National SecurityLetter
NSLU- National Security Law Unit

OGC - Office,of General Counsel _ .
- OIO- Office of the Inspector General • ...

., . OIPR- Office ofintelligenc_. Policy and Review
OLC - Office of Legal Counsel
OPR-Office of Professional Respomqibflity
ORCON- Originator controlled

PI- Preliminary Inquiry ..

RFU- Radical Fundamentalist Unit "

SAC- Special Agent in Charge
SCI- Sensitive compartmented information
SCIF - Sensitive Compartmented Information Facility .........
SDNY- Southern District of New York
SIOC- Strategic Information & Operations Center
SSA- Supervisory Special Agent .
STUIII - Secure Telephone Unit third generation

TAOG-Threat Assessment Operations Group
TD - Telegraphic Dissemination (CIA) _



TECS " TreasuryEnforcementCommunicationSystem,

UBL - Usama Bin Laden
UBLU- UsamaBin LadenUnit
USAO- United StatesAttorney's Office
USIC- U:S. IntelligenceCommuni_

WTC- WorldTradeCenter
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From:. Phoenix

Squadl6 __iContact: SA Kenneth J. Williams_

Approved By: ,_'_ .. .
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", Li il; .

Ti tl e:
[[C A THE CAUCASUS)

•" SynoPsis : UBL, and AL-MUHAJIROUN supporters attending ciyil "

a'viation un rSitles/collegeS in the state ,of.Arizona,
.

Derived! From -_ ,G-3

_;.... ; . Declassify On: X1 '..

Full Field •investigation.. Instituted: 04!1,7/2b00 (NONUSPER)".- . .

Details= The purpose _of this-Communication is to advise the " "'
Bureau Yo_k of the possibility of-a coordinated effort by
USAMA-B-_N-LADY_N (UBL)to: send. students, to the United states to attehd
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14uHJIROUN spiritual leader SHEIKH OI4AR BAKRI HoH;_4ED FOSTOK, an
ardent supporter of UBL,!igives reason to belie_ae that a coordinated
effort is.underway to establisha cadre of individuals who will one
day be working inthe civil.av,lation community around the _,orld.
These individuals wi!l be in a .position in the future to conduct
terror activity agalnst civil aviation targets.

• .. " • '

.. .... :-_.:::i ' Phoenix believes that the FBI should accumulate a
"lis.tlng ii.avlationunlverslties/colleges around the country.
.FBI f_:eid Offic_S..With these types of schools•in •theirarea should
establi_sh appropriate- liaison. FBIHQ should diSCUSS thls matter with
other element.SOf :t._eU.S, .intelllgence community and task the

• .. . . . . _ . " _,""- community for_any.!nformatlon that suppor s Phoen_[x's suspicions.
FBIHQ sho, i:d:c.O,i_ilderseeking _he necessary iauthorlty to obtaln visa

Informatioh-_m the USDOS on indivlduals obtalnlng vlsa.s to attend
these-_yPeS:"Of _schools_an_ notify the approprlate FBI fleld office
when these individuals are scheduled to arrive in their.area of
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rll 2000
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Phoenix has identified several associates oflt_e_datwho arr: at-the university around ,the same time tha
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• The RFU/UBLU iS requested .to consider implementing
"" the" suggested actions put "forth by Phoenix at the beginning of this
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June18,2004•

• i

•

• •

TheHonorableGlennA. Fine
Off_ oftheIn_eot0rGeneral ' : "
UnitedStatesDepartmentoflusti_ •
Room 4322
950 I)en_vanie Avenue, N.W.
_wasmngto_D,C..20530
Dear Mr.:Fine:

• . - •• ..

Re:OmD_ AuDrrRF.PORT-A_vmw oFrm__rs
:.HANDLINGOr ]NTBLLIOBNCBINFORMATION RELATED :TO

SBP_ER ll ATTA_ • .. • -:
.... . . / '

" .Reface is .m_.e to y0m'imomorandtmm,datodMay :M,2004 trodJ'tme10, ::
200_¢.,r_,ue_ingJhe1_lreview_e _ _iv_clmp_rs.andtlxer_x)nmxondatiomof_the" " "
.subjectdr_audi't _rt :for_ ac_y andforWh_oz an__ inthe
recommendations'isclassifiodor _o set,titre for public redefine.In edditionthe 'Q .

" memorandumssought,our comments as to whetherornot tho.FBIbefiovodthe -
recommendationsandconclusions wereeitherim_mate or unwmxenltod.This document

•" is the _._Ps formalrespometo_the fao_. inaoomaeieswhi,h is..attachedandtherel_)ort,s
recommendations. The classification_d sonsRivityre.vieWwas proVidodunderseparate
cover.(U) .... - " • • ' , "

Onbehalf of the Director,Iw_t to _ youand your staff for thisreport
and for the countless hours of hardWorkthat it required. As you know, the 1_I values the
Office of the IttspectorGeneral'sinputas a comprehensive_adepondent.assesm3ent.of our
operationsand as a _eans of identifyingw.e__ses that zequirecorrective _tion to ' • "
strengthenour.operations.That is why theDk,ectorrequested.your o_ioe toconduct this
•review shortlyafterthe 9/11 tragedy Based upon ourroview,your findings and:
recommendationsareconsistent vd_ theFBPs internalreviewsand wRhthoseof oUlor '
oversight entities. I am ploas.ed.toinformyou that_e FBXhas made significen.tpro_ess
not only on the reOommendationsprofferedin yourreport,buton all the issues disoovered
by ourown intomal.assessments.(U)

• .

Beforeresponding to the individual reoommonda,ions, the 0XGand the
Amerioanpublio hoodrobe made awareof thoprog_ossmade by the FoderalBureauof
Investigation(FBI)since the horriticattacksofSoptember 11,_2001,.Ifwe only
responded to the recommendationsin thereport,lreadorswould .ha_ eaxincomplete
pictureof the progressWehave made andperhapshave a difficult time,piecing togefl_er• .



) ' "m )

the informationundersixteen differentree_xmnendati0_.Direo_)r Mueller has
implementeda comprehensiveplan,thatfimdamentally_nsforms theFBI to enhau0e
.our ability to predictandpreventfutureactsof terrorism,we have ovorhauled,_ur
counterterrorismoperations, expandedourintelligencecapabilities,modernizedour
businesspractices andtechnology, andimprovedcoordination_th our partners.(U)

DirectorMueller replaced a priority system which allowed supervisors a great
deal _of flem'bility with a set of 10 priorities thatstfictlygovem the a_location ofpen_onnel
and resourcesin every FB][progremand feld office.,Counterterrorimtis now the
overridingpriority,and every terrorismlead is addressed,even if it requiresa divendon
of resources_omother priorityareas.(U)

.< ,

• ,.. .

To implement these newpriorities,we increasedthenumb_ of Sped_ Agents
assignedto terrorismmatters andhiredadditional_telligenee analy_ endttamlatces,
We also established a numberofoperationa_, units and entities that provide new or
improved,capabilitiesto address the tezroristthreat.Theseinclude the 24/7 _
Counterterrorism Watch (CT Watch) and _e National Joint Terrorist TaskForce
(NJT1T) to manageand s_ threat information; the Terrorism F,man_ Operation
Section (TFOS) to centralize efforts to stop _-rorist finandn.g; document/media
exploitation squads to exploit material found both domesticslly and o_emeas for its
in_senco:.value; deployable .'.Tly.Tean_-'._. i_end(_OUnt_'t_.c_ertis e.wherever i.t

. is no_Iod; th©T©rrorist.S_ Centec(T_.C)_and.Eore_sn.Terrorist TraGking Task
•Force (FYIIIQ to help identify tcrrofists and keep them out of the United. States; the
Tefforism Reports .and R_ents Seutiont0 diss__ FBXter_irtsm-rolated

'.:intemgencetotheIntelligencecommunit3r,._ancL_e___ysis.SeCfion ¢o

';connectthe'dots','and assess the indioators0f ter_rist ac.fi_dtyagaim_the U,S. froma
strategic perspective. (U) .... - :,

..

. ' .We cen_ management of our counterterrorismProgramatHeadquat .tersto
limit "stove.piping"of information, to _ consiS._mcy of oountert(_rorism priori[ties
and strategyaorossthe .organization,to imegra_t,e cotmterten.urismope,ra_onshere_ud
overseas, to improvecoordinationwith otheragenciesand governments,and to make
senior managers accountable for theovezall development and success of our
counterterrorismefforts.(u).

. ,

, The FBI isbuilding an enterprise-wide intelligenoeprogram that has .
substantiallyimproved.our abilityto Strategically direct our iutelligence collection andre
fuse, analyze, and d_ssemina_e our terrorism-relatedinteUigence. After passage of the
USA PATRIOT Act, related Attorney General Guidelines, and the onsuing opinion by the
Foreign Intelligence Surveillance Court of Review iemoved the barrierto sharing
information between intelligence and criminal inv_dgations, we quickly implemollLteda.

) planto integrateallo.urcapabili_ to betterprevent_erroristattacks.DirectorMueller
elevatedintelligence to program'levelsta_, puttinginplace a formalstmcUn'eand
concepts of operationsto governFBI-wide_ntdligenceftmotiom,and establishi_ Field
InteUigence Groups(FIGs) in every fie_do_ce. (U)
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• _Und_ding tha{We¢_tdefeat retrofire wi_out s_rongpartn_ps, we
haveenhanood the level of coordinationa_i informS'on _ _th _te andmlmioipal

• law enforcment personnel.We expandedthenumb_iof Jolt TerrorismTaskFOrceS

(JTTFs), increased te¢Imologioa_:c0nn_fiv/tywithOurp.a_cners:,mid:Implemen_ new "
waysofsharing informationthroughvehicles such as the t_I IntelligenceBulleti_, the

• AlertSystem, and the T_st S_g _ter.To improve coordinationwitho_thm"
• federalagencies and membersof theIntelligenceCommunity,we joined with ourfeder_

partners:to_Hshthe Terrori_Tl_.eat.IntegrationCenter,exchang.!edpersonnel,' .
• : institutedjoint brie_gs, and._using securene.twod_-to_mre.mfonnafiom We also

improvedO_relationshipswith foreigngovemm_ts byb_I 'clingonthe overseas • " '
exp_msionbegun underDirectOrLouis Freeh;by offermginv_gafive andforensic

mq_ortand_,and by wo_dn.g_ge_er on_k ifol_,i_andj0_tt 6perations.]Finally,
theFBIhas.vxpandedoulr_htomin0rityi_unitivS;and'_r0Ved O0o_on wi.th
privatebusinesses involvedin crfliea_:_sand finance, (U) . " .

• _eFBI is making_ub_tia_pr_gr_sinup_ ouri_bnnati'ontechn01og_
to__ue,o_ busin_sproceas_andtoimpiuveoura_ili_._os_-_hfor..and.m_y_/

• inform_on,.draw connections, andshare i¢both inside theB_u:and out.We have
deployedasecurehigh-speednetwork)pUtnoworupgr_e_comput_,_rson_ktops,and
consolidatedterroristhtf0rmafioninasoarc_le-c_,tr_.database.We developed,andare

• p_afingtolaunch,the VirtualCue FHemanagement_tem t_mt_llrevolutioni_e
., -how,theFBIdoesbusiness. (U) ' " " .

,_..=: . • . . !.- . ..

" :'_ "_ "_eofingeffortsarem_gourburoau_ymoreeffici0ntandmore
" -..-_onsivetooperationalnoeds..Werovisexlour.appmachtostrategicp_g',:and we

• refocusedour recruitingand_to _t.individuals Withskillscriticalto our -
counterterrorismand intelligencemissions.We havedevelopeda morecomprehensive

programandinstated new le_de_hip ini_atives_-keep om_Workforce..... fl_,_'ble.
We aremode_'nizi_,the storageand mam_em_ntofFBI _or&. We also b_t, and
continueto improve,an extensive_ecufityprogramwithee_tmllzedleadership,
professionalsecuritypersonnel,morerigorouss_Urity:me_, amtimprovedsecurity
educationand¢eining. (U3 ..

The_e_prowm_havepr_duo0dt_b_eandmoam_1,_re_tsiWe
significantlyincreasedthenumberofhumansources.andtheamountofsurveillance
coveragetosupportour_unt_ efforts,We d0velopod:and_)finedaproc,_for
briefingdaily threatinformati0n,endconsider_ly increasedthe numberofFBI""
intelligencereportsproducedanddisseminated.Perhapsmost impor_mt,since September
11.,2001, we haveparticipatedin disrupti_ dozensof ten, fist operationsby developing
actionableintelligence andbettercoordinatingour count_Ierrorismefforts.(U)

Priorto Septemberi 1, 2001, the Bureauhadno cent_lized structureforthe
nationalmanagementof its Counterter_orismProg_n, and terrorismcases wereroutinely
managedoutofindividualfieldoffices.Anal.Qa'idacase,for.example,mighthavebeen..
runout of the New York Field Offioe; a HAMAS c'asemight lmvebeen managed by the
WashingtgnFieldOffice.This anangom,ontftmctionodforyears,motproducedanumber
of impressiveprosecutions.Oncecounterterrofismbecameouroverridingpriority,

:" "' 3..
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mmmmmmmmm,,-

• however:xtb_ame clear_that this _rr_ement:had a number0f fldlingsmtht it 1)_r
"etove-pip_" investigative intelligenoe'informtionamongfield0fltoos;2)diffmedl
re@onsibiH_and aooount_ility between oounterterrofismoflici_s_ FBIHeadquart_
andthe SACSwho _ primary_omibility£or the in_vidual terrorisminvestigations;
3) aUowedfield offices to assignvarying prioritiesand resourceleve|ti to terroristgt0ups
andthreats;4) impededoversightby FBI teatdership,,and5) complicstedcoordination
with otherfederalagencies and entities involvedinthe warag_ terrorism.For _t
these reasons, it beoame,apparentthatthe.C0un_rtetrorismProgram neededoentr_Lzed
le.,adership__ • , . •

..... . . "U • -

In December2001,the Direotorreorganizedand .e_andedthe .Cotmterte__
Di_.sion (.CTD)andcreatedriteposition0fBxecufiye Assistant Vireotor(EAD)for ,
co_m__ _dl Co__Xhg' _._ O'ae_si_t _ of_ repom:t0,the
EAD,):Wenowhave_ _tt_ _e:ment :tOruns trulynatio_ml•progtam,lbo

•ceordimte_unt_rism operationsmdintelligencepr_taotiondomesticallyaud
overseas;:tO_nduotliaisonwithotherSgendesandgovernments;andtoe_ablishclear
linesofae_o_ility fortheoveralldevelopmentandsue.essofourCotmt_terrorism
Pm_ With thiS_¢_nent structurein place,,we are driving(he ftmdamental_
c_cs thataren_essaryto.aooomplishourcountemrrotismmissio_CO)

" We:divided_ Opemtiomof the __rr0_; Di_'isioni_ntobrenohcs, .
.... . ........sections.and,unitS,each ofwhioh, foouseson,adiffe_eot_. :£_e_marem_errorism_:

threatfacing the U.S. These oomponenfs ere staffedwith inlte_gence analysts andsabject
matterexpertswho work closely withinve_gstors in the field.end integrate.intelligence

. ., . - : . . . • . . • . . • . . .... : " .

across 0omponentlines. This integr_'on ellows forreal,time respons(mto threat
informationand quick _unicati0n with.dec'mion-makemand inv(_tigators in the field.
CT_ .. ... . '. " "

..

The Bureauis dosi_ and has always operated, as,a hw axt'orc_at_t and an
intelligence agency, Ithas the dualmis"sion: t) to_inve_gate and,arrestperpetratorsof
c0mpl_d crimes (the law enforcementmission) and2) to oolleotintelligenoethat _MI1"
:helppreventfuturecrimes and assistpolicy makers in theirdecision m.aking.(the -
intelligence minion). History-has shown _hatwe aremost effeofivein protectingthe U.S.

. . . : "_.

when we perform these twomissions in tandem.CO)
•

• ... .

TheFBI re_gnized that investigationsco_d p_duce intelligencebenefits
beyond arrestandprosecution.Slatting with,the Ku Klux ]_an cases in the 1960's_mdthe
Mafia cases of the 19'70's,our agentsbegan to view crim_d investigationsnot onlyas a
meansof arrestingand proseout_ someone for a c,ompletedcrime, but als0 as ame,am
of obtaininginformation toprevent furore crime."E_ogoal was notSimplytoarrest,
individual members of the Klan orthe Mafia, but to penetrate and di_,_antlethe whole
erimiml orgmization; (U)

As this approaohwas adopted, the FBI furtherdeveloped the intelligenoetoolS-
suohas.electrom'csurveillanceand the c_fivafionofhmn_ sources.-.tl_ areeritical to
prediotingandpreventingcriminal aotivity.We also learnedtothinkstrategicallybefore

..
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makingarrem,Sometimesoptingtodelaya8uspeot's:eatoallow,more_oortunityfor
mu'veiIlance_ mightd_.closeothercompira_.orsorothet_ plato.We haveus_
this approaohto gr©ateffeot inorgmized crime oMesand espionageinvestigations,,and
m_ben ofOurSafeStreetsTaskForoesuseitinthe_fightagaimtareetgangs,(U)

• . !
. : , ,.

This is the approachthat is needed to preventterrorism. Priorto September•
IIth, however,we were handicappedin o_ ability'to implememthis approachin the
cou_terterrorismarenafor twoprimaryreuons. (Ur)

• 7 * . j

First;judicial rulesaud VOI/n_ proceduresproh/bitedom,Count_mriml
agentswo_g intelligencecases:fromceo_ an_ siharh_informationwi_:

agentswho often were Wo_g invesligationsag_ filesame targets.Socon_
wehad not developed the insfi_tioi_ _and:proce_es _mry fora fu!IY

• funofioni_ intelligenceoperatio_.We._:to e.ddress•e_hofthe_eproblems
".immediatelyafterthe September11, 2001:.at_ks. (U) : • .

: . . . . .,..

: Bydefinition, invegdgetionsof iu_onalterroriSm are both"inee]ligence"
and"criminal"investigations.They areintelligence investigationsbecausetheirobjec_e,
pumaantto Executive Order12333, is '°thedetectionandcounteringof intematioxml
•.terroristactivities,"andbecause they employtheauthorities:andinv,_'gati'vetoolJ_-
michmForeignIntelHgence_nrve_llane_Actwarrants"_ate designedfor,the

_:_..... .....mte._ce mi_ionofprotecting the U.S. againstattackor other:Imrmby foreignentities."
-.-,. Theyare._mln_1inveC_gations8ine_intem_onaltenori_agai_the:U.S,eom,'ti_es.
.... a'vi01ationofthe fodorM_ o0de.-(_. :. '

• ._,..

.... :::'/_:.. ..:.. -.. .

:. ._-<:-,.: Overthe pastiwo decades, a regime of court.rules,and:inte_.hal•DOJ pro_edm-es•
developedsurroundingthe use ofFISA w_mnta tlmtbm'redl_I ag,a_. andothor
Into!tigcnoo.Communitypersonnelworki_.intelligenoo carotinthat employed.the FISA
to01f_omcoordinatingandswapph_gI_ w_ agentsworkingcrinfinalcases./_ia
res_'tofthislegal_all,""intelHgmca"agentsand"cfimh_"agentsworkingona
•i_todsttargethad toproc¢_lwithoutkno .wingwhat.,the othermay haveboon doing
aboutthat same target.In short,we worefightingim_ational torrotimnwi_hone _mm
tied behind o_ back. (U) " o

The USA PATRIOTAct, enactedonOctober26, 2001 eliminatedthis :'wall"
and. authorizedcoordinationamong agent, wofldug crimin_ mattersandthose We:.rking
intelligence inveatigafiom.:On March6, 2002 the AttorneyGeneralissuednew
IntelligenceShining'Procedures.forForeignIntelligenceandForeignC0untermtelJLigence
InvestigationsConduCtedbythe FBI OntelfigeneeSharingProcedurea)to capitathzon
this legislativechange.Thenew proceduresspecifical!ysuthorizedagentsworking
intelligencecas_ to disseminate tocrhninalprosecutors andinvestigatorsallrelevant
foreign intelligence information,,including informationobtainedfromFISA, in
accordance.withapplicable_afion _andardsandotherspecificrestrictions.
(ori"greatercontrols):Likewise,the proceduresauthorizedprosoouto:mand criminal
agentsto _vise FBI agentsworking intelligencecases Onall_oc_t of foreign
intemgenoeinvestigations, includingthe useof FISA.(U) "



.....OnNovembe,.•.18,2002theForeignlutelligenoeSurceillanceC0urt'ofReview..
issued an _inion.approvingthe IntelligenoeShaflng.Procedur_s)th_by authorizingthe
FBIto sha_.:information,including FISA-deriv_ _fformation_between o_.crimimd and
intelligenceinvestigations,With thisopinion, we were finally eble to _nduct our .
terrorisminvestigationswiththe, full use and coordinationof our eri_dnal and '

" . intelligencetools andporsonneI.(LD
v

To fotma!iz"ethismergerofintelligenceandorimimdloperations,we have
abandoned._oSeparate,©aseclassifibationsfor "cfin_ _intomafio_xltvrrodsm
invostigations(with.the clusific_on.n_nber 265)and ".'m__lligonce"intomatio_>"

inv_gations. (oMsifloation number 199), andI_.veconsolidated thom.in_ a
single c.l_cation for "intemati'onal:tex_rism"(ram,clasO_ficationnumber315).i!This
reclassificationofficiallydesi_.au intetmfionaltetmrim1:.investigation,as.one:11mt
can employintelligencetootsaswel!.",as.erimlnalptooessessadprooedures,.InJuly2003,
we formalizedthisappma_hinour.Mode1.CounterfatrorismInvestigativeStrategy
(MCIS), whichwas issu_ to-all,fieldofl[i.oestrodI_ been Ithesubjectof extenm_efield

• "i ". "

. With.the dismantlingof tl_lega!"wa_.!.':-.:.and.the:integt'ation_of.,our:._riminaland•

•inte._igence`pers_nneI_and:ope_ati_ns_>wen_w`have`4he_atitude..t_o___._ur.." .
•..:._genceand.eriminaHnvestigafionsandto.use.thefuH-.rtmge:ofktvestigativet_ols
_.a mmpeetedterm.d_Onthe_genee.side,we eanconductsurveillance,onthe
suspectedterroristto learnabouthis movementsi'andidentifypossibi,Oconfederates_;We

• canobtain FISA authorityto monitorhis oonversatiom;_mt.d/orwec_m.'appmaohand
:attenkuttOcultivatehim as asoume or anoper_onal.asset,:On the m_al .side,we-lmve

•" •the option ofincapaoitatinghim througharrest;det_on;and prose6uo..'on.We decide

among:theseoptions.by e,ontinuouslyba]anoingtheoppOtttmitytodevelop in.t_lig_mce
againstthe need.to apprehend.themmpootandprevent-himfrom©ar(yingouthis"te_-
plans.This.integrated.appm_h hasguid_ our,operations_mdwe have _ccessfully
Xo.ilodterrorist-relatedoperations and _m_M _lls from $¢a_-e, Washington,to.Dotroit,
Michigan,.to La_kawsnna,Now York. (U) " . "

•Althoughwe arenow able tocoordinate our intelligenoo collection and
law enforoemen_operations,wecan only .maldz'e ourfull potential as a

terrodsmprevention agenoyby developing the intelligence stmoture, oapabilities,and
processes to direct those operations, Without an effeotivoimolligence oapaoity, we
eatmotexpectto.defeatasophisticatedand.opportuniStadversarylikeal-Qa'ida(U) "..

• . . . . . •• .

•.Fora varietyof historical teasom, the BureauI_1 not developedthis intelligence
capacityprior to SeptemberI 1. While theFBXhas always been one of the world'sbest
collcctorof information_wenever es_bH.she_the infrastructureto e_toitthat
informationful!.y forits intelligence value_'Individ.ualFBI ageats have alWaysanalyzed

'the evidencein their partioularcases, and.then nsed that analysisto .guidetheir
invogdgatiom.The FBIas _imtitution, however, had not elevate_that analytical ' "
proo_ssabove the individual easeor investigation toan ovmfll effc_rtto analyze



inteUi enoeand.trategioally "d/feetintelligencecolleetionagat threa arossat|
prognms.(U): "
. ..

Theattacksof$op_ber 11,2001highlight_thenoedtodevel_.an "
intolfigenoeprocess for the CountertorrofismProgramand therest of the Bureau.Since
then,we haveundertakento build the capacity to f_e, andyze, _ diss_ our
terrofi.'sm.relatedintolHgence,andto direct investigative activitiesbased.on our a_alysis
of gapsin ourcolleotion against national intelligencerequh'_ents: .Thateff0_ has_
proceededinfour,stages,_:_ ....

. :.. . ..... . ,•

: Our first stopwas to incmaso the:numberof analysts working on r :
countemmrofism,:Imme_liatsly.aRer:SVtemb©r11,.Wet_omrilyreassign_analysts.
from the_ Investi'gativeDivision_md_enm_gmoe DiVisionto v_#us

• " units in the Cottutevterrorjsm.Divisio_ In Suly2002,:25aaalys_,wm_ _exi fr0mthe
CIA to assist"our ¢oun_rismefforts, _y of these and_ provided tacti¢_f
intelligence analysis; others provided stra_gic "bigpicture"analysis. All of thvm work_
exceptionallyhardand:help_dus anal.yze the mass of data generated inthe _thof
the _rroristattaclm.Thesedeploymentswere a_ measure,but_eprogre_m.
made,the.confiO_n_gained,...and_el_oRs learnedduring..lhisp_!Odi_ .usdown

..... to.wardafunotioninginlligenoeanalysisopevti."On.Wealsoesmblishedate-:
.. _IlegeofAnalyticalStudiestohelptrainanddevelopourowncadre_ofanaly_,¢._D

•.-:_.-.._.

OnDecember3. 200!, the Directorestablishedthe Office.of IntelHgence(.O1)
w/thin the Coun_rism.Division. T_eOl Wasrespo_sitblefor e_blishing and

.. e_ecnting .standardsforrecruiting,___g,..tminmg,anddevelopingthe.intelligence..
....::..... .a_lytic workfo_ce,and ensuring.thatanaly_ are.assignedto operationalandfield

divimonsbasedon intelligence priorities,Reco_g that inlelligenceand analys_sare
".mtegra!to all.of the Bureau's.progran_,m February2003, DirectorMueller moved the
OI outof the CounterterrorimnDivision andcreateda s_and-aloneO]_h\eadedbyan-.
•ExecutiveAssistant_tor (EAD-I), _oprovidecentraliz_ supportand guidancefor
the Bureau'sintelligence functions.(U)

The next stop.in our intell/gonce integrationwas toelevato _atelligencefunctions
to program-levelstatus, institutingOentnd/zedmanagemontand implementing a.detm'led
blueprint for the Intelligence Program.(U)

'.

The Directoi"articulateda clear mission forthe _ntelligonceProgram to
positionthe FBItomeetcurrentand emergingnationaI.seeurityand(_al threesby:.1)
.aimhtg.investigativeworkproac_velyagainstthreats;2)b_Idingandsustaining
enterprise.,wide intelligence.polioies,and cepabilifies;and3) providingUseful,appropriate,
and timely informationand analysis to the national security,homelandseourity,and law
enfomementcommunities.We then setout to:embedintelligenceprocesses into theday-
to-day workof the FBI; fromthe initiation,ofa pre_inary investigationto _he ,
developmentof FBI-wide strategies.02)

•
• .

• -
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Now thattheInte_HgenoeProgrm is _abHsh_ and,developing, the FBt iis
moving on to the next stageof transformingthe Bureauinto an intelligence agenoy-

, •reformulatingpersonneland_mlni_tive proceduresto instill .wi_in Our workfol_ean
expertiseinthe processesand objeetives of _ntelligencewo_. _

', . ..

A majorelement of _heBureau'stransformation.is oer inorez_ing integrationand
coordinationwithourpartnersin the U.S. and internationallaw onfmvement and
intelligence c,ommuni'ties.Morethan any other fypeofefforeement _ission,
counterterrorismrequires_heparticipationof every level of loc_.stme, natioi_ an_
internationalgovernment.A good exampleis the ease of the Lackaw_muaterroristoelt
outside Buffalo, New York. Fromthe police officemWho:helpedto identify andConduct

•surve_ce onthecellmembers.;totheCIAomoemwhoprovided_form_on from
their,so.overs .eu; to thediplomaficpersonnel.who _ted our effem with .•
foreigagov,emme_lts;to theFBI agentsandfederal prosecutorswho conductedthe
investigationl_g,to the atre_ andindietment,everyoneplayed 8_Signifioantrole.(U)

. . :. ". . . .

• .... we recognizethataprerequi_te:forsay operatiomdcoordinationis the rill and.
free.exohang_,of information."Withomproceduressad mec_ f_t allow •

•informationsharingon a regularandtimely basis, we aud,ourpertnezzCannotexpect tOi
•afignouroperati'on_effortsto best acoompHsh:0Or.._shax_mission:.Aocoidingly_:we iuive
takemstepsto_eStabfish:unifiedFBI-w_e policies for_sharing-infor_ttion andintelligence.

• . ..

• . . ,_ _ ! " . . _ .". -

.ToenSme a coo_ enterpr_e-wideapprou:h, the Direv-torrecently _ "
: designatedtheEAD-Itoserveas ._he,principalt_BI_bfliCi_::for'klfomtafi0h:and
intelligenoe.shafingpolicy,In ads-zap_ity,:the EAD-l..fim_ons as_advisor to the
Directorend providespolicy directionon informationend'°_intel_genc_"'....... sharing:'witlnn"" end
outside_e.FBIwith the lawenforcement andintelligencecommunlties, as wellas

•foreigngovernments.CO) :- •. .
,. . ..

" On February20, 2004 we formed_minfonnafion-dmringpo_ioygroup,
comprisedof ExecutiveAssistantDirectors,Assistant Direztorsandother senior
exeoutivemanager_,UndertheD_-tion of the E_. -I, this group is establishingFBI
informationand.intelligencesharingpolicies. CO) _

• .,

On February11, 2004 theAttorney Generalannouncedthe.,u_._tionof the,DOJ
IntelligenceCoordinatingCotmcil.The Councilis comprisedof the ]_eadsof DOJ
agenoieswithintelligenOoresponsibilities,and is currently¢hairedby the FBI's EAD-I.
TheCouncilWillworktoimproveinforma_ionsharingwithinDO_endtoensurethat
DO_meets the,intelligenceneeds of outsidecustomersand acts in.acr.ordaneewith'
intelligence priorities.Itwill also identifyten,non, challenges (suohas electronic
connectivity,collaborativeanalytictools, and intelligence.skills trahfing)andestablish
policies andprogramsto addressthem. (U)

Beyond these informationsharing/nitiatives,we areincrea_dngour opemtiona_
coordinationwith ourstate,federal,and internationalpertuerson a number.offronts. (U)

N" 8
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we muchsOngor r laonsp,w th
other members ofthe Intelligence Community,Fromthe Director'sdaily me-tings with

the Directorof Central_telligenoe and CIAb_efom, to'our regularexchangoof
personnel among agencies, recur joint effortsmspecifio inv_tigations an_ in the
TerroristThreatIntegrationCent_.•the TerroristS_.en/ng Center,_.d othermulfiagency
entitieS,theFBI andits partnersin theIntelligence Comm_ty arenow integratedat
vim_y every level of o_ _erafions, _ : :

• / ._. '. • . --. •

•The:TerroristThreatIntegration C_tet is a good:_ample Ofout,c_Uabore_ive.
relationshipwithtlie C2Aand:o_: fed_ Pettners;_lish _ on May1, 2003.atthe..
direction0fPresident Bush,TTIC _or_ _tegio _dYsis of threatsbas_ on
intelligencefromthe FBI,CIA, DHS, endDOD, Analym l_m each _genoyworkside.
by-side in one locationto piece togetherthe big pictureof t_._ to theU.S, and our
_. TTIC.anal_ synthesizegove_ra_t,w/de ,mibn_on reg_ _t

" terroristthreatsand producethePre_dentialTetr0_n ThreatRep.oa:for thePresident.
.The"FBIpemonnelat TTICarepar_of the-Ofce.of IntelligenceandWorkclosely With
analystsatFBiH_ m eomb_ dom_o andin_tiona!i,terrorism •• •

- developmentsinto a comprehensiveanalysis 0fterrorist•_. In addition•tothe
__ ,a__ysisdevelopedby FBI anatys_ detailedto TTIC,FBI analystsat He_iquarters

'":_"_ re_arly oontn_outearticles _othe President'sTerroti_ Threat Repoa:.(U)_
..• . .• , ::

. , . . .

•TheFB! cUn_tly has AgentsandAna_y_..'detailedtoCIA •i,_tifies,including "
the CIA'sCounterTerrorL_mC_t_ (CTC)'We_ohaveFBIi agent,sandintetligence

...=:.,. a_. ys_ detailedtOtheNSA, :theNationa_SecuritYC0uncil,DIA, the Defense Logistics
" Ag_enoy,DOD'sRegional Commands,theDepartmentof Energy,and other federaland

...._...... state.agencies.(U).
.

cIApets0nnel arealso W0rkinginkey positions_oughont flxeBurearL_The
AssociateDeputy AssistantDi_t0r for Operationsin _e Counterten:orismDi_;isionis a
CIAdetailee:CIAofficers aredetailedto the SecurityDivision, includingthe Assistant
.Director,theChief OfthePersonnelSeemitTSection,.andmanagerswo_ with the
Seerct CompartmentalInformation(SCT)programsad the FBI Police, An experienced
mm_er fromihe CIA'sDirectorateof ScienceandTechn01ogynowheadsthe -
•InvestigativeTechnOlogiesDivision anda SectionChiefin that divisionis onrotadon
from CI_ (U)

• •

Thisexchangeof personnelistzking place in ou_field offices as welL,In 33 field
locations,the CIA has officers,co,locatedWithFBI agentsatJTTF sites,and there are
plansto addCIAofficers.to Severaladditionalsit_. TheNSA has.analystsdetailedto
FBIHeadquarters,the Washington FieldOffice, the New york Field 0fce,:.and the
BaltimoreField Office. (U)

•Eachmorning;in additionto FB! Briefs,:the Directoris bfiei_ by aCIA bliefer.
TheDirectorof CentralIntelligenceand theFBI Directorthenjointlybfief the t_dent



•/ . ..

on currentterrorismthreats. In addition,CIA andDHSpet_onnd attqmdthe Director's

• internalterrorismbriefingseveryw_lc_y morningand _:_oon_ 0_
• " " 'i,. • " .

" •'• TheFBIiS nowusingseouresystemsto diesemimteclassifiedintelligence
r_,ortsand analytical productsto the Intelligence.Commuaityandother federalagencies.
The FBI hosts a web site on the Top-Se¢_ Inte!inld'_oin_World,Wide Intelligence
Community System(_VICS), a fully-_ted system,that.connecUJ:more than 100
DePar_ent ofDefe_e, CIA,andotherInteltigenceCommuni_ sit¢_. We also h0E,_a
web site on SIPRNET,a similarsystemused by DOD fo_sharing inlbrmationclassifi_-.
at the Secretlevel. In addition,a new TStS..__network!m_ as"SC]O_' isbeing :
piloted in,s_eral field officeS,sCION.i_._nnect FBIHe__s antifield:OfficestO. •
the CIA andother,members.Ofthe intel_igence..Co.n_muni_; aud._ _terease.....

oppofor tor-ag0noy0n0raon. - . .. , •
• .. .. :,• . • . . . •

InteI!igenceCommenity:willincrease:,the_ and _ of informS[on shadng and
collaborafion_Acco_gly, the FBI's_aformati0ntechnologyteam has workedclosely
with the _efInf0_on Ofli_ (CIOs) of DitS and otherIntelligence Commt_aity
.agencies,todeveIopourrecent,and0ngoing t_o._,ologyupgrades.Thiscoo_onhas
affectedourderisionson•severa!:keytoolm_logyup._. _ •••

• . : • _ . . : .. . . ..:•.,. " .: . . .: , a. _ .."" " . ..• " . . .. .. ..• :" . : •.

To cao on the Intelligence
Comm.uni'tyCIO Bxec_t/ve.Council,The.Co.uncild_el .ops._d reco_nmends..technical

: req_en.ts, policiesan.dprocedures,andcoonlina_ini'tiativesitoimprovethe •
int__ Ofinf_on.technology,__thin_e:_ntdl/t_nce>Community. It
wasestablishedbyDireetorofCen_alIntdligencedirectiveandis:chair_bytheCIA's

t • ' " ' " • " " " : _ ' " " " "

co. ..

DHS.playsa.m'Ricalro!ein asse,ss_. andpmt_ ,_g vuln_,abilitiesin our
nationalinfrmtrectere _d at ourborders,and inov(_ee'mg our responsecapabilities. We
have workedclosely w_thDILSto_ _hatwehave theintegrati0nandCompreh_ive
inform_on s_ betweeni'0_"agencies_ me vitalto the success ofour missions.
The FBI andDHS.share_base aoOessatTTI.C, in theNafionalJTFF at FBI. "
Headquarters,m theFFrTFand _e TSCi audin 1,ocal..._._S :inOurfield 0mcas around
the country,we worked closely togetherto get thenew T_rorist Scre_dngCenter up •
and running.We hold WeeHybriefin_ in which ourCTD su_ys_ brieftheirDHS
counterpartson currentterrorismdevelopments.We coord_te allFBI warning_with
DI-LS,.andWenow coOrdinatejoint warnings throughthe Homeland S,eourityAdvisory
Systemto.addressour customers'concernsaboutmu_.tiple andduplioa.tiveW_s,: We
designsted an experiencedexecutive•l_om.the.Tran_or_tionSeourityAdministrationto
runthe TSC anddetaileda seniorDHS executiveto the FBI's Office of InteLligenceto
ensure coordinationandtransparencybe_een the agencies..CO)

OnMarch4, 2003, the A_tomeyC_meral,the Secretaryof H0melandSecurity,
andthe Directorof CentralInteltigencesigneda _rohe_ive Memorandumof
Understanding0_IOU)establish,policiesan_proceduresforinformationsharing',,
handling,andUse.Pursuanttotha_MOU, informationrelat_xltoterroristthroatsand

• :i '



• Consistent'withtheprotectionof sensitivesourcesandmethod8andthe pr0tect/onof
privacyrights,wenowsha_asarule,_ _!_ byex_t_on.CO')

With terroriststraveling,communicating,andp!snningattacks-allaround:the
worl_ coordinationwith ourforeignpartnershasbecome•morecri'tical_ ever before.
We have steadilyincreasedour overseespresonceandnow routinelydeploy agen/sand

crimescene expertsto assist _ the investigationof0verseasattac_, suchas the May .
2003 bombingsin SaudiArablaendM0roo_.AS of S_xmry7, 20.0,#,4i3FBI p_sonne|
Wereassignedoverseas,Over200 of_om arepermanencyassi_£. Theireffort,, and

.therelationshipsthatgrow fromthem, haveplayedacritic_ ro!e:inthe _ceessfu!: •
internationaloperationswehavec_duc_ Overthepast31monthS._

Bureaupersonnelhave partioipatedin numerousinvestigationsof_errorist
at_ inforeigncoun_esoverthepast33months.Ourq_proach_ those!nvestigations
differs from.the approachwe tra<h_onallyhave teken_..Pri6rto Sep_ember'Iith,our .
overseas,inve_gatioius p_ywere foxed Onbuilding;cases forpmsecutioni_nthe
U.$. Today,ourfocus has .broadenedto provideor_ forei'gnpastnersW/th"mvestigi_ve,'
force. "c,and othertypes of supportwl_cllenhance ourj0_nteffor_ i_ preventand disrupt
tex_rist attacks.Ore'partnershave_:_Js a_acl_ _ it is payingd/vidends
wi_ greaterreciprocal_eration andmoreeff_five jointinvestig_i0ns. _) ....

• . . • . • "..." .._ . '. .

.... Thefoundationof a _centra_edandeffective cOun__ operation:.isthe
capabilJ.'tytoassemble, .asSimilate,anddiss_e _investi_ve and6p_0_ i

._......_ezmafion both/ntemallyand:withfeHow inteiligenceandiaw _rcem. ent agencies,
This_a_mtyrequiresinformation_h.o_ogyt_ tha_makesinformationeas.y
accessible andUsableby all personnelw_e protectingthe securityof that information,

, . , .,-. - - . . "• .
.... .

• ,

eri'ortOS_tember!1_ t_eBure_'sinforn_tiontee_n0to_was_hxadeqim_to
supportitscounter_errorismmismon.Inprevious_q_xrs,_stantial iqv_ents were
madeto_gradetectmotogiesexa_dix_tysupportedinVe_getio_._chas sur_ei,ance
equipment.andforensicservicesLike_e IntegratedAutomatedFinge,_t identification• _ ,

System. Insufficientattentionwaspaid,however,to technologyrelatedto themore
fimdamentaltasksof recordscreation,maintenance,dissemination,_ndretrieval.In 2001'
manyemp!oyeesstillused vintagei987 386 desktopcomputers,some residentag_mcies _
could only access detain their:fieldoffice via a slow dial-upconnect/on.ManyBu_eau
programswereusingcomputersystems.th_ operatedindependentlyand didnot .
ifiteroperatewithsystems in otherprograms0rother par_sof the BureaU.(U)

...

- .
• .

TheFBI alsohad a deficient_formationmanagementsystem.TheFBI'slegacy
investigativeinformationsy_em, the AutomatedCase Support(ACS), Wasnotv_
effe¢tivein identifTinginformationor supportinginvestiga.tio_.Users navigatedwiththe
function.keysinsteadofthe. "point_d click"methodcommonto w,_,based applioations.
Simple tasks,suchas.storinganele_ronic versionof adocument,re__ a truerto
perform12separatefunctiOnsina"gre_.screen"environment.Also:,ithesystemle_kod
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. raultim_fanotionalityto:anewforthe_mgeofi_om_onini_sori_ form_.'
Agents could not st0remany f0_ of digi_ evidence in_ eleoconic format,in_ead
haviag to describethe evidenoe:andindieatewhere the evidencewas storedh aoontrol
room. (U) ' - •

tomeoh_ter._ _Oivoofi_pmo_ol,_e:Fmtw__le _ a_evc
numerous..'investigativemocessea; m.spite.ofthes_eobstacles. Itwasolear asof September
11,hewers,, theWe needed anintegrated-rr. infr_oture to numage o_ information.

. ..Webroughton-b0ard a lfighly_ed teamof _ amtSetout to,_ anIT..-. ....
infrastructure_is fastendsecure,and.dmtties together,the appiieafiem and da_lbases

applioalionsto reduce.mlim_ on.paper _:and.:to streamlineinvestigative w0rkflow.
These improvementsare_cing our ability_ collect, st0re,search, malyze, _ share
infoxmationCO). • . ... _... ..

• .: . :, . - • . . "

.... " " :" '- *" " • o" .. •

• _ m_oaeffortm the Trilog_ s multi-•. The fa'ststepmtheFB!'s:

y_.effortto_ce 0_ eft.eye,ven___ t._lhuol0#_t_. a_owustobe_r:
ace.e_, 0rgan_, and an_yZ¢:_ozmafiotLTheTrilogy Pr0_ ts aimedat providingali
FBIofli_,iin¢!_ o.verseasLeg_ Att_h6of_c_,:withimpmv.ed_n.e_brk
communic_0ns, a COmmonandcurrentset of office _tomation topis,anduser-fi-ien_y

• Web-basedapplica_tions.,.Trilogyupgr_ea,also-incorpomtec_ntrolsto.providean
enhaaoedlevelofse_urit3(_forFBIinfotmaUon,(U)

• . . .... ...' .." ) . • .

" inv_rs andanalystswi'th_quio_easy_.cess,_the:full_;__Ofinfotmaticn
:.... immediaterelatingto terror. Wedeveloped a,three-_pplanthatWould]provide" "":

Supportt0.Count.erterrorism.and then increme_dly :.m_se therange andeffectiveness
of thats_p0rt for othercriminalinvestigations.TI_ planttunsifi0m us away from.
separatesystems,containingseparate_a, iowmds an InvestigativeDatabase Warehouse
(IDW) thatoonteins.all_ thatcan legallybe stored,.tog_er; The IDW provides ,the
BureauWitha single access pointto severaldata sources_R were pvbwiouslyavailable
only:tht'ough..separate,stov:e.pipeds_. By pm#iding oonsolida_l ac_s to _e data,
for the flint timeanalytica!tools Cambe usedacross data souz_s to px_vide amore
eompleteViewof the infommtion possessedby the Bureau,(U)

• .
• ... .'

" Theinitial Step_ward:the IDW was the imp!ementati0nof the Secure
COuntertetroristOporationalprotofype Environment(SCOPE)progr_.an.under the
SCOPEprogramwe quioklyconsoHdatedcountertotrofisminformationfi'omveriousdata
sour.es,providing analy_at HeadquartemwithsubstantiaUygreater'_s to mos_
information in far less time thanwith otherFBl,inveatigative systems. The SCOPE
databasealsogave USan opportunityto testnew capabilities.ina controlledenvironment.
Thisprototypeenvironmenthas now beenreplacedby theIDW. (U) ",

•
-.

TheIDW,deliveredin its firstphase_otheOffioeof Intelllg,_ce in Ym!Uary
2004, now provides analysts+withfull accessto inveatiga_iveinformationwithinFBI files+,
inda "clingACS and VGTOF .data,opensome news feeds, andthe files of other federal

• .

.+
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ag_¢ies suoheS DHS.TheiDW providcS_hysi¢_ Stomgi,.fordata ,rod:allows.us_n to_".
sootss that datawi_houtn_dins to.knowits physio_ location,or f0nmat.:The _in the,.
IDW[s at theSo0retlevel, and the additionof TS/SCIlevel ds_ is in thepianningstages..

.

:Laterthisyear, we plan to _oothe IDW by addingadditionaldatasources,
such as SuspiciousActivity Reports,aud.hylmak_g iteasier to soarc._lL.When,the IDWis
complete, agentsand analystsusing new etmlyficaltools will be able_ searchrapidlyfor
picturesof knownterroristsandmatchor comparethe pictureswi_ o_individu_s _
min'.utesratherthan.days.They will be able toextn_ subjeots' ad_)sses, -phonenumbers,

. and-otherdatain seconds,,ratherthansearo_g forit menually,They.will.have.the ability
to identifyrelatiomldpssoross cases. They Willbe able to sesreh up:It0100million pages:
of internationa!._,terrorism-relateddocumentsin seoon&. _!. - , ::

• , . :; r. " / 'i "
• . , . • .

Ultimately, we plan totum the ]DW into a Master DataWm_house (MD_D that
• will includethe administrativedata requiredbythe FBI to lmmmgeit_intmml busiuess

processesin additionto theinvesti'gafivedeta_MDW _grow _ evmtua!l:y provide>
physical.datast0ragefor, andbecome the sys_ 0frecord for,all FB! electronicfiles. (U)

We areintmducing advtmoedanalytioal_)ls to hdp Usmake the mostof_e ••
__>'_. _ stored in _e IDW. Thesetools allow FBXagents.and analysts to look acrossmultiple
, " o_es andmultipledatasourcostoidentify_latiomhipsandoth_pie_3es ofinfori_Rion -

thatwere not readilyavailableusing:older_I S_. Thesetools lL)..makedatabase
- ". • . " . - .. , • . " a / ' . . . " . • : _ . • e,.. e ' "z : d" " "

• searohmsimple attdeffeotive;2) gtve analys_ new _7._ttion, ge_-mappmg,li_,ohart
:>. cap_ilitios and reportingcapabilities;and3) allow amdyStsto reque_ automaticupdates

• • to theirquery_ts whenever new',relevantdata is downloadedintothe database. (U)
.--,..i:_,..

' As thefirstpartof our 1Tmod_on effortsnearcompletion, FBI agents,
analysts,and supportpersonnelarealreadyenjoyingnew c@abilitieSand@plying those
capabilities.toth_ coUntrY,Sin mission. Theyhave up-_ desktops, fast.and-::

ausor-ffiy tothe.ACScase c eat syacm,.me-"
ability to access and searchconsofidat-edterrori_-telated data, andnew capabilities for
sharing.informationinside andoutsidethe Bureau.(TO ....

....

While there is still muchto be done,these effortserestartingto deliverthe
techn010gywe need to stay ahead0fevolving threats,Upgrading our_ohno_ogy will

• remainanFBIpriorityfor theforeseeablefuture,endour t_w IT managementwill
ensurethatwe continueto improveour systems. CL[)

With the recentdirectivesimplementingthe intelligence age_acareertrackand
the:administrativereformsrelatedto bUiMingan intelfi.'genceworkfo_e,Wehave inplace
the.essential:structuralelementsof an.inteIligenceMrivencounterterrexismoPeration,The
challengenow is to refine and continueto develop that operation- an.effortthat w_LI '

roquix0additionalresources,continuedattentionbyFBI t(mdorship,.sndconstant_ _.
ofFBIpomonnelin intelligenceprocesses andobjeotives. (U) .

. -- . . . . •



While we have clearlymade isubstamialprogressover.thep(mt33 months,it
difli©ult:tocome up with m exactmeuUremeotof !_e our;_mteffeotivenessof our_ <
ootmtertermrismeffortslBesid:es citingthe abs_oe of successful atU_kson the homettmd

•.since.SeptemberIHh, there is no singlemeasurethatcompletely cep_res theprogress.
we have made. Thereareseveral yardsticks,however, thatdemonstratethe effeotiveness
of the core functions Ofa Countertetx_rismProgram.Those yexxistick_include the
following.' , ....
' D$velopment ofhmnan assets: ,
•.Nmber of FISAs

fintelli'g genemtect .....••Numbero encereports
• ._ .___._

• ,.'_ty of daVybriefings:
, Effeetiveneas .ofeotmtertermrismoperatiom
• Continuedpro.teotionof ci_'l liberties :
An applicationof these _oks dem0nstratesthe )regress Wehave achieved sinoe "

• September!I, 2001. (L_ : • " •• •• .

• . .... , _
• . .. - : • . ., .

: .TheFBIihas long recognLzedtlmt.lxumansotweeinformation-isone of the most:
intpottentwaysto inve_gate._ :_vi.ty, we have.!ong=stending:expertisein,.._ "
•recruitingandusing hnm_ souroes,and we havened those skills to groat.effect acrossa
wide rangeof:investigativeprograms,includingorganized_'rime,drugs,public
corruption,and white collar crime:(U) .... _ , _

.- . 0 , . . ..
• . .. .' . -..

• . : . • ... . - . . . • ..... ,, ,- :,.,,,,q . ..• . . • ...:-:.-._rltilewe._o ..... .... " ..... " "have devdoped.-_.,m_es:over_e yearsm tlae c,ounterterrorism
. Pro Septmbort • ghU'ted the.omg intomgen ereport

al-Qa'idabothin the U,S. end abroad,.With the U.S. go__ent ._ing.telatively few
assets Whowereable t0penetrate end report.onai-Qa'idatspi_, Wewerevulnerable to
surprise.attack,CtJ)- "

•

•The Bureau .hasplaced h priorilyon developinghttmanintelligencesourves
reporengonintemational_terror!sts.We_Ver_'ed o_ _pro_ our
personnel evaluationcriteria,and..Ouroperationalpriorities_ focus on source
developmefit.'While we continue to growthis..capacity,we l_a.vealreadyseen a ma_ked
inoreasein the numberofhuman intelfigenoesouroe_in thoC.oontertm'rorismProgranx
Between August30, 2001, and September30, 2003, thenutoberof sources relatedto
internationalterrorismincreasedby more _an 60 p_t,.and thenmnberofsouru_s
related-todomestic terrorisminoreasexlby more than 39 pe_e.m. (U) . ' :

FISAcoveragehasalsoincreasedsignificmtly,refleo_ngbothourincreased
focus on counterterrorismend counterintelligence_vestig_tions and improvementin the
operationof the FISA process. From2001 to 2003, the numb_ ofFLSAapplioafiom filed
annuallywith .theForeign In_l!i'genceSurveillmce Courtincre_ed by 85 percent.We
have,seen a similar increase in the use of thoemergencyFISA protest)that.permitsus to
obtainimmediate coverage 'memergency s!.matiom.In 2002, .forexampl6; ,.the_
Departmentof JUsticeobtaineda total of 170 emergencyFr_A author'tzations,whiclhis
more thanthree times the numberOfemergencyFISAswe obtainedittthe 23 years
between the 1978 enactmentof FISA and SeptemberH, 2001. CO)
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'. • , ., • . • ,. • , .,.

.. . : , ..: . .... : : ...{>..:,..' :. • ... ,, , • _., ..,:.., .
Inthe p_-year, the FBIproducedmorethan3,000 inteUigenoeproducts,: .

including"raw'."reportS-,intelligencemetno_ in-dep_ strategicanalysisassessments,
, special event tlxreat.assessments,and.focusedPresidential.briefings.,.We ats0 conducted

' 'numerous intomgoaoebri¢fiagsio membersof Congr_s,&lior gee,mimer agenC.)ies,and
the law enforcementandintelligencecommunities,Theseeffortsmarka new beghming
for the FBI's intelligenceoperation. (U)

........ _

• - , ".... . • " " .i . .. '

' Prior to:S'ep.tember11,200!, the_I producedveryfeWraw intelligencereports. -
inFY 2003,..weproduo_ anddissmfinated2,425.IntelligenceInfOrmationR_o_ts.._)
,con_ raw intelligence derivedfromFBI investig_om audintelligence coflection,

.- The.majorityCon_ intelligence relatedto intemationaltcrrorisn,t; _.noxt greatest
number,,containedforeign intelligenceau_ie0un_intellig(moe hffon_On;and the '
remainder,con_'_ activitiesaud©ybercrime.Thee HRs Weredissemi_
to s widecustom_ set inFBI fleld6_, theintelligenco Con__uld_i Defense. -
Community,other federsl'lawenforcementagenciea,andU.S. policy entries. (U)

' . • - " • , " , - , . ' ,: -

.... Xn.additionto theserawintelligen_ repo.r_:the FBIhas begunp.redUcing
analytic ass.essments.onaparwiththose of thelntelligencoCommuni_.. T_ FB!
developed .andissued,in January2003, a ©Iass_fiedcomprohemiveassessment of the "
teaorist threatto theU.S. This assessmentfocuseson the _ tl_t theFBI sees

... de, lopingover the nexttwo years,.,basedon m aual_ ofinf0_on re_. the
• motivations,objectives,meth0ds,and_sbiliOes 0f_ng __t groupsandi(he-

•potenealfor.theemergceofneW groups the;W0flThis
...._:<...._:assessmmt is used as a guide in the allocation:ofmv_gative res0urces,as a

useful,compilation Ofthr_ info_on forinVe_gato_"" ' "andintelligencepersonnol"
within'.andwithout the FBI, and u:a resom_eford_ision-makers eL_ewherein _e
government. The 2004 _t asse_mom was _ole_sedin i_uci12004. FBI _aly_)have
producedover 100 in-depth analyses andseveralh_mdredcurrmt intelligence atticles in
additiontotheworktheydo ss stingFminveaig0ns,

• _,

We .arepreparingto produce,._i.thenear future,the FBI Daily Report andthe
FBINationalReport to provide daily intelUge_ceb,rie_ngs to personnelin .thefield and..
external cusfom_. Onewill be producedatthe classified level andiknited in di_ibution
:to:upper-leveafield managers.The other_ be unclassifiedandWidelydistdbut_l to
fiel_ officepersonnel andour partnersin the law enforcementcommunity. (13)

A good example of our abilityto exploit_ddonoe forits intelligencevalue and
s_ thatintelligenceis our use of thesl-Qa'ida t_fism '.handbook..A terrorism
handbookseized from an al-Qa'idalocationoverseasin themid-1990's was cteclassified
and releasedby DOYshortlyafterthe events of September11, 2001. 'we determin"_dthat
inteLligencegleanedfromthe handbookcouldprovideuse_al..gu!'dan¢ieabou_al-Qa,ida's
interestsandcapabilities.Acc0rdingly,we producedanddisseminateda seriesof

• t

inteUigenceproductsto sharethis intelligenceWithourpomo.nnelinthe field andwith our
law enforcementpartners.Nine IntelligenceBulletinswerebased in whole or in parton
this intelligence.In additiothwe used informationderivedf_m the edgQa'idaHandbook



, . . . ,f .'

/

: toupdateoureo_mtmCccrorivn_g, including_eInte_gon¢_Atm]_BuicCo_e
at the College of .AnalyticalStudies, the _roduot/on to C0un_te_..rism course atthe
National Academy, and sessions on T_rism Indii0ators.andGffieer Safetyin o_ :
SLATTtraining;'TlaeunolasSifl_ version ofthehandbook:is.now n_tainedasa
reference in the FBI _ibrary andis accessible_all the studentsat _o Academy. Italso is
includedin the ref_oe manualCD-Rom_distri'butedas partof SLATTtraining.(U).

One telling measure of our improvedicounterterrorismoper_ions is the
develt0pmentof our capab'fliW to brief the daily,tenorist tlu_eatinformation_The
dei,e]opmentof .t!flScapability re_ts_h© m_g ofourCen_d Counterterrorism
Program.(U): :_: ....•

• .. • . • : .
• . • . .. • .. . . . ." •

: :'.PriortOSept__ ilth,th.eFBIlackedthec.apa_itytoprovideacomprehetmive "
daily_: briefing,.toasS_emb!e:the_ threatinformation,todetermine.what

and the Bureau,s response to _ .threatto theDirec,_or,seniornmnagers,_theAttorney-
General, and othersin the _on Whomake op_tional andpolicy decisions.
Withadecen_pr0gram in_¢h mvosti'gationsweaerunbyindividualfi_,Idoffices,
the.Bureauney.erhadt0 develop this @ecialized skill Withthe:need.foreenlml/zed ,
manag,ement,however,itb_e animperative.CrY) ..... ::_!.. '

- .. • - . ..... : .:" , ". .

:WhiteHouseea_h mo_ dailyrepo,rtson:co.unta_m-re_ated events..Wehadno
.m_'_p_ for_n_g _ informa_n,sop._arationof the reportswas.
•initiallyhap.h_ __e past33mon.ths,:..with_the:,assistanee,Of:v._fromthe
Intelli'genCeComm_.ity,Wehave_tab_iahedthe_e andthecadreof
professionals 'to produce effectiye daily.,briefingsaudto sharebriefingmaterialsmo_ ....
widely .wi_.the: BUreauand with our,partners.(_ . ".

_ : ...

•in2002 we establishedthePresidential SupportC__upwithinthe
Co_rism Division to preparedailybriefingmaterisJs,Inthe mnmer of 20(}3,this
groupwas renamedthe StratvgicAnaly_ .Uni_and.moved to _heOffice of intelligcmce.
_e__ August2oo3,theStrategicA_alysisUnitbeg_produ_theDireotoes
DailyReP0rt (DDR), a dafly inteIHgencebfie_ thatincludes informationOn
cotmterterrori.smoperations, terrorismtl_eats, .andinformst/onrelate_to all areas ofFB_
inve_gmiveactivity.Co) . ..

• .

To producethe DDR,.tho StrategicAnalysisUnit consolidatosandrefines
informationprovidedina standardizedformatby iutelligencepersom_elin eachdivision.
Eachmoming_informationaboutnew threatsisadded,and_formation:aboutthreatsthat
have been_oroughly vetted duringthe nightis removed.TheDDR is distributedto
•executives in all FBI operationaldivisions. TheDirectoruses.theDDRto brief the
Presidentnearlyevery Weekly morning.The FBI also.producesthe P_,s/dentia/
Intelligence Assessment, a finished FBI intelligenceproductcovetingtopicsof particular
interest_ the President,_andas n0ted.earlier,our.p_sonnel at TTICandatFBI

• .
:...

...

, . . .



}. •
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Headquarters cohtributetOtheformulationofthe dailyPres_lem's .Terrorst _mat.
Report.:(U) ' .... _- '_..... "....

• ., ' . . . . .

Direo_orMueller holdSthreat:briefingstwioe a da_. :anintol_gencebriefi_ in
., themorning ands 0as.e-0rien_ briefingin the evening,At these briefings,a briefer and

.thecPerationa! exeoutiVemanagersprovidea su__ofthe ¢utrc_tthreatsands
oper_ti0m.With CIA andDHS representativesin attendaaoe,thesemeetings als0 serve
to emure._thatall .threatinfo_on is appropriatelypassedto those agenoies._ '

.... • . .... . . ..,

Tie developmentof this daily briefingoperationis a_gible meas_ ofthe
• progr.esswe.have made sinoe:thedaywhen.terrorismiavestigationswere_by

indi_id..ualfield offices and littleeffort was._e to _¢flly _::6r CA_or_te them
throughout.theBureauand with tEeOtheragenciesinvolvedin prote_g, the U.S. against •

• "_

. .... ...The..Bureauhi_c.allymoamtred. its.p__ce, to.a large_xtont,bythe
numberof _s.it arrested,While.useful:forttach'tionallaw enfo.rcoment,whero the.
p_ objective is arrestandprosecution,this standardis tmder,inohtsiveas appiliedto
cotuXctlen_rism,whorethe primeryobj_five is to neatt_ize terro6St_.It only "
¢ap_ that subset of terrorist_-tl_ aren.__by-_._g.terro_ attd
presSuring them with ChargesoforiminaIt_m_ It-.fags..too_ro the toHOristthroats

...:.;:-:.we:no_ throughmeans otherthanfo..nnal.tertomprose_utiom-Suohas _
d_o_ deten_on, axrest..on.non,_ oluugos,8eizure.offi_noi_, assets,i.andthe.

• s._.ofinfotmation Withforeigngovemmentafi_r_eir_iumO:intaking aetionagaltmt
._._....t_fists withintheir borders.CO) . • - ' .... - . " •

-- !. :,. - " . - • .,.. " .. . . ":: ..

. :::;:_,:..:. "A moreuseful :"" ....."' ..... measure is one we have.usedin organizod._me cases -the
numberof disn_ tions,and:_tlements, This measurecountsevery time.we-. either
by ourselves or with our partners'inthe law enforctmaentandinfelligenoo.commmfifies-
conductan op6_,ation.which.disables, prevents,or _ts .tcrorist:flmdraisin_
reomiting,_g, or oPerational.planning.SinoeSeptember1.1,200I, the
participatedin dcmem of such operations,disn_,tiag a widovarietyof domestic and -
intera_onal terror_tUnd_gs, (U) .. "

••i . •

While thenumber of disruptionsis.signifioant,the most telling measure` 0four
progressis the.mannerin which we have conductor,individualoperationsconsistent with
ourpreventionmissiom The extentOf ourtransfommti.'onis mos_ol_rly oen m the
approaohwe take when confronting.Specificten'orL,tthreats,Our:approachtothese "
operationsdemonstratesthe extent to Whichcoordinationfindpreventionthroughthe •
development of actionable intelligencehavebecome ourguidingoperationalprinciples.

. ..

: The September1I, 2001, _errorist.attaoksawakenedallof us to thedeadlythreat
of modernterrorismand to the needler boldaotion,We in ,theFBI l_e undertakenthat

• .boldactionover the.past.33months.Whilethereis stillmus_hworkto be done, wehave
• made si_cantprogress, With iliese eff0_, andwith the _mWavefing.suppottofthe

Americanpeople, Weareconfidentthat we will prevailin ourwar age_nstten_rism..(U)



.-....' .• . . •

msroNssTOO GmCOM   AUONS: '

A. Reeommendat!ousrelatedtotheFBX!8au_yaealpregram:(U_ .

R_ommendatlo_•.No._: Improvetheh_g, tratntugmtdre_entionoftntelltgenee
• analysts.0J) :

Remonse: TheFBi has takena numberof measurablestepsto imProvethehiring,
training,andretentionof analysts_moetheSePtember1Iattacks;fD')>

• ..•. .
• , . .

.
• . _. .

' TheFBi's.om_ oflntdHgvnc©(el).,.led:byanEXecUtive.A_,_ Dinnerwho
• is a eareerintelligenceanalyst in the U.$. Intelli'genoeComm_mi_,has developed

....:.. a.rem'uifingp.lantO:_ .that_e .F_la_volyromm'ts_ndidatea.W_ththe:::."
oriticalskills necessaryto provide world-class inteUigenceanalysisforthe I_Bi'8
mission. In September2003, the D_otor approvedthe FBFs HumanTalentfor

. . in.t_'gence Production,Conceptof Ope_ltio.ns-(CONOP$),Which.fo_ses onthe
_.ent, hiring,development,land_ of_nlelligenee m_sts, (U) :

•. ,- . ,:" . . -" . . • .., , . ......
• • .. , . "' . . .•

• Recmilm__:. _lor.to theappmvaIoftheH_Talent cONoPSIhe FBI
.did not havea _tment effortspedfic t6 the intelligence a_Laiystpostti0aAS

•-...-..._t_.h,inte.IJigenz0.ana!_were notroutin._y.partef_ruitm,mt:teems.In.'i_
..eff0rtlto.__ .theFBI.bprepar_tomeet.eanerging._tment.and_i .

-...I_."0n.'tiesforintelligence:m_yst_._theOlseleCted_ .temgf_[_e;..r81]_lI:.y_"_..]HQ

...teomiters.attendeventsatcollegesanduniw_'ties_: as..welIasdesi_" '..
conferencesand.careerfairsthroughoutthecountry,,FromOctober2003-_ril

_-rm_tment-even_and:_a_.._-.2004, theFBl participatedin more.than.10 """ ' " " '
•

• partidpateinat additionaleventsthroughStombe20o4.fU)
." .. '. .- . .

•

recruitingefforts.OnFebruary8,2004,anad-vert_oment_e_c tothe
in_liigence"analystpositi0n atthe FBI was placed.•in.thewu_ngto, n Po_ ..
WashingtonTimes, andthe New YorkTimes, and has sinoebeen re-advertised
severaltimes. OnFebruary9, 2004, the firstpreas.releaseaddressingintelligence

'---analyst recndtmenta_.theFBIwas rde_sed'by the_I.Natiozml _s Office
• .kicking aggress.iveinto.m'gOnanalysth  oampxig, ..And,Oneebruary

17, 2004, the second pres.srelease Wasreleasedfeaturinganinterviewwith EAD
forIntelligenceMaureenA.Bagins_iandtwoFBIIntelligenceAnalysts.Or)

• In 2004, .theFBI revisedits hiringproceduresfor Intelligence AnalyststOmore
effectively recruitandhire candidateswithnecessarycriticalskills. Thenew
systemis a remm_eandweighted quest[on-b_ed system, The weighted.questions

• were develop_ by a groupof seniorintelligence analystsandintetlig_ce malyst
: managersunder.thedirection.ofthe EAD for Into_gence, andweredesign_l to_.

identifythe most highly_qualifiedCand_dat.eaatall entrygradelevels. Asido from
• direot_tment into " ..... "'theintdiigence analyst posflion, theOI isestablis.h_tg

":.. . .. • . .. ., • . . . .•



edua on oopenaveprosrmwh ¢i ,U¢ge would
•an_. g_mentto work attheFBIandearna_f0ut,y_m.,ttegre_i,.Stud_ts may:

altxmmtosemen,orsofWorkwithfull-timemdy 0:rmayworkinthe:.mnnmers_.
....exohangefortuitionasslscanoe:Thepro._:_.targetS:_¢u_l_tsWho intend_to •

completea four-yeardegree in:disciplinesneed_ for_._:IIn_llig .enceAnalys_
Workto include: IntematiomdS,udieS;ForeignL,_ges; S_es: pertit'tent:to
speoific geographicareas and ctfllures;Hi_ft0ry;F,_onomics;Business;Politic_
Science; Pu-b_oA_stmtion;/Physical.Scienc6s; andJournalism.In additionto
financialusistance, studentswould benefitby obtaining,significantwo_

experience, :aa.d.the l_BI.w6u/dbenefittl_ugh ma_.en:li by the stud_t t6
•. . continUewofldng for the FBI for a pm'iod0ftime upon o0mpletion.of_r

.eduoatio_(LD • " ' " " ....-. . _.. ...
•. . . • . ..

•.. ...

• . . • ," " : . .:. _ • i: "

....®: .CollegeofAnalyticS_dies:,, SinceFiscal.Year2002,_e.....C_H.ego.of_3,qic
•Studies(CAS)has&livered13itemti_of.theBasicIntelligenceAnalys.is "
Coursefornewlyhiredanalysts.Inadditi0n,tlwoughintelligencecommunity

partnershipsandprivatevendors,theCAS hascoc_Minatedspeci_ trah."ringfor
' .novice.andexp.erien:e,ed.!_l-IntoHigenceAnalys_:(U)

• .- ,
...., /- .

- 264FB.I Analysts have graduatedfromfile .College'ssix-week BaSic Intelligenoe

?-.,--......i_ii. :AnalystCo-urse sinceits establishment.CO)' .. .. ..
"..

• ...... .

-_.:,:" i!i' 655 FBI field andheadquaztersAnaly_ have attended_eoia!ty c,ourseaon a
.. varietyof topicssuch as analy_oal moOxods,tools, anddatabases,(If)

•

"_":.-:::" -I..3-89FBI fieldandheadquarterspersonnel(Anal_ andAgents)have.$_.reded
• •_c'i_ e.,ountertotrorimncoumesoffere,din c0njunotionwith CTA.Uniw_ity.

• .

" ' . "ACES I: The Basic Intemgenoe AnalyStCome currentlyoffi_redby _e CASis
beingrevised/updated. Upon completionof this effortthe co_asewi_ be re,.titled:
•Analytical CadreF.dueationStrategy.I(AC]_D.asoutlinediutheHuman Talent
.Conops,TheACES Icoursewillincorporatesevencoreelemontsfor!nte!ligence
training for new agentsandnew analysts. Additiotmllyfilen,_v course
curriculumteaohes advanced.analytictrade oraRand pracfic_i_inking .and
writingskills, resources,and fieldSkills..Anintermediatecom._eentitledACES 1I
is antioipatedin the fimae that world targetm0reexp_enoed ana!ysts.(U)

" " " i

• Mentoring Program.: The OI is crea_g a c_eer mentoringp_ogram,o.provide '
guidan0eand advice toIntelligence Analysfa0n the analytioa!oareorin theFBL
Onceimplemented,allnewIntelligen.oeAnalysts(new totheposition0rnewto
fileFBDwill have a mentorto assist them. This programwill be implementedin
calendaryear 2004. CO)• .

Recommendation No. 2: Ensure•effective management of auslyst_. (u)
• f • .
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• .. . . ...... • .. '] # , : .. . ." .. <. . .. .. . ..

R,eSllOaS,e:.i Tlie FBIa.gr.¢6s11_itm.m,trioallllail,fl callto.cnmm,ihai_iisdodioa_.".
IntelligenoeAm!lyre receiveelle_ve manag!ent lori anddiri_lion, Sin_
Sqitmber .I1,200Lanumberofc!langeshavetak_ placetoimprc,vethemanagolnent

, ofInteliigence"A_y_..:TheEAD-Iand..lileOIhaveimmediatepro_manage,ment
resPOnsibilityfortheFBI's.analyticalfuncti0nsandproducedifor.thetinttime,a..
comprehensive.strategyfor_.eentireanalytic_..arena,,..TheIn_elligcmceAnalystsatthe
FBi are'key players in achieving the FBI's _mprehensive ini_Hig_noeStrategy.(l.O

• .•. ..

• The0iissU_ supp.!em.en._-_aaoeexpeotat/on guidan,_efor.allhtelUgenoe
Anal..Ysts,.@__g .._._oas fortherei_rts.o_oei,op_a_oasapeoialisl,and,
oJl,soxavoanalystworkroles, This Oommmfioltion.was.intendednot only to- ..
informanalystsasto the,oxpeotations,but.also.tokeepsupm_sorsinformedasto

-- !e pmper.  .of....the Iutem'genooud.ystpositio ,- el tins":inmruoted
• aII"FBIfieldomees._-_temgenoe.. Analysts.mustrep.ortthcou_the Field

Iniolii.'gene©"_.._ohain-of,¢o!i_d..,(U). . .. . .... " - .-
" ' , '" ' _ ;" : - • . "'.":- - _= , ' " ": '..i "" : " ." ; " " " "" :. .

• TheO!assumedadminimz_ve_ntro!forIdl.IntelligenoehamlystsonFebruaryI,
2004.TheOIisresponsibleforestablishingandexecutings_In.dardsfor
•_ting, ".hiring.,_and developing.the lFBrs.intcHigenceimalyti¢

•...;.workfoice,Mwell as for _.th_..,_y_-_ugned+_o_opemfion_--andfield
..divisions basedon intelligence.priorRies.:.Operational,and field,divislonnare

' .,;.resp0nsible..for day.to_ y s'up_telligonoe: _y_anck foiadh¢,'"._.

:.i0s_att_ for lu!alystdeve!opment_h_edby the eL ([,_ .-
._.

•

• .This.newmanagement m0de! was implementedby p_aoingthe.section ¢_et_.at
" Hca_uat! ._.:_!ly pe_fo_ ?inie__ge!!o.e._ut_fionsim&,-r.ihe:opm'aiional

•control:of the OI. Those seotionchiefs arehatedbythe appropriateofficial in OI
andreviewedbytheHeadquartersinvestigatived_visionintowhichtheyare,
in-grate.

..
• .

" -.R_endatlon No"3: Requliregreater eoor_mtiou and eouiultatioubetween the
oper_aonal ud mi__l uits. OJ).

•
• .. .

Resn0nse: The FBI agrees. that,anex.an_"/re'onof the events.sun_,undingthe.
, September]1.atta0ksshowedaneedforhnprovement:in_e coordinationbetween

op_ons midanalytic 'urn'is.We believe.coordin_ion m_ .cons_tation has dramstically
improved. Consistentwiththe Director'sMay.2002 announcementof theYBI Strategic
Focus, the CounterterrofismDivision was.re0rganizedto "x_plementa threat-team '
approach t0.betteralign the.FBrs eff0rfatopr_.ent.terro_. The reprisedapproaoh
moves,awayfroma IraditionalhierarOliicalstru.otureand separationbetweenanalytio,and
operationalfunctions and employs mat_.-mana.,gement_noepts used in suoo_sful
businessesandprivate:organizationsandin.governmentago.ncies..CU)

•

Thegoalof the.reorganiza_onWaSthe.implementationof anorg_onal -.
s(;ructureandconoep_of operationsthatempowersandenablestheFill to aohievethe
priorityofproteo_g the United Statesfrom terrorist,attackby faoflitating.theflow.of. .

..

• .



• ; . . • . ,. . . ...... . • -. .:....... i¸ " ,"" :.:.i • ,

orm.atiobveenemtio unit,:and unterpn..The
•categonzesthecurrent_tt asfolIows:_cal Fun_m__; Giob_Ex_nists,

•andDomesCie TerrOrists..-Additionally,a:oross-ou_threat ineach of these areasis the
terroristacquisitionofweaponsofmassdestruction(WMD)andthemisuseofU,S,and

•internationalmonetary..rulesandprocedures,(Lr)

• :Usingthisthreat-based fremework,the .FBIs/_c_edtheoperationsof the CTD
a!ong a threat-teamconcept thatorg_'"_e bulk of Its inves_gative, _mg,. reports
andrequirements,and _ .yti_. resour0ea_to threethreatteems, ir!le co_onutts of
_tchthrestteamareco-iooatzd_oi_tateday-to.dayinteractionsimdcreatesynergy
•betweentheinvestigativeandintelllgen_diseip_nes.The_ _s_t Directorand

.. DeputyAssistantDirectors(DADs)jointly idontif'ythe involve and_ytie
priorities,estab".lishintegrated0pcrationalandanalytica_objeofives)..andaIIocateCTD, :

reso.ur_.esfor.¢)zh_b .asedon thoeepriori_eeand _jeotives.>Theop_6_, " "
_gies agreed_uponfor.eachthreatteamlmveb(_ndissemimted1__ FB! field
offioeswhere theywill guidefieldoperationalao_vities. _Hxecomponen.isof eaoh:threm:
teamare._-looated to fazilitate day-_y interactionsand creates3mergybetweenthe.:.
investi_ve, andh_teIligenoe..disoiplines,(U) : . ,

, ..- . :

' -. The0ffioe oflntelligen_. ,meanW_le, has establishedprinoip!eswithinthe
.--e:_:.-..B_ that_ormation belongs to theBureaurather_ asingle field office .Or

hea_um_ compon_, andwill _ strafedwlt_all thoseWithalegiti_.need-to_know, " "
'_'-.:_.._ffice oflntelligence is also wo_ wi_ the !nform_0n Re_m_cesDivision to

deve!opthe_sten_ _.willfaoiH'tate _n_0_ons_,.(U) . , •
, . . . . .

• ..

" SincetheSeptember l latt_ks, theFBrs om_ of Intol_ence has publisheda. . . . . . . .....

•.,_i:_noept of Operatio"ns for.!melligen_ ProducCione_ndUse, '_ p_,lication guid¢_the
FBI_n the cocoon oflintelligenceproduction, _ general,t_e roleof the operations
•componentscenteron _mmen.ting on'fhe_cy of_t 8and the l_l_t_ti0n to be
affordedforsoutc,es andmethods. :TheExecutiveA_t Directorfor Intelligenc4_is
the finalarbiterin.disagreementsbetween operationsandhxteliigencecomponentsh_the
productionanddissemination.of intelligenceproducts.(U)

• , ! .

The FB! has putintoplace a numberof othermecha_Jsmsthat havevastly
improvedcoordinationbetweenoperationsand analyticcor_ponents.Theseinclude.:(U)

. . • ,•

• _.daily intelfigenceandoperationsbrie_gscl_Jred by the Direc_orand
attended by executives, lowef-leve_managers,andline analy_ from both the
ioperationsand inteHigendecomponentsof the invesfig_ve divisions,..aswell as
the Executive.AssistantDirectorfor Intelligence(EAD,I) andother0]_ msnagers.
•_•_ordinafionissuesarediscussedanddirectionsaregivenforbothOperatiom)and

intelligenceissues in connectionwith the prioritythreatsand _p0rtant
investigations.'(U)

• ..

• A .dailyintellig_ce ProductionBoard(IPB)was establishedin August2003.The
IPB meetsdaily and is chairedby theEAD-I. Represen_tivesinclude sealer



..

°.

, , : .

componen_ofallinv_eg_v©_siom.Coor_naeon!sm_:andFo_sses::are
• : _Cuss_ andresolvedinthe_emeofmgsm:a_cordanc_with_fion pro_,ide_

• :by.theBAD-L_ _::- . •
.. . . • , . " . . .

•. ,..

• TheDirectorhas dosignatec[the EAD-I as theFBI's chief policy official for

Intelligenceand.I..nform.afi'on;S1mring.Inthiscapacity,theBAD-Ihaspolicy"
.authoritytoensurethe_0rdinationrecommendedd_es.ind_dtake:place,andshe

hU.,:insfitut:_.a numb_ ofpmceues thatlmve.significantlY:hUproved_o__On -
andco.nsultationbetweenoperationsandanalyticuuits_CO) ....

•' . .. • .. .. . • . , • . .. ... ••

B.."R_mmen_aflon,relatedto_heF_SA.procem:(U).. " .... ..:..
• . ."

Feeemm.eudaa0uNo.,i4:Ensure adequ:_e-tralnf_g_f F_i emp_oyees_h_v_lv'edlinthe
FISA.proeessandeounterte_r_rbmnmtters. _ " • .....

. . '.

• _vonse:. TheFBiSin agrecmen_Wi_ _e.OXG's,rc_onunendalion.toeOsure - "
adeq.uate_ to en_loyees involved in the.l_Aproc_ssandcocmterterm\_ •
_ andhas.dev©lop¢_aprogram .toaddres_these ".U_, The _)untcrt__
Division .(_) has made._endousprogressin:deve_opiug a tra_ngprogramt_t

' enhancestheFBPsebilitYtoConduct¢Ounteaterrorimnin_gaflofi_:/Omt:_inthe
•prosecu_0n of__; _tion of_organ/zau'ozusan__g ne_ox_/md

hasled::toan"mcr_e.'":_m,tlxeoveralt:_n_'b_"" itonof-:"'"_'m_IHgeu.ce: 'f :_o_eU;S.""=" Intelligen.oe"
CommunityandS0seniorpOtioy,_erSingovernment,_ _es 0nan"asp_
Of/he FBI,s_sponsetothe_ of terr6rism,bothdom_ca:H,yand:abroad..wl_,c]_
in¢lt_es in_onal:tetm "ristgroupsand/ofcountriesof'm.t_% dora"tictzrfo,ti_m,

.. weapons 0f_sdestructio._terrO.r_:finan"___u_s;__/Intemg_ce
su_e_ce :Act,Nati.'onalSecurity.Gui&'lines,PatriotAct,,source&nvel_ent,

._ interview,and"m__on techniques,.tepid dep.loyment_-anddigitaXandel_nic
exptoitatiomTheCTDihas.devdopedthis:_ thr0ugh.theiden_tcati0nof:_bject
matt_.experts fromwithin..theYBX,:oth_ GovernmentAgenvies andpfivate _nlr_x_ts;
CTDhas Offeredthis_.'g to FBXSpecia_Agen_ .=ridAnalysis fromboth thefieltdand
headquartersas well as to law enforcementpersonnelassignedto the ,_ointTerrorism
TaskFo_,(JTTF) throughout.the.country. CTD has.¢ontribu_dsignificantly to fl_e
coumes developedby the/_Hegeof Anal3fdcalStudies andthe CentralIntelligence
Agency UniversityforFBI Analysts. These coursesaim _ improVeand enhance
analytical,capab_ty to quicklyascertaintherefiabili.ty,impfications,_mddetafl_of
terrorist,threa_.,and.how threat-relatedinformationi_ disseminatedto:local,state,m_d• .

federalagencies, (U) .,
,.

. . . _ •

CTD'sprimaryfocusistoaddressthemostij_mediate,.u'ainin_needsofthe.]_I's
workforce.CTD hasbeenWorkingwiththeTrahx_gDivision,.OfficeofT_g
Development,to Createcurriculawhich addressestheneeds of Agents, Analystsand.Task
Force Officersassignedto counterterrorism_elatedmatters, Thiscurriculumbased .
approachbegins .witha basic un.derst_,din..g of the foundationof both.domesticand
/ntemational-terrorismandexpan_ to a _ecifiC appl_aeht_ countertc,_todsm.... :
inves_gations .and implementatiOnof the CTinvestigativestrategy, In-service_g

_ . 22 _
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beingcOnductedon a foguI_ basis ' __.:mclude:_:Xntomation__ ' ;"F_nsmBtlic_".... Operations,"
t._onal Terrorism.SourooDoVeiopmont,and In_ew.tmd Intor_g_on ofl[s_ ,.

ts, _e _ curriculaarebring developed:tomeet thenec_ of theFBI's
everChmg oo.ntom missio

. , •

:_ CTD "' '•' Strate_cand Tacticalhas developed the course, C0untert_,_Tons_m:.A
Approach",to addressthe overwhelmingdemsud fortraining of stateand local law
:enforcementofficers engaged _ counte_exTorism;relatedinvestigationsthr0ugh the JTTF_.
_.'_ocoro e_ntenfof _s.__emp_ m underling 0f Mt_strafive ema_
ope_'_tio.tmlreq,iromemsin conduc_ton_rim hxves_gatiommd,op_ons. Come
partidp_mtssrebriefedon aVarietyOfin__onal_tm_ri_ or_Riom; Middle

cultureand_:set;._md .m_,exposed t0:_nC_/_rinv01vittgasseasm_t;:_tme_tand :
• handlingof_urces; m_-willancemot_h0dolo_ __ew/in_gati'0n pmbiems;i
teclmi'qu.esinherentin internationalterrofimnmatters;sttdcasematmgemen_. This"course
is presentedregionallyand#ovides thetaw .onforcomem0ffi_, tmigned tow_,k on
the _,: abetter_et_,aMing of th0ir.vim!ro!ein the FBPso0untett_fismmissiotL_
Twentyfive iterationsofflfis course areplmmed forthis year. (U)....

•.. . . .: : , .

.. • .. • . . , . ._

_ : ThroughoutFY03_CTD participatedindesigninganew_pix)acht0te_hit_,

• N._:Ag.onts duringthdr fourmonthsofNow Agent__g (NAT)attheFBI A_emy,
" ++m-_ DeCera.bi_ 2_02, a,plan:was+desired to incoxpome a cmmt_rism (CT) trod

•c_:_erintelligence (CI) _o_al bloc_ into.the NAT to include I I0 houmof cr md

•" _:which uses aMiddle _ __Ent_q_rise (MECE)asa.thread" tl_ugh _
....-:-the'm_ Sessionof New Agent Training._ThencwCT and CI immxc,tionalblock begins

wi'th"bas'icinvestigativetechniques"and culminatea_in "sdvancOinvestigative
• ..%,%.'.. o '_ .:_..... _ItHques. Each basic andadvanced_ctional blockincoxpOrfit_s

infor_aant/co0pemfivewitness/assetdevel0pmentas well a_:.financial_vesti'gative
teclmiques. (U) : " _:' • "

• o . :.

, ConferencesthathavebeenC0ordina_edbyCTD havetargetedSACs,ASACs,
sSAs,SAs,AnalystsandJTTFOfficersaudhaveincludedSuicideBomberAwaren_ms,

WorkingTogetherinCounterterrorism0_]/CIA coordination),Tor_fistF-mancing, :
DomesticTerrorism,Weapo_ OfMass Destruction,Hq'FAnnualConference,and
SpecialEventManagetnent. Individualcoursecontentis.-specificallydesigtiedto address
andmeet the needsof agroup'sactivitiea.Additional _nferencea arebeing scheduk_ito
ad&essrecurringissues on animalfights, eco-terrork,,_black separat_, domestic
terrorismfugitives tmdintemationalterroristgroupsof intercmsuch as.Hain_ andAI
Qa'ida. _ continues.to supportcounter_elTofismin_tional :trai_ag throughthe
InternationalLaw BnforcementAcademies 0LEA)mid i_rovidosimtructionbythe
TerroristFinancing OperationsSection to the1_Ps law enforcementp,mers worldvdde. '

,. '.
• .

The FBi's Office of TrainingandDevelopment,in _ordination with.the
CounterintelligenceDivisioxi,CounterterrorismDivision, midthe NatiOnalSecurityI_w
Bi'mch(NSLB), Office of the General C_umol (OG_, has preparedanddisseminated '

•

. .
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Bureau,wide a FISA_oreign IntdligencMCoun_'ntellig_co/CoUul_fl_ :_ •

assign_ FCI/ITresponsibilities;:_e _ur_e'_ enfiiflod:'!E_A snd itR'ormafi0nSh_:
Their:_p_ onInvestig_ons"andcovers_e.C0U0wing_ios:_ating.f_s_
Information;SharingInvestigativetuformationwiththeIn_ol_gea0eCommuni_I_A
Requirements and Proems;.andSharing"_In_lligonoe.wRh Prose_ato_s._asperth,e March6,
2002 _oe,_ures. Thecourseprov/dos the userwitha.foundaeonon.informagon_s_ .
and i_ imp.acton inve_gati0ns, the ban._gand safeguat._ing OfcllmSifie_ltnate_a[, md
the_A _tive.__s. Anagoa_ and_ w_ o_oouat_orr0_ismo_
_un_temg_ce iilV.osti_0,m,:'ar.,eroq_.to takethis,_tanoele,_g course..It,is
at,cessible t0_ _ioyeea though _e .V.._ Academy, tho_Ps l_ 'i • ; "
Ma_g_cntS_ The_ andt_eO_ceof_:mdD_elopmcnt haw__also
workedWiththoFBI's V_A0adeanyprcgmm to d_dopm online"content : : :"
address_ithePatrio!KcL. Co) '._ ' ' _ _i _:::

• • . . . - : .. .'': ": ..
• ,. . ._ • .

• In a&fifi0ntothe.__ l.oaming.ooume,eatchofthe 56 fielddivi_ons ha;¢e '
cond_d 2-days of"han&-0n"Fr_A _. _0nal teams+areappointedby _e
•c,o_t Assistant Sp_iat.Ag_t in Charge(ASAC)and _onsist of an Assistmt United

StatesAttorney(AUSA), _he.ChiefDiv_on .Co,imsd(ODC_,a _i sup_,._ad a
Central._mgea_Ag_oy(_)rcpre_eacative.:Sth_-_ss_le, D_e•ofintemgcnc¢ _
Poh.,_ _mdRcviow.(OmR),D__ontof _0¢ ODOJ)i_aUd:_:IHe_erS pm_onnel

• :m_lemcnt¢l tho__otionaltemm. T_etwo_y:cUniet_lum_vu_ _el m_ FIS_
_ nol._ 90 ,._.tiationof:!_. A .requests,_on!p .roo_.g!.m'es;:and:_.o :

procCss_TheSe_" sossions began in Iuly, 2003, md colnfinuedthrough
Noy.._ib_2003,}(iX),. , ".,.......•........." :•

. . .

Additionally,:NSLB assigned two hwyers to,suppo_ th_Com,terter_orism
Division'sN_ona_S__Programs_0_'_Unit (OTU)atthe_]i
Academy. OTUhas expandedallNew Agent_xining to i_lude Foreign '
Co_telligence andCounterterrorisminstruction, That training is providedby OTU
andNSLB personnel(U) ..-. , -
.. ._. . .

• . mLB also.conductsj0_t-training.with OIPR,DOJi in soIoote_lfield divisionsat
least once a month. In addison to six hoursof classroominstruction, sevoraldays'_um
spent reviewing currentand:closedF!SAo_ses with the assignedcase agents andthdr
Supervi's0rs.C0). .

• ... .,

NSLBfiLrtherprovidesFISA instructionfor all Foreign Counterintellig_oe4_TCI)/
Counterint011ig_ce (CI)/Intomational Terrorism 0T)rln-Se_0e classes Conductedat the
FBI Academy. :Thistrainingis conductedfor moreexp_enoed FBI personnel ('moltuding
ASACs, ChiefDivi'sion Counsel, Special'Agents, InteRigenceOperationsSpecialists,
Intell/genceResearchSpecialists and other,supportpersonnel)who arenow assigned
FCI/CI/IT matters, and forpersonnel who are trmsitioning ix)those assignments. _1)..

NSLB alsoprovides:HSA_tion toallIFBR'IQoperatiom_unitsas/glditional
FCI/CI/_,resourcesare_signod:NSLB has.anowl,y-cmatedNstiomdSecurityPolicy



:andTrig Law_Ul_itWhiCh,wh_ f_y.s_ I_,w_ usumebrO_ _ .:,_
responsibilitiesforbothFBIHQ md fielddivisiontr_ in_ISAandrelatedmatters."

Brmoh,hsve work_ to p_vide nati0.rod_urity trsimg to fie!d"Supcmdsom_d ASAC
s atD_sr_nent of lnsti.ceN_ional SecurityTrainingConferences '.heldat the Dep_n_nt '
oflu_ce's NationalAdvoc_y C_ter.-. The NSLB assignedsevera_attorneys as
imtmctorsto supportthe conf_oes wbiohwe_ conducted:t_Ithe Natl.:Advocacy
Cent_ (NAC_,DOI, in _lumbi_ 8C. _The_©_c_ were four days _ length.':.This
co_erOncewas.deveiop_ _ _s the ove_e_ ten--regaling r@Vi_iOl_rto

•:the.NationalS_tyInvestigativeGeideIiaesattdimp_emen_'onof the Foreign"
IntelligenceSurveillanceAct (FZSA)..The firstconferencewas held beginningon Msy 6_
2003. A totalofsix such conferenceswereconductedst the NAC duringthe m_ mer

• mentlm,and.twoconferencesWereheld at FOrtBelvoir, Vir_ in September2(D3, The
•attendeeswereSACs, ChiefDi_ionC0tmsel; Sp,_i_ Agents:AssiStantUnited Statesl

Attorneys,and the attorneysassignedto_e Office of IntelligenceP0h'cyandR_iew_

missiOnand.o_on oftheinte_'_ C0m_ty, im owrvie_of the Forei._" . , ,. . " - ' .' '. . 'i _:' " " :" .... - - •

In_lligmce SUrveillan.eeAct, informationS_. co0rd_0n.b_een:into_ge_ace and
-::__"" l_iionfo_ __ts, foroign-.into!!i'gen_andcounterinmUigencecolle_ion

' _ the me ofmA infornmtionin_rt of _ litig_0n, *m _ _nd
:.:_.;..!.:• :.._.._.. . . . .. •
" _¢s!decision, making...."lrt_econferencesalsoin¢iudeda,_y_long,p_bl_,_l_ :-

exec_ise,conductedin individual "breakout"sections,to reinforcethe teachingobjectives
oftheconference. (U) : ...

..
•

_, The:_ a_oheld a national securityconference'with _heD!.DItotrainbo'th
• ':: .Ag_t_ andAn_t_ one'ratiOn_g andcoox_inafionbotw_mtheIntelligimce

.. ' .Comuni'tyandlaw onfo__; mA; foreign _telh'gence md foreign
Counterintelligenceinvestigations,andcollectiontools; and the PatriotAct. Based o.nthe.
.su_ess of both coxfference_,CTD implementedanddeVelopMa re#.0nal _ course

" to guide all 56 FieldDivisions on.theAtt0meyGeneralGuidelines for NationalSecurity
Inv_tioas andtheFISA process.(U): ....

• , The counterin.telligenoeLawUnit in NSLB routinelypacficipates:in__.r-
' specificconferences that CounterintelligenceDivision unR_:sponsor(usually on a ),early

., basis).The topics taught by NSLB include _h6National SeeurityGuidelines and the FiSA
process.(U) • ::

.:

Before 09/11; NSLB (thexithe Nalional Sect-toryLawUnit) pxuvidedextensive
trainingat FBIconferencesheld annuallyfor Chief Division Counsel.(FBI Agent
attome.ysin the fielddivisions), _cluding one suchsession which was funded by the
CountertetrorismSection and devoted entirelyto intelligence law issues. A_Iditiom_ly,
HSLUprovidedintelligencelaw training:forChief Division Counsel at threeregional_
trainingconferencesin 1996and1997 whichfocused entirelyon intelligencelawissues.• , ..

..
..

• 0 .
| -.



i, :i: _ :,

NSLU_o rou_e_yprovi_intomg_oolawtra_=ng=,__o_. sp_o_ bytho
C Un_rism Seotion_ "O . ,.. "

•: • . ,. ." . " :. " i"' ,,
..

NSLB also providesFISA trainingandgu/dancevia periodic Conmaunicatioml
disseminatedto all d/visi0ns: e.g., NSLB' ga/dance e_ztitled',Intdligcnce S__
Prooedm_._for Foreign/ntelligence and.Fo_ign C,oun_tell/g_oe Investigatiom
Conductedby the FBr' whichwas dissemiaatedto _ field divisions in Novemb_' 2002•

, .._ • ' .

Re,oent_on ind_uted_eoifiO_dance on "m(o_n s_g. _NSLB
•website atBofeat_es an 0n, line, downioad_le,,broohur_: entitled"How Do I.Got a ',
FISA?" _ • • ...... .!

• • . ... : . . .' . . , . . .., • . • , _. .

.. . --_ "; ", ... • : , .. .'. , ":.'' . ," . . .....Withregardto FY04 _will continueto dovelopJmdimp!ement
"_'and .c_ erenc__rAgents,Analysts,_;memb_, ands_ andlocal:law
enforcement. Furth_ore, wem,_ in _hOdevelopmentals_,.ageSof indUcing, withthe
om_.ofxntemgeuce,__Y__k_.f=th_'the _o_..ofCTD=d
intro_._ new_0.!_ to_ R_o_ omom(go).TheR_m _r_

" coursePt_videsthe fox--on for.aow•gOSassigne(Ito¢ount_fism _ in :
Which they!will.be _ed 0nvarJous,:/nte_'_cel.eo ..!_0n:_e_ae_t:__ _ "

. inoludetlte FB! Infemg_'Co!leefion C_e;jd_. _ intemgeno(._;dissemination of
intetli_ _p__ SO_,.meth_ andinvestigaaons;m.dwtiti_• " " ' " " ' " " • ' '.i= • " :. " "

_nt_Ut_=i__onnat_onrepo_.0_3 ..... , , _,.
• . . "' - : " ...-. • : . . /' . . . . .

• CTD has developed a Counterton'orismTrainingTrackto adctressthe most
"tmtnediateeduoati0md.,needs of Agents,Anaiy_, and JTTFOflicers.assigned to.
count_ relatedmatters,startingwitha basic tm_ding of.terrorist -
epsom and moving onto intonnedi'ate_udmofeadvanced levels. (U)

• . , .....• .. :....

• . Speoific courses,deaigned for the Basic level,of_. for Agents, Aatalysts,-andJTTF. •

Offic_include: Of) • . , ..
• InternationalTerrorismBasic Operatiotm-:approximately850 trained;(U)
• Intomational TerrofismS0ur_eDevelopment:- aplm)ximately300 trained. (_LD
• Countert_i A Strategicand TaoticalApproaoh-approximately210 plus 50
: imtn=ctorsu'ain_(U)

•, Domestic.Termiimn:-approximately39trainecL(U)
• MiddleE_tem.CulUxceASLAM101- onlinecourse (U)
• CTTraining_forStateandLocal .LawEnforo_en_-, 130 Agents trained as

imtmctors for 26_880law ont'.orcomentofficc_;CU)
• The College of Analytical Studies offer_a series of c0ursesfor analyststhat

•supportthe Ca'ndssion - approximatdy250 _lrained,(U) = , "
..

• , .

• Cours'_ design,ed for the intermediatelevel inolude:Or)
., ITInterview.andInterrogation-neWintermediateooursefor _atnmer2004 for40

agents.(U)



_ m

• Speoieltytopics in¢iudingcourseson the ArabianP_a.end Heroes-

, CTDworks inoollabor_0n v.,iththe CiA Universityoff_g _eoialty cmtrses
• maJnlyf0ous_ on wMDisSees _- _pproximately22 treined.03). " +
• DigitalandEleotronicEvidenceBxploi_tion- aE_roximately80 trsJned.(U)
• Internetand:BmailComm,n!cationSInvestigation.- approxhnately40 trained.(U)

. ® S_cide BomberAwarenessTraining-_.proximately320 _ined..(U)
• . .

Co_es designedfor the advancedlevel includei{U)
® Interview end Interrogation T_hniques-_19 agents _ed a_the adv_ced level in

• . .. :_L(U), ,+_.+. . , + " ....
•e I_.veloPment+imd Handling'0f_slamic mxtremist Sources+. 39 agenm trained at,. +

the advanced level. (U)
i

•_e _Ps S_orExecutiveser_ p_onnelaregoingtrough_ exe_tive
develoPmentprogrsmthat was oreatedin psrtnershipwi_hthe Kellogg Schoolof
Manag_ent, one of the coun_/s leadingbusiness schoo_. In aninl_ve one-week
course, .FBI exeouti'vesreceive gui'danceon menaging ch_ge, with s_particular for:uson +

.theFBI's.transitiontonew intelligence,investigative;andcasemanagemen._PruC(_s.es+
_'As ofFobma_+ 13, 2004, 260 I_ ! .Ox_ufiVo.managom .have complet(xl the-_ainim_,.

:';.=:+::inoluding 12 As_t Dk_tom andS4.SACs. (U) + _
•..

' _.. :...
._+:.. + . -. . . .

..

1;hef011owing ohart depiots the Count_rism Division projected l_aining for m(2005:..

.'.:

..



Future Coursesin Development:
• OverseasDeployment- SurvivalTrdn/ng forOve_oes.Deplo3cnentsin hostile

environments(U) •
• Analysts Training- SupportReportsOfficerTra/ningat leastonce perquarter/2.5
days(O).....

• ASAC/SSATrain/ng" FBFCIA.PartnotShip,Sped:ticTopics, .Operationsaud .
•Management,GuestSpeakersforHQs once/month.(U)

,.

• .
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• • once Co_-Zen_which oouneWorm.on_ta euny>toomine _.
Virtua!Ao_._my spomoredby the_g Divi'eiom_ ....

• WMDand0ther sp.ec!flointema_0nalTenoristGm_ Countertermrism:'lY'.aiuing,
• .,. • _:.. • " .. '.

, ..

Ree.ommend,.atlonNo.,,,5:FBIAaorneys Shouldbe better lntegn_ted into
eoumterterrorlsmInvestigations. (U)

-:. .-. . . , . t ..

FBI Resvonse:• _ 9/I1, the Natio_ Security.LawBranch (NSLB) wasrestnmtureA
so to mirror_e 0Per_,tiona!-._zuctureo.f.Fl3IHe(tdquarters.Reflecting_ooperati'0na!:
d_0n,b_eentheCountertmu_.sin_0n (c_.),theCo_te_mgenceDtvts_0n

•(CI)), andthe C3:oerDivision, _ unitswereestablishedwittY NSLB - _w0to ihandle

oounterterrorismmattom.(Count_x_smLa.W Units(_U)Ianc.'[ID,:aud.on0imitto •
htmdle ootmterin_ligcmee _c_ matters:("_llig(m_ L_WUnit .(CILI_):(A ,

fom_ unit hasrecentlybeen e__ed t0 focusuponpo_ _ __ _m,),
witch eachofexe_ operati'ona_y.focusedNS]_ _ts, tt_att_,neys,areasmgnedto

- particulartmttsorseetions wi_inCTD, _ or Cyber..:._ _,-wit_ regardto..
_n_ma _ermr_mSe_ions_andnof_ _s__ assigno_.twoattome_tobe

.....co=lo_atodin client Samce.(_ '
• . . . .,

.• . . .... ..
• . , . . .

• . i.._._us,vci_h._heassignmentOfanat_meyt0eachof'theoperational unitsor..

......:,,: s(_i'Oim/there isroutine _ntaotbotwoenag_t, ana!..._'t:trod_eyonlegal:is_ues tha¢
..ariso..."WRhregardt0:_view.0fFISAs,i_'HS_attorneyshsVesl)_candf0cus.._d;:
kn0wl_e ofthetargetsforwhiehth_'_t.orse_ is°s,oo_,,'to.'imitiat00rrenew

_.......coverage.At_thop0intofinitiation,theate."mey is _Onm'btefor reviewingand
app.rovingtheinitiationsubmittedtohimby.hisorient,theoperati'ona_Unit.Any,. _.•. -

" subsequentissuescon¢emingthat_A w1_ichcometothe,.att_ntion0ftheopecational
' unit*cith responsibilityforthe.PaOkageis th_ rout_ tO_hOattorney assigned.that,_miL

The long-tormremfltof_is arrangom_t is an inoroasod_arityb_Cweon olient,and
cou_el, andmximpmvedworkingrelationship.Asense of._'Ustandpurposedevelops •
between the partieswhich greatly increasesthe liko'lihoodthatlegal.as_oe Willin fact
be soughtwhenitisnecessary,anditincre_,es theeffectivenessoftheattorneyin
respondingto.requests-forlegal,vasistance.__tmOre, thehi,erieknowledge thatthe
attorneygains by being assigned to aparticUl_uniti.alsoin<,--te_oshis.effectiveness,
inasmuchashe has'both present_mdpastfamiliaritynot entrywith _0 partioular
investigationthatistheSubj_tofmelegal_equest,-but_th tel.a_.h_vemigatiom_md
thesubject matterin general (U) "

• : .: . ,

The creation0fnew unitswithiuNSLBwhich have specificr(_ponSibilitiesfor,
CTD, CD andC_er units andsectionshss:a!soincreased_ontactwi_ the field. NSLB
attorneyshave the opportuni'tyfor.increasedimeracfionwith the:fieldagents who m'e
handlingthe investigations thatarebeingsupervisedby the substantiveunits,to whit_hthe
attorneysareassigned,Recognizing that it is often the fieldoflicetl_I Willhave "
questions requiringanimmediateresponse orinformati'onneeded by fireNSLB.attorney,
particularlyif the issue is the, sufficiencyor completenessof a requeetforFISA initiation,
the NSLB attorneyand the fieldagents.havere_ned theirworkingrel(_tiOnslfip,whe¢oby



theNSLB attorneyknows whom to turuto get anmvorst0 his questions_and thefielct
agentsknowwhom to seek out inorder to reso|ve leg_ iSsuesi:_:

• *' i " , ,. . ; :.

• Add_aonaUy'mtU_nearfuture,,m__be _o_t.,o_te_:w_ththo
Cmmterte_rism Division opereflonaiuaita duo to thep]_atm_mow)tonow oflioe,space
in Tysons Comer,Virginia. The FBI, CLa_,DOY,aud otheragenoios:ofthe U.S.
IntelligenoeCommtmitywill be e._-looa_i for the first time in largenumbemin a (dng!e
fa0ility. At present, ato_tl of 20 NSLB att0meysareexpected _ move,_ thenew
faoilityin Virginia. We expeot tlmtthis move will resultin,the totalintegrationof NSLB

attorneysinto oount_rism.mv.ostigatiom. _,.. .:-. ,- : '

R Be=aaaou E.Ureel0ser e0usuitsa0ubetween ffteFBI au, OW_ _
#_ularly ou::hnp0_nt or uuma eases. _: i :. :

With:01P_:_ha smen _.$"to. :_ _ thism_mplishotL • ]Enmid:2003,t]ho
•c'rD'sin_om T_ Opmaioms_.0o,I(rros!) initi_ bi:weeVay •
opotation__gs wirerop_ontativesfrom.O0_OIPXan_.DO_.(_."rStoemuro,that,
anopc_ti0na]_d _v= _ of0) Ongoing_.xina]_pros(_ionsinthe'.Sel_
and(2):0ngoingin"te_mooop_0ns,coomit_odaxtough:0_,_w_oin_m...
Attendeesatthe weekly m_ include th01TOSI SevtimtCliivfor Assistant Sooli0n
C"hiOf_each oftlie .fo.urITOSI OnitC_©_ or:_:._ep__.v_;-:andrepresen_ti,_,es

"from .CT8and.OtPlL::_.them_ _ _ti_.field_daskqu,_. "ons;resolv'_.
most_s_ mthoro0__.i_.__.;"ma_ctuostare:a_i#-_mty mvosti_atiom

. iut_o.tiel__o_ ofp__ toOeraWitUOIP]L,i_o thestmsofDO_requeas_
•FBI FieidDi"vis_onson'thoSeiSsUesunderthe.programmanagementof !TOS L(U) * "

• .. . . . . .

• . . "'.. .'::_e'":, :._:.._'.:.'-_: _t_' _ '_" "_: "" : ":"* "_ " " " " " "ITOS !.representativeswere alsoh_y mvo_ _ m tho:wri_g ofthe-mA
• T'l_system whichprovides av :_."olofor._FB_XPRpriox!7fizationofFISA

- appliea_i."0nSawaitingpresto,rationto _ HsC. In li._t ofEX3S I's lm:gopercentag¢)of
overallUSIC FLeA ePpH_,i 8ectionmembers-ho!da wealth :ofoz_erieu_ in FlkqA
mattersandwere able tO.c_tribut©_cantly. _I) - .. . "

• -,, . • . . , . • . / •
• • . • ,

.InMay,,2004_ ITOS I t_x)mmended andinitiatedho_: ofa wee_y .
m_ vn'tlXOIPR_tricflyfor disoussiononthe statusofp(mding and aotiveF/SA
applications..This meeting.does notdiscuss operational.is._es andis I_eld:separate._md
distinot fromthe W.eeklyoperationalm_, :As of !uric2(K)4,edlFBI.eatities involved
with presentingFLeA applications-tothe 1_C worein routineattendanceand the H'OSI:

' traokingsystem used intemaUyf0r the seotionwas nmdified and adopted for overallFBI_
use..At this meotingOIPRand the FBI balance_helist of pending FE_Capplication.s
through:disoussionof the last week's dooket,any emergencyFISAs_aken._ Courtbutnot
yetincluded.in.any dattibase,and E[SA withdrawals. This combinationof Weoldy "
meetings,the FISA TierSystem,:and the HS&.TrackingSystem have remdtedin closer
coordinationbetween.theFBI and OIPIL(U) ,

• .'.

.. ":In addition, :thereisregular andsignificant_nsatltationb0twee,atheFBI andthe
OIPR eone.mmg issues thatarisewith regardto the initiation andrenewalof Foreign.

• .
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rn nig oes einaueecourtsc). thotiz eteo e savo l moeendph3io, •
seth. p_kages,•Standard.__on Prooedures,mt_pretetion,oftheFISA.sta_,
andmyriadOtherma.item,Morespeci_oally,t_ereaw biWee_ym_m(ings:between_.OIPR
supervisorsmd National._Security LawBranoh.(NSLB)s_er_, sore,,inolud_ the
Gener_ Co.el, and_e CiA, Therearealsobiweekly meetings on Iw.SAissues

. between OIP1LNSLB, and the.Officeof the DeputyAf_0meyGen_, iMoreoveh
impromptumeetingsbetweensupervisorsofOIPRandNSLB,asw011as.meetings
betweentine attorneys,are:heldalmostd_ly. At present,there_ regUl_ androufine '
dialoguebetwe_a the FBI andOIPR,at a_>levels,on"nnportaat_d tmusu_ eases_Cu_
• . .,. ., .. • . . .. . • .

• ,o . .......

c_ Changes_ the_A pr_._s. Thisincludedthe as(dgnmentoffiveNSLB
attor_ to be_ fUll,time 0n_year_usignments_ the"Intematio_ T_
OperationsSection IFISA TaskForce"_ FBH-IQto ad_ pend/ngreques_ for _
Coverage.Add_fionally,a total of 10m_re NSLB _tomeys _ be _signed(s0mo have
_y begtm,theassignment) toW_k fu_-_tne ell.theYlSAprocess withinOIPR)Schain
of co_ andunderO]eR_on fors periodofoneyear. Thisas_e_ Of

- attorneyshasb_ beneficial in fluter intcgrating,FBl_eys in_) cotmterterro_
..... opetetions (addressedinrecommendation#5).0vemll,NSLBbelic_,esthatthe

-....--..........a#.signmentofFBl attorneys:winnot only sdleviateimmediateOIPR _ shor_ge_,
_ , b_will._oserve to _en closer workingrelationsbetweenthe FBI and OIPR. (U)

,._.,,¢..-:.... , ..:..,,..

". . C' Reeomtendations feinted fe the FBI's _n_eractionswt_,the ][utelligenee
• -" .... . • • @ " . . .Commeney.(u) > .....

".. : .... _

?Recommendation N0.,7: Ensure etiec_ivemanagement of FBI detallees. (U)

TheFBI is in agreementthattheOIG'sreccmmaendation _ provideeffective
management to the+.emplpyeesdetailedto t_e_'S Co_nter=Terro_mCenter (CTC).
The FBI's Countertenu"nsmDiviSioncmrentlyhas one SES!evel n_mager,threeGS-15
Supervisors,Six GS_14 Supervi_rs andthreeIntelligenCeAnalystsdetailed_tofive CIA
dep.artments,includingthe CurrentActionStaff. _Jl the CTDdeta/lees aresupervised
throughboth the FBI andCIA chainof.command_brthespecific de_mrtmenttheyare
detailed,with the SES'_ger be_ theirultimateratingo_0ial, _ach detail"eeIres
beenmadeawareoftheirdutiesandresponsib'flitieswithintheirspecifiedarea0f
Operationand this has been doc_ent_ accordingly.In addition,all CTDdetailees "
assignedto the CTCmeet dailywith the SES manager,and the GS-15 Superdsors meet
again in the afternoonWith_heSES managerto prepareforthe DO',, evening brietSng_

¢

TheFBIhasdeterminedthattheoua_t'performanoeplms:fortheG8,i5
Supervisor,GS-t4 Supervisor and _e IntelligonoeAnalysts areSuffioiontlyinolusiveto
adequatelyreflect the critical dements Ofthejob being p_formod by:the individual
detailee. As statedabove,the FBI SESmanagerdetiJledto CTCse_es asthe ratingor
reviewing official gsappropriate. CIA managerinputis also solicited for the annut_
PerformanceAppraisalandsemi-anuualPerformanoeUpdate.it shouldbe notedtlmtthe
SES m_nageratCTC doesnot have directreportauthoritytothose E_I employees

•. . • ': ..
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detailedto CIA-FINO. These detaflee8are supervisedbythe Tenorism Financing!,.
OpentionsS_on(T_OS)wi__: _e S_Smna_ _o_:_e, however,t_ .

neoessarygmdanoe,andthQseecnplo.yeesareinolud.ed-inaHm_audpt;ovid_: ' ' .... ' ' ' _
impp'o_while they ared_xfied tOFINO_i:. : "

•Remmmendatl0n N0.8: Ensure FBXempleyees wb0 hteractw_¢h other intelligence .
ageneies better unders_and.the_repertlng.:pr0©eHes. (U) :

Resnonse: , The FBI agrees thatFBI _!0yees fit_: a betterund,_rstan"d_goflhe
reportingproce_Se_,md e_ilitiesofo_e_u,s.,h telligencecommunities,andit_ .
taken.and wilI continue to take, _ps to achievethis undu_g across theFBI. The
FBIdoesbelieve, howm,er,:_U.S.Y_t, el_g_ce Community"" '_g_ol_es'" .in_ting wi.'th
theFBI have an9bligafionto _endenfly emere thatthe FB! i_ futly info_ed eb0ut

2.-

'" Sinoe SeptemberII, 2001, the FBIhas establishedanumber ofproeeduresand
guidan0e_ves toin_ abett_uad_ding:ofU.S. Intelligence_m_ty
rcpoRhgprooosses. TheSeinctude;_(Lr).' .

..... .. : . . . .

field must 0p.eratexm.d_tho ©hainof oo._ 0f!_©Fi©ld._l!i'g_a_ ._)up in
eaohField Ot_flo¢, In_thiswayiFBIp_ nno| who ]h_v©de6ceIopCdan_:cxp_se in

• " ' "_ - : -i •

intelh'gencematters©anmost effeo_ivelyint,mtOtWithU.S. In_llige_ce
-Community personnel. The respoo_ve:egen_es.willbe intimatelyfemiliar :with

• eaOhother'srepo__os m_o_er:capa_iti_es:'tTJ)......,_::' .........
• .

• _n_d_o_ ,the_ _,_i:ou_umsforboth_ewAg_ _ I_mgen_
' _ysts is beingrev_.._-_improvethe knowl.edgethat FB! _,qnplo,yees.have

aboutU.S._t_mg_ceContraryag_oi_,thorrol.;oapab_tie_,and"b_ic:
processes.0_.

,.
..

• TheOmoe ofIntelligenoe.haSpostode glos.,mryOfthevari"om,typ_of
intellig_cereportsproducedbythe U.S. :_temgenc.e.Co.mm_aityonitsFBI
intranetwebsite. (U)
• . • _ ' . , ,. • . . , .:,,

•

, AseniorCD,omoialhasbeendetail_tothel_!:8 Co.mRex_¢rorismDiv_ionto
' :'::: enhancethe'FBI'sknowledge of CIA oount_errorism opera(ionsandimprove

coordination.This Officia_attends_he._ly briefiagsdescri.'b¢_learlier,wherehe
•disous.seskey.CIAreportingstreamsandcoordinates,reportingexchangebel_een
the two ag.onoie,s.(U)

• .

..
..

:. . , . .
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• RecommendatlenNo,_:.Prevldeguldaneeforhowaudwheui¢od!oeumeut.,
|nteHlgenceinfornmt|oureceivedfront|ufOrnialbrlefingsby otherlntell|gence •
agenclu. _ , "

•. . . _ : . ..

.R,esuonse,: ::_eFBI hastak©nthisrecommendationUnderad_sementinits
continuingdevelopmentofintelligencepoliciesandprocedures,Wenote,however,that
at the, time of the._/erbalbriefingsby theC;A on Mih_ around,the.t_me.ofthe. •. " ..
millenni'um...threatj.FBI:poiliciesto recordthis informationdidexist, _teypermittedthe .....
recordingofthisinform.ationbytheFBlemploy#e_0inartE,lectrenicCommunicatl0_,

, ,(EC), classifiedaP_l_fiate|y, arid directedto the-relevant'fiIe(s)i(U) "
• .

.R.eeoimme_da_ .No_10: Ensure that theFB_'s|uformatlouteehnologysTstem ....
•allowl_alemployeestomoreread,_,reedve;use,andd_ssen_nate|tlghlyetasSm,e
Informmtion.(U)_• . :" • • i • / ,, . :

.. ._ ._" '. - ...
• . . .

" - TheFBIhasa, responsibiHtyto then_on, IC, Federal,StateandLocal.law.
'' _.fo_ent todisseminate.infonnation:_dtodosoisaninh.eren._tpart.ofits.missi0n.. .

• Sharing .FBIinformationwillbe tirerule;filteringthe i.nfonnationwiltb_ the ex.c,ep..tiO_,•
- ' where Sharingis legal|y6r procedurally,unacc_ptable, The FBI will deliver its

info_ion through_ Sy_tem.fireFBIand its customersarid partners use. (l_.-".-:'": -:......:?._:, . .:. . ' " " " i " : -
-. . . . , ._. , ". ". . , ._

..........-. :,;_;:TheFBIis:connei_edtothereatoftheU.S.Intcliigonc©ConununityattheTop.
' Secret_)S_itiv.eCompartm_ted_0rma_.on(scr)ievclv!a,_.ene,£:SEt ,

• .:i.-...op.•o_..._ii.al/_.Netwo_(SCION).The SC_.OHprvj.e_.was_tiateAin$0ptc_1.bet,2001,•
/" _/ and_:_t allsch_ule,, .budget:_OH connects to .the '
--,,, o..

." - . . . . .....

. FBI's Office o , _Tonsm(:CT),andCoimt0rIntelHgence(el)
Divisions; It has enabledFB]H.QCT andCIp ._. nn.el.to_o!m _eir d_ties more .:

• .. " _ ' ° . i " " ....... ._.

• " . " .. . . ,

SCIOH is cun'en_lyavailable.t0over IOO0Usersat FBI HeadqUarters,and._heFBI
has irdtiatedapitot deploymentprojectto-thefollowingl_ieldOffices:New.York, Boston,
andKansas,City.Theplan,istoderiverSCIONtoS_FB_FieldOffices,asfunding.:-
becomes available...Limitedacces:sto Intelinkti6inotherField Officesis available,
throughthe old FBI In(eiligcnceIfformationSystemHe_ork (HSNET). Most of the
FieldOfficeshavetwoworkstationswhichhave_connectiontoFBIheadquarters.These

•workstatiOns.areinadequateanddifficultto use, and _ey _ locatedin small Secure
•Compartmented!nformationFacilities(SCIF)thatarenotin theagentoranalystwork
areas.An hnpedimenttofieldexpansion0fSCION_sthelackof $CIFspacefortheField
IntelligenceGroups(FIG0andtheJointTerrorismTaskForces(_s) personnel.(U)

..

• .



levelisprovided-viatheD eparlmon.t_0fDe!_osoSECRET Intemet_.toeoi:_teli"_:"

Secret. Our_.. is'toprovide SIPRNET_LINK-Se_.ot aocess _hroughSCCm'e.._"":."
d_mamicvirtualprivatenetworkstOallFBI worlmtationsin the,nearfuture; Todayyou
cannotdireoflyacxess any externalnetwor_£rom theFBINETand'.0nlyHmitedbaitoh :
transactionsthrough:seoUregu_..are.p_ed,:lifeAn._i-DrugNetw0rk(ADNET)
ridestheSIP_T:_ommunioati0nsbi_kboneand.provides,terminals.and.encess,as_•
vehicle for the domesticexc_e .ofintelligenoe on.snti_ effom_,:SlPRI_T'_)alSo .

Trm_leti0nc_ter; and_.e Fo'_._.'gnT_n_ _..ae_Ta_ Poroe,__, " "" -
• , ' . . , . . . . " ,.. ' ° .

• Inthe area0f.organiz.".ati0mImessage _c, f0rdiss_on-:_o_: ...:..:: ! "
information.and.tuki_:_:6m_:ag.enci_,_.o.l_.I,_juslim_._em_teditsnewESi .
Auto_Mes_System (FAMS)WhiChisbasedon.('heDefenseMessaging".: '

• System0)MS),TheFBIistheflinteiv_anagencyto0Pemtethec_sifiedDMS.
FAMS will-provideon-finem_e creati.o_r_ew, and:S_.eapabilitieS:tOew,_one
•onne edW.FBT.," AMSgi.vesusthe©a ability.:.end.an4.'ve
or_onal.message_aflic.toan3":0f,_he.40;0_'._ses.on.DMS.or Automa(le_

Digita!Netw0tk(AUTOD]1_r)..:.:T_ie_/Sc!.y_on ofF_ _ curv_tlyin..:__and:
.willprovidethe:samecap_.W._._er_, ei_:_SCIO_.._,]__by_the:_end Ofthisye_.
TheFBPsimplemen_fiori:oftheDMS-_-providewriter-to'reader Securee-mailto. .

.... .intmta]and externalusers...Withinthog0.vetmnen.._'D_':_'_laC,.o'A_JTODDC.:imda

andIntemgenceAgencies:"initsfinai fo_DMS _becom._:_i._'Vemmenfs glolml.
-seoutee=ma!]_:: _t._ prOVide"_-__P_m._..-:Of _o_: _eroially "
offthe shefflsOItWarO.pmdu_.:_:conn_tOv,_.2..n_on_)i_en.and:__ ,-. ..

System for info_0_i,_:.._IS),..._t..FB!__: ._.__ _)e _,..,:.....--:_.

websites connected'toS__ ei_(I_(_,: The _st FBi TS/sCI IC Data Mart "
(ICDM)is currentlyindevelopmentandshouldbeonfinebythe endof2004.TheFBI
Chie'fInformationOfficer iS .alsowo_ v,dth the Dopartmentof J_tice on interf_es :
betweenICsIS andthe _ .EnforcementInformatlon.shazing".initiative andwiththeFBX
_-JusticelnformationServices (CHS)Divisiontoin(._4_sethe sharingof "
intelligencerelatedinformationfromandto stateandlocalofficials.([J) "

..

TheFBIiscurrentlydeplo_ the.s_c_T versionsoiFAMS,whichusesDMS
and secureOutloOk-likee,marl for organizationalmessages, so.thatouranalystsand
reportsofficerscan Sendand reoeivetimely'mtoHi.'ge_cewith other-ag,moiesin near,.real
time.TheFBIis.alsoworkingon.adigitalpr0du0tioncapabilityforlipsusing.exte,_ded
markuplanguage(XML)thatwillint_rfaoewithFAMS andsupporton-linedigital



o

.' " , (
• .o
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" . . ". . . " ' "* " . .. ::, • " ' " '.:.; _ ' '.....:. ..i >

_" ' ' - ' _ . . ..: e"-. • l' ':". . ', , ' " ' ': ",' _" '" ' ",e,'_ • . :.i' ' . .U . : • . . " _' '-." _ '

productionof'mtellig_cereports.TheFBI_S._plyins _ _ s_,_d ,nots=
data tag .l_ngto facili_.te the excha_e 0fhformationWi_hthe intelligencecommanity.,
The FBI ts also applyingnow securityteolm0]ogyto deploya _rote©tionLevel3 Data

•.Ma_.:capabi.lfly.v,_th_ecretio_ a_eSs c_n_|S aad]_bHo_y Inffas_0tu_Li . .
o_fi0atos, m.s.up_ortofclosedCommun_ty of Int_ Whichwill.pmmitS_ure sha_g
of ourmost :sensitivedata with misted,memb_s ofothea agencies. TheFBI is also
investigatingthe use ofsecureone Weyt_ansfersto move informafionbetwe_ns_uri_ ,
domainsandto pm'mitall-s0urce intelHg_ce analysis. _e _e ofnext:geo_a, . ,-

.on:_'tioalinte_gence b0tw._n s_ty do_. Sec_¢ W_'©leSs,_'nn_a vRyand:,,
•-_V'_ I_ivateNetWo_:are _.b_ng Iook_at t6pmvide inex_as_iaccess to,: .
intdligence to deployed personnel TbeFBI is also start_g to Use0n_line. desktop
•collabor_.'ontools suoh.ashfo WorkSpa_ w.hicli:is_o foun_xt for_o InteHigm_o
-C_mmunityC_HaborationP__ into inte_gmc_.coll_oratioa(U) " .

TheFB_phnsrouseaddi'tionalsyst_as:thef0Undati'0nfor.ad,_tioa_informati'0n

• . . ?.

• , . .

• .....ThoCJIS Nationa_DataExchango (NDEX)__plan_ fordeveloping a S_:

.--,...._a_h totheoperation,._ _tmmnco ofsev(.,,'ral_nn_ _. IT._._o.r_.'.
• toZ_mmunic_,'otm,systcmsinolu_ LawEnf.or0_ent (_.-.Hne(LEO).and_ WAN.

..... TI_,,NDEx is to boa _'positoD' of national it_ticesanda _)_ter systemfor

:::;_• " ' _ocal/federal and inter,govemmental.hw_0Lc_m._i_:,_!fities,Th..eNDEXWillals..o
: be:.,a-fusionpointforth0 c0rvvlati."0n:ofnati0nally_b__afinal ju_Eceinfonnationwith .
. c_ma_nnati0_atse_uri_ylda_./CO).. " . ' - . •....

. _ . .
•

'- '..i:,"ii:iLaw EnforcementOn-Lineprovidesweb-basedcommunioat_onsto.the,law
enfoxu_ent,communitytoexohange'mformation,conduc_on-line_[U_0n programs,and
parfi.cipatein professio.nal-sp_ialitRer_.and_ic, allyf_ed dialog;.TEe._ hasbeen
op_onals'.mc_ 1995 and_enlly s_g shout30,0_us_. .I_O _ s_'u_. " "
conn_ivitytotheRegionalInfonna_.,onShm_'-g SySt_msa_work.(fiss.n_),Thel_!
IntelligenceprodUotsaredisseminatedwee_y via !J_Oto ov_ 17,000 hw enf_c_nent

" " " ""*i_o ""agenciesand to 60 federalagen_,/aneprowomg._m(_on aboutte_. rimn,Criminaland
cybo/._aremtsto patrolofficersandOtherloca!hw enfordvmempors(a._Leiwhohavedirect
daily contactswith.the generalpublio.TheFBIplans to _haace LE0 forrob.ust,high-
availabilityoperatiom The FBIwill use the enhancedLEO,mthepriory chmmel_r

sensitive butunclassified c0mmunicati'onswith 0thorfod_,s_).to and local agencios. LEO
" andtheDepartmentof HomelandSoour_tiea_oiutgegion/d InformationExchangeSystem

(JRIES)wilIbointeroporablo.(-O), .. ".... " " "
,'

The InvestigativeDa_aWarehOuse{[DW)isfoUowiug_h multiple-phasedapproaohto
quicklyprovidesupportto FBI investigators,andT(mkForcemembers in.the formof a
spirally-developed6pomfionalprototypesystem,the Secure C._nterterro_m Operational

' ProtOtypeEnvironment (SCOPE).The enterprisesystemwhiohbuil&[uponSCOPEis the
!DW.system;thq full deploymentof IDW is scheduledforDeoombor:ZOO4.TheIDW



help me_tthe law enforoomentand _e IC need forrapic_ ._ureid_endableindexed
o t "

anffwill _¢_ovidedata mmmg aoceastOFBI i_estigative filesi (U)
.. .,, . . " . .. • .. . .. " .. _. . • . . •

, ....'i., ". " . ' " . " i. ° " " " " • . • "' . . • " "

• • Muiti-qyorm,ti0n InitiaOv© toenableFe0, state,
trodio©allaw enforoementa_cies t0 s..harer0gi'Qnalinve._g_u\ve_iles andprovidepowerfut

•tools for cross-file aaalyses,.Aproof-0f.-_oncept.effort:muuderwayin St'...Louis;.exklitiotud
demomUOnsitesaret,os p ed. of d.emoatio, isto(1)shc,wthe
value,of sharinghive_ g.afl'Vei_ Which,c_ be _yzed by mode_,,t soRw_ too.lls;and(2)

help define technicaland org__. ,at_,_maehes forregional sire..r.edS_. ];_
_sidns._outdep!0Yment.0fthe.MISwil_bo b_ed onthe_ts of._edemonsl_o_and

• the dep_ent wi_ plan for law _or_em_t "_o/_ n s_ b.o_, deve!opedby the "
Departm_ttofJu_e._ ':'.' , . . i _ i " : • .... -

• ; .. ",. • ..'..". . . •.... "'i .... . " i " " ." . .'" " • • "., . -. ".... • . . . .... . .., . ,-. . . . _¢ .: . -,

• .....-Wi_e;......"ereationofche:'0ffi:Oe:0f_temg_0e'"at itxe_FBI,._._h"FBlfield0t_....has
" establisheda Field _telilgen__Up (FIG). ]ftis (_¢ resPomi'bilityoftheseFIGS to manage,

oxeouta,andmaintop,..thel_l'sin.tenons,fun_i'o:n_wi't_ntheFBI..HG-p_te1have-

roU_e aooesstoTS tindScI _iiff0_on so .they_..be ab]_et0_eiveo ana!...y_,xeview..and
recommend_ this"mformat_onwith _tie_ Withinthe mI as wen asou_cu_tom_

• .andp_lners wilhinthe _utelligen.ceandLaw.enforcementc_nmum'_[e_,(U)
• , .'.}: . : " . " ._; :... -.. ...." ." ..-_" • . .. . - - .. . , . " . . ".

• .. :. • .... - • . ,:,. "

Re_Omme_dL_aoii:_o:ii_,.:E_r_approl_._._pl_._ie_.l_r__e In.FBii!U_.

. ..
• . . . _:

. . _s the B_'_ inked demandfor _e_s _, sensitive -Comp._anented
•Information:(SCQsystemsthe following actions have been taken:(U)

• . . . :

Thiswill-allow:field o.m/c¢8in.v_gati..v.o._d inte.Uigerie*elem.en_ _).be located.into.
that_.conduoive tothe._ fl0wof inte.licence,at..tdcommon ..aco_,,),tohighly c!assified
otmant. (U) ,. : .

• - , -

" 2) In addition,,tan(IO) flbtdomo_, includi_!gtheNow.york Field Office • . "
-- mentionedinthe .abovefm..ding.,havelb_mid_tified as._os.e..thatarem_st.in

•needofSCIFupgrades.Assoo_tedCO_Sino_,ude.O___fioncosts and
. :' miscellaneousCdsts;MiscellaneouscostsincludeEaglephon_(1perperson);

Se0urephones(!per!0 people); shredd6rs(i per 10peep]re);and seeme fax
" "maohinea(1 per30p_plo). This information..w_ ln'ovided in .responseto:

':Questions for the R_rd which.followed from._eMarch30, 2004iesth."nony ..
ofDADs Herringtonand Fordconcerningthe counterterrorismbudge_forFY
2005'TheconstructionoftheSCIFupgradesisdependemontheFBI
receiving the reqUi_.edfunding. (U) ,

3)The FBIiscurrenfiyimplementing,aplm_toadheretotheNation_lSe0udty
• ' Agency mandateto.have aH'$TU,instnm_entsroplao..edwith STEs by2005

. ."
,. -.t. ' "

..
• _ . .

. . •
t.



", .

R_ommend;ntl0n No.12: I improve dlsse_ation of thres_ _o_tlon. (U)_
• . ., - , ,

. .'.. . ! -:.. , . . '.

• ' . .| • l_ • , :, •

Response: TheFBIagreestl_t, likeoth_ intemgenceandlaw,mfor_ement_gencies,
it neededto improvein " ' ' ..... ..... . . ' _>" " "..everyway possiblethepx_oessesus_ to disseminate thre_
information.Since September1I, 2001, _heFBIhas issued dear _idauce fortho
disseminationof threatinformation.Additionalpolicy develOpmentand

•initiatiws arein pro_S to fiu'therstrengthenthe FBI's threatinfolnmationdissertation

processes. Below m_ thesteps _e.FBI h_ take: _ i i "; .
,- . . ...' . . _ ." ..

. .. . .. .. ,.

• _sindioatod _ier, theFBI, s B_-I, s senior Intelligenoe,_mmunity caterer
professional,hss emtablished_no6pts of Op_Om, rpolicie_z,andpm_t_s
related_ _e diss_on, _ _temaliy andext_nally, ofth_a_tnforn_ti0n.

. _'_ .

• • in December 2003, an EC was distributedto all _dd Office_ andLegats,c_titied,
'_q_rfing Raw IUtdlig_ce." Ti_EC pt_ded l_dance, !__ thr_'holds,

" and rep0rti_p_ur_ forraw intdligmce derivedfromFBI m_gati(_ and
umgen oUaon,and porangan . ....

• . . :' . _ • . ." . . •dissmnina_on p_C_lur_ (U)

• r_q__ (_u_llig_ ¢oll_'tion and re__ gu_ee)ii'or ag_¢y-wide use.
.. " Thesercq"__tsar_po_on_heFBIintranotiundavailal)letOall"_loyees..

.....">':;:!_...." The_cl__ts provideStrategiOaHy-deVelopedsndwdl,deCmedintell/g(mce
needs-_hc_ the:_ enviro:nmen__Ther_quica_x_n_t__o_ an_!
fonnatindudesdeta_l_tr_oro_ng_olds, time_amos,andrepo_

-. instructions,to inoludo__ fo_ats andto wlmt ¢,ompononts.the_t
informationshouldbe _rted.(U) .. _

.. .

• The FBI._ deVdopedand _lemcnteda two-week specialized_ course
•for analystsand.agentsin _eportingand_. ,mduating rawin_dligence. This
courseteaches_heevaluationof collectedintelligencefor dissemination,aswell
a_ reportingand disseminationtrade©raRm.ing the me .stup:to-dateFBIbusiness
processes,formats,andpolides;(U}. .- '

• -.

" • The FBIis nearingcompletionof_he developmentof a new web-based
. IntelligenceInfommtionReport(HR)application,whichwill serve to vastly

improvethe efficiency andeffectiveness of reporting,anddisseminatingthre_,t,
information.Thenow. applioationwifi oontahx,a s_gle i_ formatforuse
:throughout.aUof theFBI's programs,andWillhave a numb.erof advanced
features,such as electronicapproval,dateand timestamping,Workflow tracking,
andstandarddissemination lists;. The applictCionwill bemq)portedby a . •

comprehensiveHR.handbookwhich will be distributedth_ughout the FBIi.
• lune2004; (U) . " ....



TheNationsl ThreatCen_erSection (NTCS) isthe Countert_,tTOfiSmDivision's
(CTD)focalpointfor_ereceipt,pre_ _tym_,an_.:as_smn_t:for__ '
aotion of all emergingIntematio_ Torrorism(IT)and Domestic T¢_orism (DT)l_hreatS.
The NTCS coordinatesthoseihreatswith s enuenuues endagenoios, to includel_e,
Terrorist_'In__onCe_er _.(TTIC),.TerroriSt.S_. CenterCI'SC)and 'the .

ForeignTe_. fist TraokmgTaskForce (FTTT_ _.:(113)
• . . ". , . '

• TheNTCS is comprisedoffive uni_: CT Watch(CTW), Public A©cess:CAmte_
unit (PACU),_StrategicIuformationOpm'ati'ons•Center($IOC),•Ten'ori_ Watr_at_
WarningUm't(TWWU),andThreatMoni't0ringU_,_tchug). TMUand_ are
resp0mible formost _ffac_g with TTIC,TSC, end FTrrF, _ '

• - ." . . • , : • . • . : ,, : , " ...! , _-: ..

, . : : . , • . . , _ ' .

ThreatMonttor_gUn_
. . : . ._

_..

" " The_ion ofTMU is to supportthe FBI'smleindefmxdingthe United Stst_
_the _ 0f_iby re_'_ _, die--g,- andmemorializing
_ inf_ati0n andsuspicious_fivi_7 iu ¢o_jun-ctionwith FBH-!(_FBI Field Offices
LegalAttaches,andtheU.S_i_te_ge_ceCon_nuni_yt_S_C).CO) ' _• .

....-.Eezhmonth,:_ i_ves :ap.proximately_1_000,_J_and :stmpiciou8aztivity
ref_ from variousf_ State_d !_ governmentand_awen_orc,ementagencies.

" Each0fthesetef_i.inthe.fon_x.ofe-mailirensmi_ions,01_troniccommtmicafions,

or-_" ._y.._...missions,arereviewedaud..__xlby;._" SupervisorylSpeeialAgent..
personneLTMU immedia_ly_ lhe...al_.ropria_eFBlsubstan.tiw;mxits,3oint
Terrori_TaS,.kFome (_ ag.en_iea,or.o_ergov.:men'" "'........t_agencies;_reexpemu(_.....................""',umy"
al_rized0fthethreatinform_.'on,,and.makesareco.rdof.th_throath_fonnafionref.'erraL
Additionally,ifbaseline.criteriaaremet,_hese_bxeatandsuspicious-s_'tivityreportsare
assignedtoTechnicalInformationSpe_.al_mwho mstu_thethreattnformationis
res..e_xched,...summarized,.fu_ny__ .andent_dinthe,searchable._ threats.
database.(U)" .. .• •.. •

. . ,

_ fiscalyear2003, TMUreoeivedand assessed approximatelyH,000 threat
andsuspicious-activityref.en'ais.TMUsubsequentlymemodalizedmoro tlmn" 2,700
individualthreatand/orsusp.icious activity reports.inthe TMU database..TMU
disseminatedthe threataudsuspicious activityinformation_ t_ org__ons and
entities.thathad oversightlrespons_Hity forindividua!#..,orlpropertyaffectedby, the threat
or incident..TMUroutinelyprovides,allthreatsmeeting its baseline criteriatothe
T_ ReportsandRequirementsSection (TRRS)who dLssemina_esthe information
in the form.ofan Into!iigenceInformati0nReport(HR), to mu!fiplecounterterrork_t
customers.,includingTrIC. Beforethe FBI.becameactively involved in thepublication
of iiRs, TMU haddirec_contactwithTTICon a daily basis, (U)

" Over300individualizedsearchesofthe TMU threa_datebasewere.request_iof,.
:andconductedby,T_ tofacilitatethreat_rendanalysisbyFBIunits,theDepartmentof

' _': .38



"_llJmmt,l_amm_

HomelandSecurity;theN_onaIInfru_" ProtectionC_tea-p_ other agenciesOf"
theUSICwhoareseemstomeasure_ge_vu___'. _sO,_m_2003,'ov=200

, " individuaIthreatitemsWere_mitted by _ to TTIC forpublicationin thejoint
t_I/CentratIntettigeneeAseney_ _. :'_ _ informationwasrhea
distributedto:ttiel_esidentas wenas:real@ref_enLt_agenvies._ alsore_iv_
reque_ for, and conducted,morethangWentyst_ializedthreat databasesearcheefor
major events (i.e,, Supe_owi, World Seri_s); andfor signi'ficantdaisessuch as those
_rrospondingwith rdigi'ous celebrations,(U) . '. . .

, . • .: . . ,

.Co.nt_evrortsmWatch "

, _'rrICpersonnelwithac_S__I in_ e,,,m_havebe-e_'__ proxy
fights to the m CT Watcho-mail folderandtheCT WatchDaffyLog. Manynew

' i._s.and _ me.reP0rtedto.::_ by'•e,_.,All_ons takeuxj.in__ _lephone

this_imi'ted,rea_-timea_ _bo__ e_ andlog,an.__on rep0rce_tto
w_is a_ av_abletoTTIC._,_hermore,aCTWmdy_is-ph_eanyaSsi_:to
THC wheretheyserveinaliaisonrole, _ "reformationis slim_i.betweentheFBI

: and1"TIC.Conversely,CTW.p.ersonndalso-haveaccesstoT'HCOnlinb_ THC
recordsall newthreatinformation andp ,rovideaupda_ oncurrent0_-eat-investigations.

ihe_e _to_ _,y f_ of2_, _wmbe:ve_OOat_¢oanewb_g,m¢ as
:q. _...willbephysieally..colloCatedwithTTIC.(U)' " ....."

".i . .Informa.ti0.nSharing w_ _lleTe_orlst 8©ree,ln_ Center -
• .._',_= _ .• . ..... •. ..

"....... inq_ 3' from _W e__e_. 1_agency_bs _,e_t,...... The_C initiallyr._ivesan a e
.: ......_.:.. . .

.... to._i_iolent Gangs andTerl_flst Org_on File (VGTO_ recordmatch. TheTSC
.co_.unicates-withthein_:law enforcementagency_oprovide_on. and
confama,matchonthesubject(s)..Ifapossib!ematchis.made,_e.TSCgeneratesa
reportcon_g allpertin/entbiographicaldata'andachecklistof_Y.researchconducted.
TheTSC then.make_.direct.con_"t wRh the CTW Via:telephoneand/orSecu_ fac_e _
to.providethe information-regardingthe possiblema_h_(U_ " "

• ,

-- Uponreceiptofthe.telephonicnotificslionfrom.theTSC,'anan_yst fromthe.
CTW will review._ identifyinginformationregardingthe possible terroristsubjectand

.confirmanYdatabasesearchesalready conductedbythe TSC,SuchasNationalCrhninal
InstantB_kground!Check, ACSand Tip-Off.•Ifneeess_:,the analystwill initiate
additionaldatabasesearclies,to include:, a moredetailedACS seomh, .Telephone'
Applications,Integratedl_temgence luform_'on/_Tplieation,'IYeasu_ Enforcem_lt
CommunicationSystem,Watchlist,Department:of State,ImmigrationandN_mtion
Service,Transp0rtafionSecuri_yAdmi_strati.'on,BUreauofPrisons; r__'OL, and
pertinentpublicdatabasessuch asChoicePoint,AutoTmck,andLexisNexi's.(U)

_ecrw anal_provid_abriefsynopsistoaCTWAgent,who_en
¢oordinat_reactiveandinvestigativea_tionwRhthe fieldvia _e FB][JTTFs,:
Field/LEGATOfficea,FBIcaseagents,and/orFBIAirportLiaisonAgents.TlieCIW

..
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disseminates tho '_.onnation to afl.rel0vm_a_t_ and¢oo_s _ t_solUtton
dir_tly with the !TTF, When C0_o_ reS_d_ the find_reso][utionis reoeived_

• " fromtheYrTF,theCTW:prOvidesa_ oftl_,encmmt_inthoCI_SC Group
Daily Logs.' ThesoTSC Gto_ Daily Log _es c_ntaia:,q__ details suohm names,;
loc_ons, identifiem, .cal!-b_k'mbe_, a_ s d_o_ptioll 0fhow tl;ematt_ was
_olv_: Thelog_tri_im r_d_ _ _imeby_l!p_onnelat_e TSCin__
City,¥_uia, _d us_ todocumenta<_ resolutionfortheencounterand"olosethe

• loop," The TSC ultims_©lyreportsallper_©nt inv©_g_vo _d/or,_tellig_c_
.-.., - / o/

informationback.to the r_p_tive ag_y _h_ nominatedthe terro_a_t-re]atcdsubj_t for
inclusion into the VGTOFdatabase(TTICorFBI),.0.7) _

-

Info_nufion_harin_ _lth the ForeiqnT,_rror_,,_,,Trnckinl2TukForce
.. - " . . . . : / . :. ., . . -_ . . _ • , • . . . '. ,_ _ .

./A .r_r._ontative-£rOm_.oFrl"TF _ b_ m_gnedf_.. =.time_to/_. .,
__nally, _ the new .CTDorg_c_ c_ FTrFF has b_en.plac_ underthe
umbx_lia.Ofthe NTC,SoThis._H0cafi'_ofr_sourceS will-_aci_tate_hoflow of

...

• . . . .-,_ • • .

D. Oilier Recommeadations:
• " . = _ • , " ... .. ,. --. . . .

_mmendaaon No. _: Eva_u,te _e e,_eu_ss of the zap_d rotation of
• S_LpervlsorySpeci_AgeuU _hrough_.the,FBI[_Headqusw_r_ _uterterrorism

prog_ ._ 03)

•foHow.thesam0c _ pa_,.andr_lat_:prom0_onalltim_tables.:_sb_hed:for,all Agent
-- -m_ts assignedto FBI_q__BIHQ)_._F'_?lino._mp__iu_dm_.eldand

at FBIHQlmve 0n,av_ge served aSinv_atom tbr_10,$yeampric)rto asmnningth_
m_ent position.. GS- 14SSAs c_y sc_i_ _.lq3H_Q:haveon avm_. e2.43
.ye_wsintheir FB.!HQSSA positimm:I?BIHQSSAs aroin fa_ requiredto complete,at
leb_ctwo full _ iuthe_HQ assignmentb0fore_eir:Iransf_rto ot]_r assistant.
Eventh_ farfrombeinga.pros¢It_clul,ed,mtation,their moveme_toa field assi_, ent
requiresthatthey suc_essfullyc_mpetefor ak_ignmentspurmmntto the demanding

req_ents of a completely restructuredsele_i'6n system. (U)

:Simnar,tooherintemgenoea enoies, 'S oxp en,
support,intelligence an_dystsandotheroperations_ialiS_sprovideasignifloant,portion
ofthecon'tinuityoflmowl(xlge.t_luirodto.undomtmxdandeffectivelyevaluatethe.
emergingthredas,overtheIongtem_Howeve),it.is.not__ fromthoperspeo._iveoi'
the:FBItO.eharaotodzea.two-ye_r.commitmenttoanFBIHQ positionasa"rapid
rotation,"impl'y_thatSSAs0n_osetwo=year,assignmentsoontributoat.alessthon •
optimumleveltotheFB.Psoount_rism xnissionduetotheirlon_,¢hofsorvioe,The

. intention of service at FBIHQis.,topmvideBuroaUloadors,sol_ote_(m thebasis Ofthoir
demonstratedachier.ements,with.aseries.,of uniquelyintense,partio_ar!yd_mdJ_g
•challenges. The assignments,pro.vide:experientialoppo_ties:ona national-and_,Jobal
scale.First.finemanagers,workingwi'thth_ mox_.erxpm'L_ood.sup(ziom_d SUpl)ortod

..,
., |
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' bya!mowledgeable intem_ee _play avital"rolein the ,den_c_oc,:ofoperationsl_:: "
priorities,developmentandimplementati0nof_cy_wide' " °:, _tiaeves, meassessmentof
e necuvenes_i_moeemx. uv_iariameprepl_auonoxp_uve r_onsesm

address merging irends._TheseFBIHQ$SAs subsequ_gly utilizers gamed :
knowledgeandexp_oncein'tho domesticfield andoverseasin furtheranceoftheFBrs
mission.(U)

• It,th©FBI is _,-fosterthe deveXopmon_0fb,_e leaders tO_mce its:management
' cad_iitislimpm_yethatail _ Iiaesu_:micl-luel _magem: a_tivelyand fully avail '

themselvesof the wkh=stpossiblerangeof leadmlhipchalkages, most pa_ieularly.those
availablein FBiHQ SSA_P0sitions,TheFBI'sExe_utive D.evel0pmm_tand.Sel.eclion
Programhu:soughtto_e the_a_ b_ce betw_ provld_.fix_.Hne,• - .
ma_g .ers.wi_ a range.Ofdevelo_eat_l _fi_,_:aud they __sieada_:,

pine'-and regularlyrein_ tho_ p_)_ with the new pcaspectiveand" " " " " • ' ._i.. ' • , -.. '

approachesofnowfirst,llnemanagers."(U)

Ree,mmendaeont_o.14"Prov_ae_=Uee Oui_e typeoftufmuaaou tuat_eu_
• should Obtainfor eval .uatlugassetsand for ¢_oeumentiug_e y_,'ly ©beckon_msets.

• . . • . '. . . .;" . '- . .'* . • .... .... , . , . ,. ' •• ,. . .- .

• . . - . . - . -•

• . * .... :. ,.
_.... .. . . . ., ." "" .. . :" . , ' .. , , " .., . , . . .. . .

_ i :"_-The_I:_ _th___onan dh_s_iemen_._OHcyto __s the::

• dependingon thetypeof asset:b_.dcv'¢loped.or _:__: The I_,_M Section 27-26._

_ poi__;.!) __hm_ _bu_le::_ :_e_u_S_'2)!_.C___O n.statementof

•inte_ tod_ment!the as_..S_.fi_::' _M _'en 27=29p:mvid_ _)les •Of•
.teststhattheban,dlingag_t:_t_::_d_:_he assefsSonafides._Additional,
stepsto Validatethe asset ateconductedby the han_ agontendaro used to determine
the asset'Sreliabilityand.Vemcityof the infonnati0nthey pxovided.._Hteseezeasof
repox_g lend themselves t0._e adrn|ni:qrstive_of asset d.evelopmentand opexation_ .-- _ . - .. ..-..... , •

• _ .

. ., .•

Withinoneyearofopening andevery 18mo_-ths_h_, *ehand]ing ag4mtis
' l_lUircd to m_bmit:acase agentassessmvnt to FBIHQ; This assessmcat is a brief ..

narrativebased on the handler,s obsvrva_onsof andint_ons W,th'the asset, and
provides "ms.ightinto.an assefsmotivation andconmd, beliefs, habits_mdany si_ican, t
behavioralchanges..This timetable does notpre¢lUde_ agent from_bmitting a
revisedcase agent assessmentin the interhnifthe _So_ behavior changes significantly.
Additicnally,a revisedversionof the I_IPM section 27 is currentlyh_the _ stage,
The new NFIPM.will include languagethatdirectsagents.to notify their immediate:.. .

superyisorffthey identifya significantChsugein the asset. The'SSA willthen determine
if theasset'sbehavioralchangerises to a level whi'chwo_d roqUireFBH-IQnotification.

..
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In contrast,iagent;receiveinformationfrom.Sets which,:althoughadministrative

- "in nature, anddependingon thereformations bumnigonthe mves!igalttv.eppgram, max.
.•requ|refollowup.Theseareas:of reportingI_ndthemseivesito:_emyestleatwe_ of.

asset deve!opmenzand0perafi6n: Further,_s fa0etof assetdevelopmentand:operi_ion
aredictatedby the logical,Progresslon0f.;theinvestig_ve proeessandCannotbe::!imit_

. to or definedin.administrati_,,epolicy. CO). ' .
1

•.__Ree0mmenda,.,_.louN'_).._'.IS: 'Im..prove.the..flow o_'|ntellige,tee Inform_flon_Within.rite.
FEll and the'disSemination offittei|lgee_ Imforn!atlouto other luteHIi_en¢eagencieS.:

enforcement.to•dissemmate:,reformation_, •todo!sois .an.._t pa_ •of.i_mi'ssio_. . • "
ShariagE_,i•inf..onnation_llbe _ ml_ f_tering_e info_on _tl._t;e•theex_tion_

' where sharmgisiie_yorpr_.. _!y_t_ie. •The:.l_I•w_lldel_,_its•i•. •. •
mformathm.thr00p=hthe_stems theFBi and.!ts6ustomers.._d parsers use.(U) :

.

The FBlis connectedto the rest.oleo U,S; _tellige_n_ecommunity atthe :Top.

OperationalNetwork(SCION),The SCIONp_)jectw.asiniti__:Septemb_, 2o91, "
• . ...._-. and has mvt allschedule, budgetand__ts::i_SCiONconn_ts to the

-.

.

Fel'sO ee

-SCIONi.s c.u_."nflyavmlable_oov_ ]000 usen_atFBI Heaiquartcrs,-andltheFEtl "
has initiateda pilot deplo,ymentproje_ to _$efollowing Fielc_Orates: New York,BOston,

• and Kansas city.' Theplan is to dell.vetSCIONtoall FBIField O_ces, as fUnding
becomes available..Limitedaccess tOIntelinkfromotherField.Officesis available •
througlithe old FBIIntelligence InfomzationSysten_Network(HSNET). Most 0fthe

• FieldOfflCeshave twoworkstationswhichhavea connection-toFBI hea_uarters, These _ "
workstationsare.inad_lUate:_d difficult to use,andthey arelocatedinmnallSecure
Compar_ented InformationFacilities(SCIF)t_t arenot in _e _gent or analystw0rk
areas. An imped'unenttOfield exp.ansion0f SCIONis thelack ofSCI_ spacefor theField
IntelligenCeG_ups (FIGs)andre Join_TerrorismTask.Fo_e,s(JTTFS)pcrsonneli(U) _

....
•

"..

.. Access t0_the intelligence andhomelandsecuritycornmunities,st the SECRET
leve_ is providedvia theD.epar_ent of Defense SECRETInternetP_otoeoltRouter
Network (S!PR/_T)W_ch provides_e communicationsbackbonetoIN'I_LINK.
Secret.OUrgoal isto provide SIFRi_T/INTEL_'K-Seeret accessthough Secure•
dynamic virtual private networksto all FBIworkstationsin the nearfuture. Todayyou .

• .
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•' , cannot_ectl_._eu any__'. netwo_ fi_Om-_o]_I_T an_t:onlyi_tedbatoh
tractionsthroughseoguam's,pe.ni;'The: ti- g:Network:(ADNST)..
.ridestheSIPRNET_mmunioationsb_kboneand.provi___: au_.acce_,as.:s
vehicle,for the domestic exohange.ofintelligen.ce,_ anti.drugefol,_:. SIP_T is,atso.

. us_to suppo_ _eXe_ofist ExplosiveDvvic___iS C._nte_:,the Natio_d V_
TranslationC_ter,_d theFordgnTert6rismTa_kingT_ Fo_e.._

. . . .

_ ,. : ,
./

,.. -Inthe atea0forganizafionai.message (mffiCfordiss_fionofoffidd
informationandtas_gstootherageaciea,:theEBl.hasjust.._lerm_ted itsnewFBI

.. Automat.edMeasagingS_tem(FAMS)whiohisbased0n theDefc_u..eMessaging• :
Sys_ (DMS);.TheFBIm thefn_tCiVilianag_cy _op_ _e_dasdfiod DMS,

• FAMS will provide0n-line.messagecreation,-tcvi_,andisea_htapabilities toeveryone.'
' conaect_ to FBINET. PAMS give,USthe capabilityto !_end.androceiveCritical •

org_nalmc)sage trafficto aay_the40,___: onD_ or Auton_

:m_ Network_A_D_, :TheTS/SCI_on of__. _:_._mtlyin_g and.
-- :._:dl.pm_de,lhesame ©@._flitYto_"e onSCION 0t !_N_Tby _e _I of_ year..

The FBI'simptomznta_onofthe .DMS.•will p_vide _t_.-O.-re_ SOCUtoe,n_.".to
_. and_. users: Wi_ thegovernment,D_. _ te_h._AUTODIN and a

.div,erse:armyof o..marl'-__. __ly iu..usetl_o_o _ theDepatlmontofDe_(we
• and.Inte_gence Agon.ciea.In:it_finalform,DMS will b_,0me .thegovommont'sl_obal

-. _,o=mail _:_tom. ItwHI pmvide_od iu_mp_,HiO/of_udous oo__-iaIIy ..
_, •offtheshelfso_areprod_ and.connectover2_on.ci'v_.'an_d_.._ :.
__,,.;_"" ::-_....

,::..... user_,The-systemwill,permitmulti-mecHa_/hmems t0m¢__ andp._vido c,_d,to-.:_.,: : . , .,. . :, ,- .

.........

'._:. . ;, .'-. , • • : , , . : .

•- . • . _ ••

._- '"_._ii::.In:.theareaOfconnectivityfor.da_produ_),thoFBiisjUstbc_ to
i _l_mentour initialp_0gtams fordatamartsm part of_hoIntcmg_ceCommuni_

S_ forInfo._on Sharing(ICS_)._t FBIint_IHgence_r_c_ m theform
of Inte!!igenoebul_.etins.,_ ._lligen_.Ass_mnents, and II_ arebdngpublishvd onFBI
websites connectedtoSiPRNET-.andIWICS._e .firstFBITS_ ICData M_

• .(ICDIvOiscur/enflyindevelopmentand_houldbe.on:Hnebytheend¢/f2004...The FBI "
ChiefInformation:Officeris alsowor"kingwi_htheDePartment>oflu_ceon_nt_r£_ .
betweenICSIS andthe Law.Enf_ent InformationS_ initiefiveand .WiththeFBI
(3"iminal"_usticeInformationSer_ces (C2IS)Division to increasethe sharingof'
intelligencerelatedinformationfromand_ state.andlocalofadals. (U). ...
" : . . • . - . • . .

The FBI is.currentlydep_oying_heSECRETve_sionsofFAMS, which uses DMS
•. and secureOutlook likee,-mafl-foror_Ona! _ mossages,:._ thatouranalystsand "

reportsofficers can sendand recdve.timely intelligencewithotherab_mciesin neeareal
thne,.' TheFBI is also workingon a d_gitalproductioncapability.for_ usingextended
..markuplanguage(XML) thatwill interfacewithFAMS,andsupportOn-linedigi_l
productionofintelligence reports,.TheFBIisapplyingXML datastandardsandmcta- '

. dats tagging to facilitatethe exchangeof informationwiththe intelligence commu_dty.
.TheFBIisalsoapplyingn.ew.securitytedm01ogyto.deployaProtecti0nJ,evel3Data
•.Martcapabititywithdiscretionaryaccess con_,lS andPublicKey Int_s_ruC_re '

certificatesinsupport ofclosed Communityof _ntere_ Whichwill p(mnitsecureM_aring

, i: , ' 4.3.
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• of ourmostsensitivedatewithemsMmembersof othe__g_d--, .._heFBIi:salso,".
investlga".tingtheuseofsecm'e0noway:_fe_....._omov©infonnat/oabetwo_n:s_._urity

' do_andt0p._ta1_-$0_, mtelllgonce.analy_is_Tl_.e._vofn,e_'t-g_on,:

•comm.uaiW.Hi__AS_oo _._. boingp.la_odto.p,_.vi.'doforthetwow.aytt_usf_
onm.'t_oat'mtetUg,_o©betweenSeo_ dom_s,_S_'_i.w_elossc_nne_tivity®_.
VimudPrivate.Networksarealsob_.look_.at tOpro.vide__.aoo_s.to.... •
intelligenoetodeployedpersonnel.ThoFBI is alsostar_g touse O_'line,desktop

•.oollabora_.'on.toolssuch.as....InfoWorkSpacewhiohis _ fbua_on fortheIntelligence
CommunityColLaborationPorta_to.incre_eiutdli'g_o.__Ua_om_on.(U).., . -.. '

: il " '::i: ::I' "...:.. ". '... :"" :.....':.:. .... .-:::...
,TheFB_p_ .tOuse addifiona!._sy_ems.aSthofoun.dationforadditionalinformafion

, _t__mcaaon_ :'_. en_.._o__ _w _aforc__.on.:_ef_o):_d .C_:WAN:
The NDExis tobe a r_sitory.ofm_tio hal.in_ces, and:apOinter,systemfor. ' :_.- -
_ _d__md_vm_ mwenfo__ en_iae,.._e.Nv_x:v__o
be afusion.__int f0r.thecon'¢.!art."on:.of.:nati0_'based.criminaljUsti_..informationw_th
cnm_tiO_s:_uri'ty_ O-Di .....• : : " . :-: :

• " "; " :. .: ' i ' .: . .:. - . :,, : - . .-
•" " ' • " •" "*' . • " . "_ " ." ,s"'. .... " ' " " : • . i ..

• •.:Law Enf6tvmmon.ton .Line prov_dea.web.basod.commumcations.to _ho:.law'-"
: " " :':' _ C' e" " "" ...." _ct " " _:: " ' ' "..enfo_em._t comity _-...eX._..,'_m_on,::_..:.onqiae:._u_ationprognuns; and -

.. parti_ate in professiomd sperm1 interest:end topicadly.fo_tised dialog.. Thosystettt has._ecn
operationalsin._1995andpres_"aflyservingabout30,0.00.users.--L_D:has:s_ure
o0nnecti'vityto.theRegional!nfon_.tionS_ Systems:netw.otk.(_iss.net).::.TheFBI

• Intetlig_ :pro_u_:.aredisseminatedweekly>via.i]hEO..(o_ove_:17,._._.law,._oroement
agnes. .andto 6,0!:fed.era!agenOies;:_,d.pro_dinginform_'on:abo_Ito/tofima,.©r/min_!and

_ to.patrol.o._c,__d oth_!ooal.row.-._,_.orc_e_p_'so_elwhoWedlrect
daily_ with.i..the.g.en_ p.ubl_...TheFBIplans._enhance LEO'forrobust,.Itigh-
av.._ab_.'ty..op_'afion,Th..e.FBIwfllusethe_oed: .LEOas.thep_ry.c..hannel:_for.
sensitivebutUncl_sified.commu_icafiomwi/hotherf_eral,s_temxdlocal._ics. LEO
andtheD.ep_ t ofHomelandSeouritiesJoint_giona]l.Informatiion,ExchangeSystem
(JRIES)will be intemperab!e.CO) .....

• . . .

•TheInvestigativeData.Warehouse(IDW)isfollowinga.mulfiple-phasodapproachto
qm_¢klyprovidesupportto 1_Iinvestigators,end.TaskForcememhe_ in the formof a
Sp_y-dove.!oped.operati'onalprototypeSystom,fl_eSe.etweC,ount_erro".namOpe,ational
PrototyPeEnvironment.(scopE).. Theenterprise_..emi whichbufl6suponSCOPEis-the
IDW:s_i thefull d_oyment ofIDW tssoheduledforDeeembcar2004.The IDWwill
helpmeetthe lawenforcemont,and theICneedf0rrapid,secure,d0pendableindexeddata
and_.Pr0Vide da._ mining accessto_I,.'.mv0stigativeme,.(U)

• .

' 'TheMul_i-agenOyInformationShiningInitiativeisintendedtoenableFederal,state,
andlocallawenfor_ent agenc_eatoshare_gi0nai investigativefi_lesandprovidopoworful
toolsforcross-fileanalysos. A proof-of.-COnCepteffortist_derwayh_St.Louis;additioiml.



value of sharinginvestigative datewht'chCanbe__ by m0d_ioftware toolS;end (2)
help.definetechuioa!andOrg_ona!: @proacliesforregionalstme_s_!: Fin_
decisionsaboutdeployment,oftheleftswiilbebas_ ontheresult_,Ofthedemo__om m_

•the departmentwi'deplan for law enforcementinformationsharingbeing devel0pedby the
Departmentof/us(ice. (U) • •

With the.creationof the Office of Intelligenceat the FBL _wh FBI field office has

establisheda Field _tglh_gen.ceGroup(FIG0,It is theresponsibili_ of these FIGS
manage,e)xecuteand .m_' tain_e.FBrs/ntewg¢loe functionswithin the ECBI.F.IO •
personnelhaveroutineaccess to TS _ SCIinformationso they will.be able to receive,
analyze,review andrecomrnendS_ th/s informationwithentitieswith/n theFBI as
well asour customersandpar_em within:the IntelligenceandLaw enforcement

.,

communities.(U)

Recommendation No. 16: Emure that field Officesallocate resources censis0mt with •
...

FBI priorities.

The FBI agreeswith the generalconceptttm therecommendationis basedupon
.... and hasin fact instructedeach fidd ofl_ceto addressIfigherpn'ofitymatte_ befo_ lower.

ones. :.-TheDirector has instructedthefieldOfficestousewhatever,re,so_ are
- ..... ..neees_ to handle,all Coun_rism leads. However,it mustbe pointedoutthat.the

_i_ .-_ level.0f resourcesallocatedto eachprioriW is notbreed uponitaerelativenmk ofthe
,;_: prioritybut upon the level and significanc_of thethreatin,eachpriorityareaand the
_:__. _. extentao WhichtheFBI has soiejUrisdicfionoverthematter.Thns,._ determinethat the
:_.- appropriatelevel Ofresourcesis allocated,o eachpriority,a:simpl¢t_rmula Cannotbe
, :, .-._:_: used_:-_detailedanalysisofthe threatand.wor!d0adin everyFBI divisionmustbe

•

Thisanalysisof the threatandworldoadiscondtu3tedbyeadtFBIprogramaspart
" of theFBI's resourceallocation process. In addition,theFBI has developed and

implementedsemi-annualprogramreviews to ensureeach field office.is appropriately
• _ing the FBI endthe nationalpr_grmnpfiori_ies.Headquarter'sprogramtmmagers

. arerequiredto review each office's programreviewsubmissionand:makeappropriate
" managementdecisions. _naddition,the FBI's htspe6tionDivision will use the semi-

annualreview submissions as a sourced_ument of conductingthe field Office
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• mspeC_ons..If fieldo_¢es._ not_dressmgpno.nty.mattersappro.pnately,.... tile ' •Ins ' ' '"" " "',', * - • : ' . , • ,pecuonD]vtson_ll.write.a f/ndmg end requ,grea_rrecttve ac_onbetaken_.:The.
• " • • ,'e., *" .' " " "0', ",. • "e.'" .... • ." _ . .

InspectionDnvlmon.wd!a.lso'reviewthe_tions of then.aUonatprogrammanager:tO.
• ensurethat•appropriatemslruction andactionswer,etake_,.... .... i

-, " .. :... , • : ' .. . .." ., ". . .

•
• . , .
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